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1 OVERVIEW

Thank you for using Novell ZENworks Application Virtualization!

This product will allow you to convert your Windows, .NET, Java, AIR, Flash, Shockwave, or
other Windows-compatible application into a self-contained virtual application that can be
streamed from the web and run instantly on an end-user device. Unlike traditional deployment
methods, virtual applications do not require reboots, administrative privileges, or separate setup
steps for external components and runtimes. Virtual applications are isolated from other system
applications, preventing DLL conflicts and other deployment nightmares.

This guide explains how to use ZENworks Application Virtualization to create your own virtual
applications and begin enjoying the benefits of this next-generation deployment technology.
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1.1 WHATIS A VIRTUAL APPLICATION?

Virtual applications enable application publishers and IT administrators to significantly reduce the
cost and complexity associated with development, setup, configuration, deployment, and
maintenance of software applications. A virtual application is a virtual machine image pre-
configured with files, registry data, settings, components, runtimes, and other dependencies
required for a specific application to execute immediately. This virtual application improves both
the user experience and reduces test and support complexity associated with deploying the
application. For example, a publisher of an application based on the Microsoft .NET Framework
or Java runtime engine can create a virtual application combining the application with the required
runtime engine. An end-user can then run this application immediately, even if he has an
incompatible (or has not installed the) runtime engine.

Because virtual applications run in isolated environments, applications that otherwise interfere
with one another can run simultaneously. For example, applications which overwrite system DLLs
or require different runtime engine versions can run concurrently on a single host device. Virtual
applications can also provide access to internal copies of privileged system resources, enabling
unprivileged users to directly execute applications without security exceptions or Windows Vista
User Account Control prompts.

Novell virtual application technology surpasses other virtualization systems in several ways:

o Novell virtual applications run immediately on an end-user machine without changes to
system infrastructure. No "player" software or separate installation is required.

¢ Novell low-overhead virtualization technology enables applications to run with the same
performance characteristics as native executables. No significant processing or filesystem
overhead is incurred.

o Novell virtual applications provide all required virtualized operating system functionality
within the internal virtual environment. No operating system must be installed onto the
virtual application.
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1.2 ZENWORKS APPLICATION VIRTUALIZATION FEATURES OVERVIEW

ZENworks Application Virtualization enables you to:

e  Create virtual applications which are streamed from the web, eliminating potentially long
installation and download times. Virtual applications run from any desktop with
broadband internet access.

o Create an application as a single executable. Application files, registry settings, runtimes,
and components are packaged into a single executable that runs instantaneously.

e RunJava and .NET without separate runtime installations. Java and/or .NET-based
applications run immediately, with no separate installation steps or runtime versioning
conflicts.

e Improve desktop security. You can run applications without granting administrative
permissions to end-users. You can also stabilize desktop images by deploying
applications in Spoon sandboxed virtual environments.

o Eliminate third-party setup dependencies. Novell integrates third-party components,
COM/VB controls, and content viewers such as Acrobat, Flash, and Shockwave, directly
into your application.

e Eliminate Windows Vista and Windows 7 User Account Control prompts and
compatibility errors. You can deploy Novell virtual applications regardless of access to
privileged system resources.

e Leverage Terminal Services and Citrix investments: By isolating applications from global
resource areas, Novell virtual application technology allows non-compliant
applications to function properly in Terminal Server and Citrix environments.

e Improve mobile productivity. By placing Novell virtual applications onto a USB flash-
memory drive, you can run applications immediately on remote PCs, with no installation
steps, administrative privileges or driver installations.

o Dramatically reduce test and support costs. Novell virtual applications eliminate
versioning conflicts, dependencies, and "DLL Hell." Novell applications also reduce test
complexity and eliminate support requests associated with dependency installation and
inter-application resource conflicts. Novell virtualization takes place entirely in user-
mode, so no device drivers are installed or required.
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1.3 Do NOVELL VIRTUAL APPLICATIONS REQUIRE ANY DEVICE DRIVERS?

No. Novell virtualization takes place entirely in user-mode, so no device drivers are installed or
required.
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1.4 How IS NOVELL VIRTUALIZATION DIFFERENT FROM HARDWARE
VIRTUALIZATION?

Unlike hardware virtualization systems like Microsoft Virtual PC and VMware, Novell virtualizes
only the operating system features required for application execution. This enables virtualized
applications to operate efficiently, with the same performance characteristics as native
executables.

There are several advantages in choosing Novell virtual applications over hardware virtualization
systems:

e Optimal performance. Novell virtual applications run at the same speed as applications
running natively against the host hardware, with a minimal memory footprint. In contrast,
applications running within hardware-virtualized environments experience significant
slow-downs and impose a large memory footprint.

o Dramatically reduced application size. Novell virtual applications require a footprint
proportional to the size of the virtualized application, data, and included
components. As a result, Novell virtual applications are small enough to be quickly
downloaded by end-users. Hardware virtualization requires an entire host operating
system image, including many basic subsystems that are already present on the end-user
device. Each virtual machine may occupy several gigabytes of storage.

e  Multiple virtual applications capability. You can run multiple simultaneous Novell
virtual environments per processor. Due to the high overhead of hardware virtualization,
only a small number of hardware-virtualized environments per processor can run
simultaneously.

¢ Reduced licensing costs. Novell does not require the purchase of separate operating
system licenses to use a virtual application. Hardware virtualization systems require a
host operating system in order to function, which can impose additional licensing costs
and restrictions.

Hardware virtualization can be appropriate in certain specialized scenarios:

¢ Non-Windows operating systems. Novell virtual applications currently run only using
the Windows operating system. Hardware virtualization can execute any operating
system compatible with the underlying virtualized hardware, such as Linux.

o Kernel mode virtualization. The Novell Virtual Operating System only virtualizes user-
mode operating system features, whereas hardware virtualization systems emulate the
entire OS stack, including kernel mode components. Applications requiring device
drivers or other non-user-mode software may require a hardware-virtualized environment
to function properly.

Carefully evaluate the advantages and disadvantages of different virtualization approaches before
deciding which technology best fits your needs.
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1.5 WHATPLATFORMS ARE SUPPORTED?

ZENworks Application Virtualization supports the following platforms for virtual application
build, snapshotting, and execution:

e  Windows XP Service Pack 3

e Windows Embedded XP

e  Windows Server 2003 Service Pack 2
e Windows Vista Service Pack 2

e Windows Server 2008, all editions

e  Windows 7

e  Windows Server 2012

e  Windows 8

ZENworks Application Virtualization supports these operating systems running within VMware
and Microsoft hardware virtualization and hypervisor environments.

ZENworks Application Virtualization also has limited support for the Windows Preinstallation
Environment (WinPE), though certain applications depending on operating system features
unavailable in WinPE may not function properly.

ZENworks Application Virtualization creates 32- and 64-bit executables. Both 32-bit (under 32-
bit mode) and 64-bit executables can be run on x64-based platforms.
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1.6  WHAT APPLICATIONS CAN BE VIRTUALIZED USING ZENWORKS
APPLICATION VIRTUALIZATION?

ZENworks Application Virtualization and the Novell virtualization engine support most major
Windows desktop applications. However, certain applications are unsuitable for virtualization
using Novell's user-mode technology. These include application features which contain, or directly
depend upon, interaction with specialized kernel-mode device drivers or other kernel-mode
extensions, operating system components and extensions, anti-virus applications, and kernel event
filtering, monitoring, and intrusion detection applications.

Novell applications are compatible with most major anti-virus, runtime, and security packages.






2 GETTING STARTED

This section describes the system requirements for installing and running ZENworks Application
Virtualization, provides an overview of the ZENworks Application Virtualization user interface,
and walks you through the basic steps of creating a virtual application.
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2.1 SYSTEM REQUIREMENTS

ZENworks Application Virtualization requires a Windows XP, Windows 2003 edition, or higher
operating system. The ZENworks Application Virtualization graphical interface assumes a screen
resolution of at least 800x600, although a screen resolution of at least 1024x768 is highly
recommended.
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2.2

Getting Started

USER INTERFACE OVERVIEW

The ZENworks Application Virtualization control panel allows you to configure your virtual
application filesystem and registry, embed external runtimes and components, take snapshots of
the application, and create virtual application executables. The primary interface consists of

a ribbon bar and several panes grouped by a functional area.

Located above the ribbon bar are:

The Start menu button- located in the circle on the top left of the window- allows virtual
application configurations to be imported, opened, applied, saved, and closed.

The Options bar provides ZENworks Application Virtualization interface customization
options, and the ability to install license certificates.

The Help bar provides access to the ZENworks Application Virtualization documentation,
including a searchable version of this document.

The ribbon bar accesses common ZENworks Application Virtualization features:

The Virtual Application tab provides access to the snapshot and build features, as well as
output configuration options such as the startup file, output directory, and diagnostic-mode
selection.

The Runtimes tab provides a selection of auto-configurable runtime engines which can be
embedded into your application with a single click. These include .NET Framework, Java,
Flash, Shockwave, Acrobat Reader, and SQL 2005 Express runtimes.

The Advanced tab provides advanced ZENworks Application Virtualization functions such
as Platform Merge and Streaming, and allows you to create license certificates and application
configurations.

Functions in the main panel are accessed by clicking the appropriate buttons along the left side of
the interface:

e The Filesystem panel displays the application virtual filesystem, and allows adding and
removing virtual files and directories.

e The Registry panel displays the application virtual registry, and allows adding and
removing virtual registry keys and data values.

e The Settings panel allows configuration of virtual application metadata, startup image,
startup and shutdown shims, and process configuration options.

e The Components panel allows layering of external virtual application components, such
as toolbars and optional features.

e The Setup panel allows configuration of MSI setup package, shortcuts, and shell
integration options.

e The Expiration panel allows configuration of application expiration options.

11
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e The ZENworks panel allows configuration of ZENworks Application Virtualization
Startup and Bundle Publishing features.

Note: ZENworks Application Virtualization users are individually responsible for assuring
compliance with licensing for any third-party redistributable components included using
virtualization.

12
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2.3 METHODS OF CREATING VIRTUAL APPLICATIONS

ZENworks Application Virtualization offers four ways to create and configure virtualized
applications.

e Scan desktop for installed applications: This option will scan your desktop for installed
applications and build the virtual applications using content and settings from the desktop
where ZENworks Application Virtualization is running. This is the recommended method for
packaging standard applications like Microsoft Office. Only applications that have a recipe
will be picked up during the scan. To see a list of available applications select Build
applications from a template from the wizard. All applications NOT marked with an asterisk
(*) have a recipe and will be picked up by the desktop scan if they are present on the system.

e Build a virtual application from a template: ZENworks Application Virtualization includes
templates and recipes for several popular applications. This option automatically virtualizes
and configures popular applications using a guided wizard and user-provided or downloaded
media. This method is recommended for first-time users of ZENworks Application
Virtualization. When viewing the list of available applications, templates are marked with an
asterisk (*) and do not require the software to be installed during packaging. Templates are
pre-configured and may require changes for custom configurations. Recipes require the
application to be installed and configured on the local system. The settings from the local
system will be applied to the configuration.

e  Snapshot a third-party application or component: In this method, snapshots capture the system
state before and after an application is installed. Based on the observed system changes, the
virtual application settings are automatically configured. This method is ideal for virtualizing
off-the-shelf applications (Refer to the section “Snapshotting applications” for more
information on this method).

e Manually configure an application: This method is most often used by developers virtualizing
internally developed applications. Manual configuration requires a high degree of technical
knowledge but allows the maximum amount of control over virtual application settings (Refer
to the sub-section “Manually configuring a simple virtual application” in the “Walkthroughs”
section for more information on this method).

All methods allow additional configuration and customization once the initial virtual application
configuration has been constructed.

13
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2.4

PACKAGING APPLICATIONS WITH THE DESKTOP SCAN

ZENworks Application Virtualization can scan the machine where it is installed and build virtual
application packages for use with Spoon Server using the content and settings from that machine.

To run a desktop scan:

Open the Configuration Wizard from the Virtual Application tab.
Click the button next to Scan desktop for installed applications.

A progress window displays while the filesystem and registry are scanned for application
identifying information.

Once the scan is complete, the user has a chance to review the applications that were found on
the system. Clicking Next matches the information against the database of known
applications.

A list of installed applications that match the available applications from Novell is displayed.
Check the box next to the applications to be packaged and click Next.

o For some applications, there may be multiple options (such as language). Choose the
option that matches the installed application on the desktop.

Choose where Location where the packaged applications will be placed.
Choose the Output format of the application packages and click Next.

A progress window displays while the selected applications are packaged. This process can
take several minutes depending on the size and number of applications selected.

Once the process is finished, a window displays showing the results. If multiple applications
are selected to be packaged, the status of each will be displayed. If one application fails to be
packaged, it is possible for the other selected applications to build successfully.

Note: Applications packaged with this method may retain the user settings that were in place at the
time of the scan.

14
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2.5 CREATING YOUR FIRST VIRTUAL APPLICATION

ZENworks Application Virtualization includes automated virtual application configuration
wizards for certain popular software applications. Novell recommends that first-time users begin
by building one of these auto-configurable virtual applications using the ZENworks Application
Virtualization Configuration Wizard.

To build an auto-configured application:

e  Open the ZENworks Application Virtualization Configuration Wizard. The wizard is
displayed on program startup, or can be opened by pressing the Configuration Wizard
button on the Virtual Application ribbon bar.

e Click on the box labeled Build a virtual application from a template.

e  Select an application from the Application list. There are two types of application
configurations, templates and recipes. Applications that are built from a template do not
require a local installation and are marked with an asterisk (*). Applications built from
recipes require that there be a local installation of the application on the machine.

e Follow the wizard steps to construct the virtual application.

After completing the wizard, the virtual application configuration will remain loaded in the
ZENworks Application Virtualization interface. This allows the configuration settings generated
by the wizard to be inspected and additional customization to be performed (Refer to the following
sections “Configuring virtual applications” and “Customizing virtual applications” for more
information on configuration and customization).

Congratulations on building your first virtual application!

15
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2.6 CONFIGURING VIRTUAL APPLICATIONS

Virtualization enables you to simplify application deployment by directly embedding files,
registry settings, components, and other dependencies into the application executable. This
reduces setup complexity, prevents DLL collisions, and enables applications to simulate the use of
privileged disk and registry resources without administrative privileges.

16
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2.7 SNAPSHOTTING APPLICATIONS

Most commercial applications require complex combinations of filesystem and registry

entries. To facilitate virtualization of these applications, ZENworks Application Virtualization
can snapshot application installations and automatically configure them based on modifications
made to the host system during application setup.

2.7.1 Snapshots

Snapshots use "before” and “after" images of the host machine to determine the virtual application
configuration:

o  “Before” snapshot: Taken prior to installing the application. This captures the state of the host
device without the target application installed.

o  “After” snapshot: Taken after installing the application. This captures all changes to the host
device during application installation. ZENworks Application Virtualization then
computes the changes, or deltas, between the before and after snapshots, and inserts these
changes into the configuration.

To use the snapshot feature:

e  Prepare the host device by either removing the target application and all dependencies, or
copying ZENworks Application Virtualization onto a “clean” machine.

e Click on the Virtual Application tab on the ribbon bar and click Capture Before. This
captures the "before" snapshot image. Snapshotting iterates through the filesystem and
registry, and therefore may take several minutes to complete.

e (Optional) Novell recommends you save the "before™ snapshot before continuing. This
allows you to skip this step when snapshotting subsequent applications from the same clean
machine image. To save the snapshot, click on the down arrow underneath the Capture
Before button and select Save Snapshot. Note that while ZENworks Application
Virtualization automatically saves the most recent captured "before" snapshot, this snapshot is
reset once the Capture and Diff process is complete.

e Install your application along with other files, settings, runtimes, and components you wish to
include in the virtual application (Refer to the following sub-section “Adding runtimes and
components” for more information on additional configuration). If the application setup
requests a reboot, be sure to save the "before" snapshot and then proceed with the reboot.

e Onthe Virtual Application tab on the ribbon bar, click Capture and Diff. This captures the
"after" snapshot, computes the deltas between the two snapshots, and populates the virtual
application with the delta entries.

e (Optional) Review the filesystem and registry entries, and remove any files or settings which
are not required for proper execution of your virtual application. Removing unused entries
will reduce virtual application size, but be sure to avoid accidental removal of required
resources, as it will cause your virtual application to no longer function properly.

17
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2.7.2 Saving snapshots

Sometimes the before snapshot remains fixed while several after snapshots are taken. Itis
recommended that you to save the before snapshot image so that the before snapshot does not need
to be re-captured each time. Because snapshots can take up to several minutes, this can
significantly reduce the time required to build virtual applications.

To save the "before" snapshot, click on the down arrow underneath the Capture Before button on
the Virtual Application ribbon bar and select Save Snapshot from the dropdown menu. Select
an appropriate filename and location and press Save. Similarly, to load a saved snapshot, select the
Load Snapshot menu item and navigate to the saved snapshot file. To clear the current "before™
snapshot image, select the Clear Snapshot menu item.

2.7.3 Internet Explorer snapshot compatibility mode

Internet Explorer snapshot compatibility mode should be used when snapshotting Internet
Explorer application setups. This mode ensures a more complete capture of the Internet Explorer
portions of the registry and filesystem, whereas a normal snapshot process ignores those parts of
the registry and filesystem.

To use Internet Explorer snapshot compatibility mode, click the Options menu above the ribbon
bar in ZENworks Application Virtualization, and select Internet Explorer snapshot
compatibility mode from the dropdown.

18
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2.8 ADDING RUNTIMES AND COMPONENTS

Many components and runtime systems consist of large, complex sets of filesystem entries and
registry settings. To simplify configuration of the most common components, ZENworks
Application Virtualization contains a collection of pre-configured component settings which can
be added to your virtual application with a single click. For example, if your application is a .NET
Framework 4.0 application, then selecting the .NET Framework 4.0 component will allow your
executable to run on machines without the .NET Framework installed.

Additional runtimes and components should be added to the virtual application during the
snapshot process, before the “After” snapshot has been taken.

To add a runtime or component:
e Click on the Runtimes tab on the ribbon bar.

e Click on the appropriate runtime or component to select it for inclusion. Selected components
are indicated with a highlighted button. To remove a component, click on the button
again. The button will no longer be highlighted and the component will not be included.

Note: The displayed runtimes apply to the currently selected target architecture (see process
settings). If the target architecture is changed, architecture specific runtimes, like .NET 2 or .NET
3.x will still be included but will not display as selected. To deselect them, the target architecture
must be changed back, and then the runtimes can be deselected.

Note: Depending on the size of the component, selecting a component for inclusion can
significantly increase the size of the resulting executable. Therefore, you should only select
components which are required for proper execution of your application.

Note: You are responsible for assuring compliance with licensing for any third-party
redistributable components included in your virtualized application.

2.8.1 Configuring the Java runtime

ZENworks Application Virtualization provides specialized support for the Java runtime. If your
application is based on Java runtime, press the Sun Java Runtime button on the Runtimes ribbon
bar. This displays the Java configuration menu.

Select the appropriate version of the Java runtime from the Java runtime version drop-down. If
you are deploying your application as a set of .class files, then select the Class option from the
Startup type drop-down; if you are deploying within a .jar file, select the Jar option. Enter

the startup class name or Jar name in the appropriate textbox, along with any additional Java
runtime options.

19
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2.9 LOADING AND SAVING CONFIGURATIONS

Once you have configured your virtual application, and taken your “After” snapshot, save the
configuration for future use or modification. It is important to save the virtual application snapshot
in its original state in case errors are introduced during virtual application customization and
optimization. This also allows the application to be tested and modified without the need to re-
snapshot after each iteration.

To save a configuration:
e Click on the Start button menu and select Save Configuration As...

e Select a filename and location and click Save. This saves the virtual application configuration
file. By default, configuration files use the extension .xappl.

Note: Configuration files do not store the contents of virtual filesystem files. The configuration
file specifies only the source path for each virtual filesystem entry. The source file must exist at
build time or the virtual application will not build successfully.

ZENworks Application Virtualization automatically stores source file locations as paths relative to
the location of the saved XAPPL file, in the same directory as the XAPPL file (the folder marked
Files).

Note: ZENworks Application Virtualization users can create their own default settings for
application building by saving a XAPPL file with a few customization settings (E.g. changing the
default sandbox location) and no associated application, then loading this XAPPL file (and saving
as a new file) before beginning the snapshot process in a new project.
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2.10 SPECIFYING A STARTUP FILE

Although the virtual filesystem can contain several executable files (such as .exe, .cmd, and .java)
and viewable file formats (such as .html and .swf), your virtual application is consolidated into a
single executable. It is necessary for the virtual application designer to indicate a startup file- the
executable or viewable file which is opened when the user executes the virtual application.

A startup file should be specified after the application has been installed and configured with
runtimes, and the “After” snapshot has been taken.

To select the startup file:
e Click on the Virtual Application tab on the ribbon bar.

e Click on the Startup File. This opens a drop-down menu listing all files in the virtual
filesystem.

o Select the file to be used as the startup file, or navigate to the desired startup file in the virtual
filesystem display, right-click the file, and select Set as Startup File.

Files located on the host device (outside of the virtual filesystem) may also be used as startup
files. To select a file on the host device as the startup file, enter the full path to the desired startup
file in the Startup File text box. Remember to use well-known root folder variables such as
@WINDIR@ and @PROGRAMFILES@ as the root of the full path to ensure that the startup
file can be properly located on all base operating systems.

Note: While any file can be selected as the startup file, you should only select a file which is
executable or viewable. Selecting a file which cannot be opened will cause an error when the
virtual application is started.
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2.11 SPECIFYING MULTIPLE STARTUP FILES (JUKEBOXING)

In some situations a virtual application can expose multiple startup files. For example, when using
a virtualized office productivity suite, you may want to launch the word processor or spreadsheet
component of the suite while still deploying a single executable file.

ZENworks Application Virtualization enables triggering multiple entry points into the virtual
application based on a command-line argument to the executable. For example, in the office suite
scenario described, you could use the command line argument office word (to trigger the word
processor) and office spreadsheet (to trigger the spreadsheet). Refer to the sub-section “Building
OpenOffice via snapshot process” in the “Walkthroughs” section for an example of Jukeboxing
during the OpenOffice build process.

To specify multiple startup files:

e  Click the Multiple button next to the Startup File textbox on the Virtual Application ribbon
bar. This displays the Startup Files selection dialog.

e Click on the File column on the first empty row in the startup file list and select the desired
file from the drop-down list. Files located on the host device (outside of the virtual filesystem)
can also be used as startup files. To select a file on the host device as the startup file, enter the
full path to the desired startup file in the Startup File text box.

e  Enter the desired command line arguments, if any, in the Command Line column.

o Enter the desired command line trigger in the Trigger column. For example, in the command
line office word, the trigger would be word.

e Check the Auto Start checkbox if you want the startup file to always be automatically
launched on virtual application startup.

e  After adding a new startup file, hit Enter in order to save

Note: When specifying a startup file located outside of the virtual filesystem, remember to use
well-known root folder variables such as @WINDIR@ and @PROGRAMFILES@ as the root
of the full path to ensure that the startup file can be properly located on all base operating systems.

Note: The Auto Start flag can be specified for multiple startup files to automatically launch
multiple applications that are typically used together in a single session (also known as
"shotgunning").
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2.12 EDITING THE VIRTUAL FILESYSTEM

ZENworks Application Virtualization allows you to embed a virtual filesystem into your
executable. Embedded files are accessible by your ZENworks Application Virtualization-
processed application as if they were present in the actual filesystem. Virtual files, unlike files on
the host device, are not visible from and do not require changes to the host device. Virtual files do
not require security privileges on the host device, regardless of whether the virtual files reside in a
privileged directory. Because virtual files are embedded in the application executable, shared
DLLs do not interfere with or are overwritten by other applications on the host device.

To add virtual files:

e Click on the Filesystem button located on the left side of the ZENworks Application
Virtualization window.

e Using the view on the right, add the files and folders you wish to embed in the application
executable. The Application Directory root folder represents the folder containing the
virtual application binary on the executing device; the other root folders represent the
corresponding folders on the host device.

Note: When running a virtual application on Windows 7, the All Users Directory\Application
Data and All Users Directory root folders will map to the same folder at runtime. To prevent one
setting from overriding another, verify that the isolation settings for these folders are the same.

2.12.1 Virtualization Semantics
In the event of a collision between a file in the virtual filesystem and a file present on the host
device, the file in the virtual filesystem takes precedence.

Folders may be virtualized in Full, Merge, Write Copy and Hide mode:

e  Full mode: Only files in the virtual filesystem will be visible to the application- even if a
corresponding directory exists on the host device- and writes are redirected to the sandbox
data area. Full mode is generally used when a complete level of virtual application isolation is
desired.

e Merge mode: Files present in a virtual folder will be merged with files in the corresponding
directory on the host machine, if such a directory exists. Writes to host files are passed
through to the host device and writes to virtual files are redirected into the sandbox data area.
Merge mode is generally used when some level of interaction with the host device is
desired. For example, Merge mode might be used to allow the virtualized application to write
to the host device's My Documents folder.

o Write Copy mode: Files present on the host device are visible to the virtual environment, but
any modifications to folder contents are redirected to the sandbox data area. Write Copy mode
is generally used when a virtual application needs to read from files already present on the
host device but isolation of the host device is still desired.
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e Hide mode: Files and folders with Hide isolation enabled will return a ‘File Not Found’
message to the application at runtime. This applies to both the virtual filesystem and the host
filesystem. Hide mode is generally used when a file on the host machine may interfere with
the application’s ability to run properly. By adding the file or folder to the virtual package
with Hide isolation enabled, the application will receive a ‘File Not Found’ message, even if
the file or folder exists on the host machine.

Tip: To apply the selected isolation mode to all subfolders, right-click on the folder, choose
Isolation, click on the checkbox for Apply to subfolders, and click OK.

2.12.2 File Attributes

Files and folders may optionally be hidden from shell browse dialogs and other applications
enumerating virtual directory contents. This is often used to prevent internal components and data
files from being displayed to the user. To hide a file or folder, click on the checkbox in the
Hidden column next to the desired file or folder.

Note: The hidden flag should not be confused with Hide isolation mode. Enabling the hidden flag
only prevents a file or folder from being displayed in browse dialogs or from directory
enumeration APIs. It does not prevent the application (and potentially the end-user) from
accessing the folder or file contents by direct binding. To prevent the file or folder from being
found by the application, enable Hide isolation mode.

Flagging files as read-only will prevent the application from modifying the file. To make a file
read-only, click on the checkbox in the Read Only column next to the desired file. It is not
possible to set the read-only attribute at the folder level.

2.12.3 No Upgrade

By default, ZENworks Application Virtualization enables files in the virtual filesystem to be
upgraded with patches. If there are files in the virtual filesystem that should not be upgraded, such
as user data files, select the No Upgrade flag to prevent these files from being upgraded.

2.12.4 Filesystem Compression

To reduce executable size, ZENworks Application Virtualization can compress virtual filesystem
contents. This typically reduces virtual application payload size by approximately 50%, but also
prevents profiling and streaming of the application. By default, the Compress Payload option in
the Process Configuration area of the Settings panel is unchecked. This option should remain
unchecked during the build process in order to be able to profile and stream applications.

Note: Disabling payload compression may significantly increase the size of the virtual application
binary.
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2.13 EDITING THE VIRTUAL REGISTRY

ZENworks Application Virtualization allows you to embed a virtual registry into your
executable. Embedded registry keys are accessible by your ZENworks Application Virtualization-
processed application as if they were present in the actual registry. Unlike data present in the
registry on the host device, virtual registry keys and values are not visible from and do not require
changes to the host device. The use of a virtual registry does not require any security privileges on
the host device, even if the virtual registry entries reside in a privileged section of the registry,
such as HKEY_LOCAL_MACHINE. Also, because virtual registry entries are embedded in the
application executable, other applications are unable to disrupt application execution by
inadvertent modification of registry entries.

To add virtual registry data:

e Click on the Registry button located on the left side of the ZENworks Application
Virtualization window.

e Add or remove the registry keys and values you want to embed in the application executable.
When adding blob data, enter the values in hexadecimal format.

The Classes root, Current user root, Local machine, and Users root folders correspond to the
HKEY_CLASSES ROOT, HKEY_CURRENT_USER, HKEY_LOCAL_MACHINE, and
HKEY_USERS keys on the host machine.

Registry string values may include well-known root folder variables such as
@PROGRAMFILES@ and @WINDIR@.

2.13.1 Virtualization Semantics
In the event of a collision between a key or value in the virtual filesystem and data present on the
host device registry, information in the virtual registry takes precedence.

Keys may be virtualized in Full, Merge, Write Copy or Hide mode:

o  Full mode: Only values in the virtual registry will be visible to the application- even if a
corresponding key exists on the host device- and writes are redirected to the user registry area.

e Merge mode: Values present in a virtual key will be merged with values in the corresponding
key on the host machine, if such a key exists. Writes to host keys are passed through to the
host registry and writes to virtual keys are redirected to the user registry area.

o  Write Copy mode: Used when a virtual application must be read from registry keys already
present on the host device, but isolation of the host device is still desired. Keys and values
present on the host device are visible to the virtual environment, but any modifications to keys
or values are redirected to the sandbox data area.

e Hide mode: Keys and values in the virtual registry or the corresponding host registry will not
be found by the application at runtime.

Tip: To apply the selected isolation mode to all subkeys, right-click on the key, choose Isolation,
click on the checkbox for Apply to subkeys, and click OK.

2.13.2 Importing Registry Hive Files
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ZENworks Application Virtualization can import registry hive (.reg) files into the virtual
registry. To import a .reg file, click the Import button in the Registry panel and select the
registry hive file to be imported.
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2.14 EMBEDDING A DATABASE ENGINE

ZENworks Application Virtualization allows SQL Server 2005 Express to be embedded directly
into the executable file. This allows executables to run a SQL Server user-instance for a virtual
.mdf database file.

To select SQL Server 2005 Express:

e Click on the Runtimes button on the ribbon bar.
e  Choose the SQL Server 2005 Express option.

2.14.1 Configuring your application to use an embedded database

The code displayed on the database configuration dialog provides an example of how to create a
connection string for connecting to the user-instance database that loads an .mdf file from the
virtual filesystem.

The virtualized SQL Server 2005 Express default instance name is stored in a special environment
variable named %SQLXENOCODE%. A unique instance of this name is created at build time
and is not user-configurable.

To embed a database file:

o  Verify that the desired .mdf database file has been added to the virtual filesystem.

e  Choose the .mdf database file to attach using the AttachDBFilename drop-down. This path is
stored in the %AttachDBFilename%o environment variable.

To manually modify this selection at a later time, click the Environment Variables button on the
Process Configuration tab of the Settings pane. To add additional databases, create an additional
Environment Variable for each database.

Note: The .NET 2.0 Framework is automatically included when SQL Server Express 2005 engine
is selected. SQL Server 2005 Express requires this component to be installed. If this component is
removed, the application will only run on machines that have the .NET Framework 2.0 installed.
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2.15 CREATING AND USING SHARED VIRTUAL COMPONENTS

Sometimes multiple virtual applications can share common sets of configuration options. For
example, system administrators may want to share a common set of configuration options
(browser bookmarks, application settings, etc.) across a department or enterprise. ZENworks
Application Virtualization makes it easy to create, share, and consume virtual machine settings
across multiple Novell virtual applications using Novell SVM-format virtual components.

To create a shared virtual component:

e Begin a new virtual application configuration.

e Configure the filesystem, registry, and settings as you would for a standard virtual
application.

e Configure the virtual application settings exactly as in the case of a standard virtual
application (i.e. using snapshotting, manual configuration, etc.).

e Onthe Virtual Application tab, select Component from the Project type drop-down.
e  Press the Build button.

In Component mode, the build process results in creation of an SVM file instead of an executable
file. An SVM contains the virtual application settings and data payload. SVM files are similar to
virtual executable outputs, except that SVM files do not contain the Novell virtual machine
runtime engine. An SVM can only be used when combined as part of another virtual application.

To use an existing shared virtual component:

e  Open the component's virtual application configuration destination.
e Select the Components button to open the corresponding pane.
e Select Import Components if the component does not appear in the components table.

e Select the SVM to add as a component to the virtual application configuration. Select OK.
The SVM metadata displays in the table when the process is complete.

e Toinclude it in the application build, check the box adjacent to the SVM component. If the
box is not checked the application is built without the component.

e  Build the application.

To build without the component, uncheck the checkbox next to the component and rebuild.
Project virtualization settings take precedence over virtualization settings in any loaded shared
components.

To remove a component completely so it will not be available for other applications, select the
component and click the Remove Component button.

Note: Imported components are stored under the user’s profile,
%userprofile%\Novell\Components. If the project is moved from one computer to another, the
components will need to be removed and re-imported on the new machine.
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2.16 SANDBOX MERGE

Sandbox merge allows sandbox content and settings generated during virtual application execution
to be applied to a ZENworks Application Virtualization configuration. Sandbox merge is an
alternative to manual registry or filesystem configuration, and is particularly useful for applying
additional customizations to existing virtual application configurations or configurations generated
from a virtual application template.

To merge an existing sandbox into the active configuration:

e Click the Sandbox Merge button in the Tools section of the Virtual Application toolbar.
e Enter the path of the sandbox to be merged into the current configuration.

e Click OK.

For example, to customize the home page of the Firefox virtual application template:

e Use the Configuration Wizard to create a Firefox virtual application. (The wizard allows
customization of the home page, but we will later use the sandbox merge feature to override
the setting specified in the wizard.)

Press Build and Run to launch the virtualized Firefox application.

Using the Firefox interface, specify a new browser home page.

Exit the Firefox virtual application.

Press Sandbox Merge to display the sandbox merge dialog. The sandbox path will be pre-
populated with the location of the Firefox virtual sandbox.

e Click OK.

The virtual application settings are updated with the configuration changes made during Firefox
execution, including the updated browser home page.
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3 VIRTUAL APPLICATION CUSTOMIZATION

This section describes advanced virtual application customization options, such as executable
metadata, startup images, command-line arguments, and process startup options.

31



Novell ZENworks Application Virtualization User Guide

3.1  SELECTING A PROJECT TYPE

ZENworks Application Virtualization supports two project types:

Application: A virtual application project produces an executable file output (.exe file) that can be
run directly from the operating system. Application output mode is appropriate for most users and
is the default selection.

Component: A component project produces an SVM output (.svm file). SVM is a binary file
format encoding all virtual application configuration and content into a single binary file. SVMs
cannot be executed directly from the operating system. SVMs are used to exchange virtual
application and component data between multiple virtual applications.

Note: In order to create SVMs for use in streaming applications, the project type must be set to
component.

To set the project type, select the appropriate option from the Project Type menu under the
Virtual Application tab
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3.2 CUSTOMIZING EXECUTABLE METADATA

Executable metadata provides external applications such as the Windows shell with information
regarding the application's identity, publisher, version, preferred display icon, and

description. Metadata may be viewed and edited by clicking on the Properties tab of the Settings
pane.

3.2.1 Standard metadata

Standard metadata includes information such as the product title, publisher, description, icon, web
site URL, and version. By default, ZENworks Application Virtualization will apply metadata
inherited from the virtual application startup file to the output virtual application

executable. However, in some instances, it may be desirable to override the metadata.

To manually override executable metadata:

e Uncheck the Inherit properties option

o Enter the desired metadata in the appropriate fields in the Properties area.

To revert to the default inheritance behavior, recheck the Inherit properties option.

3.2.2 Custom metadata

In addition to standard Windows shell metadata, ZENworks Application Virtualization allows
introduction of custom metadata into the output executable. Custom metadata may be used by
specialized external executable viewer applications, inventory scanners, and other asset and
licensing management systems.

To add or modify custom metadata:
e Click the Custom Metadata... button. This displays the Custom Metadata dialog.

e Enter the custom metadata property names and values into the dialog. Only string-type
custom metadata values are supported.

For information on programmatically reading custom executable metadata, please consult the
Microsoft Windows Software Development Kit.
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3.3  ADDING A STARTUP IMAGE

ZENworks Application Virtualization allows you to specify a startup "splash™ image to be
displayed during virtual application startup. Startup images improve application branding and are
especially useful if your application requires several seconds to initialize.

To add a startup image:

e Click on the Startup Settings tab of the Settings pane

o  Click the Select... button next to the Splash Image textbox.

e Navigate to a BMP-format image to use as the startup graphic, and click Open.
If you wish to remove the current startup image, click the Reset button.

3.3.1 Transparency keying
Transparency keying allows the startup image to contain transparent regions. Transparencies can
improve the visual effectiveness of your startup image.

To select the transparency key color:

o Click the Select... button next to the Transparency key label. This displays the transparency
key selection dialog.

o  Select the color which represents transparent regions in the startup image and click OK.

3.3.2 Previewing the startup image
To preview the startup image, press the Preview button. Previewing is particularly useful to
assure that the transparency key has been set properly.
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3.4 COMPILE AND ADD A STARTUP SHIM

ZENworks Application Virtualization enables you to specify a compiled startup shim invoked
prior to the startup file. Startup shims are used to perform customized licensing checks and other

initialization tasks. The shim must conform to the ZENworks Application Virtualization interface

in order to validate. For a more complete example startup shim, please view the topic "Example

Startup Shim" in the Advanced Topics section.
The startup shim must compile with an Onlinitialize method.

C-style startup shim signature:

typedef BOOL (__stdcall *FnonInititialize) (LPCWSTR pwcsInitilizationToken);

The return value indicates whether virtual machine execution proceeds.
Methods are acquired via ::LoadLibrary followed by ::GetProcAddress calls.
For example:

LPCWSTR pwcsInitToken = "VendorspecificToken";

HMODULE hshim = ::LoadLibrary("shim.d11");

FnonInititialize fnonInit = (FnonInititialize)::GetProcAddress(hshim,
"OnInitialize");

BoOL fResult = fnonInit(pwcsInitToken);

Complete the following steps to add a compiled startup shim DLL:

e  Select the Startup Settings tab in the Settings pane

e Choose the Select button adjacent to the Startup Shim DLL field.

e Navigate to a DLL-format file to use as the startup shim and select Open.

Use the Onlnitialize Parameter field to specify parameters for your startup shim.

To remove the current startup shim select Reset.
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3.4.1 Active Directory Binding

ZENworks Application Virtualization enables you to limit where an application will run, based on
queries to an Active Directory Domain Controller.

e Required domain
Choose the DNS Domain name that a computer must be a member of to run the application.

e Required group
Choose the Active Directory security group that a user must be a member of to run the
application. The Required Group is not case sensitive.

Note: Enabling this feature adds an Active Directory shim to the virtual application, which will
run after user specified shims. Errors communicating with Active Directory are logged to debug
output.
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3.5 CowmPILE AND ADD A SHUTDOWN SHIM

ZENworks Application Virtualization enables you to specify a compiled shutdown shim invoked
prior to the application shutting down. Shutdown shims are used to perform custom actions before
the virtual application shuts down. The shim must conform to the ZENworks Application
Virtualization interface in order to validate.

The startup shim must compile with an OnShutdown method.

C-style shutdown shim signature:

typedef vOID (__stdcall *Fnonshutdown) (LPCWSTR pwcsShutdownToken);

Methods are acquired via ::LoadLibrary followed by ::GetProcAddress calls.

For example:

LPCWSTR pwcsShutdownToken = "vendorSpecificToken";

HMODULE hShim = ::LoadLibrary("shim.d11");

Fnonshutdown fnonshutdown = (FnonShutdown)::GetProcAddress(hshim, "onShutdown");

fnonshutdown (pwcsShutdownToken) ;

Complete the following steps to add a compiled shutdown shim DLL.:

e  Select the Startup Settings tab in the Settings pane

e  Choose the Select button adjacent to the Shutdown Shim DLL field.

e Navigate to a DLL-format file to use as the shutdown shim and select Open.
Use the OnShutdown Parameter field to specify parameters for your shim.

To remove the current shutdown shim, select Reset.
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3.6 PROCESS CONFIGURATION OPTIONS

ZENworks Application Virtualization provides several options that control the startup of the
primary and child processes. Options can be accessed by clicking the Settings button, then
clicking the Process Configuration tab.

3.6.1 Command line arguments

By default, command line arguments specified by the user upon virtual application execution are
passed to the virtual application startup executable. It is possible to override this behavior and
specify a fixed set of command line arguments to be passed to the startup executable. For example,
one can use this option to specify Java virtual machine behavior.

To specify an explicit command-line:

e Click on the Settings button
e Click on the Process Configuration tab
o  Enter the command-line arguments in the Command line textbox.

Note that these arguments override any arguments that might be specified by the end-user.

3.6.2 Working directory
The working directory setting determines the active directory at the time the virtual application
process is launched.

The Use startup file directory option sets the working directory to the directory of the virtual
application startup file. In the case of a jukeboxed application, the working directory is set to the
directory of the startup file specified on the jukebox command line.

The Use current directory option sets the working directory to the directory from which the
virtual application is launched.

The Use specified path option allows an explicit working directory to be specified. The working
directory specification can include environment and well-known root folder variables.

By default, the working directory is set to the directory of the startup file.

3.6.3 Application type

Windows applications may execute in either the GUI- or console-mode subsystems. If you have
selected an executable startup file, ZENworks Application Virtualization will automatically
configure the virtual application to execute in the same subsystem as the startup file. However, if
you have selected a non-executable startup file, it may be necessary for you to manually override
the application type. Most applications execute in the GUI subsystem.

To override the application type, select the appropriate mode from the Application type
dropdown in the Process Configuration section of the Settings panel. The Inherit mode sets the
application type based on the type of the startup file, if possible.
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3.6.4 Target architecture
The Target architecture option matches the structure of the virtual environment to the desired
host process architecture.

x86: Use this option for applications that were snapshotted on x86 systems. This option maps the
Program Files directory to C:\Program Files on x86 systems or to C:\Program Files (x86) on
x64 systems. .NET applications always run as 32-bit applications.

x64: Use this option for applications that were snapshotted on x64 systems. This option maps the
Program Files directory to C:\Program Files on x64 systems. The Program Files (x86)
directory is mapped to C:\Program Files on x86 systems and C:\Program Files (x86) on x64
systems. .NET applications run as 32-bit applications on x86 systems and 64-bit applications on
X64 systems.

Any CPU: Use this option for .NET applications that are compiled to run on any CPU
architecture. This option maps the Program Files directory to C:\Program Files on x86 systems
and C:\Program Files on x64 systems. .NET applications run as 32-bit applications on x86
systems and 64-bit applications on x64 systems.

3.6.5 Environment variables

Some applications may depend on the presence of certain Windows environment variables in
order to function properly. ZENworks Application Virtualization allows virtualization of
environment variables to support such applications.

To add or modify virtual environment variables:

e Click the Environment Variables... button. This displays the Environment Variables
dialog.

e Enter environment variable names and values into the environment variable list.

Most virtual environment variables overwrite any environment variables defined in the host
environment. However, the special PATH and PATHEXT environment variables are always
merged with the corresponding host environment variables.

Environment variables are automatically captured and merged during the snapshotting delta
process. Therefore, it is generally unnecessary to manually configure environment variable
settings.

3.6.6 Virtual services

Windows services are specialized applications that execute in the background and are typically
responsible for providing system services such as database services, network traffic handling, web
request processing, and other server functionality. Many applications install and require specific
services in order to function properly.

ZENworks Application Virtualization fully supports virtualization of Windows services. To view
or modify virtual service settings, press the Virtual Services... button. This displays the Virtual
Services dialog.
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The Name field specifies the internal name of the virtual service. For example, the Windows web
server would use the name w3svc.

The Friendly Name field specifies the full display name of the service displayed to end users. For
example, the Windows web server friendly name is World Wide Web Publishing Service.

The Command Line field specifies the full command line (including the service executable name
and any parameters) used to launch the service.

The Auto Start flag indicates whether a virtual service automatically starts during virtual
application startup, or whether the service must be launched manually or by the virtualized service
control manager.

The Keep Alive flag indicates whether the virtual service process is automatically terminated
when the primary application executable terminates, or whether the service (and, therefore, the
host virtual application executable) continues to run until the service terminates itself.

Service installation and settings are automatically captured during the snapshotting

process. Therefore, it is generally unnecessary to manually configure virtual service settings. The
primary exception is the case of virtualized applications intended to run as background worker
services (for example, virtualized web servers); in this case, it is often required to explicitly enable
the Keep Alive option.

3.6.7 Child processes

Some applications spawn new child processes during the course of their execution. Depending on
the virtual application context, it may be preferable for such child processes to be created either
within the virtual application, or outside of the virtual application in the host operating system.

Child processes include processes spawned to service COM local server requests.

Note: Child processes created outside of the virtual application will not have access to virtualized
filesystem or registry contents. However, these processes will be able to access or modify host
operating system contents, even if this would otherwise be forbidden by the virtual application
configuration.

By default, child processes are created within the virtual application. To force child processes to
be created outside of the virtual application, uncheck the Spawn child process within virtualized
environment option. COM local servers can optionally be created within the virtual application
context. To force COM local servers to be created outside of the virtual application, uncheck the
Spawn COM servers with virtualized environment option.

Exceptions to the child process virtualization behavior specified by the Spawn child process
within virtualized environment and Spawn COM servers within virtualized environment
flags can be enumerated in the Child Process Exception List. Process names listed in the child
process exception list behave opposite to the master child process virtualization setting. To edit the
child process exception list, click the Child Process Exception List button. Process names may or
may not include the process filename extension.
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3.6.8 Read-only virtual environments
In some scenarios, it may be desirable to prevent the user from making any modifications to the
virtual environment, including the virtual filesystem and registry.

To block all modifications to the virtual environment, check the Virtual environment is read-
only option.

3.6.9 Automatic sandbox reset

The sandbox can optionally be configured to be reset automatically on application shutdown. An
application publisher may want to do this to assure that any changes made to an application's
settings are reverted when the application closes.

To enable the automatic sandbox reset feature, check the Delete sandbox on application
shutdown option.

3.6.10 Shutdown process tree on root process exit
The Shutdown process tree on root process exit option enables the shutdown of all child
processes when the root process exits.

Note: By default, the startup file is the root process. However, if a virtual service is specified in
the application configuration file and is set to auto-start when the application is launched, the
virtual service acts as the root process in the process tree.

3.6.11 Compress Payload
Both the application profiling and streaming processes require that packages be built
uncompressed.

To build applications without compression, leave the Compress Payload option unchecked.

3.6.12 Startup executable optimization

The Enable startup executable optimization option attempts to launch the startup executable
within the initial virtual machine process. This prevents the creation of a separate application
process but may be incompatible with some applications.

3.6.13 ZAV command-line arguments

ZENworks Application Virtualization supports command-line arguments of the form /x[arg]
which modify virtual application behavior at run-time. In rare instances, these arguments may
collide with command-line arguments designed for use by the virtualized application.

To disable processing of these arguments, uncheck the Enable ZAV command-line arguments
option.

3.6.14 Window class isolation

The Enable window class isolation option prevents the virtualized application from viewing
window classes that have been registered by external processes. For example, this option may be
used to prevent interaction between virtualized and non-virtualized versions of the same
application when the application checks for existing class registrations.
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3.6.15 Enhanced DEP compatibility for legacy applications

The Enhanced DEP compatibility for legacy applications option provides compatibility for
systems with Data Execution Protection (DEP) enabled. This configuration option is used
primarily for virtual applications running on Windows 2003.

3.6.16 Enhanced DRM compatibility
The Enhanced DRM compatibility option provides additional compatibility with common DRM
systems, such as Armadillo.

3.6.17 Trace process starts in debug output

The Trace process starts in debug output option sends a notification to OutputDebugString
whenever a new process is started within the virtual environment. This notification takes the form
of an XML snippet describing basic information, and it can be monitored with any debugging tool.
The notification can also be monitored by a parent process within the virtual environment if a
child process is being debugged.

3.6.18 Force read-share files

The Force read-share files option forces any file opened by any process within the virtual
environment to do so with the READ_SHARE flag set. This option is used to overcome
compatibility issues caused by sharing violations.

3.6.19 Always launch child processes as current user

By default, child processes launched by the virtual machine have reduced privileges. Enabling the
Always launch child processes as current user option provides child processes with the same
level of privileges as the virtual machine root process.

3.6.20 Emulate elevated security privileges

The Emulate elevated security privileges option forces an application to run as if it has elevated
security privileges, even if the application does not. Enabling this option eliminates UAC security
prompts for elevation and subsequent application crashes due to lack of elevated privileges.
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3.7 CONFIGURING THE SANDBOX LOCATION

Depending on the configured isolation settings, certain edit and write operations may be redirected
by the Novell virtualization engine into an application sandbox- a filesystem folder where isolated
modifications are persisted. Typically, the sandbox is located in a folder or network share where
the user has full read and write permissions, allowing sandbox contents to be accessed and
modified by the end user without any authentication or User Account Control prompts.

3.7.1 Sandbox placement considerations
Please note the following recommended practices when configuring the sandbox location;

By default, the sandbox is placed in the
@APPDATALOCAL@\Novel\Sandbox\@TITLE@\@VERSION@ folder, where the
@APPDATALOCAL@ token represents the local Application Data folder, and @ TITLE@,
and @VERSION@ represent the application title and version respectively. The application title
and version are configured in the Properties area. This location is the recommended default
location for sandbox contents, as end users have full permissions to this location on standard
Windows configurations. Note that distinct builds of the same virtual application use the same
sandbox locations by default; you may want to modify this behavior if persisted user settings
should not be preserved between virtual application updates.

When publishing a new version of a virtual application, direct the sandbox to the same location as
the older version if you want user settings and data to be retained in the new version. Direct the
sandbox to a different location (typically, by rolling the subdirectory version number forward) if
you want user settings and data to be reset.

If deploying the virtual application on a USB device, place the sandbox in a subfolder of the
@APPDIR@ directory, which represents the location of the virtual application executable. This
will have the effect of directing writes to the USB device. The recommended sandbox location for
USB deployment is:

@APPDIR@\Novel\Sandbox\@TITLE@\@VERSION@

If deploying the virtual application on an intranet file share, place the sandbox in a user-accessible
subfolder on a shared network drive. The recommended sandbox location for intranet deployment
is:

\\ServerName\ShareName\%USERNAME%\Novel\SandboxX\@ TITLE@\@VERSION@

Do not place the sandbox under any privileged folders, such as @WINDIR@ or
@PROGRAMFILES@. The virtual application will fail to execute properly if the Novell engine
is unable to write to the sandbox location at runtime.

Environment variables may be referenced within the sandbox location by enclosing the variable
between percent signs, i.e. %0VARIABLE%.

3.7.2 Sandbox location variables
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In addition to the standard root folder variables, the sandbox location can contain the following
token variables:

@TITLE@: Product title

@PUBLISHER@: Product publisher

@VERSION@: Full version string, in dotted quad format

@WEBSITE@: Publisher web site

@BUILDTIME@ Virtual application build time, in a format similar to 2008.02.01T08.00.

With the exception of the @BUILDTIME@ variable (set automatically), these variables are
based on the values specified in the Properties area of the Settings pane.
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4 BUILDING MSI SETUP PACKAGES

ZENworks Application Virtualization includes the ability to generate Microsoft Windows Installer
(MSI) setup packages to facilitate deployment of virtualized applications. In addition to deploying
the virtual application executable file to the host filesystem, ZENworks Application
Virtualization-generated MSI packages also allow creation of desktop and Start Menu shortcuts,
creation of shell file extension associations to virtualized applications, and Control Panel
uninstallers for application cleanup.

This section describes configuration and build processes for MSI setup packages.
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4.1 CONFIGURING PACKAGE INFORMATION

This section describes global MSI package configuration options. These options are located on
the MSI root tree node of the Setup settings pane.

4.1.1 Setting the MSI package location

The MSI package generated by ZENworks Application Virtualization will be written to the file
specified in the Output Location textbox. This textbox should contain the fully qualified name of
the desired output file, including the output path and MSI file name.

By default, MSI packages are not automatically generated or updated when the virtual application
is rebuilt.

To automatically update MSI packages after the virtual application is rebuilt, check the
Automatically generate MSI after successful application build option.

Regenerating MSlIs may significantly increase the time required to complete the build
process. Therefore, Novell recommends that this option be disabled during the virtual application
development process.

It is also possible to manually force the MSI package to be regenerated. To manually build the
MSI package, click the Build MSI button.

Note: You must build the virtual application executable before the MSI package may be
generated. The Build MSI button will be disabled if the virtual application executable has not yet
been built.

4.1.2 Specifying package metadata

MSI setup packages contain a package manifest describing the product's name, version (can only
be numbers and periods), and manufacturer. To configure the MSI package metadata, enter the
appropriate values in the Product Info area.

Note: The metadata published on the MSI package is distinct from the metadata published on the
virtual application executable itself. To modify executable shell metadata, specify the appropriate
metadata on the Settings pane.

4.1.3 Installation parameters
Installation parameters allow installation options such as install location and permissions
parameters to be configured.

Applications may be installed either for the current user or for all users of the target device. To
install the application for all users, check the Install applications for All Users option.

Note: Installing applications for all users requires privileged access to the host device. Do not
enable this option if the MSI package is designed for use by end users with standard user
permissions.
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The Application Folder specifies the location where the application executable will be
installed. The standard form is [Application Data]\[Company Name]\[Product Name]. These
values are populated by the Product Info data by default.

In the event that a user runs the setup package on a device which already has a version of the
application installed, the MSI package may be designed to update the existing application version
or side-by-side install with the existing application version.

To automatically update existing versions, select the Automatically upgrade earlier application
versions option; to use side-by-side installation, select the Allow side-by-side versions of the
same application option.

Note: Building with the Allow side-by-side versions of the same application option enabled
causes a new setup package GUID to be generated. Once a build is completed with this option
enabled, previous installations will no longer be upgraded in place, even if you revert to
Automatically upgrade earlier application versions mode.

4.1.4 Extended properties

MSI setup packages may also contain extended metadata, such as keywords, product author,
product description, and publisher URL. To configure MSI package extended properties, click on
the Extended Properties tree node in the MSI pane and enter the desired values.
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4.2 CREATING DESKTOP AND START MENU SHORTCUTS

Desktop, Start Menu, and Send to shortcuts enable you to launch virtual applications directly from
the Windows shell as if they were native applications. Shortcuts created during the snapshot
process of a normal install will automatically be picked up in the configuration.

Complete the following steps to manually configure shortcuts for a virtual application:

e  Select Setup.

e Expand Shortcuts and choose one of the following three destinations: Desktop (displays
shortcuts which appear on the desktop); Programs Menu (displays shortcuts that appear in
Start Menu > Programs); SendTo (displays shortcuts that appear when you Right-Click >
Send To on a file or folder).

e Select Add Shortcut to add a shortcut to the selected destination.

e Enter the shortcut Name.

e Set the Target drop-down to the desired application entry point for the shortcut. This drop-
down is populated with the startup file list, enabling shortcuts to quickly connect to jukebox
entry points. Select Edit List to make a quick change.

e Configure the Arguments, Show As, and Description fields.

e Select Browse to associate a shortcut with an icon. Locate the .ico, .dll, or .exe file that
contains the icon and select Open. Choose the correct icon from Icon Browser.

e Select OK to finish adding the shortcut.

Select Add Folder to add a shortcut folder to the selected destination. Use folders to organize
shortcuts. You can remove or modify a shortcut by selecting it from the tree view and choosing
Edit Shortcut or Remove.

Virtual application shortcuts appear on the desktop, Start Menu, and Send to locations once the
application is registered to the Microsoft Windows shell.

Note: For MSI installations, the Start Menu items appear in the current user's Start Menu or in all
users' Start Menus, depending on the Install Application For All Users setting in the MSI
installation parameters section. This setting is located under MSI in Setup.

48



Building MSI Setup Packages

4.3 CREATING FILE ASSOCIATIONS

File associations allow the appropriate viewer or editor application for a given file type to be
automatically launched when the user double-clicks on a document in the Windows shell. For
example, the .doc file extension might automatically launch a virtualized word processing
application. File associations created during the snapshot process of a normal install will
automatically be picked up in the configuration.

To create a file association:

e In Setup, Click on the Proglds node and click Add Progld.

e Enter a Progld and Description in the Create Progld dialog. File associations naming
generally follows the convention [Company Name].[Product Name].[Version].

e Inthe new Progld, click Add Extension and enter an Extension and an optional MIME Type.

e Inthe new file extension, click Add Verb and enter a Verb, Command, and choose the Inherit
behavior and Default.

Some common verbs are open, edit, print, and view. The Verb that is entered will be the text that
is 