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About This Guide

This ZENworks 7.2 Linux Management Administration Guide includes conceptual and task-based
information to help you configure and maintain your ZENworks® system. The guide is organized as
follows:

¢ Part I, “Understanding ZENworks Linux Management,” on page 19

¢ Part II, “ZENworks System Management,” on page 37

¢ Part III, “Device Registration,” on page 89

¢ Part IV, “Policy Management,” on page 111

¢ Part V, “Package and Content Management,” on page 197

¢ Part VI, “Preboot Services,” on page 297

¢ Part VII, “Hardware and Software Inventory,” on page 439

¢ Part VIII, “Remote Management,” on page 453

¢ Part IX, “Event Monitoring,” on page 467

+ Part X, “Reports,” on page 489

¢ Part XI, “Appendixes,” on page 503

Audience

This guide is intended for ZENworks administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent, updated version of the ZENworks 7.2 Desktop Management Administration
Guide, visit the Novell® ZENworks 7.2 Linux Management Edition documentation Web site (http://
www.novell.com/documentation/zlm72).

Additional Documentation

ZENworks 7.2 Linux Management is supported by other documentation (in both PDF and HTML
formats) that you can use to learn about and implement the product:

¢ Novell ZENworks 7.2 Linux Management Installation Guide
¢ Novell ZENworks 7.2 Linux Management Troubleshooting Guide

In addition, the other capabilities included in the ZENworks 7 suite have extensive documentation
for your use. For a full list of this documentation, see the Novell ZENworks 7 Linux Management
documentation Web site (http://www.novell.com/documentation/zlm7_dell).
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Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.
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Understanding ZENworks Linux
Management

Novell® ZENworks® Linux Management is the first fully integrated Linux systems management
solution for Linux servers and workstations. ZENworks Linux Management also lets you manage
Dell PowerEdge servers using ZENworks Linux Management capabilities combined with the Dell
OpenManage* toolkit capabilities. Whether you use SUSE® Linux Enterprise Server or Red Hat*
Enterprise Linux on your PowerEdge servers, you can deploy and maintain hardware, operating
systems, and applications from a single administrative console—the ZENworks Control Center.

The following sections provide information about Novell ZENworks Linux Management:

¢ Chapter 1, “A Quick Tutorial on Basic ZENworks Linux Management Features,” on page 21
¢ Chapter 2, “Using ZENworks Linux Management with Dell PowerEdge Servers,” on page 33

Understanding ZENworks Linux Management 19
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A Quick Tutorial on Basic
ZENworks Linux Management
Features

Novell® ZENworks® Linux Management is designed to let you efficiently manage a large number
of Linux devices (servers and workstations) with as little configuration effort as possible.

To help you get started managing with ZENworks, this tutorial provides a brief overview of the
major tasks you can perform. The first three sections help you set up a management structure based
on best practices, and register devices in your system. You should review these three sections first,
in the order presented:

¢ Section 1.1, “Organizing Devices: Folders and Groups,” on page 21

¢ Section 1.2, “Creating Registration Keys and Rules,” on page 23

¢ Section 1.3, “Setting Up ZENworks Administrator Accounts,” on page 24
The remaining sections provide concepts you should be familiar with to successfully manage your
devices. You can work on these sections in any order you'd like.

¢ Section 1.4, “Delivering Software Packages,” on page 25

¢ Section 1.5, “Delivering Content Using File Bundles,” on page 26

¢ Section 1.6, “Defining and Locking Down Device Configuration Settings,” on page 27

¢ Section 1.7, “Using Preboot Services,” on page 28

¢ Section 1.8, “Collecting Software and Hardware Inventory,” on page 28

¢ Section 1.9, “Managing Remote Devices,” on page 28

¢ Section 1.10, “Monitoring Events,” on page 29

¢ Section 1.11, “Generating Reports,” on page 30

1.1 Organizing Devices: Folders and Groups

Using the ZENworks Control Center, you can manage devices by configuring settings and
assignments directly on the device objects. However, this approach is not very efficient unless you
have only a few devices to manage. To optimize management of a large number of devices,
ZENworks lets you organize devices into folders and groups.

You can create folders and groups at any time. However, the best practice is to create the folders and
groups you need before you register devices in your ZENworks Management Zone. This is because
you can set up registration keys and rules that automatically add devices to the appropriate folders
and groups when they register (see Section 1.2, “Creating Registration Keys and Rules,” on

page 23).

The following sections explain folders and groups and how to create them:

¢ Section 1.1.1, “Folders,” on page 22
¢ Section 1.1.2, “Groups,” on page 22

A Quick Tutorial on Basic ZENworks Linux Management Features
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¢ Section 1.1.3, “Folders vs. Groups,” on page 23

1.1.1 Folders

Your ZENworks Management Zone includes two default folders for devices: Servers and
Workstations. You can create additional folders within each of these folders to further organize
devices.

Folders let you control which ZENworks system configuration settings are applied to which devices,
including how often a device refreshes its information from the ZENworks Object Store, what
information a device includes in its log files, and whether or not a device can be managed remotely.

You can define the configuration settings at the ZENworks Management Zone, on folders, or on
individual devices. Because configuration settings can be defined on folders, you can place similar
devices in the same folder and then define the configuration settings on the folder. All devices in the
folder inherit the folder configuration settings, which override any settings made at the Management
Zone level.

For example, assume that you have 30 SUSE® Linux Enterprise Servers in your environment and 10
Red Hat Enterprise Linux servers. You want to apply different system configuration settings to the
two types of servers, so you create two folders (/Servers/SUSE and /Servers/RedHat) and
place the appropriate servers in each folder. Because you have more SUSE servers than Red Hat
servers, you configure the settings at the Management Zone level to accommodate the SUSE
servers. Then, you configure the settings on the /Servers/RedHat folder to accommodate the
Red Hat servers and override the settings on the Management Zone.

To create a folder:

1 In the ZENworks Control Center, click the Devices tab.
2 If you want to create a folder for servers, click the Servers folder.
or
If you want to create a folder for workstations, click the Workstations folder.
3 Click New > Folder to display the New Folder dialog box.
4 Type the name of the new folder, then click OK.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

1.1.2 Groups

A group is a collection of devices that share similar requirements. The devices might require the
same software packages, the same operating system or application configuration settings, or the
same inventory collection schedule.

For example, of the 30 SUSE and 10 Red Hat servers mentioned in the Folders section, 10 SUSE
servers and 5 Red Hat servers might be dedicated to the Accounting department. As such, they all
require the same accounting software. Because groups can be assigned software packages, you
could create an Accounting group, add the 15 servers to the group, and then assign the appropriate
accounting software packages to the group.

The advantage to making an assignment to a group is that all devices contained in that group receive
the assignment, yet you only need to make the assignment one time. In addition, a device can belong
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to any number of unique groups, and the assignments and associations from multiple groups are
additive. For example, if you assign a device to group A and B, it inherits the software packages
assigned to both groups.

To create a group:

1 In the ZENworks Control Center, click the Devices tab.
2 If you want to create a group for servers, click the Servers folder.
or
If you want to create a group for workstations, click the Workstations folder.

3 Click New > Server Group (or New > Workstation Group for workstations) to launch the Create
New Group Wizard.

4 Follow the prompts to create the group and add devices to it. For information about what you
need to supply at each step of the wizard, click the | ?| icon.

1.1.3 Folders vs. Groups

As a general rule, you should manage system configuration settings through folders, and manage
assignments (software packages, policies, etc.) through groups. This allows you to efficiently
manage devices with similar configuration settings by placing them in the same folder and defining
the configuration settings on the folder. However, all devices in the folder might not have the same
software package or policy requirements. Therefore, you can organize the devices into groups and
assign the appropriate bundles and policies to each group.

The most successful management strategy uses both folders and groups to create a hierarchy and
organization that is easy to manage. A good folder organization enables you to import devices into a
folder so they automatically inherit the correct system configuration settings. A good group
organization makes it easy to assign bundles and policies to devices.

1.2 Creating Registration Keys and Rules

You can manually add devices to folders and groups, but this can be a burdensome task if you have a
large number of devices or if you are consistently registering new devices. The best way to manage
a large number of devices is to have them automatically added to the correct folders and groups
when they register. To accomplish this, you can use registration keys, registration rules, or both.

Both registration keys and registration rules let you assign a name, folder, and group memberships to
a device. However, there are differences between keys and rules that you should be aware of before
choosing whether you want to use one or both methods for registration.

+ Registration Keys: A registration key is an alphanumeric string that you manually define or
randomly generate. During installation of the ZENworks Agent on a device, the registration
key must be input manually or through a response file (see “Automating Installation of the
ZENworks Agent” in the Novell ZENworks 7.2 Linux Management Installation Guide). When
the device connects to a ZENworks Server for the first time, the device is given a name
according to the defined naming scheme and then added to the folder and groups defined within
the key.

You can create one or more registration keys to ensure that servers and workstations are placed
in the desired folders and groups. For example, you might want to ensure that all of the Sales
department's devices are added to the /Workstations/Sales folder but are divided into
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three different groups (SalesTeam1, SalesTeam?2, SalesTeam3) depending on their team
assignments. You could create three different registration keys and configure each one to add
the Sales workstations to the /Workstations/Sales folder and the appropriate team
group. As long as each device uses the correct registration key, it is added to the appropriate
folder and group.

+ Registration Rules: If you don’t want to enter a registration key during installation, or if you
want devices to be automatically added to different folders and groups based on predefined
criteria (for example, operating system type, CPU, or IP address), you can use registration
rules.

ZENworks includes a default registration rule for servers and another one for workstations. If a
device registers without a key, the default registration rules are applied to determine the folder
and group assignments. The two default rules cause all servers to be added to the /Servers
folder and all workstations to the /Workstations folder. The device hostname is used for
its name. You cannot delete these two default rules, but you can modify the naming scheme and
the folder and groups to which the servers and workstations are added.

The two default rules are designed to ensure that no server or workstation registration fails. You
can define additional rules that enable you to filter devices as they register and add them to
different folders and groups. If, as recommended in Section 1.1.3, “Folders vs. Groups,” on
page 23, you’ve established folders for devices with similar configuration settings and groups
for devices with similar assignments, newly registered devices automatically receive the
appropriate configuration settings and assignments.

To create registration keys or rules:

1 In the ZENworks Control Center, click the Configuration tab.

2 To create a new registration key, in the Registration Keys section, click New > Registration to
start the Create New Registration Key Wizard.

or

To create a new registration rule, in the Default Registration Rules section, click New to start
the Create New Default Rule Wizard.

3 Follow the prompts to create the key or rule. For information about what you need to supply at
each step of the wizard, click the |7 icon.

For more detailed information about registering devices, see Part I1I, “Device Registration,” on
page 89.

1.3 Setting Up ZENworks Administrator
Accounts

During installation, a default Administrator account is created. This account provides rights to
administer all of your ZENworks system.

You can create additional administrator accounts that provide full access to your ZENworks system.
You can also create accounts that limit administrative rights to specific folders (device folders,
policy folders, bundle folders, and report folders).

To limit administrator rights, you assign an account rights at the folder level. The root folders are /
Bundles, /Devices, /Policies, and /Reports. Rights assigned at a root folder are
effective in all subfolders (for example, /Bundles/Workstations) unless specifically
overridden at the subfolder level.
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Depending on the administrative functions you want an administrator to be able to perform, you can
give an account one of the following levels of rights:

¢ All: Provides create, delete, and modify rights to all objects within the folder.

+ Modify: Provides rights to edit existing objects only.

¢ View: Provides rights to view object information.
For example, if you want an administrator to be able to view bundles that are located in the /
Bundles folder and create, delete, or modify bundles in the /Bundles/Workstations folder,

you would assign the administrator View rights to the /Bundles folder and All rights to the /
Bundles/Workstation folder.

To create an administrator account:

1 In the ZENworks Control Center, click the Configuration tab.
2 In the Administrators list, click New to display the Add New Administrator dialog box.

3 Provide a username and password for the account, then click OK to add the account to the
Administrators list.

The administrator can change the password the first time he or she logs in by clicking the key
icon located next to the Logout link in the upper right corner of the ZENworks Control Center.

The newly created administrator account is granted View rights to all objects in the
Management Zone. To grant additional rights, or to limit the administrator’s rights to specific
folders only, you need to modify the rights.

4 1In the Administrators list, click the administrator account to display the account details.

5 Modify the assigned rights. For information about the options on the page, click Help or see
Chapter 8, “ZENworks Administrator Accounts,” on page 75.

6 When you are finished modifying the rights, click Apply to save the changes.

1.4 Delivering Software Packages

Software packages are delivered to devices through the use of RPM bundles and catalogs.

An RPM bundle is a grouping of one or more software packages. Bundles contain one or more files
that are installed to particular locations on a device, plus information about the bundle, such as
version, description, what applications must also be present for it to be installed, and more. A
catalog is a group of bundles.

The fundamental difference between RPM bundles and catalogs is that the software in bundles is
automatically installed, but users can choose whether or not to install the software included in
catalogs. Catalogs are displayed in the ZENworks Linux Management Updater Client, which is part
of the ZENworks Agent. For more information, see Section 6.3, “Using the Software Updater,
Installer, and Remover from Users’ Managed Devices,” on page 52.

You can define both the deployment schedule and the installation schedule for a bundle. The
deployment schedule determines when the bundle's software packages are copied to the device. The
installation schedule determines when the packages are installed on the device.

You can also create bundle groups. A bundle group is simply a group of bundles, similar to a
catalog. However, installation of bundles in groups is automatic, just like installation of individual
bundles.
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The following sections contain additional information:

¢ Section 1.4.1, “Bundles,” on page 26
¢ Section 1.4.2, “Catalogs,” on page 26

1.4.1 Bundles

To create a bundle:

1 In the ZENworks Control Center, click the Bundles tab.

2 In the Bundle list, click New > Bundle to display the Create New Bundle Wizard.
3 Select RPM Package Bundle (the default option), then click Next.
4

Follow the prompts to create the bundle and assign it to devices. For information about what

you need to supply at each step of the wizard, click the | ?/icon.

When assigning the bundle to devices, you can lessen your management overhead by assigning
the bundle to groups of devices rather than to individual devices. For more information about
device groups, see Section 1.1, “Organizing Devices: Folders and Groups,” on page 21.

For more detailed information about using bundles and bundle groups to deliver software to devices,
see Chapter 19, “Using RPM and File Bundles,” on page 203.

1.4.2 Catalogs

To create a catalog:

1 In the ZENworks Control Center, click the Bundles tab.
2 In the Bundle list, click New > Catalog to display the Create New Catalog Wizard.

3 Follow the prompts to create the catalog, add bundles to it, and assign it to devices. For
information about what you need to supply at each step of the wizard, click the | ?|icon.

When assigning the catalog to devices, you can lessen your management overhead by assigning
the catalog to groups of devices rather than to individual devices. For more information about
device groups, see Section 1.1, “Organizing Devices: Folders and Groups,” on page 21.

For more detailed information about delivering software to devices, see Chapter 21, “Using
Catalogs,” on page 257.

1.5 Delivering Content Using File Bundles

A File bundle lets you create a bundle and distribute compressed files of the type tar.gz and
tar.bz2. For example, you can include configuration files or data files in file bundles.

To create a File bundle:

1 In the ZENworks Control Center, click the Bundles tab.
2 In the Bundle list, click New > Bundle to display the Create New Bundle Wizard.
3 Select File bundle, then click Next.

4 Follow the prompts to create the File bundle and assign it to devices. For information about
what you need to supply at each step of the wizard, click the | ? ! icon.
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When assigning the bundle to devices, you can lessen your management overhead by assigning
the bundle to groups of devices rather than to individual devices. For more information about
device groups, see Section 1.1, “Organizing Devices: Folders and Groups,” on page 21.

For more detailed information about using bundles and bundle groups to deliver software to devices,
see Chapter 19, “Using RPM and File Bundles,” on page 203.

1.6 Defining and Locking Down Device
Configuration Settings

Through the use of policies, you can control and lock down the configuration settings for the
following applications:

¢ Epiphany Web browser

+ Evolution™ e-mail client

*

Mozilla Firefox Web browser
GNOME*

Novell Linux Desktop

¢ SUSE Linux Enterprise Desktop

*

*

Additionally, you can create policies that run applications on a device, or perform modifications to a
text-based configuration file using regular expressions.

You can apply individual policies to devices. You can also add policies to policy groups and apply
the policy groups to devices.

Some policies are singular, meaning that only one instance of the policy can apply to the device.
Other policies are plural, meaning that multiple instances can apply. Because a device inherits policy
assignments from any groups or folders in which it is a member, conflicting assignments can occur.
In this case, ZENworks determines the effective policies by first applying any device-assigned
policies, then any group-assigned policies, and then any folder-assigned policies.

You can define the schedule for policies. The schedule determines when a policy is applied to a
device.

To create a policy:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New > Policy to display the Create New Policy Wizard.

3 Follow the prompts to create the policy and assign it to devices. For information about what
you need to supply at each step of the wizard, click the | ?icon.

When assigning the policy to devices, you can lessen your management overhead by assigning
the policy to groups of devices rather than to individual devices. For more information about
device groups, see Section 1.1, “Organizing Devices: Folders and Groups,” on page 21.

For more detailed information about using policies and policy groups to control and lock down
device settings, see Part IV, “Policy Management,” on page 111.
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1.7 Using Preboot Services

Preboot Services allows you to automatically or manually do any of the following to a device when
it boots up:

¢ Configure the BIOS, BMC, RAID, and DRAC settings for Dell PowerEdge servers using a
Dell Configuration bundle.

+ Run scripted installations on the device, such as AutoYaST and kickstart

¢ Run ZENworks scripts on the device

¢ Make an image of the device's hard drives and other storage devices

+ Restore an image to the device

+ Apply an existing image to multiple devices
To accomplish these tasks automatically through the ZENworks Control Center, you need to have
PXE (Preboot Execution Environment) enabled on your devices, and have prebootable tasks

configured and assigned to the devices. Then, the devices can automatically implement these tasks
when they boot. For instructions, see Part VI, “Preboot Services,” on page 297.

1.8 Collecting Software and Hardware Inventory

Hardware and software inventory is automatically collected from each device. The hardware
inventory includes details such as operating system, RAM, BIOS version, network adaptors, CD-
ROM manufacturer, and a host of additional information. The software inventory includes a
complete list of all installed packages, as well as all ZENworks-install bundles.

To view a device's hardware and software inventory:

1 In the ZENworks Control Center, click the Devices tab.
2 Click the Servers or Workstations folder to open it.
3 Click a device to display the device's Summary page.
4 Click the Inventory tab.
You can also roll up device inventory to a ZENworks 7 inventory database. For more information

about collecting software and hardware inventory, see Part VII, “Hardware and Software Inventory,”
on page 439.

1.9 Managing Remote Devices

Sometimes you need to physically perform a task on a remote workstation or server. To do so,
ZENworks lets you remotely manage a device through the ZENworks Control Center. When
remotely managing a device, there are three modes of operation: Remote Control, Remote View, and
Remote Login.

+ Remote Control: Lets you take control of the device's desktop and perform tasks as if you
were physically located at the device.

+ Remote View: Lets you observe the device's desktop and activity.
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+ Remote Login: Lets you log in to the device, opening a new graphical session without
disturbing the user on the device. The user cannot view your Remote Login session.

To manage a remote device:

In the ZENworks Control Center, click the Devices tab.
Click the Servers or Workstations folder to open it.

Click a device to display the device's Summary page.

H WO DN =

In the Workstation Tasks list or Servers Tasks list (located in the upper left corner of the
ZENworks Control Center), click Remote Control Workstation or Remote Control Server to
open the Remote Management dialog box.

5 Select the remote management operation you want to perform: Remote Control, Remote View,
or Remote Login, then click OK.

The remote session appears. If you receive an error message stating that additional plug-ins are
required, see “Administration Workstation Requirements” in the Novell ZENworks 7.2 Linux
Management Installation Guide.

For more information about managing remote devices, see “Remote Management” on page 453.

1.10 Monitoring Events

The ZENworks system generates messages each time a management task is performed. For
example, when the ZENworks Agent enforces a policy on a device, it generates an event message.
Or, when the ZENworks Server is unable to register a new device, it generates an event message.
Depending on the severity level (normal, warning, or critical) of the event and the item type (device,
bundle, policy, etc.) for which the event was generated, the event can be displayed in various
locations in the ZENworks Control Center.

The following sections provide a brief overview of event monitoring and message logging:

¢ Section 1.10.1, “Hot List,” on page 29

¢ Section 1.10.2, “Event Log,” on page 29

¢ Section 1.10.3, “System Event Log,” on page 30
¢ Section 1.10.4, “Message Logs,” on page 30

For more information about message logs, see Part [X, “Event Monitoring,” on page 467.

1.10.1 Hot List

The Hot List displays all events that generated an error (critical or warning). An error event remains
in the list until you acknowledge it.

To access the Hot List:

1 In the ZENworks Control Center, click the Home tab.

1.10.2 Event Log

Each device, policy, and bundle has an Event Log that displays all of the event messages generated
for the item, regardless of severity level (normal, warning, or critical).
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The Event Log for a device displays all events that applied to the device. For example, if a bundle or
policy is applied to the device, the Event Log displays a message for the event.

The Event Log for a bundle or policy displays all events that applied to the bundle or policy. For
example, if a bundle is individually applied to four devices, four messages are displayed in the Event
Log, one for each device.

To access an Event Log:

1 Inthe ZENworks Control Center, click the Devices tab, Bundles tab, or Policies tab, depending
on whether you want to view events for a device, bundle, or policy.

2 Click the desired device, bundle, or policy to display its Summary page.
The Event Log is located near the bottom of the Summary page.

1.10.3 System Event Log

Each ZENworks Server has a System Event Log that displays all of the event messages generated
for tasks performed by the server, regardless of the event's severity level (normal, warning, or
critical). For example, it displays messages for all bundles that the server has applied to devices that
it manages.

To access a System Event Log:

1 In the ZENworks Control Center, click the Devices tab, then click a ZENworks Server to
display its Summary page.

The System Event Log is located near the bottom of the Summary page.

1.10.4 Message Logs

The events that are displayed in the ZENworks Control Center can also be logged to files on disk.
The ZENworks Agent can log event messages (the ones that appear in a device's Event Log) to a file
on the device's local disk; message logs for all managed devices can also be rolled up to a central log
file on the ZENworks Server.

The ZENworks Server can log messages (the ones that appear in the server's System Event Log) to a
file on the server's local disk.

For more information about message logs, see Part [X, “Event Monitoring,” on page 467.

1.11 Generating Reports

You can generate reports to display bundle and device information, such as the bundle delivery
information for each device or the devices registered in the last 24 hours. The ZENworks Control
Center provides several predefined reports and lets you create new reports. You can export the
reports to XML, CVS, or HTML formats.

ZENworks Linux Managements lets you generate reports specific to your Dell PowerEdge servers.
To generate a report:

1 In the ZENworks Control Center, click the Reports tab.
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The Reports list includes three default folders: Bundle Reports, Dell Reports, and Device
Reports. Each of these folders contains a set of predefined reports you can run. You can also
run all of the reports in a folder by selecting the folder.

2 Select the Device Reports folder by clicking the box in front of it.
3 Click Generate to generate the six device reports.
You can print each of the reports. You can also export them to XML, CSV, and HTML

formatted files.

For more information about reports, see Part X, “Reports,” on page 489.
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Using ZENworks Linux
Management with Dell PowerEdge
Servers

By combining Novell® ZENworks® Linux Management capabilities with the Dell OpenManage
toolkit capabilities, you can configure and manage your Dell PowerEdge servers from out of the box
through the entire server life cycle. Whether you use SUSE® Linux Enterprise Server or Red Hat
Enterprise Linux on your PowerEdge servers, you can deploy and maintain hardware, operating
systems, and applications from a single administrative console—the ZENworks Control Center.

ZENworks Linux Management provides the following features to help you deploy and manage Dell
PowerEdge servers in your ZENworks system:
¢ Section 2.1, “Configuring PowerEdge Servers using Dell Configuration Bundles,” on page 33

¢ Section 2.2, “Obtaining, Configuring, and Updating PowerEdge Servers Using Dell Update
Package Bundles,” on page 34

¢ Section 2.3, “Using Advanced Dell Inventory Information,” on page 36

¢ Section 2.4, “Using Advanced Dell Inventory Reports,” on page 36

2.1 Configuring PowerEdge Servers using Dell
Configuration Bundles

Dell Configuration bundles let you configure the BIOS, BMC, RAID, and DRAC settings on Dell
PowerEdge servers and create a Dell utility partition. You can also select to run another Preboot
Services bundle after these configurations are complete. Dell Configuration bundles let you
configure a bare-metal PowerEdge server and quickly and easily put the server into production.

To create a Dell Configuration bundle:

1 In the ZENworks Control Center, click the Policies tab.

2 In the Policies list, click New > Policy to display the Create New Policy Wizard.
3 Select Preboot bundle, then click Next.

4 Select Dell Configuration bundle, then click Next.

5 Follow the prompts to create the policy and assign it to devices. For information about what
you need to supply at each step of the wizard, click the | ?]icon.

When assigning the policy to devices, you can lessen your management overhead by assigning
the policy to groups of devices rather than to individual devices. For more information about
device groups, see Section 1.1, “Organizing Devices: Folders and Groups,” on page 21.

For more detailed information about using a Dell Configuration policy to configure Dell
PowerEdge servers, see Section 29.5, “Using Dell Configuration Bundles,” on page 426.
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2.2 Obtaining, Configuring, and Updating
PowerEdge Servers Using Dell Update Package
Bundles

Dell Update Package bundles let you update and configure hardware and system settings (including
BIOS, DRAC, RAID, BMC, and FRMW configurations) on Dell PowerEdge servers. After you
obtain Dell Update Packages from Dell by using the mirroring capabilities of ZENworks Linux
Management, you can easily assign the Dell Update Package bundles that are automatically created
to PowerEdge servers in your ZENworks system. It is easy for you to determine if an updated Dell
Update Package is available for PowerEdge servers in your system and deliver the update.
ZENworks Linux Management helps you manage and update your PowerEdge servers though the
entire server lifecycle.

The following sections contain additional information:

¢ Section 2.2.1, “Obtaining Dell Update Packages from Dell,” on page 34

+ Section 2.2.2, “Assigning Dell Update Package Bundles to Configure and Update PowerEdge
Servers,” on page 34

¢ Section 2.2.3, “Determining If Newer Dell Package Updates Are Available for PowerEdge
Servers,” on page 35

+ Section 2.2.4, “Deploying a Newer Dell Update Package,” on page 36

2.2.1 Obtaining Dell Update Packages from Dell

You can mirror Dell Update Packages from the Dell FTP site to your ZENworks server or you can
mirror the CDs you receive from Dell Support.

Dell Update Packages let you update and configure hardware and system settings (including BIOS,
DRAC, RAID, BMC, and FRMW configurations) on Dell PowerEdge servers.

To mirror Dell Update Packages from the Dell FTP site or from a CD, you create and configure an
XML configuration file and then use the zZlmmirror command line utility. The first time you mirror
Dell Update Packages, all available packages are mirrored; subsequent mirror sessions obtain
upgraded packages only. After the mirroring operation is complete, the Dell Update Packages are
automatically bundled and display in the ZENworks Control Center on the Bundles page. You then
assign the Dell Update Package bundles to devices just as you would with other bundles.

For more detailed information and step-by-step instructions, see Section 24.4, “Mirroring Dell
Update Packages to Your ZENworks Server,” on page 288

2.2.2 Assigning Dell Update Package Bundles to Configure and
Update PowerEdge Servers

After the mirroring operation is complete, the Dell Update Packages are automatically bundled and
display in the ZENworks Control Center on the Bundles page. To install them on PowerEdge servers

in your ZENworks system, you must assign them to devices using the Assign Bundle Wizard in the
ZENworks Control Center.
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To assign a Dell Update Package bundle:

1

2

In the ZENworks Control Center, click the Bundles tab, then click the underlined link next to
the folder containing the Dell Update Packages that was created during the mirroring process.

Select the desired Dell Update Package bundle by clicking the box next to its name, click
Action, then click Assign Bundle to launch the Assign Bundle Wizard.

Follow the prompts to create the Dell Update Package bundle and assign it to devices. For
information about what you need to supply at each step of the wizard, click the | ?|icon.

When assigning the bundle to devices, you can lessen your management overhead by assigning
the policy to groups of devices rather than to individual devices. For more information about
device groups, see Section 1.1, “Organizing Devices: Folders and Groups,” on page 21.

For more detailed information, see Section 22.2, “Assigning Dell Update Package Bundles,” on
page 271.

2.2.3 Determining If Newer Dell Package Updates Are Available
for PowerEdge Servers

After you run a mirror session and obtain updated Dell Update Packages, it is easy to determine if a
newer Dell Update Package is available for installation on Dell PowerEdge servers in your
ZENworks system.

To determine if there are updated Dell Update Package bundles available for the servers in your
system:

1

In the ZENworks Control Center, click the Devices tab, then click Servers.

A link in the Dell Updates column indicates whether there is a Dell Update Package bundle
available in the ZENworks package repository for each Dell PowerEdge server in the list. An
update is available in the following situations:

¢ [fa Dell Update Package exists in the ZENworks package repository but it is not assigned
to that specific server model.

+ Ifa specific Dell Update Package is already assigned to the device, but an updated
package has been mirrored and is available in the ZENworks package repository.

Click the link to view the name of the Dell Update Package bundle appropriate for the device.

If the appropriate Dell Update Package bundle is not yet assigned to the device, continue with
Section 22.2, “Assigning Dell Update Package Bundles,” on page 271.

or

If the appropriate Dell Update Package bundle is already assigned to the device, continue with
Section 22.4, “Deploying an Updated Version of a Dell Update Package Bundle,” on page 275.

For more information, see Section 22.3, “Determining If Newer Dell Package Updates Are
Available for PowerEdge Servers,” on page 275
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2.2.4 Deploying a Newer Dell Update Package

If a specific Dell Update Package is already assigned to the device, but an updated package has been
mirrored and is available in the ZENworks package repository, you can deploy the updated version
of the package.

1 In the ZENworks Control Center, click the Bundles tab, click the underlined link next to the
folder containing the Dell Update Packages that was created during the mirroring process.

2 Click the underlined link in the Name column to display the bundle’s Summary page.
3 Click the Details page.

4 Use the Version drop-down list to select the desired version number, then click Deploy.

For more information, see Section 22.4, “Deploying an Updated Version of a Dell Update Package
Bundle,” on page 275.

2.3 Using Advanced Dell Inventory Information

Advanced Dell inventory information lets you display inventory information specific to Dell
PowerEdge servers. This advanced inventory information helps you determine when PowerEdge
configuration settings need to be updated.

For more information, see Chapter 31, “Reviewing the Device Inventory,” on page 443.

2.4 Using Advanced Dell Inventory Reports

Advanced Dell reports let you run reports specific to Dell PowerEdge servers to find devices that do
not have valid Dell Update Packages installed or to show devices with Dell applications installed
(per device or per device model).

For more information, see Section 40.2.1, “Using Templates to Create Dell Reports,” on page 497.
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ZENworks System Management

The following sections provide information about general Novell® ZENworks® Linux Management
features and procedures:

¢ Chapter 3, “ZENworks Control Center,” on page 39

¢ Chapter 4, “Command Line Administration Utilities,” on page 43

¢ Chapter 5, “ZENworks Server,” on page 45

¢ Chapter 6, “ZENworks Agent,” on page 51

¢ Chapter 7, “Configuring Management Zone Settings,” on page 65

¢ Chapter 8, “ZENworks Administrator Accounts,” on page 75

¢ Chapter 9, “ZENworks Database Maintenance,” on page 79
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ZENworks Control Center

You use the Novell® ZENworks® Control Center to configure system settings and management
tasks in your ZENworks Management Zone. The following sections provide information about the
ZENworks Control Center:

¢ Section 3.1, “Where the ZENworks Control Center Is Installed,” on page 39

¢ Section 3.2, “Accessing the ZENworks Control Center,” on page 39

¢ Section 3.3, “Accessing the ZENworks Control Center through Novell iManager,” on page 40

*

Section 3.4, “Changing the Timeout Value for the ZENworks Control Center,” on page 40
¢ Section 3.5, “Changing the Debug Settings of ZENworks Control Center,” on page 41

ZENworks Linux Management also includes the zlman command line utility to help you manage
your ZENworks system. The zlman utility lets you perform the same tasks you can perform in the
ZENworks Control Center, with the exception of imaging and preboot tasks. For more information,
see Section 4.1, “zlman,” on page 43.

3.1 Where the ZENworks Control Center lIs
Installed

The ZENworks Control Center is installed on all ZENworks Servers in the Management Zone.

You can perform all management tasks on the primary server and most management tasks on the
secondary servers. The one management exception on secondary servers is the manipulation
(adding, deleting, modifying) of packages in a bundle. This task is not supported because the
primary server is the source server for packages, meaning that packages are replicated from the
primary server to secondary servers on a regularly scheduled basis. Manipulating a package on a
secondary server rather than on the primary server would result in the modified package being
replaced (or removed) the next time the secondary server's packages were updated from the primary
server. For more information about replication of packages, see Chapter 23, “Replicating Content in
the ZENworks Management Zone,” on page 279.

3.2 Accessing the ZENworks Control Center

1 Using a Web browser that meets the requirements listed in “Administration Workstation
Requirements” in the Novell ZENworks 7.2 Linux Management Installation Guide, enter the
following URL.:

https://ZENworks Server Address

Replace ZENworks_Server Address with the IP address or DNS name of the ZENworks
Server.

The ZENworks Control Center requires an https:// connection; requests to http:// are redirected
to https://.

2 When prompted for login credentials, use the Administrator user with the password you
provided during the installation.

ZENworks Control Center
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3.3 Accessing the ZENworks Control Center
through Novell iManager

ZENworks Linux Management includes a Novell plug-in module (. npm) that you can use to access
the ZENworks Control Center from Novell iManager, which is a management console used by a
number of other Novell products.

To install the ZENworks Control Center plug-in for iManager:

1 Copy the plug-in (z1m71ink.npm) from the Novell ZENworks 7.2 Linux Management CD to
a location on your iManager server.
The z1m71ink.npmn file is located in the / ImanagerPlugin directory.

2 Follow the instructions in the Novell iManager 2.6 Installation Guide (http://www.novell.com/
documentation/imanager26/) to install and configure the plug-in module.

If Tomcat did not restart during the installation and configuration process, restart Tomcat.
Log into iManager.

Click the ZENworks icon at the top of the page.

Enter the ZENworks Control Center URL:
https://ZENworks Server Address

Replace ZENworks_Server Address with the IP address or DNS name of the ZENworks
Server.

7 Click the ZENworks icon to launch the ZENworks Control Center.

o 0 A~ W

3.4 Changing the Timeout Value for the
ZENworks Control Center

By default, the ZENworks Control Center has a 30-minute timeout value. If you leave the
ZENworks Control Center idle on your computer for more than 30 minutes, you are prompted to log
in again before continuing. You can increase or decrease the timeout value, or you can specify that
the ZENworks Control Center never times out.

To change the timeout value:

1 Openthe /var/opt/novell/zenworks/www/tomcat/base/webapps/
zenworks/WEB-INF/config.xml file in a text editor.

2 Increase or decrease the timeout value, as needed.
or
Specify -1 to specify that the ZENworks Control Center never times out.

3 Save the config.xml file.
Restart the service by executing the following command:

/etc/init.d/novell-zenserver restart
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3.5 Changing the Debug Settings of ZENworks
Control Center

To change the debug settings of ZENworks Control Center:

1

2

Open the /var/opt/novell/zenworks/www/tomcat/base/webapps/
zenworks/WEB-INF/config.xml file in a text editor.

Make sure that the value of debug.enabled is set to True. (By default, the option is set to
True.)

The error messages logged by using WebLogger.debug() are written to the standard output.
(Optional) Set the value of debug. tags is set to any of the following values:

rpcToServer
controlTree
snapshotTimes
pageLoadTime
requestParams
viewStateManager
RemoteManagement
WebFramework
mirrorStatus

The error messages logged to WebLogger.debugForTag() are written to the standard output.
Save the config.xml file.
Restart the service by executing the following command:

/etc/init.d/novell-zenserver restart

ZENworks Control Center
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Command Line Administration
Utilities

Novell® ZENworks® Linux Management includes several command line utilities to help you
manage your ZENworks system. The primary purpose of the command line utilities is to provide
access to the ZENworks management functionality in a scriptable environment.

The following command line utilities are available:

¢ Section 4.1, “zlman,” on page 43

¢ Section 4.2, “zlm-debug,” on page 43
¢ Section 4.3, “zlmmirror,” on page 43
¢ Section 4.4, “rug,” on page 44

¢ Section 4.5, “zmd,” on page 44

¢ Section 4.6, “zrmservice,” on page 44

4.1 zlman

The zlman utility lets you perform the same tasks you can perform in the ZENworks Control Center,
with the exception of imaging and preboot tasks. It is installed on ZENworks Servers in the
following location:

/opt/novell/zenworks/bin

For more information about zlman, view the zIman man page (man zlman) on the ZENworks Server
or see zlman (1) (page 518).

4.2 zim-debug

The zlm-debug utility lets you gather information to help you troubleshoot and solve problems you
encounter using ZENworks Linux Management. By default, zIm-debug gathers cache, server, client,
configuration, hardware, and package data as well as log files. The information is packaged into a
tarball file and placed in the location you specify. It is installed on ZENworks Servers in the
following location:

/opt/novell/zenworks/bin

For more information about zlm-debug, view the zlm-debug man page (man zlm-debug) on the
ZENworks Server or see zlm-debug (1) (page 509).

4.3 zlmmirror

The zlmmirror utility lets you mirror RPM and Dell Update Packages packages from ZENworks 6.x
and 7 servers, Dell FTP servers, YaST Online Update (YOU) servers, Red Hat Network, and Red
Carpet® Enterprise servers. It is installed on ZENworks Servers in the following location:

/opt/novell/zenworks/bin

Command Line Administration Utilities

43



For more information about zlmmirror, view the zlmmirror man page (man zlmmirror) on the
ZENworks Server, see zlmmirror (1) (page 511), or see Chapter 24, “Mirroring Software,” on
page 281.

4.4 rug

The rug utility lets you perform software and user management through the ZENworks Agent on a
managed device. It is installed on managed devices in the following location:

/opt/novell/zenworks/bin

For SUSE LINUX Enterprise Server 10 (SLES 10) and SUSE LINUX Enterprise Desktop 10
(SLED 10) devices, the rug utility is located in the following directory:

/usr/bin

For more information about rug, view the rug man page (man rug) on a managed device or see rug
(1) (page 542).

4.5 zmd

The zmd utility lets you control how the ZENworks Agent runs on a managed device. It is installed
on managed devices in the following location:

/opt/novell/zenworks/sbin

For SUSE LINUX Enterprise Server 10 (SLES 10) and SUSE LINUX Enterprise Desktop 10
(SLED 10) devices, the ZENworks Agent is located in the following directory:

/usr/sbin
For more information about zmd, view the zmd man page (man zmd) on a managed device or see

zmd (8) (page 506).

4.6 zrmservice

The zrmservice utility lets you control how the ZENworks Remote Management Agent (a
component of the ZENworks Agent) runs on a managed device. It is installed on managed devices in
the following location:

/opt/novell/zenworks/sbin

For more information about zrmservice, view the zrmservice man page (man zrmservice) on a
managed device or see zrmservice (1) (page 508).
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ZENworks Server

The Novell® ZENworks® Server is the backbone of the ZENworks system. It communicates with
the ZENworks Agent on managed devices to deliver software, enforce policies, collect inventory,
and perform other management tasks. The following sections provide information about the
ZENworks Server:

¢ Section 5.1, “ZENworks Services,” on page 45

¢ Section 5.2, “RPM Package Repository,” on page 47

¢ Section 5.3, “Uninstalling a ZENworks Server,” on page 48

¢ Section 5.4, “Freeing Disk Space on a ZENworks Server,” on page 50

5.1 ZENworks Services

The ZENworks Server includes the following services:

Table 5-1 ZENworks Services

Service Service Name Description
eDirectory™ ndsd Used for the ZENworks Object Store.
PostgreSQL Database postgresql Used for the ZENworks Data Store; only

needed if the Data Store resides on the
ZENworks Server.

ZENworks Server novell-zenserver Used for communicating with the
ZENworks Agent.
ZENworks Loader novell-zenloader Used for loading modules not directly

associated with the ZENworks Server.
This includes the Content Replication,
Inventory Rollup, and QueueRunner
modules.

ZENworks Server Management novell-zented Used for replicating RPM packages and
Dell Update Packages from the primary
server to secondary servers.

ZENworks Imaging Service novell-pbserv Used to provide imaging services to a
device. This includes sending and
receiving image files, discovering
assigned Preboot bundles, acting as
session master for multicast imaging,
and so forth.

ZENworks Preboot Policy Daemon novell-zmgprebootpolicy Used by PXE-enabled devices to check
if there are any Preboot bundles that are
assigned to the device.
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Service Service Name Description

Proxy DHCP Daemon novell-proxydhcp Used with a standard DHCP server to
inform PXE-enabled devices of the IP
address of the Novell TFTP server. It
also responds to PXE devices to
indicate which bootstrap program
(nvlnbp.sys) to use.

TFTP Daemon novell-tftp Used by PXE-enabled devices to

(TFTP Server) request files that are needed to perform
imaging tasks. It also provides a central
repository for these imaging files, such
as the Linux kernel and initrd. A PXE-
enabled device uses this server to
download the bootstrap program
(nvlnbp.sys).

ZENworks Management Daemon  novell-zmd Used to enable the server as a
(ZENworks Agent) managed device.
ZENworks Imaging Agent novell-zisinx Used to save and restore image-safe

data on the server (as a managed
device). Only runs when launched by
the ZENworks Agent.

The services reside in the /etc/init . d directory on the ZENworks Server. Refer to the
following sections for instructions to help you control the ZENworks services:

¢ Section 5.1.1, “Checking the Status of a ZENworks Service,” on page 46

*

Section 5.1.2, “Starting a ZENworks Service,” on page 46

*

Section 5.1.3, “Stopping a ZENworks Service,” on page 47

*

Section 5.1.4, “Restarting a ZENworks Service,” on page 47

5.1.1 Checking the Status of a ZENworks Service

To check the current status of a service, use the following command:
/etc/init.d/servicename status

Replace servicename with the name of the service as listed in Table 5-1 on page 45.
To check the current status of all services, use the following command:

/opt/novell/zenworks/bin/zlm-config —--status

5.1.2 Starting a ZENworks Service

To start a service, use the following command:
/etc/init.d/servicename start
Replace servicename with the name of the service as listed in Table 5-1 on page 45.

To start all services, use the following command:
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/opt/novell/zenworks/bin/zlm-config --start
To ensure that all services start in the correct order, we recommend that you use the z1lm-config

--start option to start all services rather than starting them one at a time.

5.1.3 Stopping a ZENworks Service

To stop a service, use the following command:

/etc/init.d/servicename stop

Replace servicename with the name of the service as listed in Table 5-1 on page 45.
To stop all services, use the following command:

/opt/novell/zenworks/bin/zlm-config --stop

5.1.4 Restarting a ZENworks Service

To restart a service that is already running, use the following command:
/etc/init.d/servicename restart

Replace servicename with the name of the service as listed in Table 5-1 on page 45.
To restart all services, use the following command:
/opt/novell/zenworks/bin/zlm-config --restart

To ensure that all services start in the correct order, we recommend that you use the z1lm-config
--restart option to restart all services rather than restarting only one service.

5.2 RPM Package Repository

The ZENworks Server contains all of the RPM packages and Dell Update Packages that are
included in bundles defined within your Management Zone.

The following sections contain more information:

+ Section 5.2.1, “Package Repository Location,” on page 47
¢ Section 5.2.2, “Package Replication,” on page 48

¢ Section 5.2.3, “Package Administration,” on page 48

5.2.1 Package Repository Location

The package repository is the /var/opt/novell/zenworks/pkg-repo directory on the
ZENworks Server. When you add an RPM package to a bundle, the package is automatically
uploaded to the package repository. When you mirror Dell Update Packages, the packages are
automatically bundled and uploaded to the package repository.
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5.2.2 Package Replication

To ensure that all ZENworks Servers have the same RPM packages and Dell Update Package
bundles to distribute, the ZENworks Primary Server can replicate all packages to any ZENworks
Secondary Servers in the Management Zone. To enable replication, you need to establish a
replication schedule (see Chapter 23, “Replicating Content in the ZENworks Management Zone,”
on page 279).

During replication of packages to a secondary server, only new packages and updates to existing
packages are sent.

5.2.3 Package Administration

Because of the way that packages are replicated from the primary server to secondary servers, you
must run the ZENworks Control Center or zlman utility from the primary server to add a package to
a bundle. Doing so causes the package to be added to the primary server's package repository and
then be replicated to all secondary servers.

If you add a package to a secondary server, the package does not exist on the primary server and is
therefore removed the next time the primary server replicates its packages to the secondary server.

The same limitation applies to all package management tasks, such as modifying and deleting a
package from a bundle. These tasks must be performed on the primary server.

5.3 Uninstalling a ZENworks Server

ZENworks includes a uninstall program (zlm-uninstall) to remove the ZENworks services, Object
Store, and other files from a server. If for some reason the uninstall program cannot remove the
ZENworks server software, you can manually uninstall the software. The following sections provide
instructions for uninstalling the software with the uninstall program or manually.

If your ZENworks Linux Management system has secondary servers, you must uninstall the
secondary servers before uninstalling the primary ZENworks server. Otherwise, during
uninstallation of the secondary servers, you receive an error message concerning eDirectory that is
not applicable because eDirectory was already removed during uninstallation of the primary
ZENworks server.

The following sections contain more information:

¢ Section 5.3.1, “Uninstalling a Primary ZENworks Server Using zlm-uninstall,” on page 48
¢ Section 5.3.2, “Uninstalling a Secondary ZENworks Server Using zlm-config,” on page 49
¢ Section 5.3.3, “Manually Uninstalling a Primary or Secondary ZENworks Server,” on page 49

5.3.1 Uninstalling a Primary ZENworks Server Using zIm-
uninstall

1 Make sure you know the password for the ZENworks Administrator account.
2 Log in to the ZENworks Server as root.
3 Run the following command:

/opt/novell/zenworks/bin/zlm-uninstall
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4 Follow the prompts.

5.3.2 Uninstalling a Secondary ZENworks Server Using zlm-
config

1 Make sure you know the password for the ZENworks Administrator account.

2 Log in to the Secondary ZENworks Server as root.

3 Run the following command:

/opt/novell/zenworks/bin/zlm-config --remove-secondary-
server=secondary server

where secondary_server is the full NDS context of the secondary server.

The server is usually in the system context. For example, if your server name is ZEN216, the
full command is:

/opt/novell/zenworks/bin/zlm-config --remove-secondary-
server=zen2l6.system

5.3.3 Manually Uninstalling a Primary or Secondary ZENworks
Server

1

Stop the services on the ZENworks Server. If necessary, see Section 5.1.3, “Stopping a
ZENworks Service,” on page 47.

Remove the following directories:

/opt/novell/zenworks/share/keystore
/opt/novell/zenworks/datamodel/share/ldap-certs
/etc/opt/novell/zenworks/serverid

/etc/opt/novell/zenworks/serversecret
Edit /etc/crontab to remove the lines that contain ZENworks.

(Conditional) If you are removing a secondary server, remove the secondary server object from
the Object Store and Data Store. To do so:

4a Create a script file like the following one to create a CLASSPATH variable that includes
all of the paths to the ZENworks classes:
#!/bin/sh
CLASSPATH=""
for 1 in ‘ls /opt/novell/zenworks/java/lib/*.jar" ;
do CLASSPATH="$i:S$SCLASSPATH" ;
done ;
for 1 in ‘ls /opt/novell/extend/Common/WSSKD/lib/*.jar" ;
do CLASSPATH=$i:$CLASSPATH"
done ;
echo $CLASSPATH

4b Use the following command to remove the ZENworks secondary server object:

/opt/novell/zenworks/lib/java/bin/java -classpath SCLASSPATH
com.novell.zenworks.datamodel.extensions.installer.LDAPInsta
ller uninstall admin password

Replace admin_password with the ZENworks Administrator account password.
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5 (Conditional) If you are removing the primary server and are using a local PostgreSQL
database for the ZENworks Data Store, remove the database. To do so, use the following
commands:

/etc/init.d/postgresqgl startsu - postgresqgldropdb
zenworksdropuser zenadmin/etc/init.d/postgressqgl stop

6 Remove the ZENworks Object Store. To do so, use the following commands:

ndsconfig rm -F -a admin.system -w admin passwordrm -rf /var/
nds/dibrm /etc/nds.conf

Replace admin_password with the ZENworks Administrator account password.
7 Remove the ZENworks RPM packages and the Dell Update Packages, if necessary. To do so:
7a Use the following command to list the package names:
rpm -ga | grep novell-zenworks
7b Remove each of the packages individually using the following command:
rpm -e | package name
or

Use the following simple script to remove multiple packages:

for i in ‘rpm -ga | grep novell-zenworks' ; do rpm -e $i ; done

Because of package dependencies, you might need to run this script multiple times to
remove all packages. You can verify that all packages have been removed by running the
command in Step 7a.

8 Remove the following directories:

rm -rf /opt/novell/zenworks/
rm -rf /etc/opt/novell/zenworks/
rm -rf /var/opt/novell/zenworks/

5.4 Freeing Disk Space on a ZENworks Server

You can clean up the ZENworks server disk space by either deleting or backing up the old log files.
For detailed information on how to back up the log files, see Section 35.6, “Backing Up the Log
Files,” on page 471.

You can also delete empty directories that might not be removed during the deletion of a package or
bundle. The directories are located at /var/opt/novell/zenworks/pkg-repo.
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ZENworks Agent

The Novell® ZENworks® Agent is installed on each managed device within your ZENworks
Management Zone. The agent communicates with the ZENworks Server to deliver software, enforce
policies, and perform other management tasks. The following sections provide information about
the ZENworks Agent:

¢ Section 6.1, “ZENworks Agent (zmd),” on page 51

¢ Section 6.2, “File System Access,” on page 52

¢ Section 6.3, “Using the Software Updater, Installer, and Remover from Users’ Managed
Devices,” on page 52

¢ Section 6.4, “Uninstalling the ZENworks Agent,” on page 63

6.1 ZENworks Agent (zmd)

The ZENworks Agent is named zmd. It is sometimes referred to as the ZENworks Management
Daemon (zmd).

The ZENworks Agent performs software management functions on the ZENworks managed device,
including updating, installing, and removing software and performing basic queries of the device's
package management database. Typically, these management tasks are initiated through the
ZENworks Control Center or the rug utility, which means you should not need to interact directly
with the ZENworks Agent.

The ZENworks Agent is installed to the following directory:
/opt/novell/zenworks/sbin

For SUSE LINUX Enterprise Server 10 (SLES 10) and SUSE LINUX Enterprise Desktop 10
(SLED 10) devices, the ZENworks Agent is located in the following directory:

/usr/sbin

6.1.1 ZENworks Agent (zmd) Cache Settings

As the ZENworks Agent (zmd) performs its duties, it maintains a cache that stores the content of
bundles that are downloaded for installation on that managed device. You can control the age of
contents in the cache and its size by using cache settings. Cache cleanup is enforced on both client
startup and refresh.

If the process of downloading the bundle is interrupted on the managed device, the zmd starts the
download of individual packages from where it was left off.

The cleaning of cached information is always enabled. You can configure the following settings
using the rug set command in the rug utility to manage the cache. For more information about
the rug utility, see Section 4.4, “rug,” on page 44.
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Table 6-1 ZENworks Management Daemon Cache Settings

Setting Description

max-cache-age Defines the number of days the contents of the cache are retained, after
which the contents are deleted. The default is 30 days. If this setting
specifies 0 days, the cache content never expires.

The cache cleanup is enforced on client startup and refresh. The contents of
the cache are sorted by date (oldest to newest) and deleted by applying the
max-cache-age setting, starting with the oldest content.

To change the max-cache-age setting from the default of 30 days to 60 days,
for example, you enter the following command from the managed device:

rug set max-cache-age 60

cache-max-size-in-mb This setting is only enforced at cleanup time; not during bundle download.
The default is 300 MB. If this is set to 0, there is no limit to the size of the
cache; however, the max-cache-age setting still applies.

If the cache size exceeds the maximum size specified with this setting, the
cache contents are sorted by date and the oldest contents are deleted until
the cache size is within the specified size limit.

If this size limit is exceed while downloading bundles, the bundle contents
are downloaded; however, the next time the device restarts or refreshes, the
cache is cleaned until its size is within the specified size limit. The cache
cleanup process will not delete files downloaded within the last 24 hours to
get within the specified limit.

To change the cache-max-size-in-mb setting from the default of 300 MB to
500 MB, for example, you enter the following command from the managed
device:

rug set cache-max-size-in-mb 500

6.2 File System Access

The ZENworks Agent runs as root. This provides it with the file system access required to perform
its management functions on the device.

On managed devices, do not mount the following directories over NFS: /etc, /opt, /usr, /
home, /var, and /root. The ZENworks Agent (zmd) is not designed to work with these
directories mounted over NFS, so this configuration is not supported.

6.3 Using the Software Updater, Installer, and
Remover from Users’ Managed Devices

The ZENworks Linux Management Software Updater, Software Installer, and Software Remover
applets are components of the desktop that work through the ZENworks Agent.

In ZENworks Linux Management, these three easy-to-use desktop applets provide users with the
ability to update existing software, install new software, remove existing software from their
managed devices, and view and edit system preferences. These three desktop applets replace the
user interface clients used in previous versions of ZENworks Linux Management. Software Updater,
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Installer, and Remover provide users with a simple way to manage software, and the process is
integrated into the managed device’s desktop. If a rich user interface is required, you should use the
rug command line interface to accomplish these same tasks. For more information, see Section 4.4,
“rug,” on page 44.

In previous versions of ZENworks Linux Management, these three applets were combined in one
user interface. In ZENworks Linux Management 6.x, the client interface was called Red Carpet®. In
ZENworks 7 Linux Management, the client interface was called the ZENworks Linux Management
Update Client. Software Updater, Installer, and Remover replace Red Carpet and the ZENworks
Linux Management Update Client.

The following sections contain information about each applet:

¢ Section 6.3.1, “Updating Software,” on page 53

*

Section 6.3.2, “Installing Software,” on page 57

*

Section 6.3.3, “Removing Software,” on page 60

*

Section 6.3.4, “Viewing System Preferences,” on page 60

*

Section 6.3.5, “Editing System Preferences,” on page 61

6.3.1 Updating Software

With the Software Updater, you can easily apply updates to your software with just a few clicks. At
startup, the Software Updater automatically checks for updates to your system from the sources
specified in the Software Updater configuration.

The following sections contain additional information:

¢ “Launching the Software Updater” on page 53
+ “Configuring Package Sources” on page 54

+ “Selecting Update Catalogs” on page 55

+ “Selecting and Applying Updates” on page 56

Launching the Software Updater

1 Launch the Software Updater by navigating to /opt/novell/zenworks/bin and
running zen-updater with root privileges. To run it as a daemon, run zen-updater &.

The Software Updater icon appears in the notification area (GNOME) or the system tray
(KDE) of your panel as an icon depicting a globe, which changes to an orange circle with an
exclamation point in it when updates are available.

The first time you exit the Software Updater, you will be asked if you want it to load on startup.
If you choose Yes, you can access the Software Updater from the notification area or system
tray rather than by running zen-updater from the command line each time you want to
launch the applet.

The rug command-line utility also lets you perform software and user management through the
ZENworks Agent on a managed device. For background information on the underlying rug
command and its configuration options, see Section 4.4, “rug,” on page 44.

ZENworks Agent

53



Configuring Package Sources

Before you can use the use the Software Updater, you need to configure it to check package sources
for updates. Ask your system administrator for package sources that are available for your product
and for connection details.

NOTE: The Software Updater and the Software Installer use the same configurations. If you add a
service using the Software Updater configuration screen, that service will appear in the Software
Installer configuration and vice versa.

To add new services:
1 Right-click the Software Updater icon, then click Configure.

If the Software Updater icon is not in the system tray, you need to launch the program. See
“Launching the Software Updater” on page 53.

Services ‘ Catalogs |Ereferences |

LRI Type Status
https://151.155.168.61 ZENworks Active

== Remove Service

4k Add Service ‘

X Cose

2 Click Add Service.

| Auto-detect v |

Service Type:

Service URI:

Service Name:

Registration Key:

M cancel &k Add

3 Select the type of update repository from the drop-down list. The Software Updater supports
the following service types: YUM, ZYPP, NU, RCE, ZENworks, user-mounted sources
(Mount), Auto-detect, and Novell Customer Center Registration.

4 Add the connection details for the source type you selected (server URI and registration key),
then click Add. The service URI is the URL of the service. Registration keys are optional and
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are made available by the administrator of the service. Only ZENworks and RCE services have

registration keys.

The source is listed in the Services tab and is ready to be used and checked for available update

packages.

To remove a service:

1 Right-click the Software Updater icon, then click Configure.

If the Software Updater icon is not in the system tray, you need to launch the program. See

“Launching the Software Updater” on page 53.

)—HH

Services ‘ Catalogs |Ereferences |

LRI
https:/f151.155.168 61

Type Status
ZENworks Active

== Remove Service

4k Add Service ‘

X Close

2 Select the service or services you want to delete, then click Remove Service.

Selecting Update Catalogs

Once you have configured one or more services, you can select a set of catalogs from those sources
to be checked. There may be, for example, a catalog containing all the software that came with the
original release of the product and another one containing all the update packages released since.

To select additional update catalogs:

1 Right-click Software Updater, then click Configure.

If the Software Updater icon is not in the system tray, you need to launch the program. See

“Launching the Software Updater” on page 53.
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2 Click the Catalogs tab.
)—!E*

Services Catalogs | Preferences |

X Cose

3 Select the catalogs you want or deselect those you don’t need, then click Close.

Selecting and Applying Updates

When updates are available, the panel icon changes to an orange circle with an exclamation point in
it. When you mouse over the icon, a message pops up indicating that updates are available.

To review and apply updates:

1 Click the Sofiware Updater icon.
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If the Software Updater icon is not in the system tray, you need to launch the program. See
“Launching the Software Updater” on page 53.

~ [ Software Updater.
chipsrpm
Chip's test RFM
Catalog: c1 Type: Package
Select: All None
D Details

% gonﬁgurei X Close «? Update

2 Select the updates you want to apply, then click Update. Click Details for more information
about the selected update.

NOTE: Right-click the Software Updater icon, then click Refresh to poll the services for
updates.

6.3.2 Installing Software

Using ZENworks Linux Management, your administrator can create catalogs containing optional
software and assign them to users’ devices. Because software packages contained in catalogs are
usually considered optional, users can choose whether or not to install the software. If an
administrator has assigned catalogs to users’ devices, the catalogs display in the Software Installer.
¢ “Configuring Package Sources” on page 57
¢ “Selecting Installation Catalogs” on page 58

+ “Installing Software by Using the Software Installer” on page 59

Configuring Package Sources

Before you can use the Software Installer, you need to add package sources from which you can
install software.

NOTE: The Software Updater and the Software Installer use the same configurations. If you add a
service using the Software Updater configuration screen, that service will appear in the Software
Installer configuration and vice versa.
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To add a package source:

1 Launch the Software Installer by navigating to /opt/novell/zenworks/bin and
running zen-installer with root privileges.

2 Click Configure.

)—HH

Senvices ‘ Catalogs |Ereferences |

LRI Type Status
https://151.155.168.61 ZENworks Active

4k Add Service ‘

X Close

== Remove Service

3 Click Add Service.

Service Type:

Service URL:

Service Name:

Registration Key:

4 Add

x LCancel

4 Select the type of the service repository from the drop-down list. The Software Updater
supports the following service types: YUM, ZYPP, NU, RCE, ZENworks, and user-mounted
sources (Mount), Auto-detect, and Novell Customer Center Registration.

5 Add the connection details for the source type you selected (server URI and registration key),
then click Add. The service URI is the URL of the service. Registration keys are optional and
are made available by the administrator of the service. Only ZENworks and RCE services have
registration keys.

The source is listed in the Services tab and is ready to be used and checked for available
packages.

Selecting Installation Catalogs
You can configure the Software Installer to accept various catalogs:

1 Launch the Software Installer by navigating to /opt/novell/zenworks/bin and
running zen-installer with root privileges.
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2 Click Configure.
3 Click the Catalogs tab.

I T — o ]

Services (Catalogs

IPreferencesl

X Cose |

4 Select the catalogs you want or deselect those you don’t need, then click Close.

Installing Software by Using the Software Installer
To install software:

1 Launch the Software Installer by navigating to /opt/novell/zenworks/bin and
running zen-installer with root privileges.

® software Installer '—m

‘@ There are no softs installati Slabl
l

Select: All None

3

xgonfigure X Close of
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2 Seclect the software that you want to install or search for software by typing a search term in the
search field, then click Search. (Click Clear to clear the search field.) Click Details for
information about the selected software. You can select all available software by clicking 4//.

3 Click Install.

NOTE: Even though the user has been assigned rights by the administrator for installing the
software, the installation of bundle fails.

6.3.3 Removing Software

The Software Remover lets you remove software on a managed device. The utility is in the /opt/
novell/zenworks/bin directory.

1 Launch Software Remover by navigating to /opt/novell/zenworks/bin and running
zen-remover with root privileges.

l_'HEi!l
@ Software available for removal:

[

3ddiag &
D A Toal to Verify the 30 Configuration
Catalog: System packages Type: Package

a2ps

[ Converts ASCII Text inta PostScript
Catalog: System packages Type: Package
aaa_base

D SuSE Linux base package
Catalog: System packages Type: Package
aaa_skel

D Skeleton for default users
Catalog: System packages Type: Package
aalib

D An asciiart library
Catalog: System packages Type: Package

aalib-32bit ﬂ

Types: All Package Bundle
I

X Close of

2 Select the software you want to remove. To filter the list, click on the type of software: A/l
Product, Bundle, Pattern, or Package. You can click Details for more information about the
selected software.

3 Click Remove.
6.3.4 Viewing System Preferences

1 Right-click the Sofiware Updater icon, then click Configure.

If the Software Updater icon is not in the system tray, you need to launch the program. See
“Launching the Software Updater” on page 53.
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2 Click the Preferences tab.

’ Configuration

Services | Catalogs Preferences |

refresh-interval-software 86400 Z’
refresh-interval-system 86400
remote-enabled True
remote-port 2544
require-verified-certs False
retry-delay 2000
rollback False
run-transaction-test True
security-level checksum
service-retry-interval 300
sleep-interval 1800
sleep-threshold 600
software-inventory-enabled  True
syslog-level info

This window shows the system preferences.

NOTE: You can also display this list from the command line using rug get . For more
information, see rug (1) (page 542).

6.3.5 Editing System Preferences

1 Right-click the Software Updater icon, then click Configure.

If the Software Updater icon is not in the system tray, you need to launch the program. See
“Launching the Software Updater” on page 53.

2 Click the Preferences tab.

[ 8 conniguration —Ex

+| Start the software updater on login

«| Show the version details

bind-ip
cache-cleanup-enabled True
cache-directory Fvarcachefzmdiweb

cache-max-size-hard-imit False

cache-max-size-in-mb 300
delay 1]
device-shutdown-delay 2

hardware-inventory-enabled True
http-timeout 180
inventory-scanneroptions  -braille

log-exception-traces Falze

oo =
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3 (Optional) Select Start the software updater on login to automatically start the Software
Updater.

4 (Optional) Select Show the version details to list all available package updates.

By default, the package list will not show the version details nor will it show if multiple
versions of the same package are available. Instead, it will show the “best” package available,
or the package with the best architecture and version and with the least number of install/delete
requests required.

5 In the preferences list, click the row whose value you want to change, then click the value.

6 Edit preferences as desired.

*

bind-ip. For systems using more than one IP address, selects the address at which rcd will
bind. Leave empty to bind to all addresses.

cache-cleanup-enabled. 1f True, automatically cleans up the cache. The default is True.

cache-directory. The directory where cached data are stored. The default is /var/opt/
novell/zenworks/cache/zmd/web.

cache-max-size-hard-limit. If True, never allow the cache to grow past the maximum size.
The default is False.

cache-max-size-in-mb. Sets the cache size. The default is 300 mb.
delay. How long before sending delayed actions, in seconds. The default is 900 seconds.
device-shutdown-delay. Sets the delay for a device shutdown. The default is 2 seconds.

hardware-inventory-enabled. 1f True, hardware inventory information will be collected
and sent to the server. The default is True.

http-timeout. Number of seconds until HTTP requests timeout. The default is 180 seconds.

inventory-scanner-options. Options to pass to the inventory scanner. The default is “-
braille.”

log-exception-traces. Log full traces when an exception is encountered. The default is
False.

log-level. Sets the log level. Options are off, fatal, error, warn, info, and debug. The
default is Info.

log-soap-xml. Log soap messages (debug log level only). The default is False.
max-cache-age.The maximum number of days to cache a file. The default is 30 days.
max-downloads. Maximum number of concurrent downloads. The default is 5.
max-retries. Maximum number of download retries. The default is 3.

memory-threshold. Memory (in MB) at which zmd should restart because of excessive
memory usage.

proxy-password. Password for the proxy, if any.
proxy-url. URL for the proxy server, if any.
proxy-username. Username for the proxy, if any.

proxy-excludes. Specify the IP address or the DNS name of the server that you want to
exclude from using the proxy settings. You can specify multiple IP addresses or DNS
names by separating the same with a comma. You can use the * wildcard character only in
the IP address. Ensure that there is no space in the specified IP address or the DNS name.

refresh-interval. How long between refreshes, in seconds. The default is 7200 seconds.
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¢ refresh-interval-hardware. How long between hardware refreshes. The default is 86400
seconds.

* refresh-interval-software. How long between software refreshes. The default is 86400
seconds.

* refresh-interval-system. How long before system refreshes. The default is 86400 seconds.
* remote-enabled. Allow clients to connect to this daemon remotely. The default is True.
* remote-port. Port used for connections of remote clients. The default value is 5505.

* require-verified-certs. Verify SSL certificates from server. This should remain False
unless your ZENworks Linux Management server has a signed SSL certificate (generated
or purchased). The default is False.

¢ retry-delay. The number of milliseconds to delay before retrying a download. The default
is 2000 milliseconds.

¢ rollback. Store more detailed transaction history, enabling rollback feature. The default is
False.

* run-transaction-test. Run a dryrun before attempting to install or remove packages. The
default is True.

* security-level. Security requirements to enforce. Possible values are signature, checksum,
and none. The default is Checksum.

* service-retry-interval. The default is 300 seconds.

¢ sleep-interval. The number of seconds before the next Service Refresh schedule wakes up.
The default is 300 seconds.

* sleep-threshold. The default is 600 seconds.

¢ software-inventory-enabled. If True, software inventory information will be collected and
sent to the server. The default is True.

+ syslog-level. Sets the log level. Options are off, fatal, error, warn, info, and debug. The
default is Info.

NOTE: You can also edit these system preferences from the command line using rug set.
For more information, see rug (1) (page 542).

If you change the value of the bind-ip, remote-enabled, or remote-port, you must restart zmd
for the changes to take effect

6.4 Uninstalling the ZENworks Agent

ZENworks includes a uninstall program (zlm-uninstall) to remove the ZENworks Agent from a
device. If for some reason the uninstall program is unable to remove the ZENworks Agent, you can
manually uninstall the agent. The following sections provide instructions for removing the software
with the uninstall program or manually.

Using zlm-uninstall to Uninstall the ZENworks Agent

1 Make sure you have unregistered the device. See Chapter 13, “Unregistering and Reregistering
Devices,” on page 109.
2 Log in to the managed device as root.

3 Run the following command:
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/opt/novell/zenworks/bin/zlm-uninstall

4 Follow the prompts.

Manually Uninstalling the ZENworks Agent
1 Use the following command to list the ZENworks package names:

rpm —-ga | grep novell-zenworks
2 Remove each of the packages individually using the following command:
rpm -¢ | package name
or
Use the following simple script to remove multiple packages:
for 1 in ‘rpm -ga | grep novell-zenworks' ; do rpm -e $i ; done

Because of package dependencies, you might need to run this script multiple times to remove
all packages. You can verify that all packages have been removed by running the command in
Step 1.

3 Remove the following directories:
rm -rf /opt/novell/zenworks/

rm -rf /etc/opt/novell/zenworks/
rm -rf /var/opt/novell/zenworks/

NOTE: When you uninstall ZENworks Linux Management on SLES 10 and SLED 10 managed
devices, the core zmd packages such as zmd, rug, zen-updater, and zen-inventory are not removed
because they are also installed as a part of the distribution. Hence, when you reinstall the ZENworks
Agent on these devices, the configuration files such as zmd . conf that are associated to these
packages persist.
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Configuring Management Zone
Settings

The ZENworks® Management Zone is the top level of the ZENworks management hierarchy. The
Management Zone provides an autonomous administrative unit of ZENworks Servers and managed
devices (workstations and servers). You use the ZENworks Control Center (the Web-based
administrative tool) to manage devices. The ZENworks Servers and managed devices work together
to apply the management tasks.

You can use the Configuration tab in the ZENworks Control Center to configure your Management
Zone.

The following sections contain additional information:

¢ Section 7.1, “Configuring System Variables,” on page 65

¢ Section 7.2, “Configuring the Device Refresh Schedule,” on page 68

¢ Section 7.3, “Configuring Device Inventory Settings,” on page 68

¢ Section 7.4, “Configuring Local Device Logging,” on page 69

¢ Section 7.5, “Configuring Preboot Services,” on page 70

¢ Section 7.6, “Configuring Remote Management,” on page 70

¢ Section 7.7, “Configuring Centralized Message Logging,” on page 70

¢ Section 7.8, “Configuring the Content Replication Schedule,” on page 70

¢ Section 7.9, “Viewing Default Target Platforms and Configuring Custom Target Platforms,” on
page 71

¢ Section 7.10, “Configuring the ZENworks Management Daemon (zmd) Settings,” on page 72

¢ Section 7.11, “Integrating Novell Customer Center with ZENworks Linux Management,” on
page 73

7.1 Configuring System Variables

The System Variables page lets you define variables that can be used to replace paths, names, and so
forth as you enter data in various ZENworks Control Center fields. System variables defined on this
page can be used on all objects in your ZENworks Management Zone.

System variables can be overridden at the device or folder level. If you add the same system variable
to a device or folder, but give it a different value, the new variable value overrides the inherited
system variable value. A variable on the device level overrides the same variable on the folder level,
which overrides the same variable on the system level.

The following sections provide additional information:

¢ Section 7.1.1, “Creating System Variables,” on page 66
¢ Section 7.1.2, “Using Variables in ZENworks Policies: A Sample Use Case,” on page 66
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7.1.1 Creating System Variables

To provide a variable at the device level:

1 In ZENworks Control Center, click the Devices tab.
2 Navigate to and click the desired device, click the Settings tab.
3 Click System Variables, then click Override settings.
4 To add a system variable, click Add, then fill in the Name and Value fields.
When specifying the variable in an object's field, use the following syntax:
${VAR NAME}
5 Click OK.
Click the .| icon for additional help
To provide a variable at the folder level: from the ZENworks Control Center, click the Devices tab,
click the (Details) link next to the desired folder, click the Settings tab, then click System Variables.
Click the *! icon for additional help.
1 In ZENworks Control Center, click the Devices tab.

2 Click the (Details) link next to the desired folder, click the Settings tab, then click System
Variables, then click Override settings.

3 To add a system variable, click Add, then fill in the Name and Value fields.
When specifying the variable in an object's field, use the following syntax:
${VAR NAME}

4 Click OK.

Click the [ ?! icon for additional help

To set system variables for your ZENworks system:

1 In the ZENworks Control Center, click the Configuration tab.

2 Click System Variables.

3 To add a system variable, click Add, then fill in the Name and Value fields.
When specifying the variable in an object's field, use the following syntax:
${VAR NAME}

4 Click OK.

7.1.2 Using Variables in ZENworks Policies: A Sample Use
Case

In this scenario, you have a SLES 9 and a SLES 10 managed device. Both devices have a common
file, deviceid. On SLES 9, the file is located at /etc/opt/novell/zenworks/zmd, and
on SLES 10 it is located at /etc/zmd. Assume that you want to place a copy of deviceid in the
/tmp directory on both devices by using the Remote Execute policy. Instead of creating two
Remote Execute policies, one each for the SLES 9 and SLES 10 managed device, you can create one
policy by using system variables.
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Perform the following tasks in the order listed:

¢ “Creating a System Variable for the SLES 9 Managed Device” on page 67
¢ “Creating a System Variable for the SLES 10 Managed Device” on page 67
¢ “Creating the Remote Execute Policy and Assigning It to the Managed Devices” on page 67

Creating a System Variable for the SLES 9 Managed Device

1 In ZENworks Control Center, click the Devices tab.
2 Click Servers.
3 From the list of servers, click the SLES 9 managed device, then click the Settings tab.
4 Click System Variables, then click Override settings.
5 In the System Variables panel, click Add, then fill in the following details:
+ Name: source path
¢ Value: /etc/opt/novell/zenworks/zmd
6 Click OK.
7 Click Apply, then click OK.

Creating a System Variable for the SLES 10 Managed Device

1 In ZENworks Control Center, click the Devices tab.
2 Click Servers.
3 In the list of servers, click the SLES 9 managed device, then click the Settings tab.
4 Click System Variables, then click Override settings.
5 In the System Variables panel, click Add, then fill in the following details:
+ Name: source path
¢ Value: /etc/zmd
6 Click OK.
7 Click Apply, then click OK.

Creating the Remote Execute Policy and Assigning It to the Managed Devices

1 In ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.

3 Inthe Policy Type list, click Remote Execute Policy, then click Next to display the Policy Name
page.

4 Fill in the Policy Name, Folder, and Description fields. For more information, see Step 4 on
page 155 in Section 16.6, “Remote Execute Policy,” on page 154.

5 Click Next.
6 In the Remote Execute Policy page, configure the following settings:
+ Executable Type: Select Binary.
+ Maximum waiting time: Select Wait till the program completes the execution.

+ Executable file name: /bin/cp.
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¢ Executable file parameters: $ {source path}/deviceid /tmp.
7 Click Next to display the Summary page.
Review the information.

9 Click Next to display the Policy Assignment page, then assign the policy to SLES 9 and SLES
10 devices

10 Click Next to display the Policy Schedule page, then select the schedule to apply to the
assignments.

11 Click Next to display the Policy Groups page. For more information, see Step 12 in
Section 16.6, “Remote Execute Policy,” on page 154.

12 Click Next to display the Finish page.
13 Click Finish.

After the policy is applied on the managed devices, a copy of deviceid is created in the /tmp
directory.

7.2 Configuring the Device Refresh Schedule

The Device Refresh Schedule page determines how often devices contact a ZENworks Server to
update policies, settings, and inventory scanning. By default, each refresh schedule occurs every two
hours.

These settings apply to all devices in your ZENworks Management Zone unless it is changed on a
device folder or individual device. To change refresh schedules for an individual device, click the
Devices tab, locate and click the device's name, click the Settings tab, click Device Refresh
Schedule, then click Override Settings. Click the .Z1 icon for additional help.

The refresh interval is not reset until the device refresh is complete. For example, assume you set a
refresh interval of 2 hours. The device's first refresh occurs at 6:00 p.m. and takes 13 seconds to
complete. The second refresh will occur at 8:00:13 p.m. (2 hours after the refresh was completed at
6:00:13). If the second refresh takes 15 seconds to complete, the third refresh will occur at 10:00:28
p-m.

To configure the device refresh schedule for all devices in your ZENworks system:

1 In the ZENworks Control Center, click the Configuration tab.

2 Click Device Refresh Schedule.

3 Specify the Days, Hours, and Minutes between device refreshes in your ZENworks system.
4 Click OK.

7.3 Configuring Device Inventory Settings

The Device Inventory page determines the Inventory Roll-up settings.

Configure the settings on this page to roll up the hardware inventory information from a ZENworks
7 Linux Management database to a ZENworks 7 or later Server Management or Desktop
Management Inventory server:

1 In the ZENworks Control Center, click the Configuration tab.
2 Click Device Inventory.
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3 Configure the desired settings:

+ DNS name or IP address of the destination server: Specify the DNS name or the IP
address of the ZENworks 7 or later Server Management or Desktop Management
Inventory server to which you want to roll up the hardware inventory information.

¢ Time interval between roll ups (in hours): Specify the time interval between two roll-
ups.

4 Click OK.

7.4 Configuring Local Device Logging

The Local Device Logging page lets you configure the logging of messages to a managed device's
local drive.

1 In the ZENworks Control Center, click the Configuration tab.

2 Click Local Device Logging.

3 Fill in the fields to specify local file settings. By default, the path of the files varies, depending
on the type of device. For SUSE Linux Enterprise Server 10 (SLES 10) and SUSE Linux
Enterprise Desktop (SLED 10) devices, the path is /var/1log. For all other devices, it is /
var/opt/novell/log/zenworks.

+ Log message to a local file if severity is: Specify filtering criteria based on severity.
¢ Error: Stores messages with Error severity.
¢ Warning and above: Stores messages with Error severity.

¢ Information and above: Stores messages with a severity of Information, Warning,
and Error.

¢ Debug and above: Stores messages with a severity of Debug, Information, Warning,
and Error.

+ Limit file size to: Specify the maximum size of the file where messages are being stored.
The message file is backed up after reaching the specified size. The default setting is 10
MB.

+ Number of backup files: Specify the number of backup files to take. The maximum
number of backup files is 99. The default setting is 1.

4 Fill in the fields to store messages in the device system log file. The path to system log file is /
var/log/messages.

+ Send message to local system log if severity is: Specify filtering criteria based on
severity.

¢ Error: Stores messages with Error severity.
¢ Warning and above: Stores messages with Error severity.

¢ Information and above: Stores messages with a severity of Information, Warning,
and Error.

5 Click OK.

These settings apply to all devices in your ZENworks Management Zone unless it is changed
on a device folder or individual device. To change refresh schedules for an individual device,
click the Devices tab, locate and click the device's name. click the Settings tab, click Local
Device Logging, then click Override Settings. Click the || icon for additional help
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7.5 Configuring Preboot Services

The Preboot Services page lets you configure the following ZENworks Management Zone default
settings for devices that use Preboot Services:

¢ Preboot menu options

+ Image storage security

+ Non-registered device network settings

+ Non-registered device preboot work assignment

¢ Server referral list

¢ Intel Active Management Technology (AMT)

For detailed information, see Section 28.4, “Configuring Preboot Services Defaults,” on page 352.

7.6 Configuring Remote Management

The Remote Management Settings page lets you configure the Remote Management settings for the
management zone. This includes enable and disable options for remote management operations as
well as configurations for custom ports.

For detailed information, see Section 34.1.1, “Configuring Remote Management Settings at the
Zone Level,” on page 457

7.7 Configuring Centralized Message Logging

The Centralized Message Logging page lets you configure the following to log the messages on the
primary server:

*

Central Server

Centralized file log

*

+ E-mail notification

¢ SNMP traps

For detailed information, see Section 38.1.2, “Configuring Centralized Log Settings,” on page 484.

7.8 Configuring the Content Replication
Schedule

The Content Replication Schedule page lets you specify how often bundles are replicated from the
primary ZENworks Server to all secondary ZENworks Servers in the Management Zone. During
replication of a bundle, only new packages and updates to existing packages are sent.

For detailed information, see Section 23.2, “Configuring a Content Replication Schedule,” on
page 280.
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7.9 Viewing Default Target Platforms and
Configuring Custom Target Platforms

This Target Platforms page lists the server and workstation platforms that ZENworks Linux
Management supports as managed devices. You can also define additional custom platforms by
adding an entry to the Custom Target Platforms list.

1 In the ZENworks Control Center, click the Configuration tab.
2 Click Platforms.
3 (Optional) To view the details of a default target platform, click the name of a platform.

4 (Optional) To add a custom target platform, under Custom Target Platforms, click Add to
display the Add Platform dialog box.

Figure 7-1 Add Platform dialog box.

Add Platform X

Cnpy SEtt'iI'IgE Frl:lm ...............................................................
Target Platform: | ek —— |

If you have custom distributions that your company has created based on one of the supported
platforms, these custom distributions can be recognized by ZENworks Linux Management by
adding them as a custom target platform.

5 Select an existing target platform whose settings you want to copy and edit, then click OK

The easiest way to create a custom target platform is to copy a default platform's settings that
are similar to your custom target and then edit those settings.

6 Fill

*

in the fields:

Name: Specify the name of the platform as you want it displayed in the ZENworks
Control Center.

Vendor: Specify the name of the distribution's vendor.

Product Name: Specify the product name of the distribution.
Version: Type the version number.

Package Manager: Specify the package manager for the platform.
Architecture: Specify the architecture.

Device Type: Specify whether the device type for the platform is a workstation or a
server.

OS Detection String: Modify the XML strings in the box to point to the file on the device
that would contain the release information and the string that the system must match to
determine the platform of a device.

Enable this Platform: Select this option to enable this platform so that it will display in
menus and other areas in the ZENworks Control Center.

7 Click OK.
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7.10 Configuring the ZENworks Management
Daemon (zmd) Settings

Use the ZENworks Management Daemon Settings page to configure the Zenworks Management
Daemon (zmd) settings for your ZENworks Management Zone. These settings apply to all devices
in your ZENworks Management Zone unless they are changed on a device folder or individual
device. Any changes to the settings on this page are applied to devices upon refresh.

The zmd daemon performs software management functions on the ZENworks managed device,
including updating, installing and removing software, and performing basic queries of the device's
package management database. Typically, these management tasks are initiated through the
ZENworks Control Center or the rug utility, which means you should not need to interact directly
with zmd.

The settings that you can configure on this page can also be set using the rug utility. For information
about each setting and its corresponding value, see rug (1) (page 542).

To configure a zmd setting:

1 In the ZENworks Control Center, click the Configuration tab.
2 Click ZMD Settings.
3 Click Add to open the Configure Setting dialog box.

Figure 7-2 Configure Setting dialog box.

Configure Setting
Setting: bindip &
Valve: ...............................................................................................................................
Description: IP address to bind to (empty means "all")

[ oK || Cancel |

4 Fill in the fields:
¢ Setting: Select a value from the Setting drop-down list.

The drop-down list contains all available settings in ZENworks Linux Management. If not
all modules are installed on a device, settings that control that module will not be used by
the zmd daemon. For example, if you do not install the Remote Control module on a
device, all settings that configure this module will be ignored.

+ Value: If the selected setting requires specific values, select the desired value from the
drop-down list. If the selected setting does not require specific values, type the value in the
Value box.

After you click OK, if T displays next to the Value box, the setting you typed is either too
small/large or you typed an invalid setting.

+ Description: Displays the description of the selected setting.

The zmd settings can be overridden at the device or folder level. If you add the same zmd
setting to a device or folder, but give it a different value, the new setting value overrides the
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inherited zmd setting value. A setting on the device level overrides the same setting on the
folder level, which overrides the same setting on the system level.

To provide a setting at the device level, from the ZENworks Control Center, click the Devices
tab, navigate to and click the desired device, click the Settings tab, click ZMD Settings, then
click Override Settings. Click the Help icon for additional help.

To provide a setting at the folder level, from the ZENworks Control Center, click the Devices
tab, click the (Details) link next to the desired folder, click the Settings tab, then click ZMD
Settings, then click Override Settings. Click the Help icon for additional help.

If you add the same setting twice, the first instance of the setting is removed and the new
setting is applied to the device when it refreshes.

7.11 Integrating Novell Customer Center with
ZENworks Linux Management

Novell Customer Center is an online tool that makes it easier for you to manage your business and
technical interactions with Novell. From one location, you can do the following:

+ Review the status of supported Novell products, subscriptions, and services

¢ Obtain support

¢ Get Linux updates and patches

For more information about Novell Customer Center, see the Novell Customer Center
documentation (http://www.novell.com/documentation/ncc/index.html).

ZENworks Linux Management helps you to register all SLES 10 and SLED 10 managed devices
into Novell Customer Center at the same time. By integrating Novell Customer Center with the
ZENworks Linux Management server, you do not need to individually register each managed device
to Novell Customer Center.

To integrate the ZENworks Linux Management Server with Novell Customer Center:

1 Install ZENworks Linux Management Agent on all the managed devices. For more
information, see Setting Up Managed Devices in the Novell ZENworks 7.2 Linux Management
Installation Guide.

2 Register the ZENworks Linux Management Server to Novell Customer Center.

¢ On SLES 10: Execute z1lm-ncc-reg <IP address of the
ZENworks Linux Management server>
<E-Mail Id of Novell Customer Center Account>
<License key for ZENworks Linux Management or the product
that entitles you to ZENworks Linux Management>

¢ On Other Servers: Execute the z1m-ncc-reg command.

The ZENworks Linux Management Server acts as a Satellite server and registers all the
managed devices to Novell Customer Center.

3 Log in to the ZENworks Control Center, then click the Configuration tab.
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4 In Management Zone Settings, click Novell Customer Center to display the Novell Customer
Center page.

Novell Customer Center
Configure MCC update schedule and other parameters.

»

MCC Configuration
configure the following settings to register managed devices and upload their basic hardware inventory information to NCC Server:

[¥]Enable link-up with Navell Customer Center.

Update Interaval [Hrs): 3

0K Cancel

5 Configure the following settings to register the managed devices and upload their basic
hardware inventory information to Novell Customer Center:

+ Select Enable link-up with Novell Customer Center.

This enables the server to periodically transmit information about itself and its managed
devices to Novell Customer Center.

¢ In Update Interval (Hrs), specitfy how often the server must send information to Novell
Customer Center. By default, the interval is 3 hours.

6 Click Apply, then click OK.

NOTE: To view the information uploaded by the ZENworks Linux Management Satellite server,
ensure that the Novell Customer Center account is created before registering the ZENworks Linux
Management Server to Novell Customer Center.
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ZENworks Administrator
Accounts

During installation, a default Administrator account is created. This account provides rights to
administer all of your Novell® ZENworks® system.

You can create additional administrator accounts that provide full access to your ZENworks system.
You can also create accounts that limit administrative rights to specific device folders, policy
folders, bundle folders, and report folders.

You can use the ZENworks Control Center or the zlman command line utility to create and modify
administrator accounts. The following procedures explain how to perform these tasks using the
ZENworks Control Center. If you prefer the zZlIman command line utility, see the Administrator
Commands section of zlman (1) (page 518).

The following sections provide information to help you create administrator accounts and manage
administrator rights:

¢ Section 8.1, “Creating an Administrator Account,” on page 75

¢ Section 8.2, “Modifying Account Rights,” on page 76

8.1 Creating an Administrator Account

1 Log in to the ZENworks Control Center using an administrator account that has rights to create
other administrator accounts.

The default account, Administrator, has rights to create additional accounts.
2 In the ZENworks Control Center, click the Configuration tab.

The Administrators section of the Configuration page lists the current accounts.

Administrators Advanced  #:

: New |
[] Hame =
1 &4 bluciani
O £ Jsmith

¢i>i1-2of2 show & v items

3 In the Administrators list, click New to display the Add new Administrator dialog box.

4 Provide a username and password for the account, then click OK to add the account to the
Administrators list.

The administrator can change the password the first time he or she logs in by clicking the key
icon located next to the Logout link in the upper-right corner of the ZENworks Control Center.

The newly created administrator account is granted View rights to all objects in the
Management Zone. To grant additional rights, or to limit the administrator's rights to specific
folders only, you need to modify the rights.
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5 To change the administrator's rights, see the next section, Modifying Account Rights.

8.2 Modifying Account Rights

By default, newly created accounts are granted View rights to all objects in the Management Zone.
You can modify an administrator's rights so that the administrator can:

¢ Change the Management Zone configuration settings.

¢ Create or modify other administrator accounts.

¢ Create, modify, and delete all objects in the Management Zone or in a specific folder only.

+ Modify all objects in the Management Zone or in a specific folder only.
To modify an administrator's rights:

1 Log in to the ZENworks Control Center using an administrator account that has rights to create
and modify other administrator accounts.
The default account, Administrator, has rights to create and modify additional accounts.

2 In the ZENworks Control Center, click the Configuration tab.

The Administrators section of the Configuration page lists the current accounts.

Administrators Advanced | &

New

[[] Hame =

[ A4 bluciani

[0 & Jsmith

¢i>i1-2of2 shaw 5 v items

3 Click the account you want to modity.
4 Set the General options as desired:

+ Can create and manage other administrators: Select this option to enable the
administrator to create additional administrator accounts, or to change the settings for
existing administrator accounts.

+ Can modify zone settings: Select this option to enable the administrator to change the
Management Zone settings, registration keys, registration rules, and licensing information
included on the Configuration page.

5 Set the bundle, device, policy, and report rights as desired.

You use the Assigned Rights sections to control the administrator's rights to manage bundles,
devices, policies, and reports. You can give the administrator All rights (Create, Delete,
Modify), Modify rights only, or View rights only.

You assign rights at the folder level. The root folders are /Bundles, /Devices, /
Policies, and /Reports. Rights assigned at a root folder are effective in all subfolders
(for example, /Bundles/Workstations) unless specifically overridden at the subfolder
level.

For example, if you want the administrator to be able to view bundles that are located in the /
Bundles folder and create, delete, or modify bundles in the /Bundles/Workstations
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folder, you would assign the administrator View rights to the /Bundles folder and All rights
to the /Bundles/Workstation folder.

The following options are available to add folders and modify the administrator's rights to
folders:

+ Add: By default, the Assigned Rights sections display only the root folders (/Bundles,
/Devices, /Policies, and /Reports). To assign rights to a folder that is not listed,
you need to add the folder to the list. To do so, click Add to display the Add Rights Folder
dialog box. In the Folders field, click [&] to browse for and select the folder. After you
select the folder, select the desire rights assignment (All, Modify, or View), then click OK.

+ Edit: To modify the administrator's rights to a folder that already appears in the list (for
example, the /Bundles folder), select the folder by clicking the box in front of its name,
then click Edit. Select the rights assignment you want (All, Modify, or View), then click
OK.

+ Delete: To delete a folder from the list, select the folder by clicking the box in front of its
name, then click Delete. This deletes the administrator's directly assigned rights to the
folder. The administrator still inherits the rights assigned to the folder's parent. For
example, assume the administrator has View rights in the /Bundles folder and All rights
inthe /Bundles/Workstations folder. You delete the /Bundles/
Workstations folder from the list. The administrator's rights in the /Bundles/
Workstations folder revert to the rights inherited from the /Bundles folders.
Therefore, in this example, the administrator goes from having All rights in the /
Bundles/Workstation folder to having View rights only.

You cannot delete the root folders (/Bundles, /Devices, /Policies, and /
Reports).

6 When finished modifying rights, click Apply to apply the changes.
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ZENworks Database Maintenance

Under normal conditions, the data in the Novell® ZENworks® Object Store and Data Store is always
consistent. However, inconsistencies can occur because of database corruption, hardware failures, or
even natural disasters. Therefore, we recommend that you periodically back up and restore the
Object Store and Data Store.

ZENworks Linux Management provides tools to back up and restore the ZENworks Object Store
and the PostgreSQL Data Store If you are using Oracle for the Data Store, we recommend using a
tool like RMAN. Basic instructions for using RMAN are included in this section.

IMPORTANT: To restore a ZENworks Linux Management system after the failure of a ZENworks
Primary Server, you need backups of the Object Store, Data Store, package repository, and
zlmmirror configuration files. For more information, see “Disaster Recovery” in the Novel/
ZENworks 7.2 Linux Management Troubleshooting Guide.

The following sections provide information about the maintenance tasks you can perform.

¢ Section 9.1, “Maintaining the ZENworks Object Store,” on page 79

*

Section 9.2, “Maintaining the ZENworks Data Store on PostgreSQL,” on page 80

*

Section 9.3, “Maintaining the ZENworks Data Store on Oracle,” on page 84

*

Section 9.4, “Synchronizing the Object Store and Data Store,” on page 88

9.1 Maintaining the ZENworks Object Store

The ZENworks Object Store is Novell eDirectory™ 8.7.3. The following sections provide
information for backing up and restoring the Object Store:

¢ Section 9.1.1, “Backing Up the ZENworks Object Store,” on page 79

¢ Section 9.1.2, “Restoring the ZENworks Object Store,” on page 80

9.1.1 Backing Up the ZENworks Object Store

Youuse z1m ndsbackup.sh, located in /opt/novell/zenworks/sbin, to back up the
Object Store.
1 Make sure you are logged in as root to the ZENworks Server.
2 Enter the following command at the command prompt:
# zlm ndsbackup.sh -U admin.system
3 Enter the password to authenticate to the Object Store.
This is the password for the ZENworks Administrator account.
The backup program creates a directory in /var/opt/novell/zenworks/backup/nds/
month-yyyy/yyyy-mm-dd. The directory name is the date on which the backup is taken. The

backup file is saved in this directory. The name of the backup file has the format timestamp-backup,
and the time stamp indicates the time when the backup was taken. For example:
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/var/opt/novell/zenworks/backup/nds/August-2005/2005-08-23/
10:12:23-backup

NDS® Backup creates a directory with the current date in /var/opt/novell/zenworks/
backup/nds. The backup file is saved in this directory.

The log information about the backup operation is saved to /var/opt/novell/log/
zenworks/ndsbackup.log.

9.1.2 Restoring the ZENworks Object Store

If necessary, you can restore the ZENworks Object Store from a backup you created. You use
zlm ndsrestore.sh,located in /opt/novell/zenworks/sbin, to restore the Object
Store from a backup.
1 Make sure you are logged in as root to the ZENworks Server.
2 Enter the following command on the command prompt:
zlm ndsrestore.sh -U admin.system -F path to the backup file
Make sure that the -F option includes the backup file's complete path.
3 Enter the password to authenticate to the Object Store.
This is the password for the ZENworks Administrator account.

The log information about the restore operation is saved in /var/opt/novell/log/
zenworks/ndsrestore. log.

4 After the restore is complete, you need to ensure that the Data Store is synchronized with the
Object Store. For instructions, see Section 9.4, “Synchronizing the Object Store and Data
Store,” on page 88.

9.2 Maintaining the ZENworks Data Store on
PostgreSQL

The following sections provide instructions for backing up and restoring the PostgreSQL Data
Store:
¢ Section 9.2.1, “Displaying the Password for the Default PostgreSQL Database,” on page 80
¢ Section 9.2.2, “Understanding Automated Database Maintenance,” on page 81
¢ Section 9.2.3, “Backing Up the ZENworks Data Store,” on page 81
¢ Section 9.2.4, “Restoring the ZENworks Data Store,” on page 81
¢ Section 9.2.5, “Optimizing the Server Database,” on page 82

¢ Section 9.2.6, “Restarting Novell Zenworks Server Services After Restarting the Database,” on
page 83

9.2.1 Displaying the Password for the Default PostgreSQL
Database

The password for the default ZENworks PostgreSQL database is stored as plaintext on your
ZENworks Primary Server. You can access the database without the password if you are logged on
as Root.
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If you need the password for maintenance purposes, you can use the following command to display
the password (you must be logged in as Root):

cat /etc/opt/novell/zenworks/serversecret

9.2.2 Understanding Automated Database Maintenance

If you are using a PostgreSQL database, there are some automated maintenance tasks that are
performed both daily and monthly.

Daily Maintenance: Once a day, old versions are flagged, allowing the space used by these records
to be used for new data; the statistics used by the query engine are updated to achieve the best
possible performance. This maintenance runs every day at 2:15 a.m.

Monthly Maintenance: Unlike the daily maintenance, the monthly maintenance actually frees the
space used by the old flagged records; this prevents a large disparity between the allocated disk
space for the database and the actual space used by the database. Because this is an intensive
process, it is scheduled monthly instead of daily. It runs at 3:15 a.m. on the first day of each month.

9.2.3 Backing Up the ZENworks Data Store

This section applies only if you are using the PostgreSQL database for your Data Store.

You can use z1m dbbackup. sh to make a backup of the Data Store. This backup utility is
located in /opt/novell/zenworks/sbin.
1 Make sure you are logged in as root to a ZENworks Server.
2 Enter the following at the command prompt:
zlm dbbackup.sh

NOTE: You cannot run the backup utility from a SLES 9 secondary server if the primary server is a
SLES 10 server because the SLES 9 server's pg_dump utility, which is used by the backup utility, is
incompatible with the Postgres database version running on the primary server. You have to run the
backup utility on the primary server.

A directory with the current date is created at /var/opt/novell/zenworks/backup/db.
The backup file, named timestamp-zenworks-backup.tar.qgz,is saved in this directory.
For example, if the backup is taken on August 23, 2005 at 11:30 p.m., the following directory and
file are created:

/var/opt/novell/zenworks/backup/db/2005-08-23/23:30:00-zenworks-
backup.tar.gz

Log information about the backup operation is saved in the /var/opt/novell/log/
zenworks/dbbackup. log file.

The utility does not require any user interaction. If desired, you can schedule the database backup
operation as a cron job.

9.2.4 Restoring the ZENworks Data Store

This section applies only if you are using the PostgreSQL database for your Data Store.
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If necessary, you can restore the ZENworks Data Store from a backup you created. You use
zlm dbrestore.sh, located in /opt/novell/zenworks/sbin, to restore the Data Store
from a backup.

The restore operation drops the existing database and creates a new one.
To restore the ZENworks Data Store:

1 On all ZENworks Servers, stop the ZENworks Server (novell-zenserver) and the ZENworks
Loader (novell-zenloader) by using the following commands:

/etc/init.d/novell-zenserver stop/etc/init.d/novell-zenloader
stop

Because all ZENworks Servers access the Data Store, you need to stop these services on all
ZENworks Servers in your system.

2 Make sure you are logged in as root to a ZENworks Server.

3 Enter the following at command prompt:
zlm dbrestore.sh -F path to the backup file

Make sure that the -F option includes the backup file's complete path. For example:

zlm-dbrestore.sh -F /var/opt/novell/zenworks/backup/db/2005-08-23/
23:30:00-zenworks-backup.tar.gz

If prompted, enter Y to stop the ZENworks Server (novell-zenserver).
If prompted, enter Y to stop the ZENworks Loader (novell-zenloader).

When prompted to supply a password to drop the database, enter the Administrator password.

N o g b

When prompted to supply a password to create the new database, enter the Administrator
password.

The log information about the restore operation is saved in the file /var/opt/novell/
log/zenworks/dbrestore.log.

8 After the restore is complete, you need to ensure that the Data Store is synchronized with the
Object Store. For instructions, see Section 9.4, “Synchronizing the Object Store and Data
Store,” on page 88.

9.2.5 Optimizing the Server Database

To improve the server database performance, use the z1m-pg-vacuumn script, found in the /opt/
novell/zenworks/bin directory on the ZENworks Server. When you install a ZENworks
Primary Server using a local PostgreSQL database, the installation program creates a script that runs
on a daily basis.

The z1m-pg-vacuum script runs the vacuumdb command, which has a significant impact on
database performance. You must log in as root before running the z1m-pg-vacuum script. For
the optimal performance, run the following vacuum scripts:

¢ zlm-pg-vacuum or zlm-pg-vacuum --busy-tables: Depending on the database activity, run
the script daily to weekly. Run the script once a week on a lightly loaded server and once a day
on a heavily loaded server.

¢ zlm-pg-vacuum --full: Run the script during a period of less activity or during downtime for
the database server. Depending on the database activity, run the script weekly or bi-weekly. It
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performs a full vacuum analyze and exclusively locks tables. It is recommended that you
manually run the z1lm-pg-vacuum --full script once a month by performing the
following steps:

1.Stop all the ZENworks services by executing z1lm-config --stop.
2. Execute zml-pg-vacuum --full.
3. Start all the ZENworks services by executing z1lm-config --start.

Additionally, you can fine-tune the following parameters depending on your memory requirements
and scale:

¢ Inthe /etc/sysctl.conf file, configure kernel . shmmax.

¢ Inthe postgresql.comfile, configure shared buffer, sort mem, vacuum mem,

wal buffers, and checkpoint segments.

For more information on how to fine-tune the parameters, see the PostgreSQL documentation (http:/
/www.postgresql.org/docs/).

Following is a sample scenario that illustrates how you can fine-tune the database parameters. The
values indicated in this scenario are sample values; you must fine-tune it according to your
requirements. For more information on how to fine-tune the parameters, see the PostgreSQL
documentation (http://www.postgresql.org/docs/)

An Example Scenario: In this scenario, assume that the ZENworks server is running on an IBM
x346 with two Xeon processors and 4 GB of RAM. The database is running on the same server. 2
GB of RAM is dedicated to the other ZENworks processes, 1 GB of RAM to the operating system
and non-ZENworks processes, and the remaining 1 GB of RAM is for PostgreSQL.

To optimize the server database performance:

1 Inthe /etc/sysctl.conf file, set the value of kernel . shmmax to 1572864000 so
that the process can have 1.5 GB of shared memory.

The shmmax kernel parameter allows PostgreSQL to consume more shared memory. By
default, the kernel only allows a process to consume 32 MB of shared memory.
2 Inthe postgresql. com file, configure the following parameters:
¢ shared buffers = 131072
¢ sort mem = 10240
¢ vacuum mem = 102400
¢ wal buffers = 20
¢ checkpoint segments = 20

3 Reboot the server for the changes to take effect.

9.2.6 Restarting Novell Zenworks Server Services After
Restarting the Database
After restarting the PostgresSQL database on the ZENworks Linux Management Server, the

database connections will be restored in approximately 15 minutes. During this time, the ZENworks
Control Center and zlman utility might display database-connection errors.
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To restore the connections immediately, restart the novell zenworks services by running the
following command:

/opt/novell/zenworks/bin/zlm-config --restart

9.3 Maintaining the ZENworks Data Store on
Oracle

The following sections provide instructions for backing up and recovering a ZENworks Data Store
using Oracle:

¢ Section 9.3.1, “Backup and Recovery Solutions,” on page 84

¢ Section 9.3.2, “Setting Environment Variables,” on page 85

+ Section 9.3.3, “Connecting to the Database,” on page 85

*

Section 9.3.4, “Starting the Database,” on page 85

*

Section 9.3.5, “Backing Up the Database,” on page 86

*

Section 9.3.6, “Recovering the Database,” on page 86

*

Section 9.3.7, “Shutting Down the Database,” on page 88

9.3.1 Backup and Recovery Solutions

Oracle provides two methods of backup and recovery:

¢ Recovery Manager (RMAN)

¢ User-managed backup and recovery.

The RMAN utility is automatically installed with the database. It can back up an Oracle8 database
and all later versions of an Oracle* database. RMAN uses server sessions on the database to perform
backup and recovery. RMAN has its own syntax and is accessible either through a command-line
interface or through the Oracle Enterprise Manager GUL. RMAN also provide APIs to interface with
third-party media managers.

The advantage of RMAN is that it obtains and stores metadata about its operations in the control file
of the database. An independent recovery catalog can be set up, which is a schema that contains
metadata imported from the control file, in a separate recovery catalog database. RMAN performs
the necessary record keeping for backups, archived logs, and so forth using the metadata, so
restoration and recovery is greatly simplified.

An alternative method of performing recovery is to use operating system commands for backups and
SQL*Plus for recovery. This method is called User-managed backup and recovery.

RMAN automates backup and recovery, but the User-managed method requires keeping track of all
database files and backups. Therefore, because of its robustness and simplified database
administration abilities, RMAN is a highly recommended tool for backup operations. The
subsequent sections of this document explain the steps for using RMAN to perform a complete
database backup and recovery.
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9.3.2 Setting Environment Variables

1 Set the following environment variables to the appropriate values before using RMAN:
¢+ ORACLE HOME: The directory where the Oracle software is installed. For example:
ORACLE HOME=/home/oracle/product/9ir2
¢ CLASSPATH: The paths to the libraries installed by Oracle. For example:

CLASSPATH=$CLASSPATH: /oracle/opt/oracle/product/9ir2/JRE:/
oracle/opt/oracle/product/9ir2/jlib:/oracle/opt/oracle/
product/9ir2/rdbms/jlib:/oracle/opt/oracle/product/9ir2/
network/Jjlib

¢ PATH: The Oracle installation’s bin directory. For example:
PATH=$PATH: /home/oracle/product/9ir2/bin

9.3.3 Connecting to the Database

You can use either of the following methods to connect to the Oracle database being used for the
Data Store:

+ Start RMAN at the operating system command line without connecting to a database, by
issuing the RMAN command without any connection options:

$ rmanRMAN> CONNECT TARGET /

+ Start the RMAN executable at the operating system command line while connecting to the
database:

$ rman TARGET /

If the database is already mounted or open, RMAN displays output similar to the following:

Recovery Manager: Release 9.2.0.0.0
connected to target database: RMAN (DBID=1237603294)

The DBID value displayed is the database identifier for the target database.

If the target database is not started, RMAN shows the following message:

connected to target database (not started)
RMAN> # the RMAN prompt is displayed

9.3.4 Starting the Database

1 Start the database using the following command:
RMAN> startup mount

This command starts an Oracle instance if it is not already started, and mounts the database but
does not open it.

If the mount was successful, then the following output is displayed:

Oracle instance started
database mounted

Otherwise, appropriate error messages are displayed, indicating the causes of failure and
suitable solutions.
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9.3.5 Backing Up the Database

You can back up the database to the default disk location. The default location is OS-specific. On
Linux, the default path where backup files are stored is SORACLE _HOME/dbs.

To make a full backup of the data files, control files, and the current server parameter file to the
default device type (which is the disk), use the following backup command at the RMAN prompt:

RMAN> BACKUP DATABASE;

In the above command, the FORMAT parameter is not specified, so RMAN automatically gives
each backup piece a unique name and stores it in the OS-specific default location
($ORACLE HOME/dbs on Linux).

To specify a filename for the backup piece, use the backup command with the FORMAT parameter:
RMAN> BACKUP DATABASE FORMAT ' /tmp/%U’;
%U generates a unique filename.

The RMAN backup command creates a backup set, which is a logical object that contains one or
more backup pieces.

The backup command output contains the essential information about the backup, as shown in the
following example:

Starting backup at OCT 12 2001 19:09:48

using target database controlfile instead of recovery catalogal
located channel: ORA DISK 1

channel ORA DISK 1: sid=10 devtype=DISK

channel ORA DISK 1: starting full datafile backupset

channel ORA DISK 1: specifying datafile(s) in backupset

including current SPFILE in backupset

including current controlfile in backupset

input datafile fno=00001 name=/oracle/oradata/zenworks/systemOl.dbf
input datafile fno=00002 name=/oracle/oradata/zenworks/undotbs0l.dbf
input datafile fno=00003 name=/oracle/oradata/zenworks/cwmlite0l.dbf
input datafile fno=00004 name=/oracle/oradata/zenworks/drsys0l.dbf
input datafile fno=00005 name=/oracle/oradata/zenworks/example0l.dbf
input datafile fno=00006 name=/oracle/oradata/zenworks /indx01l.dbf
input datafile fno=00007 name=/oracle/oradata/zenworks/tools0l.dbf
input datafile fno=00008 name=/oracle/oradata/zenworks/users0l.dbf
channel ORA DISK 1: starting piece 1 at OCT 12 2001 19:09:56

channel ORA DISK 1: finished piece 1 at OCT 12 2001 19:10:31

piece handle=/oracle/dbs/lvdédtkl 1 1 comment=NONE

channel ORA DISK 1: backup set complete, elapsed time: 00:00:39
Finished backup at OCT 12 2001 19:10:33

9.3.6 Recovering the Database

You can recover a restored data file by applying archived redo logs and online redo logs; that is,
records of changes made to the database after the backup was taken. The following sections provide
instructions for two methods you can use to recover the database:

¢ “Complete Recovery” on page 87
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¢ “Incomplete Recovery” on page 87

Complete Recovery

Complete recovery involves using redo data or incremental backups combined with a backup of a
database, tablespace, or data file, to update it to the most current point in time. This is called a
complete recovery because Oracle applies all of the redo changes contained in the archived and
online logs to the backup. Typically, a complete media recovery is performed after a media failure
damages data files or the control file.

1 Use the following sequence of commands to perform a complete recovery of the database:

RMAN> connect target /RMAN> run { 2> startup mount;3> restore
database; 4> recover database;5> alter database open; 6> }

This results in all data files being restored and then recovered. RMAN applies archive logs as
necessary until the recovery is complete.

2 After the restore is complete, you need to ensure that the Data Store is synchronized with the
Object Store. For instructions, see Section 9.4, “Synchronizing the Object Store and Data
Store,” on page 88.

Incomplete Recovery

RMAN can perform recovery of the whole database to a specified non-current time, SCN, or log
sequence number. This type of recovery is called incomplete recovery because it does not
completely use all of the available redo logs. Incomplete recovery of the whole database is also
called database point-in-time recovery (DBPITR).

You should perform an incomplete recovery of the database in the following situations:

¢ Maedia failure destroys some or all of the online redo logs.

+ A user error causes data loss, for example, a user inadvertently drops a table.

+ You cannot perform a complete recovery because an archived redo log is missing.
To perform an incomplete recovery, restore all data files from backups created prior to the time
when a recovery is needed, and then open the database with the RESETLOGS option after recovery

completes. The RESETLOGS operation creates a new instance of the database—in other words, a
database with a new stream of log sequence numbers starting with log sequence 1.

The database must be closed to perform an incomplete recovery.
To perform an incomplete recovery:
1 Set the time format environment variable:

S NLS DATE FORMAT="Mon DD YYYY HH24:MI:SS"
2 Use the following sequence of steps:

$ rman target /RMAN> startup mount;RMAN> run {2> set until time
"to date('Mar 16 2005 10:24:00’, ’'MM DD YYYY HH24:MI:SS’')";3>
restore database;4> recover database;5> }

RMAN uses the last backup created before the time mentioned in the set until command to
restore the files to their default locations. Then, it uses archived redo logs (if needed) to recover
the database.
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Two other parameters that can be used with the set until command are SCN and log
sequence numbers. You obtain SCNs from the alert logs. Find the SCN of an event and recover
to a prior SCN. For example:

SET UNTIL SCN 1000
3 Ifrecovery was successful, open the database and reset the online logs:
ALTER DATABASE OPEN RESETLOGS;

4 After the restore is complete, you need to ensure that the Data Store is synchronized with the
Object Store. For instructions, see Section 9.4, “Synchronizing the Object Store and Data
Store,” on page 88.

We recommend that you back up the database immediately, preferably with the database mounted
(to avoid possible data loss in an open database). Because the database is a new instance, the
backups made before the RESETLOGS are not easily usable.

9.3.7 Shutting Down the Database

1 Use the following command to shut down the database:
RMAN> SHUTDOWN NORMAL:;

This command dismounts the database and stops the running Oracle instance.

9.4 Synchronizing the Object Store and Data
Store

If you've restored either the Object Store or the Data Store from backup, you need to make sure the
two are synchronized. The dbsync.sh utility lets you synchronize the Data Store with the Object
store by removing all devices and bundles that are found in the Data Store but not in the Object
Store.

1 Make sure you are logged in as root to the ZENworks Server.
2 Enter the following command on the command prompt:

dbsync.sh [-—-force]

The utility has one option, --force or -f. The synchronization operation compares the list of
devices and bundles in the two databases. When you use the --force option, dbsync.sh logs the
GUIDs and names of the devices and bundles found in the Data Store but not in the Object
Store. When you use the --force option, dbsync.sh deletes all devices and bundles that are
found in the Data Store but not in the Object Store.

3 Enter the password to authenticate to the Object Store.

The GUIDs and names of the devices and bundles that are in the Data Store but not in the Object
Store are logged in the /var/opt/novell/log/zenworks/dbsync-message.log file.
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Device Registration

The following sections provide information about Novell® ZENworks® Linux Management device
registration:

¢ Chapter 10, “Registration Overview,” on page 91

¢ Chapter 11, “Registering Devices,” on page 93

¢ Chapter 12, “Managing Registration Keys and Rules,” on page 95

¢ Chapter 13, “Unregistering and Reregistering Devices,” on page 109
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Registration Overview

Novell® ZENworks® Linux Management provides simplified, hands-off management of devices
(servers and workstations). Before you can configure application settings through the use of
policies, install packages using bundles or catalogs, use preboot services to image devices, collect
hardware and software inventory, remotely manage devices, and report on events, you need to install
the ZENworks Linux Management Agent on devices and register them against a ZENworks Server.

The ZENworks Management Zone is the top level of the ZENworks management hierarchy. The
Management Zone provides an autonomous administrative unit of ZENworks Servers and managed
devices (workstations and servers). You use the ZENworks Control Center (the Web-based
administrative tool) to manage devices. The ZENworks Servers and managed devices work together
to apply the management tasks.

Any device that you want to manage must be registered in the Management Zone. Registering the
device adds the device to the ZENworks Object Store and allows you to manage it through the
ZENworks Control Center.

For Novell ZENworks to manage a device, you must install the ZENworks Agent software on the
device. During installation of the ZENworks Agent software, the device is automatically registered
as long as you (or whoever is installing the software) supplies the DNS name or IP address of a
ZENworks Server in your Management Zone. You can also register devices at a later time. For more
information, see Chapter 11, “Registering Devices,” on page 93.

You can also create registration keys or registration rules to register devices in the Management
Zone.

Using registration keys lets you define the keys that are used to register devices in the Management
Zone. A registration key specifies a set of assignments that are applied to devices that register using
that key. The key must be applied during installation of the ZENworks Agent on a device, either
manually or by using a script. For more information, see Section 12.1, “Managing Registration
Keys,” on page 96

If you do not want to use registration keys, you can create registration rules to determine a device's
assignments when it registers without using a key. The major difference between using the default
registration rules versus using a registration key is that the default registration rules use a filter to
determine which set of device assignments to apply, but a key corresponds directly to a specific set
of assignments to apply. For more information, see Section 12.2, “Managing Registration Rules,” on
page 101.

NOTE: You can register devices against only one ZENworks 7.2 Linux Management Server.
However, you can register devices against one ZENworks 7.2 Server and multiple ZENworks 6.6.x
Linux Management Servers. Registering devices against multiple Servers is useful, for example,
during the transitional period while you deploy ZENworks 7.2.
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Registering Devices

The process of registering devices includes installing the ZENworks® Agent on devices and then
registering the devices against a ZENworks Server. During installation of the ZENworks Agent
software, the device is automatically registered as long as you (or whoever is installing the software)
supplies the IP address or DNS name of a ZENworks Server in your Management Zone. You can
also register devices at a later time.

NOTE: If you plan to update Dell PowerEdge servers using Dell Update Packages, we recommend
that you mirror the packages from the Dell FTP site before installing the ZENworks Agent on the
managed PowerEdge servers. You can also mirror the packages after installing the ZENworks Agent
on the managed PowerEdge servers but before registering them in the ZENworks Management
Zone. Mirroring the Dell Update Packages prior to installing the ZENworks Agent or registering the
servers in the Management Zone ensures that all Dell model numbers are loaded into the database,
the standard reports are run as the servers register, and the Dell Update Packages exist in the
ZENworks package repository. For more information, see Chapter 22, “Using Dell Update Package
Bundles,” on page 271.

The following sections contain additional information:

¢ Section 11.1, “Installing the ZENworks Agent and Registering Devices,” on page 93
+ Section 11.2, “Registering a Device after Installing the ZENworks Agent,” on page 93
¢ Section 11.3, “Automatically Registering the Services at the Initial Startup of zmd,” on page 94

11.1 Installing the ZENworks Agent and
Registering Devices

You can register devices (servers or workstations) against a ZENworks Server during installation of
the ZENworks Agent on devices.

For more information about manually installing and registering the agent or automating installation
and registration using a script, see “Setting Up Managed Devices” in the Novell ZENworks 7.2 Linux
Management Installation Guide.

11.2 Registering a Device after Installing the
ZENworks Agent

If the person who installed the ZENworks Agent on a device did not specify the Server address (IP
address or DNS name) during installation, the device can be registered at a later time by running the
following rug command from the device:

For SUSE LINUX Enterprise Server 10 (SLES 10) and SUSE LINUX Enterprise Desktop 10
(SLED 10) managed devices:

/usr/bin/rug sa https://ZEN Server address

For all other managed devices:
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/opt/novell/zenworks/bin/rug sa https://ZEN Server address
Replace ZEN Server _address with the IP address or DNS name of the primary or secondary server.

You can also register a device by using the Software Installer or Updater. For more information, see
Section 6.3, “Using the Software Updater, Installer, and Remover from Users’ Managed Devices,”
on page 52.

11.3 Automatically Registering the Services at
the Initial Startup of zmd

zmd can automatically register the services configured in the initial-configuration file.
The file is located in /etc/zmd/ on SLES 10 and SLED 10 managed devices, and in /etc/opt/
novell/zenworks/zmd/ on other managed devices.

The initial-configuration file contains the URL for the supported services that zmd
registers at initial startup. zmd uses the information in the inthe initial-configuration file
to mount all the services the first time it starts. These services are not loaded during the subsequent
startups because zmd records the already mounted services in @localstatedir@/1ib/zmd/
services. If you want zmd to mount the services listed in initial-configuration every
time it starts, you must delete the services file before starting zmd.

To have zmd automatically register devices, you must manually create the initial-
configuration file with the following contents:

[URL of the service]

type = service type

key = service name

In the file, you can also specify the registration code for services that need a key for
registration.

If you want to use special characters such as $ ! & ; © “ in the key value, you must enclose the value
within single quotes.

A sample initial-configuration file is as follows:
[https://10.0.0.0]

type=zenworks
[https://update.novell.com/data]

type=rce

[http://www2.ati.com/suse]

type=YUM

key=yum service
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Managing Registration Keys and
Rules

You can manually add devices to folders and groups, but this can be a burdensome task if you have a
large number of devices or are consistently registering new devices. The best way to manage a large
number of devices is to have them automatically added to the correct folders and groups when they
register. To accomplish this, you can use registration keys, registration rules, or both.

Both registration keys and registration rules let you assign a name, folder, and group memberships to
a device. However, there are differences between keys and rules that you should be aware of before
choosing whether you want to use one or both methods for registration.

+ Registration Keys: A registration key is an alphanumeric string that you manually define or
randomly generate. During installation of the ZENworks® Agent on a device, the registration
key must be input manually or through a response file. When the device connects to a
ZENworks Server for the first time, the device is given a name according to the defined naming
scheme and then added to the folder and groups defined within the key.

You can create one or more registration keys to ensure that servers and workstations are placed
in the desired folders and groups. For example, you might want to ensure that all of the Sales
department's devices are added to the /Workstations/Sales folder but are divided into
three different groups (SalesTeam1, SalesTeam?2, and SalesTeam3) depending on their team
assignments. You could create three different registration keys and configure each one to add
the Sales workstations to the /Workstations/Sales folder and the appropriate team
group. As long as each device uses the correct registration key, the device is added to the
appropriate folder and group.

Registration key names are not case sensitive. For example, registration keys named “MyKey”
and “mykey” cannot exist in the same folder. If you try to create a registration key named
“Mykey” in a folder that already contains a registration key named “mykey,” you receive the
error message “Unable to complete your request for the following reason: Unable to create the
New Registration Key, see Tomcat logs for details.”

+ Registration Rules: If you don’t want to enter a registration key during installation, or if you
want devices to be automatically added to different folders and groups based on predefined
criteria (for example, operating system type, CPU, or IP address), you can use registration
rules.

ZENworks includes a default registration rule for servers and another one for workstations. If a
device registers without a key, the default registration rules are applied to determine the folder
and group assignments. The two default rules cause all servers to be added to the /Servers
folder and all workstations to the /Workstations folder. The device hostname is used for
its name. You cannot delete these two default rules, but you can modify the naming scheme and
the folder and groups to which the servers and workstations are added.

The two default rules are designed to ensure that no server or workstation registration fails. You
can define additional rules that enable you to filter devices as they register and add them to
different folders and groups. If, as recommended in Section 1.1.3, “Folders vs. Groups,” on
page 23, you’ve established folders for devices with similar configuration settings and groups
for devices with similar assignments, newly registered devices automatically receive the
appropriate configuration settings and assignments.
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The following sections contain additional information:

¢ Section 12.1, “Managing Registration Keys,” on page 96
¢ Section 12.2, “Managing Registration Rules,” on page 101
¢ Section 12.3, “Creating Folders,” on page 107

12.1 Managing Registration Keys

You can define the keys that are used to register devices in the Management Zone. A registration key
specifies a set of assignments that are applied to devices that register using that key. The key must be
applied during installation of the ZENworks Agent on a device, either manually or by using a script.

If you do not want to use registration keys, you can create registration rules to determine a device's
assignments when it registers without using a key. The major difference between using the default
registration rules versus using a registration key is that the default registration rules use a filter to
determine which set of device assignments to apply, but a key corresponds directly to a specific set
of assignments to apply. For more information, see Section 12.2, “Managing Registration Rules,” on
page 101.

You can use the ZENworks Control Center or the zIman command line utility to create and modify
registrations. The following procedures explain how to perform these tasks using the ZENworks
Control Center. If you prefer the zZIman command line utility, see the Registration Commands
section of zIman (1) (page 518).

The following sections contain additional information:

*

Section 12.1.1, “Creating Keys to Register Devices,” on page 96

*

Section 12.1.2, “Editing Existing Registration Keys,” on page 99

*

Section 12.1.3, “Renaming, Copying, or Moving Registration Keys,” on page 100

*

Section 12.1.4, “Deleting Registration Keys,” on page 100

12.1.1 Creating Keys to Register Devices

1 In the ZENworks Control Center, click the Configuration tab.
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2 In the Registration Keys section, click New, then click Registration to launch the Create New
Registration Key Wizard.

Create New Registration Key ?
&N Step 1: Basic Information

Supply the name, description, and the limit for the new registration key.
A unigue name can be generated by clicking on the "Generate unigue key
name" icon.

Mumber of times this key can be used:
@ uUnlimited

Next > Cancel

Fill in the fields:

Name (used as the registration key code): Provide a name for the registration key. When
devices register during installation or later using the rug sa command, this is the name the
device provides to be assigned this registration. Any device that presents this name is given the
assignments associated with this registration.

Choose something simple for reduced security, or click Generate to create a complex
registration string that is difficult to guess. Use the Generate option along with a registration
key limit for increased security.

The following characters cannot be used when creating a registration: # * (+\;’ " <>/,

Folder: Specify the folder for this registration key. This is for organizational purposes only.
Devices do not need to know where a registration key is located in order to use it, they simply
need to know the key name.

Description: Provide a description for the key. This description displays in the ZENworks
Control Center, which is the administrative tool for ZENworks Linux Management.

Number of times this key can be used: Choose whether to allow the key to be used an
unlimited number of times or specify a number of times that the key can be used.

For security purposes, this option lets you limit the number of devices that can register using
this key.
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4 Click Next to display the Naming and Containment Rules page.

Create New Registration Key  sdf2
&~ Step 2: Naming and Containment Rules

Supply the template used to create the machine name, and the folder the
machine should be placed in when imported.

Mame given to imported machines:

|${HostName} |
Folder where imported machines should be placed:
|fDevicestorkstations |

| <<Back || Nedt>> | | Cancel |

5 Fill in the fields to specify a naming scheme and the folder where the devices will be added:

Name given to imported machines: Provide a naming scheme for registering devices. To
create a naming scheme, select one or more of the following machine variables:

CPU

DNS

GUID

Hostname (default)
(0N

Avoid spaces in your naming scheme; these spaces must be escaped when using the command
line utilities. For example, use $ {HostName}-${OS} rather than $ {HostName} ${OS}.

Folder where imported machines should be placed: Specify the folder where devices should
be placed.

As a general rule, devices with similar configuration settings (refresh intervals, logging
settings, remote management settings, and so forth) should be grouped in the same folder so
that you can specify the configuration settings on the folder and have the devices in the folder
inherit them. You should not use the same folder for devices that require different configuration
settings; doing so would prohibit you from using the folder to define the settings and force you
to define them on each individual device.
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6

Click Next to display the Group Membership page.

Create Mew Registration Key  sdf2
&~ Step 3: Group Membership

Supply the groups new machines should be placed in when imported.
Mote: only groups that are valid for the folder selected in the previous
step will be selectable.

[] Hame In Folder

No items selected, click add to select items

| =<Back || MNed> | | Cancel |

Adding groups causes registering devices to receive any assignments provided by membership
in the groups. Assignments from group membership are additive, so if a device is assigned to
both group A and group B, the device receives all assignments from both groups.

Click 4dd to add a group. You can only add groups that are valid for the type of device folder
you specified on the previous page of the wizard. For example, if you specified the /
Devices/Workstations folder, you can only choose workstation groups.

7 Click Next to display the Summary page.

8 Review the information on the Summary page, making any changes to the settings by using the

12.

Back button as necessary. Click Finish to create the registration key according to the settings on
the Summary page.

1.2 Editing Existing Registration Keys

In the ZENworks Control Center, click the Configuration tab.
Click the underlined link for the registration key that you want to edit.

NOTE: If you edit an existing registration key, be aware that the changes you make apply only
to newly registered devices. If the device is already registered, the original settings remain. For
example, if you change the naming and folder containment settings, those devices already
registered retain the previous naming convention and remain in the original folder they were
placed in. You could, however, unregister the devices and then reregister them to ensure that
the new naming convention and folder containment settings are applied to the previously
registered devices. For more information, see Chapter 13, “Unregistering and Reregistering
Devices,” on page 109.

2a (Optional) In the General section, make the desired changes:

Description: Edit the description for the key. This description displays in the ZENworks
Control Center, which is the administrative tool for ZENworks Linux Management.

Number of times this key can be used: Choose whether to allow the key to be used an
unlimited number of times or specify a number of times that the key can be used.

For security purposes, this option lets you limit the number of devices that can register
using this key.

Managing Registration Keys and Rules

99



2b (Optional) In the Values Applied to Imported Machines section, make the desired changes:

Name given to imported machines: Select one or more machine variables to provide a
naming scheme for registering devices.

Avoid spaces in your naming scheme, because these spaces must be escaped when using
the command line utilities. For example, use $ {HostName}-${OS} rather than
${HostName} ${OS}.

Folder where imported machines should be placed: Specify the folder where devices
should be placed.

As a general rule, devices with similar configuration settings (refresh intervals, logging
settings, remote management settings, and so forth) should be grouped in the same folder
so that you can specify the configuration settings on the folder and have the devices in the
folder inherit them. You should not use the same folder for devices that require different
configuration settings; doing so would prohibit you from using the folder to define the
settings and force you to define them on each individual device.

Group membership: Click 4dd to add a group. You can only add groups that are valid for
the type of device folder you specified on the previous page of the wizard. For example, if
you specified the /Devices/Workstations folder, you can only choose workstation
groups. To remove a group, select the box next to the group's name, then click Remove.

NOTE: If you change group membership for a device and then reregister it, the previous
group membership is left intact and the new group membership is added. For example,
deviceA is a member of groupl. You then edit the key to change membership to group?2.
When the device is reregistered, the device is a member of both groups.

3 Click Apply.

12.1.3 Renaming, Copying, or Moving Registration Keys

1 In the ZENworks Control Center, click the Configuration tab.

2 In the Registration Keys section, click Advanced.

3 Select a registration key by selecting the box next to its name, click Edit, then click an option:
+ Rename: Click Rename, type a new name for the registration key, then click OK.
+ Copy: Click Copy, type a new name for the registration key, then click OK.

The copy option is useful to create a new registration key that is similar to an existing key.
You can copy a key and then edit the new key's settings.

+ Move: Click Move, choose a destination folder for the selected objects, then click OK.

The folder for registration keys is for organizational purposes only. Devices do not need to
know where a registration key is located in order to use it, they simply need to know the
key name.

Some actions cannot be performed on multiple objects. For example, if more than one check
box is selected, the Rename and Copy options are not available from the Edit menu.

12.1.4 Deleting Registration Keys

1 In the ZENworks Control Center, click the Configuration tab.
2 Select the key by clicking the check box next to the key, then click Delete.
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12.2 Managing Registration Rules

Registration rules let you determine a device's assignments when it registers without using a key.
The major difference between using the default registration rules versus using a registration key is
that the default registration rules use a filter to determine which set of device assignments to apply,
but a key corresponds directly to a specific set of assignments to apply.

By default, the list includes a default registration rule for servers and another one for workstations.
These two rules cause all servers to be added to the /Servers folder and all workstations to the /
Workstations folder. The device hostname is used for its name. You cannot delete these two
default rules, but you can modify the naming scheme and the groups to which the servers and
workstation are added.

The two server and workstation default rules are designed to ensure that no server or workstation
registration fails. You can, however, define additional rules that enable you to filter devices as they
register and add them to different folders and groups. If you establish folders for devices with
similar configuration settings and groups for devices with similar bundle and policy assignments,
newly registered devices automatically receive the configuration settings and assignments
appropriate to them.

If you do not want to use registration rules, you can create registration keys. Using registration keys
lets you define the keys that are used to register devices in the Management Zone. For more
information, see Section 12.1, “Managing Registration Keys,” on page 96.

The following sections contain additional information:

¢ Section 12.2.1, “Creating Rules to Register Devices,” on page 101
¢ Section 12.2.2, “Editing Existing Registration Rules,” on page 105
¢ Section 12.2.3, “Renaming or Copying Registration Rules,” on page 106

*

Section 12.2.4, “Reordering Registration Rules,” on page 107

*

Section 12.2.5, “Deleting Registration Rules,” on page 107

12.2.1 Creating Rules to Register Devices

1 In the ZENworks Control Center, click the Configuration tab.
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2 In the Default Registration Rules section, click New to launch the Create New Default Rule
Wizard.

Create New Default Rule
&~ Step 1: Basic Information

Supply the name and description for the new Default Rule.

MName:

Description:

<<Back || Nedt> | | Cancel |

3 Fill in the fields:
Name: Provide a name for the registration rule.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

Description: Provide a description if desired. The description is displayed on the rule’s Details
page. If you are creating several registration rules, you might want to use the description to
detail each rule.

4 Click Next to display the Import Filters page.

Create New Default Rule
&N Step 2: Import Filters

Specify the criteria used for determining which machines should
use this Default Registration Rule.

Add Filter

Import machines matching the following criteria:

| z<Back || MNed>> 7 | Cancel |

5 Click Add Filter to specify the criteria used to determine which devices should use this Default
Registration Rule.

5a Select an option from the drop-down list in the left field, select Equal to, Contains, Starts
with, or Ends with from the drop-down list in the center field, then type a value in the right
field.
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The options you can use are listed below, along with possible values. The format for all

values, with the exception of Device Type, is free form string.

Criteria Possible Value

CPU Intel Pentium M processor 1600MHz

DNS abc.xyz.com

Device Type Server or Workstation

GUID 5bf63fb9b1ed4cd880e1a428a1fcf737

Hostname zenserver

IPAddress 123.456.78.99

oS The format for this value is not free form; the values for the supported

OS platforms are:

dell-dup-os
nld-9-i586
nld-9-x86_64
rhel-3as-i386
rhel-3as-x86_64
rhel-3es-i386
rhel-3es-x86_64
rhel-3ws-i386
rhel-3ws-x86_64
rhel-4as-i386
rhel-4as-ia32e
rhel-4as-x86_64
rhel-4es-i386
rhel-4es-x86_64
rhel-4ws-i386
rhel-4ws-x86_64
sled-10-i586
sled-10-x86_64
sles-10-i586
sles-10-ia64
sles-10-ppc
sles-10-s390
sles-10-x86_64
sles-8-i386
sles-9-i586
sles-9-x86_64
suse-93-i586
suse-93-x86_64

5b (Conditional) Click Add Filter again to add an additional row of criteria and repeat Step Sa

and Step 5b, as many times as necessary.

Be aware that the rows in the filter are separated by And. If you specify multiple rows in
the filter, the criteria in all rows must be met for the rule to apply.
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6 Click Next to display the Naming and Containment Rules page.

Create New Default Rule
&~ Step 3: Naming and Containment Rules

Supply the template used to create the machine name, and the
folder the machine should be placed in when imported.

Mame given to imported machines:

|${HostName} |

Folder where imported machines should be placed:

|fDevicesMorkstations |

[ <<Back || MNed>> | | Cancel |

7 Fill in the fields:
Name given to imported machines: Provide a naming scheme for registering devices.

Avoid spaces in your naming scheme; these spaces must be escaped when using the command
line utilities. For example, use $ {HostName}-${OS} rather than $ {HostName} ${OS}.

Folder where imported machines should be placed: Specify the folder where devices should
be placed.

As a general rule, devices with similar configuration settings (refresh intervals, logging
settings, remote management settings, and so forth) should be grouped in the same folder so
that you can specify the configuration settings on the folder and have the devices in the folder
inherit them. You should not use the same folder for devices that require different configuration
settings; doing so would prohibit you from using the folder to define the settings and force you
to define them on each individual device.

8 Click Next to display the Group Membership page.

Create New Default Rule
&N Step 4: Group Membership

Supply the groups new machines should be placed in when
imported. Mote: only groups that are valid for the folder selected in
the previous step will be selectable.

[] Name In Folder

No items selected, click add to select items

| «<Back || Ned> | | Cancal |

Adding groups causes devices to receive any assignments provided by membership in the
groups. Assignments from group membership are additive, so if a device is assigned to both
group A and group B, the device receives all assignments from both groups.
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Click Add to add a group. You can only add groups that are valid for the type of device folder
you specified on the previous page of the wizard. For example, if you specified the /
Devices/Workstations folder, you can only choose workstation groups.

9 Click Next to display the Summary page.

10 Review the information on the Summary page, making any changes to the settings by using the
Back button as necessary. Click Finish to create the registration rule according to the settings
on the Summary page.

12.2.2 Editing Existing Registration Rules

1 In the ZENworks Control Center, click the Configuration tab.

2 Click the underlined link for the registration rule that you want to edit.

NOTE: If you edit an existing registration rule, be aware that the changes you make apply only
to newly registered devices. If the device is already registered, the original settings remain. For
example, if you change the naming and folder containment settings, those devices already
registered retain the previous naming convention and remain in the original folder they were
placed in. You could, however, unregister the devices and then reregister them to ensure that
the new naming convention and folder containment settings are applied to the previously
registered devices. For more information, see Chapter 13, “Unregistering and Reregistering
Devices,” on page 109.

3 (Optional) In the General section, make the desired changes:

Description: Edit the description for the rule. This description displays in the ZENworks
Control Center, which is the administrative tool for ZENworks Linux Management.

4 (Optional) In the Import Filters section, make the desired changes.

4a Select an option from the drop-down list in the left field, select Equal to, Contains, Starts
with, or Ends with from the drop-down list in the center field, then type a value in the right
field.

The criteria options you can use are listed below, along with possible values. The format
for all values, with the exception of Device Type, is free form string.

Criteria Possible Value

CPU Intel Pentium M processor 1600MHz
DNS abc.xyz.com

Device Type Server or Workstation

GUID 5bf63fb9b1ed4cd880e1a428a1fcf737
Hostname zenserver

IPAddress 123.456.78.99
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Criteria Possible Value

(OK] The format for this value is not free form; the values for the supported
OS platforms are:

suse-93-i586
suse-93-x86_64
sles-9-i586
sles-9-x86_64
rhel-3as-i386
rhel-3es-i386
rhel-3ws-i386
rhel-4as-i386
rhel-4es-i386
rhel-4ws-i38

4b (Optional) Click Add Filter again to add an additional row of criteria and repeat Step 4a
and Step 4b, as many times as necessary.

Be aware that the rows in the filter are separated by And. If you specify multiple rows in
the filter, the criteria in all rows must be met for the rule to apply.

5 (Optional) In the Values Applied to Imported Machines section, make the desired changes:

Name given to imported machines: Select one or more machine variables to provide a
naming scheme for registering devices.

Avoid spaces in your naming scheme; these spaces must be escaped when using the command
line utilities. For example, use $ {HostName}-${OS} rather than $ {HostName} ${OS}.

Folder where imported machines should be placed: Specify the folder where devices should
be placed.

As a general rule, devices with similar configuration settings (refresh intervals, logging
settings, remote management settings, and so forth) should be grouped in the same folder so
that you can specify the configuration settings on the folder and have the devices in the folder
inherit them. You should not use the same folder for devices that require different configuration
settings; doing so would prohibit you from using the folder to define the settings and force you
to define them on each individual device.

Group membership: Click Add to add a group. You can only add groups that are valid for the
type of device folder you specified on the previous page of the wizard. For example, if you
specified the /Devices/Workstations folder, you can only choose workstation groups.
To remove a group, select the box next to the group's name, then click Remove.

6 Click Apply.

12.2.3 Renaming or Copying Registration Rules

1 In the ZENworks Control Center, click the Configuration tab.

2 In the Default Registration Rules section, click Advanced.

3 Select a registration rule by selecting the box next to its name, click Edit, then click an option:
¢ Rename: Click Rename, type a new name for the registration rule, then click OK.

¢ Copy: Click Copy, type a new name for the registration rule, then click OK.
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The copy option is useful to create a new registration rule that is similar to an existing
rule. You can copy a key and then edit the new rule's settings.

If more than one check box is selected, the Rename and Copy options are not available from the
Edit menu.

12.2.4 Reordering Registration Rules

Rules are applied from the top down, and only the first matching rule is applied to a registering
device. You should order the more restrictive rules first, then the more general rules, followed by the
two default server and workstation rules (which always remain the last two rules).

To move a rule up or down in the list:

1 Select the rule by selecting the check box next to the rule.
2 Click Move Up or Move Down.

12.2.5 Deleting Registration Rules

1 In the ZENworks Control Center, click the Configuration tab.

2 Select the registration rule by selecting the check box next to the rule, then click Delete.

12.3 Creating Folders

A folder is an organization object that displays in the ZENworks Control Center interface, which is
the administrative tool for ZENworks Linux Management. A folder can contain various objects,
including subfolders, registration keys, registration rules, and more.

To create a folder:

1 In the ZENworks Control Center, click the Configuration tab.
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2 Click New, then click Folder to display the New Folder dialog box.
New Folder

Mame: *

Folder: *

/Bundles I

Description:

Fields marked with a blue asterisk are required.

3 Fill in the fields:
+ Name: Provide a unique name for your folder. This is a required field.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: Type the name or browse to the folder that contains this folder in the ZENworks
Control Center interface.

¢ Description: Provide a short description of the folder's contents.
4 Click OK.
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Unregistering and Reregistering
Devices

Under certain circumstances, it might be necessary to unregister devices from or reregister devices
against the ZENworks® Server.

The following sections contain additional information:

¢ Section 13.1, “Possible Scenarios for Unregistering and Reregistering Devices,” on page 109
¢ Section 13.2, “Unregistering Devices,” on page 110

¢ Section 13.3, “Reregistering Devices,” on page 110

13.1 Possible Scenarios for Unregistering and
Reregistering Devices

The following list illustrates possible scenarios in which you might want to unregister and reregister
devices:

¢ You have secondary ZENworks Servers set up by job function (engineering, marketing, and so
forth), an employee transfers to another job function, and you want to change the ZENworks
Server that the device is registered against.

+ You move a device from one physical location to another and you want to change the device's
ZENworks Management Zone or the ZENworks Server that the device is registered against.

+ You want to balance server load by changing the ZENworks Server that a device is registered
against.

In these three scenarios, you could unregister the device and then reregister it in another
ZENworks Management Zone or against another ZENworks Server. It is not necessary to
remove the device object from the ZENworks Control Center because the updated
Management Zone or ZENworks Server information is updated in the object's properties.

* You edit a registration key or registration rule to change the naming convention and folder
containment settings as explained in Section 12.1.2, “Editing Existing Registration Keys,” on
page 99 and Section 12.2.2, “Editing Existing Registration Rules,” on page 105 and you want
all managed devices named and placed in folders according to the new settings.

In this scenario, only newly registered devices use the new settings. You can unregister devices,
remove them from the ZENworks Control Center (click the Devices tab, navigate to and select
devices by selecting the check box next to the their names, then click Delete), and then
reregister them to ensure that the devices are renamed and placed in the proper folders
according to the edited settings.

¢ You no longer want to manage a device using ZENworks Linux Management.

When you unregister a device, the device is no longer registered against a ZENworks Server
and the device is no longer managed.

IMPORTANT: If you delete a device object in the ZENworks Control Center but do not
unregister the device, when the device is refreshed according to its schedule or if the user runs
the rug refresh command, the device reregisters and a corresponding device object is re-
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created in the ZENworks Control Center. If you no longer want to manage the device using
ZENworks Linux Management, ensure that you unregister the device, as explained below.

When you unregister a device, the ZENworks Agent software remains on the device. You can
leave the ZENworks Agent on the device in case you want to reregister it, or you can uninstall
the ZENworks Agent. For more information, see Section 6.4, “Uninstalling the ZENworks
Agent,” on page 63.

13.2 Unregistering Devices

To unregister a device, run the rug sd command from the device.

For SUSE Linux Enterprise Server 10 (SLES 10) and SUSE Linux Enterprise Desktop 10 (SLED10)
managed devices:

/usr/bin/rug sd
For other managed devices:
/opt/novell/zenworks/bin/rug sd

You can also unregister a device by using the Software Installer or Updater. For more information,
see Section 6.3, “Using the Software Updater, Installer, and Remover from Users’ Managed
Devices,” on page 52.

13.3 Reregistering Devices

To reregister a device, run the rug sa command from the device.

For SUSE Linux Enterprise Server 10 (SLES 10) and SUSE Linux Enterprise Desktop 10 (SLED10)
managed devices:

/usr/bin/rug sa https://ZEN Server address
For other managed devices:
/opt/novell/zenworks/bin/rug sa https://ZEN Server address

Replace ZEN Server _address with the IP address or DNS name of the primary or secondary server.
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Policy Management

The following sections provide information about Novell® ZENworks® Linux Management Policy
Management features and procedures:

¢ Chapter 14, “Policy Management Overview,” on page 113

¢ Chapter 15, “Understanding Policies,” on page 115

¢ Chapter 16, “Creating Policies,” on page 121

¢ Chapter 17, “Managing Policies,” on page 173
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Policy Management Overview

Novell® ZENworks® Linux Management lets you configure operating system settings and select
application settings through the use of policies. By applying a policy to multiple devices, you can
ensure that the devices have the same configuration. In addition, if you change a policy after it has
already been applied to a device, the policy is reapplied to the device according to the defined
schedule.

The following sections contain additional information:

¢ Section 14.1, “Understanding Policies,” on page 113
¢ Section 14.2, “Creating Policies,” on page 113

¢ Section 14.3, “Managing Policies,” on page 114

14.1 Understanding Policies

Before you start creating policies, you should have a basic understanding of policies, know the basic
terminology, and know the different types of policies available in ZENworks Linux Management.
For more information, see Chapter 15, “Understanding Policies,” on page 115.

14.2 Creating Policies

ZENworks Linux Management Policies give you the ability to define and lock down configuration
settings on managed devices (servers and workstations). ZENworks Linux Management provides
policies for a number of popular applications, including the Novell Linux Desktop. It also includes a
policy to execute script, binary, or Java files and a policy to apply changes to text files.

ZENworks Linux Management lets you create the following policies:

Table 14-1 ZENworks Linux Management Policies

Policy Description

Epiphany Policy Configures the Epiphany Web browser. For step-by-step instructions to
create this policy, see Section 16.1, “Epiphany Policy,” on page 121.

Evolution Policy Configures the Evolution™ e-mail client. For step-by-step instructions to
create this policy, see Section 16.2, “Evolution Policy,” on page 127.

Firefox Policy Configures the Firefox* Web browser. For step-by-step instructions to
create this policy, see Section 16.3, “Firefox Policy,” on page 133.

ZENworks Linux Management does not support the Firefox policy.

Generic GNOME Policy Configures the GNOME-based applications. For step-by-step
instructions to create this policy, see Section 16.4, “Generic GNOME
Policy,” on page 140.
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Policy Description

Novell Linux Desktop Policy Configures the Novell Linux Desktop settings. For step-by-step
instructions to create this policy, see Section 16.5, “Novell Linux Desktop
Policy,” on page 146.

ZENworks Linux Management does not support the Novell Linux
Desktop policy.

Remote Execute Policy Executes a script, binary, or Java* file. For step-by-step instructions to
create this policy, see Section 16.6, “Remote Execute Policy,” on
page 154.

SUSE Linux Enterprise Configures the SUSE Linux Enterprise Desktop settings. For step-by-

Desktop Policy step instruction to create this policy, see Section 16.7, “SUSE Linux

Enterprise Desktop Policy,” on page 159.

Text File Policy Applies changes to a text file. For step-by-step instructions to create this
policy, see Section 16.8, “Text File Policy,” on page 166.

NOTE: The Epiphany, Evolution, Firefox, Generic GNOME, Novell Linux Desktop, and SUSE
Linux Enterprise Desktop policies are referred as GConf-based policies.

14.3 Managing Policies

In addition to creating policies, as described in Chapter 16, “Creating Policies,” on page 121, you
can create folders to organize policies, create policy groups to ease administration of policies, assign
policies to devices, edit existing policies, and more.

For more information, see Chapter 17, “Managing Policies,” on page 173.
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Understanding Policies

Novell® ZENworks® Linux Management policies provide a mechanism of uniformly configuring
applications. ZENworks policies let you configure system and application settings and then set them
as Lockdown or Default. Lockdown lets you restrict users from changing settings, so the application
must use the values that are configured in the policy. Default lets users change settings.

A policy applies to all users on assigned devices. You can use the Lockdown and Default
mechanisms to configure applications in such a way that critical and important settings are locked
and an appropriate default value is provided for other settings that might be relevant. Also, if you do
not want to enforce a particular setting, you can exclude that setting while creating or editing a
policy.

You can also use policies to modify configuration files and execute scripts or programs on managed
devices.

Policies can be used to create a set of configurations that you can deploy on any number of managed
devices, thereby providing the devices with a uniform configuration and eliminating the need to
configure each device separately. You can also create policies with different settings and assign them
appropriately to give a different configuration to a specific set of devices.

On managed devices, each policy type is enforced by a Policy Handler/Enforcer, which makes all
the configuration changes necessary to enforce and unenforce the settings in a given policy. The
Policy Handler/Enforcer executes with root privileges.

The following sections provide basic concepts you should understand as you begin using policies:

*

*

Section 15.1, “Types of Policies,” on page 115
Section 15.2, “Assignments,” on page 116

Section 15.3, “Schedules,” on page 116

Section 15.4, “Groups,” on page 117

Section 15.5, “System Requirements,” on page 118

Section 15.6, “Effective Policies,” on page 118

15.1 Types of Policies

ZENworks lets you create the following types of policies:

*

Epiphany policy: Lets you disable certain Epiphany Web browser settings, such as automatic
downloading and opening of files, loading contents from unsafe protocols, and accessing the
browser's History. The Epiphany policy also lets you configure a default home page, configure
cookie settings, and more. For step-by-step instructions to create this policy, see Section 16.1,
“Epiphany Policy,” on page 121.

Evolution policy: Lets you disable certain Evolution™ e-mail client settings, such as
signatures, showing only subscribed folders, and overriding the server-supplied folder
namespace. The Evolution policy also lets you configure image settings, junk e-mail settings,
Mime types settings, and more. For step-by-step instructions to create this policy, see

Section 16.2, “Evolution Policy,” on page 127.
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+ Firefox policy: Lets you disable certain Firefox Web browser settings, such as saving
passwords and updating themes and extensions. The Firefox policy lets you configure pop-ups,
JavaScript* control, and more. For step-by-step instructions to create this policy, see
Section 16.3, “Firefox Policy,” on page 133.

¢ Generic GNOME policy: Lets you configure GConf-based applications. You can import
settings from a device that is registered with the ZENworks Linux Management Server or you
can define your own GConf settings. While importing settings from a device, the system
imports all settings, including default settings, from that device. You must specify the name of
a user on the device from where you are importing the GConf settings. Only those GConf
settings are imported that are related to the user you have specified. For step-by-step
instructions to create this policy, see Section 16.4, “Generic GNOME Policy,” on page 140.

¢ Novell Linux Desktop policy: Lets you configure the Novell Linux Desktop settings. This
policy lets you remove certain items from the system menu, program menu, and personal
settings. It also lets you configure background image settings, shade settings, proxy settings,
and more. For step-by-step instructions to create this policy, see Section 16.5, “Novell Linux
Desktop Policy,” on page 146.

+ Remote Execute policy: Executes a script, binary, or Java file. The Remote Execute policy
also lets you specify your own script to be executed on managed devices. For step-by-step
instructions to create this policy, see Section 16.6, “Remote Execute Policy,” on page 154.

¢ SUSE Linux Enterprise Desktop policy: Lets you configure the SUSE Linux Enterprise
Desktop settings. This policy lets you remove certain items from the system menu, program
menu, and personal settings. It also lets you configure background image settings, shade
settings, proxy settings, and more. For step-by-step instructions to create this policy, see
Section 16.7, “SUSE Linux Enterprise Desktop Policy,” on page 159.

+ Text File policy: Applies changes to a text file. The Text File policy lets you append or
prepend to a file and also lets you apply a search-based change in which a given string in the
file can be replaced with another string, be deleted, and so forth. The search string can be
specified using a regular expression.

This policy also allows you to execute a script, binary, or Java program before and after the
text-file modification. It can be used for example, to change a configuration file. You might
want to stop a service before the file is modified and restart the service after the file
modification.

While creating a policy, only one file and one change can be specified. Editing a policy allows
you to add multiple files and specify more than one change to a file. For step-by-step
instructions to create this policy, see Section 16.8, “Text File Policy,” on page 166.

15.2 Assignments

You can assign a policy directly to a device, or you can assign it to a folder or group in which the
device is a member. As a general rule, you should try to assign policies to device groups rather than
device folders.

15.3 Schedules

When assigning a policy to a device, you can specify the schedule for applying the policy.
Depending on the type of policy being applied, the following schedules are available. Click the link
in the left frame for details about each policy and its options, which vary, depending on the schedule.
Keep in mind that there are two different refresh schedules: the one you set with the individual
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policy and the System Global Refresh Schedule you set under the Configuration tab. Otherwise, you
might get unexpected results. For example, if you set a policy to refresh every day and don’t change

the System Global Refresh Schedule, the policy will refresh every two hours by default.

Table 15-1 Available Schedules

Schedule Type

Description

Applicable For

No Schedule

Date Specific

Day of the Week
Specific

Event

Monthly

Relative to Refresh

Use this option to indicate no
schedule; no action occurs.

Select one or more dates on which to
enforce the policy on devices and set
other restrictions that might apply. If
you schedule an event in the past, the
scheduled event will occur when the
assigned device refreshes.

Select one or more days of the week
on which to enforce the policy on
devices and set other restrictions that

might apply.

Select the event that triggers the
enforcement of the policy.

Select the day of the month on which
to enforce the policy on devices and
set other restrictions that might apply.

Schedule when the policy is enforced,
either immediately after the device
refreshes or a specified amount of
time after the device refreshes. The
event runs on the first device refresh
only and will not run on subsequent
refreshes. You can also specify
whether the policy’s enforcement is
repeated and specify a time period
when you do not want the policy
enforced to help minimize network
traffic during that time. For more
information, see Section 17.9,
“Refreshing Policies,” on page 192.

All policies

Remote Execute and Text File policies

Remote Execute and Text File policies

Epiphany, Evolution, Firefox, Generic
GNOME, and Novell Linux Desktop
policies.

Remote Execute and Text File policies

Remote Execute and Text File policies

15.4 Groups

A policy group is a collection of one or more policies. You can create policy groups and assign them

to devices the same way you would assign individual policies.

Using policy groups eases administration efforts by letting you group several policies so you can use
common assignments, schedules, and so forth, rather than configuring these settings for each policy

you create. For more information, see Section 17.3, “Creating Policy Groups,” on page 175.
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15.5 System Requirements

System requirements specify the conditions that must be satisfied on the managed device for the
policy to be effective. System requirements are specified for each policy to ensure that the
conditions necessary for a proper enforcement of a policy are met.

The appropriate default system requirements are included in a policy when it is created. When you
create or edit a policy, you can modify or remove the requirements. No default system requirement
is available for the Text File and Remote Execute policies.

You can change the system requirement setting if the settings included in the policy are available on
different versions or platforms. If not, all the settings configured in the policy are not effective. For
example, if the Distribution >= Novell Linux Desktop 9 requirement is removed from the Firefox
policy and the policy is specified to be enforced on all platforms, the settings are not effective
because the lockdown option for Firefox is available only for the Novell Linux Desktop.

You should remove the system requirement only if you are sure that it will not cause problems. For
example, in a Generic GNOME policy created by importing settings from a device, the system
requirement is set to the operating system of the device from which the settings were imported. If
you have included settings in the policy that are available on other platforms, you can remove or
change the system requirement.

IMPORTANT: Even if the requirements are removed and the application version or operating
system is incompatible, the policy is enforced but a warning message is generated. If the appropriate
application (Epiphany, Evolution, or Firefox) is not installed, the policy is not enforced and an error
message is generated.

15.6 Effective Policies

A device inherits its policy assignments from its parent folders, its group memberships, and itself;
when conflicting assignments occur, the assignments on the device override group assignments,
which override folder assignments.

You can tell which policies are in effect for a device by viewing the Effective Policies section on the
Device Summary page. To view the effective policies, click the Devices tab, navigate the folders to
find the device, click the device, then click the Summary tab.

All the effective policies are listed under the Effective Policies section on the Device Summary page.
The following table provides a description of each icon that indicates the effectiveness of a policy:

Table 15-2 Policy Status Icons

Icon Description
Ii"f-f';| The policy is effective and will be enforced on the device.
&-"} The policy might be effective. The policy will be enforced if the system requirements are

met. Otherwise, the policy will not be enforced.

E The policy is not effective and will not be enforced.
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For the Text File and Remote Execute policies, all policies whose system requirements are met are
applied on the device. For all other policies, the first policy amongst the effective policies, whose
system requirements are met, is applied on the device
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Creating Policies

Novell® ZENworks® Linux Management lets you configure operating system settings and select
application settings through the use of policies. By applying a policy to multiple devices, you can
ensure that the devices have the same configuration. In addition, if you change a policy after it has
already been applied to a device, the policy is reapplied to the device as per the defined schedule.

The following sections contain additional information about the available ZENworks Linux
Management policies:

*

*

Section 16.1, “Epiphany Policy,” on page 121

Section 16.2, “Evolution Policy,” on page 127

Section 16.3, “Firefox Policy,” on page 133

Section 16.4, “Generic GNOME Policy,” on page 140

Section 16.5, “Novell Linux Desktop Policy,” on page 146

Section 16.6, “Remote Execute Policy,” on page 154

Section 16.7, “SUSE Linux Enterprise Desktop Policy,” on page 159
Section 16.8, “Text File Policy,” on page 166

16.1 Epiphany Policy

The Epiphany policy is used to configure the Epiphany Web browser.

To configure the Epiphany policy:

1 In the ZENworks Control Center, click the Policies tab.

2 In the Policies list, click New, then click Policy to display the Create New Policy page.
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3 In the Policy type list, click Epiphany Policy, then click Next to display the Policy Name page.

Create Mew Epiphany Policy
“N' Step 2: Policy Name

Specify the name of the new policy:

Policy Mame: *

Falder: *

/Palicies I

Description:

Fields marked with a blue asterisk are required.

| <<Back || Mextz>> | | Cancel |

4 Fill in the fields:

¢ Policy name: (Required) Provide a unique name for the policy. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that this policy will be created
in. Folders display in the ZENworks Control Center.

+ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.
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5 Click Next to display the Epiphany Lockdown Settings page.

Create Mew Epiphany Policy  Epiphany 7
“N" Step 3: Epiphany Lockdown settings

Select the Epiphany settings:

_______ Disable Javascript control of window chrome
Hide menu bar

Disable automatic download and opening of files
Disable manual URL entry

Disable bookmark editing

Disable toolbar editing

Disable history

OO0000a0an

Disable loading of content from unsafe protocols. Default safe protocals are
HTTP and HTTPS

Safe Protocaols list:

~
Add
Aemove
v
<< Back Next »> Cancel

6 Select the desired options (by default, all options are disabled):

Disable JavaScript control of window chrome: Select this option to disable the JavaScript
control and modification of the Epiphany Web browser's window chrome.

The chrome is part of an application window that is positioned outside of the window's content
area. A Web page can use JavaScript to control and modify the window chrome. Several
elements such as the toolbar, menu bar, progress bar, and title bar are part of the chrome.

Hide menu bar: Select this option to hide the menu bar of the Epiphany Web browser.

Disable automatic download and opening of files: Select this option to prevent users from
downloading and opening files automatically.

If you include this setting in the policy, users are always asked if they want to save a file or
open it. For example, if users want to download a file, they are prompted to specify the location
to save or open the file. If the user clicks Open, the file is downloaded and opened with the
corresponding application.

Disable manual URL entry: Select this option to prevent users from manually entering URLs
in the address bar.

Disable bookmark editing: Select this option to prevent users from editing a bookmark.

Disable toolbar editing: Select this option to prevent users from editing the toolbar. A toolbar
can contain buttons with images and menus, or a combination of both.

Disable history: Select this option to prevent users from accessing the history, which contains
links to pages recently visited.
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Disable loading of contents from unsafe protocols. Default safe protocols are HTTP and
HTTPS: Select this option to prevent the downloading of data that is transmitted using an
unsafe protocol. Unsafe protocols do not encrypt the data sent across a network.

After you check this option, the following buttons are available:

+ Add: To add a protocol to the Safe protocol list, click Add, specify a protocol name, then
click OK.

+ Remove: To remove a protocol from the Safe protocol list, select the protocol, then click
Remove.

7 Click Next to display the Epiphany Configuration Settings page.

Create Mew Epiphany Policy  Epiphany ?
&~ Step 4: Epiphany Configuration settings

Select any Epiphany configuration settings wou would like to provide.

For each setting you select, provide a walue, and optionally, enable the lock to
prevent the value from changing after it is set,

.1 Homepage URL

Download folder *

Allow Popups

Allow Javascript

2
O &
O &
OO allow Java e
Ld &
[ cookies {5
O &

Disk space for ternporany files RAB

Fields marked with a blue asterisk are required.

<< Back Mext > Cancel

8 Select the desired options (by default, all options are disabled).

For each option you enable, provide a value. Whan you enable an option, it is locked by
default. You can unlock the option by clicking B The options that are not enabled are
excluded from the policy and are not applied to the device.

Homepage URL: Specify the URL to automatically display when users launch the Epiphany
Web browser.

Download folder: Specify the directory where you want users to download data. If the folder
you specify does not exist, it is created relative to all users' home directories. If you specify an
absolute path, ensure that it is at a location where all users have Read and Write access to files.

Allow popups: Select this option to allow or disallow pop-ups to be displayed in the Epiphany
Web browser.

Allow Java: Select this option to allow or disallow Java applications to run on the Epiphany
Web browser.

Allow JavaScript: Select this option to allow or disallow JavaScript applications to run on the
Epiphany Web browser.
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Cookies: Select this option to configure how the Epiphany Web browser handles cookies.

A cookie is a piece of information given to a Web browser by a Web server. The browser, in
turn, stores this information in a file. The available options are Always accept, Only from the
sites you visit, and Never accept.

Disk space for temporary files: Specify the amount of disk space to allow for storing
temporary files for the browser.

Click Next to display the Default System Requirements for Epiphany Policy page.

Create New Epiphany Policy  Epiphany ?
&N Step 5: Default system requirements for Epiphany policy

The following condition is added as a default system requirement to this policy.

If the minimum supported version requirement is removed or modified then the policy may
not be fully applied and effective on the target dewice.

Apply policy on devices with version of Epiphany = 1.25

Fields marked with a blue asterisk are required.

<< Back Hext > Cancel

Specify the minimum system requirements that must be satisfied for the Epiphany Web
browser policy settings to be effective.

The Apply policy on devices with version of Epiphany field displays the minimum version of
the Epiphany Web browser required for all policy settings to be effective. Epiphany 1.2.5 is the
minimum required version. Policy settings are applied only if the user has the same or later
version of the Epiphany Web browser installed. If the user does not have the Epiphany Web
browser installed or has an earlier version than the specified version, the policy does not apply.

Even if you do not include this system requirement in the policy, the system checks whether the
Epiphany Web browser is installed on a managed device or not. If the system finds that the
Epiphany Web browser is installed on a device, it also checks the version. If it finds an earlier
version than the specified one, the policy is enforced but a warning message is generated. If the
Epiphany Web browser is not installed on a managed device, the policy is not enforced and an
error message is generated.

Click Next to display the Summary page.

Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the Epiphany policy is created but it does not have devices assigned or a
schedule specified. At some point in the future, you need to configure additional options for the
policy by continuing with Section 17.4, “Assigning Policies,” on page 178.

or
Click Next to display the Policy Assignment page to perform the following tasks:
* Specify assignments for this policy
+ Specify the schedule for this policy
+ Specify groups for this policy
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Create Mew Epiphany Policy Epiphany
#N Step 7: Policy Assignments

Specify the assignments for this policy:

[] Hame In Folder

Mo ftems selected, click qod fo select ftems

| <<Back |{ MNext>> ! | Cancel |

13 Assign the policy to the devices.
13a Click Add to browse for and select the appropriate Server or Workstation objects.
13b You can also select Folder or Group objects.

13c¢ Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

13d Click OK.
14 Click Next to display the Policy Schedule page.

Create MNew Epiphany Policy  Epiphany
“N Step 8: Policy Schedule

Select the schedule to apply to the policy assignments:

Schedule Type:
Mo Schedule A

| <<Back |{ Mext>> : | Cancel |

15 Select the schedule to apply to the assignments from the drop-down list, then select the desired
options, which vary, depending on the schedule type you select.

The settings you configure on this page determine when the policy is applied to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules and
their options.

126 Novell ZENworks 7.2 Linux Management Administration Guide



16 Click Next to display the Policy Groups page.

Create Mew Epiphany Policy  Epiphany
“N" Step 9: Policy Groups

specify the groups for this policy:

] Hame In Folder

Mo dtems selected, ofick aod fo select frems

| <<Back | { Mext>> : | Cancel |

17 (Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for
each policy you create. For more information, see Section 17.3, “Creating Policy Groups,” on
page 175.

18 Click Next to display the Finish page.

19 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured according to the
settings on the Finish page.

16.2 Evolution Policy
The Evolution policy is used to configure the Evolution™ e-mail client.
To configure the Evolution policy:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.
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3 Inthe Policy Type list, click Evolution Policy, then click Next to display the Policy Name page.

Create Mew Evolution Policy  ww ?
“N" Step 2: Policy Name

Specify the name of the new policy:

Policy Mame: *
Folder: ™

/Faolicies

Description:

Fields marked with a blue asterisk are required.

<< Back Mext >> Cancel

4 Fill in the fields:

¢ Policy name: (Required) Provide a unique name for the policy. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that this policy will be created
in. Folders display in the ZENworks Control Center.

+ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.
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5 Click Next to display the Evolution Lockdown Settings page.

Create New Evolution Policy  Evolution ?
&~ Step 3: Evolution Lockdown Settings

Select the Evolution #ail Client settings that you do not want your users to change:

[ ~pply filters to new messages option
Secure Socket Layer [S5L] option
E-mail signature

E-mail server authentication method
Automatically check for new mail option
Sent and draft mail folder locations
Save password option

Receive mail configuration

Send mail configuration

Show only subscribed folders [for 48P Mail Accounts)

Ooooooononod

Override server-supplied folder namespace [for [MAP dail Accounts)

<< Back Mext > Cancel

6 Select the desired options (by default, all options are disabled):

The options on this page allow you to prevent users from changing the following Evolution e-
mail client settings. Select an option to prevent users from changing that setting in the
Evolution e-mail client.

Apply filter to new messages option: Applies the filter to all new messages users receive.

Secure Socket Layer (SSL) option: Specifies whether the Evolution e-mail client should
connect to the server using SSL.

SSL is a protocol that provides encrypted communications on the network and enables secure
communications between the Evolution client and the server.

E-Mail signature: Specifies whether an e-mail signature should be added to the contents of a
message.

E-mail server authentication method: Specifies the kind of authentication to be used when
users connect to the mail server.

Automatically check for new mail option: Specifies whether the Evolution client should
automatically check for new mail.

Sent and draft mail folder locations: Specifies the folders that users can select to store draft
and sent mail.

Save password option: Specifies whether passwords should be saved so that users are not
prompted for a password at every login.

Receive mail configuration: Configures the various options for receiving mail. For example,
e-mail server and authentication details, checking for new mail, and applying filters.

Send mail configuration: Configures the various options for sending mail, for example, server
and authentication details.
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Show only subscribed folders (for IMAP mail accounts): Specifies that only the subscribed
IMAP folders be shown to users. Internet Message Access Protocol (IMAP) lets users access e-
mail messages that are stored on the mail server. Because the mail folders exist on the IMAP
server and accessing them is time-consuming, Evolution lets users subscribe to certain IMAP
folders.

Override server-supplied folder namespace (for IMAP mail accounts): Lets users change
the IMAP name space that contains mail messages for the server.

NOTE: Users cannot create a new Evolution e-mail account if Receive Mail Configuration and
Send Mail Configuration settings are included in the policy. These settings should be included
in the policy only if the users' e-mail accounts have been created in the Evolution e-mail client.

7 Click Next to display the Evolution Configuration Settings page.

Create Mew Evolution Policy  Evolution ?
“N Step 4: Evolution Configuration Settings

Select any e-mail configuration setting yvou would like to provide.

Faor each setting wou select, provide a value, and optionally, enable the lock to prevent the walue fram
changing after it is sef.

[0  Default character encoding for display 5
Default character encoding for composed mail (&)
Ermpty Trash folders on exit 5
Check inbox for junk mail )

@)
Loading Images &
a

(|
Ld
O
[0 Include remote junk mail tests
Ld
(|

time Types available for viewing Attachments

tAime Types available time Types selected
.Y Y
W b
<< Back Cancel

8 Select the desired options (by default, all options are disabled).

For each option you enable, provide a value. Wken you enable an option, it is locked by
default. You can unlock the option by clicking B The options that are not enabled are
excluded from the policy and are not applied to the device.

Default character encoding for display: Lets you choose a character interpretation set for
displaying e-mail messages. The default character interpretation set is Western European (ISO-
8859-1).
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Default character encoding for composed mail: Lets you choose a character interpretation
set for composing e-mail messages. The default character interpretation set is Western
European (ISO-8859-1).

Empty trash folders on exit: Lets you specify when to empty the Trash folder. The available
options are Never, Every time, Once per day, Once per week, and Once per month.

Check inbox for junk mail: Lets you specify if the incoming mail must be checked for junk
mail.

Include remote junk mail tests: Lets you specify if the remote junk filtering option should be
used for filtering incoming mail.

For example, the Evolution client stores a message in the Junk Mail folder if it finds the mail
address a blacklisted address.

Loading Images: Lets you decide how images embedded in e-mail messages are loaded in the
Evolution client.

The following options are available:

+ Never load images off the Internet: If you select this option, the Evolution e-mail client
never loads images. If you select this option users can still view the images in the message
by selecting the appropriate menu options in the Evolution e-mail client.

+ Load images if sender is in address book: If you select this option, images are loaded
only if the sender of the e-mail message is in the receiver's address book.

+ Always load images off the Internet: If you select this option, images are loaded
regardless of their source.

Mime types available for viewing attachments: Lets you select the MIME types that
Evolution allows to be viewed using available Bonobo controls.

Evolution provides built-in support for opening certain MIME types. Those MIME types that
are not supported by Evolution can be viewed by using certain available Bonobo controls.
Bonobo controls provide a means to view both the MIME types that are supported and those
that are not supported by Evolution.

After you select this option, you can select items from the Mime types available list and then
use the arrow button to move the selected item to the Mime types selected list.

Click Next to display the Default System Requirements for Evolution Policy page.

Create New Evolution Policy  Evolution 7
&% Step 5: Default system requirements for Evolution policy

The following condition is added as a default system requirerment to this policy.

If the minimurm supported version requirement is removed or modified then the policy may
not be fully applied and effective on the target device,

&pply palicy on devices with version of Evalution = |2.01

Fields marked with a blue asterisk are required.

<< Back Mext »» Cancel

Specify the minimum system requirements that must be satisfied for the Evolution policy
settings to be effective.
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The Apply policy on devices with version of Evolution field displays the minimum version of
the Evolution client required for all policy settings to be effective. Evolution 2.0.1 is the
minimum required version. Policy settings are applied only if the user has the same or a later
version of the Evolution e-mail client installed. If the user does not have the Evolution e-mail
client installed or has an earlier version than the specified version, the policy does not apply.

Even if you do not include this system requirement in the policy, the system checks whether the
Evolution client is installed on a managed device or not. If the system finds the Evolution client
on a device, it also checks the version. If it finds an earlier version than the specified one, the
policy is enforced but a warning message is generated. If the Evolution client is not installed on
a managed device, the policy is not enforced and an error message is generated.

11 Click Next to display the Summary page.

12 Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the Evolution policy is created but it does not have devices assigned or a
schedule specified. At some point in the future, you need to configure additional options for the
policy by continuing with Section 17.4, “Assigning Policies,” on page 178.

or

Click Next to display the Policy Assignment page to perform the following tasks:
* Specify assignments for this policy
+ Specify the schedule for this policy
* Specify groups for this policy

Create Mew Evolution Policy  Evolution
#N Step 7: Policy Assignments

Specify the assignments for this policy:

[] Hame In Folder

Mo Trems selected, cfick add to select Thems

| << Back || Mext >> | | Cancel |

13 Assign the policy to the devices.
13a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

13b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

13c Click OK.
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14 Click Next to display the Policy Schedule page.

Create New Evolution Policy  Evolution
“N Step 8: Policy Schedule

Select the schedule to apply to the policy assignments:

Schedule Type:
Mo Schedule A

| <<Back || Mexts>> | | Cancel |

15 Select the schedule to apply to the assignments from the drop-down list, then select the desired
options, which vary, depending on the schedule type you select.

The settings you configure on this page determine when the policy is applied to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules and
their options.

16 Click Next to display the Policy Groups page.

Create Mew Evolution Policy | Evolution
&~ Step 9: Policy Groups

Specify the groups for this policy:

[] Hame In Folder

Mo frems selected, click add o select ftems

| <<Back || Mexts>> | | Cancel |

17 (Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for
each policy you create. For more information, see Section 17.3, “Creating Policy Groups,” on
page 175.

18 Click Next to display the Finish page.

19 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured according to the
settings on the Finish page.

16.3 Firefox Policy

The Firefox policy is used to configure the Mozilla* Firefox Web browser.
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The Firefox policy is supported only if the lockdown version of Firefox is available on the Novell
Linux Desktop.

To configure the Firefox policy:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.
3 In the Policy Type list, click Firefox Policy, then click Next to display the Policy Name page.

Create Mew Firefox Policy ?
“N Step 2: Policy Name

Specify the name of the new paolicy:

Policy Mame: *
Folder: ™

/Folicies

Description:

Fields marked with a blue asterisk are required.

<< Back Mext >> Cancel

4 Fill in the fields:

¢ Policy name: (Required) Provide a unique name for the policy. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that this policy will be created
in. Folders display in the ZENworks Control Center.

¢ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.
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5 Click Next to display the Firefox Lockdown Settings page.

Create Mew Firefox Policy  Firefox 7
“N" Step 3: Firefox Lockdown settings

Select the Firefox settings:

[0 Disable Javascript control of window chrome
Dizable URL bar

Disable weh search

Disable bookmark editing

Hide bookmarks

Disable toalbar editing

Disable history

Dizable saving of passwords

Disable updates to thermes

OO0OO0O0O0O00Oo0oano

Disable updates to extensions

<< Back Mext >> Cancel

6 Select the desired options (by default, all options are disabled):

Disable Javascript control of window chrome: Select this option to disable the JavaScript
control and modification of the Firefox Web browser's window chrome.

The chrome is part of an application window that is positioned outside of the window's content
area. A Web page can use JavaScript to control and modify the window chrome. Several
elements such as the toolbar, menu bar, progress bar, and title bar are part of the chrome.

Disable URL bar: Select this option to prevent users from manually entering URLS in the
address bar.

Disable web search: Select this option to prevent users from using the Web search bar to
search the Web pages. If you select this option, the search bar and Add Engine option are
disabled.

Disable bookmark editing: Select this option to prevent users from editing a bookmark.

Hide bookmarks: Select this option to hide bookmarks, including all the bookmarks listed in
the Bookmark menu and bookmarks toolbar. Make sure that you select Disable Bookmark
Editing if you select the Hide Bookmarks option.

Disable toolbar editing: Select this option to prevent users from editing the toolbar. A toolbar
can contain buttons with images and menus, or a combination of both.

Disable history: Select this option to prevent users from accessing the History, which contains
links to pages recently visited.

Disable saving of password: Select this option to prevent Firefox from saving users'
passwords. Whenever a user enters a password in Firefox, it prompts the user and asks if the
password should be saved. If the user clicks Yes, Firefox saves the password and fills it in
automatically whenever the user visits that page again.

Disable updates to themes: Select this option to prevent users from updating a theme file.
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The theme file contains the Control, Window Border, and Icons elements, which determine the
appearance of user's browser. Themes are skins for Firefox, and they allow you to change the
look and feel of the browser and personalize it to your taste. A theme can simply change the
colors of Firefox or it can change the entire browser appearance.

Disable updates to extensions: Select this option to prevent users from updating the
extensions to add a new functionality to Firefox.

Extensions are add-ons that add new functionality to Firefox. They can add anything from a
toolbar button to a completely new feature. Extensions customize the browser to fit the
personal needs of each user. For example, an extension can be used to add an IRC client to
Firefox or to automatically copy highlighted content to the clipboard.

7 Click Next to display the Firefox Configuration Settings page.

=)

Create New Firefox Policy  Firefox
“N' Step 4: Firefox Configuration settings

Select any Firefox configuration settings you would like to provide.

Faor each setting you select, provide a value, and optionally, enable the lack to
prevent the value from changing after it is set.

[0  Homepags URL &
] allow Popups &
O allow Java &
[l allow Javascript =
[0 Allow sites to set cookies i

Keep Cookies

O  allow loading of images e
[]  Disk space for temporary files [ MB
[] Download Folder [

Ack the user where to save every file
Save all files to this folder

Folder path

Fields marked with a blue asterisk are required.

<¢ Back Mext >» Cancel

8 Select the desired options (by default, all options are disabled).

For each option you enable, provide a value. When you enable an option, it is locked by
default. You can unlock the option by clicking |& . The options that are not enabled are
excluded from the policy and are not applied to the device.

Homepage URL: Specify the URL to automatically display when users launch the Firefox
Web browser.
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Allow popups: Select this option to allow or disallow pop-ups to be displayed in the Firefox
Web browser.

Allow Java: Select this option to allow or disallow Java applications to run on the Firefox Web
browser.

Allow JavaScript: Select this option to allow or disallow JavaScript applications to run on the
Firefox Web browser.

Allow sites to set cookies: Select this option to configure how Firefox handles cookies.

A cookie is a piece of information given to a Web browser by a Web server. The browser stores
this information in a file.

You can select a value in the Keep Cookies drop-down list to specify if a Web server should be
allowed to set cookies.

If you select Yes, specify how long to store the cookies:
+ Until they expire: Firefox retains a cookie until it expires.

+ Ask me every time: Firefox asks the user about the action to be taken with each cookie.
Users can select Allow, Allow for this session only, or Deny.

+ Until I close Firefox: Firefox retains cookies while the browser is open. When the
browser is closed, Firefox removes all cookies.

Allow loading of images: Lets you specify the source from where images are loaded.
The following options are available:
+ Anywhere: If you select this option, images are loaded regardless of their source.

+ From originating website only: If you select this option, images are loaded only if the
source of the images is the current site.

+ Never: If you select this option, Firefox never loads images.

Disk space for temporary files: Specify the disk space allowed to store temporary files for the
browser.

Download folder: Lets you specify the directory where you want users to save downloaded
files.

The following options are available:

+ Ask the user where to save every file: If you select this option, Firefox asks the users
where to save files every time files are downloaded.

+ Save all files to this folder: If you select this option, specify a location to save files.
The following options are available:
¢ Desktop: Select Desktop to save downloaded files on the Desktop.

¢+ My Downloads: Select My Downloads to save downloaded files in the My
Downloads folder.

¢ Home: Select Home to save the downloaded files in a folder in the Home directory.

¢ Other: Select Other to store the downloaded files in a location of your choice.
Specify the complete path, including the directory where the downloaded files should
be saved.
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9 Click Next to display the Default System Requirements for Mozilla Firefox policy page.

Create New Firefox Policy  Firefox 7
#N' Step 9: Default system requirements for Mozilla Firefox policy

The following condition iz added as a default systern requirement to this policy.
If the minimum supported version requirement is removed or modified then the policy may not be
fully applied and effective on the target device.

Apply policy on Movell Linux Desktop with Firefox wersion »=(1.0.4

Fields marked with a blue asterisk are required.

<< Back Mext > Cancel

10 Specify the minimum system requirements that must be satisfied for the Firefox Web browser
policy settings to be effective.
The Apply policy on Novell Linux Desktop with Firefox version field displays the minimum
version of Firefox required for all policy settings to be effective. Firefox 1.0.4 is the minimum
required version. Policy settings are applied only if user has the same version or a later version
of Firefox installed. If the user does not have Firefox installed or has an earlier version than the
specified version, the policy does not apply.
Even if you do not include this system requirement in the policy, the system checks whether
Firefox is installed on a managed device or not. If the system finds that Firefox is installed on a
device, it also checks the version. If it finds an earlier version than the specified one, the policy
is enforced but a warning message is generated. If Firefox is not installed on a managed device,
the policy is not enforced and an error message is generated.

11 Click Next to display the Summary page.

12 Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the Firefox policy is created but it does not have devices assigned or a
schedule specified. At some point in the future, you need to configure additional options for the
policy by continuing with Section 17.4, “Assigning Policies,” on page 178.

or
Click Next to display the Policy Assignment page to perform the following tasks:
¢ Specify assignments for this policy
+ Specify the schedule for this policy
* Specify groups for this policy
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Create New Firefox Policy  Firefox
&N Step 7: Policy Assignments

Specify the assignments for this policy:

[] Hame In Folder

Mo dtems selected, click add fo select Trems

| <<Back |{ Mext>> (! | Cancel |

13 Assign the policy to the devices.

14

15

13a Click Add to browse for and select the appropriate Server or Workstation objects.

You can also select Folder or Group objects.

13b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names

in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might

cause increased server utilization.
13c Click OK.
Click Next to display the Policy Schedule page.

Create Mew Firefox Policy  Firefox
&~ Step 8: Policy Schedule

Select the schedule to apply to the policy assignments:

Schedule Type:
Mo Schedule A

| <«<Back |{ Mext>> ! | Cancel |

Select the schedule to apply to the assignments from the drop-down list, then select the desired

options, which vary, depending on the schedule type you select.

The settings you configure on this page determine when the policy is applied to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules and

their options.
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16 Click Next to display the Policy Groups page.

Create New Firefox Policy | Firefox
&~ Step 9: Policy Groups

specify the groups for this policy:

[] Hame In Folder

Mo ftems selected, click add fo select Trems

| << Back || Mext »> | | Cancel |

17 (Optional) Click Add to open the Select Groups dialog box, then click the underlined links in

the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for

each policy you create. For more information, see Section 17.3, “Creating Policy Groups,” on
page 175.

18 Click Next to display the Finish page.

19 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured according to the
settings on the Finish page.

16.4 Generic GNOME Policy

The Generic GNOME policy is used to configure GConf- based applications on a device.
To configure the GNOME policy:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.
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3 Inthe Policy Type list, click Generic GNOME Policy, then click Next to display the Policy
Name page.

Create New Generic GMOME Policy 7
#N Step 2: Policy Name

Specify the name of the new policy:

Policy Mame: *
Folder: *

/Folicies

Description:

Fields marked with a blue asterisk are required.

<< Back Hext >> Cancel

4 Fill in the fields:

¢ Policy name: (Required) Provide a unique name for the policy. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that this policy will be created
in. Folders display in the ZENworks Control Center.

+ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.

Creating Policies 141



5 Click Next to display the Source page.

Create New Generic GMOME Policy GMOME 7
N Step 3: Generic GNOME Policy, Source Page

To create a new Generic GMOME Policy, wou need to define
same Geoonf settings. You can define Geonf Settings using one
of the follewing options:

@ Import the settings from a device

O pefine a setting on your own

<< Back Hext >> Cancel

6 Select the desired option, then click Next.

Import the settings from a device: Use this option to import the existing GConf settings from
any device that is registered with the ZENworks Linux Management Server. The system
obtains all settings, including default settings, from that device. You can enforce these settings
on a desired managed device or group of devices at a later time.

Before you import settings to your device, make sure the GConf settings are correct on the
device you are importing from.

If you choose this option, continue with Step 7 on page 142.

Define a setting on your own: Create a directory and corresponding key settings such as key
names, types, and values. At a later time, you can enforce these settings on a managed device or
on a group of devices.

Make sure that you specify the correct key names and types.
If you choose this option, continue with Step 8 on page 143.
7 (Conditional) If you chose the Import the settings from a device option in Step 6 on page 142,

choose the device from which you want to import the GConf settings.

Create New Generic GNOME Policy  GNOME ?
&N Step 4: Generic GNOME Policy, Device Page

Choose the device from which you want to import the Geonf
settings

Impart settings from:
() selected machine
@ DNS Narme 7 IP Address

Uszer Name: *

Fields marked with a blue asterizk are required.

<< Back Hext > Cancel

7a Sclect one of the following options:
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Selected machine: Browse to and select a device from which you want to import GConf
settings, then click OK.

Only managed devices that are registered with the ZENworks Linux Management Server
are displayed.

DNS name / IP address: Specify the DNS name or IP address of a managed device from
which you are importing GConf settings. Ensure that the device is registered with the
ZENworks Linux Management Server.

7b Specify the username of the managed device from which you are importing the GConf
settings.

Only those GConf settings are imported that are related to the specified user. Ensure that
the specified user has a valid account on the managed device from which you are
importing the settings.

7c¢ Click Next to import the top-level directories. The four top-level directories that are
imported are Apps, Desktop, System, and GNOME.
7d Select one or more directory whose settings you want to import, then click Nexz.

7e (Optional) Add or delete the keys and their respective values from the imported GConf
settings, then click Next and skip to Step 9 on page 144.

For detailed information about defining your own GConf settings, click the L*! button on
the Built Geonf Tree page.

8 (Conditional) If you chose the Define a setting on your own in Step 6 on page 142, define your
own Gceonf settings by adding and deleting keys on the Geonf Tree, then click Next.

For detailed information about defining your own Gceonf settings, click the £ button on the
Built Geonf Tree page.

Create New Generic GNOME Policy  GNOME
#N Step 4: Generic GNOME Policy, Built Geonf Tree

You can define your own Geonf Settings by Adding / Deleting
the keys on the Geonf Tree.

Deleting a directory, will delete all the sub-directaries and
keys in it

Geonf Tree:
slm s
Ll 3 apps

Fields marked with a blue asterisk are required.

| <<Back || Mewt>» | | Cancel |
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9 Click Next to display the default system requirements for Generic GNOME Policy page.

Create Mew Generic GHNOME Policy GNOME 7
#N Step 5: Default system requirements for Generic GNOME policy

The following condition is added as a default system requirernent to this palicy.

If the minimum supported version reguirermnent is removed then the policy may not be
fully applied and effective on the target device.

&pply policy on devices with distribution >= | SUSE LINUX 9.3 v

<< Back Next »> Cancel

10 Specify the minimum system requirements for Generic GNOME policy settings to be effective.

The value you specify in the Apply policy on devices with distribution field indicates the
distribution and minimum version that is required for the policy settings to be effective. The
policy is applied if the device has the same version or a later version of the distribution.

If you chose the Import from a device option in Step 6 on page 142, the default value is the
operating system of a device from which you have imported GConf settings. If you have not
included this setting in the policy, and if the operating system of a managed device (where the
policy is to be applied) is different than the operating system of the device from which the
settings have been imported, a warning message is generated. However, the policy settings are
enforced.

If you chose the Define a setting on your own option in Step 6 on page 142, and you want to
include the default system requirement in the policy, you must specify the distribution and
version of the operating system. If you do not include this setting in the policy, the system does
not check for minimum operating system requirements and immediately enforces the policy.

Refer to the contents of the /etc/SuSE-release or /etc/redhat-release file to
obtain the correct string for your platform.

11 Click Next to display the Summary page.

12 Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the Generic GNOME policy is created but it does not have devices assigned
or a schedule. At some point in the future, you need to configure additional options for the
policy by continuing with Section 17.4, “Assigning Policies,” on page 178.

or
Click Next to display the Policy Assignment page to perform the following tasks:
¢ Specify assignments for this policy
* Specify the schedule for this policy
+ Specify groups for this policy

144 Novell ZENworks 7.2 Linux Management Administration Guide



Create Mew Generic GNOME Policy ' GHOME
#N Step 7: Policy Assignments

Specify the assignments for this policy:

[] Hame In Folder

Mo ftems selected, click qod fo select ftems

| <<Back || Mext>> | | Cancel |

13 Assign the policy to the devices.
13a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

13b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

13c Click OK.
14 Click Next to display the Policy Schedule page.

Create Mew Generic GMOME Policy  GNOME
“N Step 8: Policy Schedule

Select the schedule to apply to the policy assignments:

Schedule Type:
Mao Zchedule i

| <<Back || Mext>» | | Cancel |

15 Select the schedule to apply to the assignments from the drop-down list, then select the desired
options, which vary, depending on the schedule type you select.

The settings you configure on this page determine when the policy is applied to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules and
their options.
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16 Click Next to display the Policy Groups page.

Create New Generic GNOME Policy  GNOME
&N Step 9: Policy Groups

Specify the groups for this policy:

[] Hame In Folder

Mo Trems seldected, click add fo select ftems

| << Back || Next »>> | | Cancel |

17 (Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for
each policy you create. For more information, see Section 17.3, “Creating Policy Groups,” on
page 175.

18 Click Next to display the Finish page.

19 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured according to the
settings on the Finish page.

16.5 Novell Linux Desktop Policy

The Novell Linux Desktop policy is used to configure the GNOME Novell Linux Desktop settings
on a device.

To configure the Novell Linux Desktop policy:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.
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3 Inthe Policy Type list, click Novell Linux Desktop Policy, then click Next to display the Policy
Name page.

Create New Movell Linux Desktop Policy 7
“N Step 2: Policy Name

Specify the name of the new policy:

Policy Mame: *
Faolder: ©

JFolicies

Description:

Fields marked with a blue asterisk are required.

<< Back Mext »> Cancel

4 Fill in the fields:

¢ Policy name: (Required) Provide a unique name for the policy. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that this policy will be created
in. Folders display in the ZENworks Control Center.

¢ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.

Creating Policies 147



5 Click Next to display the Novell Linux Desktop Lockdown Settings page.

Create New Movell Linux Desktop Policy NLD 7
&N Step 3: Novell Linux Desktop Lockdown Settings

Selecting an itern from the list below will disable or remove the associated feature on

the users desktop. The user will be unable to access menu iterns or controls
associated with the feature,

] Dizable panel configuration

[] Disable launcher creation

] remove computer icon from desktop
[] Remove trash icon from desktop

[ Remove user's home icon from desktop

<{ Back Mext > Cancel

6 Select the desired options (by default, all options are disabled):

Selecting an item from the list disables or removes the associated feature on the user's desktop.
The user cannot access menu items or controls associated with the feature.

Disable panel configuration: Lets you prevent users from configuring a panel. If you select
this option, users cannot add and remove the icons on the panel.

Disable launcher creation: Lets you prevent users from creating application launchers.

Remove computer icon from desktop: Lets you remove the computer icon from users'
desktops.

Remove trash icon from desktop: Lets you remove the trash icon from users' desktops.

Remove user's home icon from desktop: Lets you remove the Home icon from users'
desktops.
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7 Click Next to display the Novell Linux Desktop Menu Lockdown page.

Create New Novell Linux Desktop Policy HNLD ?
“N' Step 4: Novell Linux Desktop Menu Lockdown

selecting an itemn from the list below will remove the associated feature on the users
desktop, The user will be unable to access menu items associated with the feature,

[ Remowe from system menu
System menu items tenu items to be removed, *

[ Remove from program menu
Program menu items denu items to be removed, *

Fields marked with a blue asterisk are required.

Cancel

<< Back

8 Select the items that you want to remove from desktops so that users cannot access menu items
associated with the feature (by default, all options are disabled):
Remove from System menu: Lets you remove items from the System menu of the Novell
Linux Desktop. Select an item you want to remove and move it to the box on the right side. The
item is removed from the users' System menus.
Remove from Program Menu: Lets you remove items from the Program menu of the Novell
Linux Desktop. Select an item you want to remove and move it to the box on the right side. The
item is removed from the users' Program menus.
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9 Click Next to display the Novell Linux Desktop Personal Settings and Applets Lockdown page.

Create New Novell Linux Desktop Policy  NLD ?
“N Step 5: Movell Linux Desktop Personal Settings and Applets Lockdown

Selecting an itern from the list below will rernove the associated feature an the users
desktop. The user will be unable to access the items associated with the feature.

[] Remove from personal settings

Personal settings Personal settings to be removed *
el el
b b

[] Remove applets
Applets Applets o be remaoved *

Fields marked with a blue asterisk are required.

<< Back Hext >> Cancel

10 Select the items that you want to remove from desktops so that users cannot access menu items
associated with the feature (by default, all options are disabled):

Remove from personal settings: Lets you remove items from the Personal Settings of Novell
Linux Desktop. Select an item you want to remove and move it to the box on the right side. The
item is removed from the users' Personal Settings.

Remove applets: Lets you prevent the applets from being displayed on users' Novell Linux
Desktop. Select an applet from the Applets list and move it to the box on the right side. Selected
applets are not displayed on users' Novell Linux Desktop.
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11 Click Next to display the Novell Linux Desktop Configuration Settings page.

12

=)

Create New Novell Linux Desktop Policy  NLD
“N Step 6: Movell Linux Desktop Configuration Settings

Click the checkboxes to select settings which will be enforced on the desktop.

For each setting vou select, provide a walue, and optionally, lock the setting to prevent the
value from changing after it is set.

[ eackground image file name *
[eg. foptfgnomesshare/images/roses.jpeg)

[ eackground position &
[ eackground shade &

O Theme file name *
[eg. foptfgnomessharef themes/metacity/ index. theme)
[ Praxy Settings =)

Direct internet connection

Manual proxy configuration

HTTP Prowy ™ Paort ™ Authentication
HTTP Secure Proxy Paort ™
FTP Proxy Port™
Socks Proxy Port™

Automatic proxy configuration

Autoconfiguration URL

Fields marked with a blue asterizk are required.

<< Back Mext >3 Cancel

Select the desired options (by default, all options are disabled).

For each option you enable, provide a value. Whan you enable an option, it is locked by
default. You can unlock the option by clicking B, The options that are not enabled are
excluded from the policy and are not applied to the device.

Background image filename: Lets you specify the filename and complete location of a
background image. This image file is displayed as a background on users' desktops. The file
should exist on the managed device at the specified location.

Background position: Lets you specify background image display options. Center displays an
image in the center of the screen, Fill Screen stretches the image to cover the entire screen,
Scaled enlarges the image until the image meets the screen edges, and 7iled repeats the image
over the screen. Select No Background to prevent the image from being displayed on the
desktop.
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Background shade: Lets you choose an available shade to decorate the background. Select
Solid to have the background image uniform across the desktop. Select Vertical to have the
image become darker as you go up, and select Horizontal to have the image become darker as
you go from left to right.

Theme filename: Lets you specify a theme file name and its complete location. The
appearance of the windows, icons, buttons, and other graphical user interface controls are
changed according to the selected theme.

Proxy settings: Specify a proxy setting:
+ Direct internet connection: Lets users connect to the Internet without using the proxy
server.

¢ Manual proxy configuration: Lets you manually configure the proxy. Specify the HTTP
Proxy value, HTTP Secure Proxy value, FTP Proxy value, Socks Proxy value, and
corresponding port numbers.

To authenticate the user before proxy configuration, click Authentication. In the HTTP
Proxy Authentication dialog box, select Use Authentication, specify the username and
password, then click OK.
+ Automatic proxy configuration: Lets you automatically configure the proxy from a
certain URL by specifying the URL.
13 Click Next to display the Default System Requirements for the Novell Linux Desktop Policy
page.

Create New Novell Linux Desktop Policy  NLD ?
#X Step 7: Default system requirements for Novell Linux Desktop policy

The following condition is added as a default systern requirement to this policy.

If the minimum supparted version requirement is remaved then the policy may not be
fully applied and effective on the target device.

&pply policy on devices with distribution »= Mowell Linux Desktop 9

<¢ Back Mext >» Cancel

14 Specify the minimum version of Novell Linux Desktop required for all policy settings to be
effective. Policy settings are applied only if a device has the same version or a newer version of
the Novell Linux Desktop. If a device does not have Novell Linux Desktop 9 or newer, the
policy does not apply correctly.

Even if you do not include this setting in the policy, the system checks for Novell Linux
Desktop. If it does not find Novell Linux Desktop, an error message is generated and the policy
is not applied.

NOTE: To ensure successful enforcement of all configured items, you need Novell Linux
Desktop 9 with Support Pack 2 with GNOME.

15 Click Next to display the Summary page.

16 Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the Novell Linux Desktop policy is created but it does not have devices
assigned or a schedule specified. At some point in the future, you need to configure additional
options for the policy by continuing with Section 17.4, “Assigning Policies,” on page 178.

or
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Click Next to display the Policy Assignment page to perform the following tasks:
+ Specify assignments for this policy
+ Specify the schedule for this policy
+ Specify groups for this policy

Create New Novell Linux Desktop Policy  NLD
&N Step 9: Policy Assignments

Specify the assignments for this policy:

[] Hame In Folder

Mo dtems selected, click add fo select Trems

| <<Back || Mext>> | | Cancel |

17 Assign the policy to the devices.
17a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

17b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

17¢ Click OK.
18 Click Next to display the Policy Schedule page.

Create New Novell Linux Desktop Policy  NLD
#X° Step 10: Policy Schedule

Select the schedule to apply to the policy assignments:

Schedule Type:
Mo Schedule A

| << Back || Next >> | | Cancel |

19 Select the schedule to apply to the assignments from the drop-down list, then select the desired
options, which vary, depending on the schedule type you select.

The settings you configure on this page determine when the policy is applied to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules and
their options.
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20 Click Next to display the Policy Groups page.

Create New Novell Linux Desktop Policy  NLD
“N Step 11: Policy Groups

Specify the groups for this policy:

[] Hame In Folder

Mo Trems selected, click add o select Trems

| << Back || Next >> | | Cancel |

21 (Optional) Click 4dd to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for
each policy you create. For more information, see Section 17.3, “Creating Policy Groups,” on
page 175.

22 Click Next to display the Finish page.

23 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured according to the
settings on the Finish page.

16.6 Remote Execute Policy

The Remote Execute policy is used to execute any Script, Binary, or Java file.
To configure the Remote Execute policy:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.
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3 Inthe Policy Type list, click Remote Execute Policy, then click Next to display the Policy Name
page.

Create New Remote Execute Policy ?
&N Step 2: Policy Name

Specify the name of the new palicy:

Policy Marme: *
Folder: *

/Policies

Description:

Fields marked with a blue asterisk are required.

<< Back Mext »>» Cancel

4 Fill in the fields:

¢ Policy name: (Required) Provide a unique name for the policy. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that this policy will be created
in. Folders display in the ZENworks Control Center.

¢ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.
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5 Click Next.

=)

Create New Remote Execute Policy Remote_Execute
“N' Step 3: Remote Execute Policy

Executable Type: Script A

Do not wait

@ \Wait till the program completes the
execution

O wait Far SEC

thaximum Waiting Time:

Script to run: Specify afile A
script file name: *
[e.g. fusrflocalf xyz. pl)
Script parameters:
[e.g. abc efg)
Script engine: *
[e.g. fusr/localfbind perl)
Script engine parameters:

[e.g. -c abc -5 efg]

Fields marked with a blue asterisk are required.

<¢ Back Mext >» Cancel

6 Select the desired options:

Executable type: Select an executable type to run on a managed device (script, binary, or
Java). Depending on the executable type you select, different options are available, as
described below.

Maximum waiting time: Indicate the waiting time after starting the script, binary, or Java
program. The following table explains the available options:

Option Description

Do not wait The Remote Execute enforcer does not wait for the program to
be completed.

Wait till the program completes =~ The Remote Execute enforcer waits for the program to be
the execution completed.

Wait for <n> sec Indicates how many seconds the Remote Execute enforcer
should wait after starting the program.

NOTE: The launched program is not terminated by the enforcer if you select the Do not wait
or Wait for <n> sec options.

(Conditional) If you chose Script in the Executable Type field in Step 6 on page 156, the
following options are available:
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Script to run: Select an option from the drop-down list:
+ Specify a file: Fill in the fields:

Script filename: Specify the complete absolute path, including the filename, of the script
you want to run on a managed device.

Script parameters: Specify any parameters to be passed to the specified script file. If you
want to specify Shell operators such as redirection operators in Script parameter, then you
must select Script in the Executable Type field and Define your own script in the Script to
run field.

Script engine: Specify the name and location of the script engine that runs the script. For
example, /usr/bin/perl.

Script engine parameters: Specify any parameters to be passed to the specified script
engine.

+ Define your own script: Type your script in the box.

(Conditional) If you chose Binary in the Executable Type field in Step 6 on page 156, the
following options are available:

Executable file name: Specify the complete absolute path, including the filename, of the
binary program you want to run on a managed device.

Executable file parameters: Specify any parameters to be passed to the specified binary
program.

NOTE: You cannot perform shell operations, such as redirection using the executable type
Binary. You can use Executable file parameters to pass only those parameters that are required
by the executable specified in the Executable file name field. If you want to use shell
operations, define your own script.

(Conditional) If you chose Java in the Executable Type field in Step 6 on page 156, the
following options are available:

Java program name: Specify the Java program you want to run on a managed device.
Program parameters: Specify any parameters to be passed to the specified Java program.

Java Runtime Executable (JRE): Specify the complete path, including the Java Runtime
Executable (JRE) name. JRE is used to interpret the Java binary file.

JRE parameters: Specify the parameters to be passed to the Java Runtime Executable (JRE).

NOTE: The Own Defined Script specified in the Remote Execute policy is executed in the
shell specified by the environment variable SHELL. The value of the variable SHELL is taken
from the environment in which ZENworks Management daemon runs. If a value is not
specified, then /bin/sh is used, which is a default value.

7 Click Next to display the Summary page.

Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the Remote Execute policy is created but it does not have devices assigned
or a schedule specified. At some point in the future, you need to configure additional options
for the policy by continuing with Section 17.4, “Assigning Policies,” on page 178.

or
Click Next to display the Policy Assignment page to perform the following tasks:

* Specify assignments for this policy
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* Specify the schedule for this policy
¢ Specify groups for this policy

Create Mew Remote Execute Policy | Remote_Execute
&N Step 5: Policy Assignments

Specify the assignments for this policy:

[] Hame In Folder

Mo Trems selected, click add o select Trems

| << Back || Next >> | | Cancel |

9 Assign the policy to the devices.
9a Click 4dd to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

9b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

9c Click OK.

10 Click Next to display the Policy Schedule page, then select the schedule to apply to the
assignments.

The settings you configure on this page determine when the policy is applied to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules.

NOTE: If you select Day of the Week Specific as the schedule type and Start Immediately at
Start Time, and then Repeat until End Time Every, and if the Start Time and End Time spans
midnight, the Remote Execute policy is executed only at the Start Time and fails to repeat
execution.
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11 Click Next to display the Policy Groups page.

Create New Remote Execute Policy Remote_Execute
&N Step 7: Policy Groups

Specify the groups for this policy:

[] Hame In Folder

Mo Trems selected, click add o select Trems

| <¢<Back | Hext>> | | Cancel |

12 (Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for
each policy you create. For more information, see Section 17.3, “Creating Policy Groups,” on
page 175.

13 Click Next to display the Finish page.

14 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured per settings on the
Finish page.

16.7 SUSE Linux Enterprise Desktop Policy

The SUSE Linux Enterprise Desktop policy is used to configure the SUSE Linux Enterprise
Desktop settings on a device.

To configure the SUSE Linux Enterprise Desktop policy:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.
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3 Inthe Policy Type list, click SUSE Linux Enterprise Desktop Policy, then click Next to display
the Policy Name page.

Create Mew SUSE Linux Enterprise Desktop Policy
“N Step 2: Policy Name

Specify the name of the new policy.

Policy name: *

Folder: *

|fF‘o|icies |

Description:

Enabled fields marked with a blue asterisk are required.

| <<Back || MNedt>> | | Cancel |

4 Fill in the fields:

¢ Policy name: (Required) Provide a unique name for the policy. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that this policy will be created
in. Folders display in the ZENworks Control Center.

¢ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.
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5 Click Next to display the SUSE Linux Enterprise Desktop Main Menu Settings page.

Create Mew SUSE Linux Enterprise Desktop Policy  SLED T
&N Step 3: SUSE Linux Enterprise Desktop Main menu Settings

Select items from the list below to disable or remove or configure the associated feature of the main menu on the users desktop,
For the selected item, wherever required, provide a value, and optionally, lock the setting to prevent the value from being changed after it is set,

[ Remavwe Search fram Main Menu
[] Remove Recently Used Applications from Main menu File area
[0 Remove Recent Documents from A4ain menu File area

[0 Favorite Applications Configuration
Rerove Favorite spplications from fain menu File area

Configure Favorite Applications =]

v
add from default list

[] Remove Application Browser fram kain denu

[0 System area configuration

Remave System area from Main kenu

Configure System area =]
Included items Excluded items ~

[0 Remove Status area from ain Menu

Enabled fields marked with a blue asterizk are required.

<< Back | | Hext>> | Cancel

6 Select the desired options (by default, all options are disabled).

Selecting an item from the list disables or removes the associated feature on the user's desktop.
The user cannot access menu items or controls associated with the feature.

Remove Search from Main Menu: Lets you remove Search from the main menu of the user's
SUSE Linux Enterprise Desktop.

Remove Recently Used Applications from the Main Menu File Area: Lets you remove the
recently used applications from the main menu file area of the user's SUSE Linux Enterprise
Desktop.

Remove Recent Documents from Main Menu File Area: Lets you remove the recent
documents from the main menu file area of the user's SUSE Linux Enterprise Desktop.

Favorite Applications Configuration: Lets you configure the following settings:

+ Remove Favorite Applications from Main Menu File Area: Lets your remove favorite
applications from the main menu file area of the user's SUSE Linux Enterprise Desktop.

+ Configure Favorite Applications: Lets you to add or remove items from *he Favorite
Applications list. Selecting this option locks its setting. To unlock it, click al

To add an application to the list, specify the application name and click Add. You can also
add from the default list.

To remove an application from the list, select the application you want to delete, and click
Remove.
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Remove Application Browser from Main Menu: Lets you remove the application browser
from the main menu of the user's SUSE Linux Enterprise Desktop.

System Area Configuration: Lets you configure the following settings:

+ Remove System Area from Main Menu: Lets you remove the system area from the
main menu of the user's SUSE Linux Enterprise Desktop.

¢ Configure System Area: Lets you to configure items in the system area of the main menu
of SUSE Linux Enterprise Desktop. In the Included Items list, select an item you want to
remove from the user's System menu, and move it to the Excluded Items list.

Remove Status Area from the Main Menu: Removes the status area from the main menu of
the user's SUSE Linux Enterprise Desktop.

7 Click Next to display the SUSE Linux Enterprise Desktop General Lockdown and Control
Center Action List Settings page.

Create Mew SUSE Linux Enterprise Desktop Policy  SLED s
€N Step 4: SUSE Linux Enterprise Desktop general Lockdown and Control Center Action List settings

Select iterns from the list below to disable or remove or configure the associated feature on the users desktop.

For the selected item, wherever required, provide a value, and optionally, lock the setting to prevent the value from being changed after it is set.
[ Remove panel configuratian

Disable launcher creation

Rernove computer icon from desktop

Remaove trash icon from desktop

Remove user's home icon from desktop

o Ooogoo g

Configure Control Center action list &
(Mote: each action iz the task nare to be displayed in the control-center followed by a ™" seperator then the file narme of an assosiated .desktop file to
launch for that task. e.g. Change Desktop Background;background. desktop)

A

b
Add from default list

<< Back

Cancel

8 Select the desired options (by default, all options are disabled).

Selecting an item from the list disables or removes the associated feature on the user's desktop.
The user cannot access menu items or controls associated with the feature.

Remove Panel Configuration: Lets you prevent users from configuring a panel. If you select
this option, users cannot add and remove the icons on the panel.

Disable Launcher Creation: Lets you prevent users from creating application launchers.

Remove Computer Icon from Desktop: Lets you remove the computer icon from users'
desktops.

Remove Trash Icon from Desktop: Lets you remove the trash icon from users' desktops.

Remove User's Home Icon from Desktop: Lets you remove the Home icon from users'
desktops.

Configure Control Center Action List: Lets you to add or remove items from the Control
Center action list. Selecting this option locks its setting. To unlock it, click =1]

To add an item to the list, specify the application name and click Add. You can also add from
the default list.

162 Novell ZENworks 7.2 Linux Management Administration Guide



9

10

To remove an item from the list, select the application you want to delete, and click Remove.

Click Next to display the SUSE Linux Enterprise Desktop Proxy Settings page.

Create New SUSE Linux Enterprise Desktop Policy  SLED T
N Step 5: SLEDPolicy. proxy.title

Click the checkboxes to select settings which will be enforced on the desktop.

For each setting you select, provide a value, and optionally, lock the setting to prevent the value from being changed after it is set.

&

[J Background image file name ~
[eg. fopt/gnome/sharefimages/roses.jpeg)

[ Background positian & I
[0 gackground shade =) I
=z

Theme file name *
[eg. fopt/gnomes shares thermes/ metacity/ index. theme)

O Proxy Settings &

Direct internet connection

Manual proxy configuration

HTTP Proxy ™ Port ™
HTTP Secure Proxy Port*
FTP Proxy Port*
Socks Proxy Port ™

Autormatic proxy configuration

Autoconfiguration URL

Enabled fields marked with a blue asterisk are required.

<< Back

Cancel

Select the desired options (by default, all options are disabled).

For each option you enable, provide a value. Whan you enable an option, it is locked by
default. You can unlock the option by clicking B The options that are not enabled are
excluded from the policy and are not applied to the device.

Background Image Filename: Lets you specify the filename and complete location of a
background image. This image file is displayed as a background on users' desktops. The file
should exist on the managed device at the specified location.

Background Position: Lets you specify background image display options. Center displays an
image in the center of the screen, Fill Screen stretches the image to cover the entire screen,
Scaled enlarges the image until the image meets the screen edges, and Tiled repeats the image
over the screen. Select No Background to prevent the image from being displayed on the
desktop.

Background Shade: Lets you choose an available shade to decorate the background. Select
Solid to have the background image uniform across the desktop. Select Vertical to have the
image become darker as you go up, and select Horizontal to have the image become darker as
you go from left to right.

Theme Filename: Lets you specify a theme file name and its complete location. The
appearance of the windows, icons, buttons, and other graphical user interface controls are
changed according to the selected theme.

Proxy Settings: Specify a proxy setting:

+ Direct Internet Connection: Lets users connect to the Internet without using the proxy
server.
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+ Manual Proxy Configuration: Lets you manually configure the proxy. Specify the
HTTP Proxy value, HTTP Secure Proxy value, FTP Proxy value, Socks Proxy value, and
corresponding port numbers.

To authenticate the user before proxy configuration, click Authentication. In the HTTP
Proxy Authentication dialog box, select Use Authentication, specify the username and
password, then click OK.

+ Automatic Proxy Configuration: Lets you automatically configure the proxy from a
certain URL by specifying the URL.

11 Click Next to display the Default System Requirements for the SUSE Linux Enterprise Desktop
Policy page.

Create Mew SUSE Linux Enterprise Desktop Policy  SLED
€N Step 6: Default system requirements for SUSE Linux Enterprise Desktop policy

The following condition iz added as a default system requirernent to this policy.
If the minimum supported version requirement is removed, the policy may not be fully applied and effective on the target device,

i} apply policy on devices with distribution = SUSE Linux Enterprise Desktop 10

[ <<Back || Memt>> | | Cancel |

12 Specify the minimum version of SLED Linux Enterprise Desktop required for all policy
settings to be effective. Policy settings are applied only if a device has the same version or a
newer version of the SLED Linux Enterprise Desktop. If a device does not have SLED Linux
Enterprise Desktop 10 or newer, the policy does not apply correctly.

Even if you do not include this setting in the policy, the system checks for SLED Linux
Enterprise Desktop. If it does not find SLED Linux Enterprise Desktop, an error message is
generated and the policy is not applied.

13 Click Next to display the Summary page.

14 Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the SUSE Linux Enterprise Desktop policy is created but it does not have
devices assigned or a schedule specified. At some point in the future, you need to configure
additional options for the policy by continuing with Section 17.4, “Assigning Policies,” on
page 178.

or
Click Next to display the Policy Assignment page to perform the following tasks:
+ Specify assignments for this policy
+ Specify the schedule for this policy
* Specify groups for this policy
Create New SUSE Linux Enterprise Desktop Policy  SLED
&N Step 9: Policy Assignments

Specify the assignments for this policy.

[] Mame In Folder

No items selected, click add to select items

| <<Back | ! MNexd> ! | Cancel |

164 Novell ZENworks 7.2 Linux Management Administration Guide



15

16

17

18

19

Assign the policy to the devices.
15a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

15b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

15¢ Click OK.
Click Next to display the Policy Schedule page.

Create New SUSE Linux Enterprise Desktop Policy  SLED
&N Step 10: Policy Schedule

Select the schedule to apply to the policy assignments.

Schedule Type:
Mo Schedule hd

| <<Back || HNed>> | | Cancal |

Select the schedule to apply to the assignments from the drop-down list, then select the desired
options, which vary, depending on the schedule type you select.

The settings you configure on this page determine when the policy is applied to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules and
their options.

Click Next to display the Policy Groups page.

Create New SUSE Linux Enterprise Desktop Policy  SLED
&N Step 11: Policy Groups

Specify the groups for this policy.

[] Mame In Folder

No items selected, click add to select items

| <<Back | i MNed>> | | Cancel |

(Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for
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each policy you create. For more information, see Section 17.3, “Creating Policy Groups,” on
page 175.

20 Click Next to display the Finish page.

21 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured according to the
settings on the Finish page.

16.8 Text File Policy

The Text File policy is used to make changes to any text file on a device.
To configure the Text File policy:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.
3 In the Policy Type list, click Text File Policy, then click Next to display the Policy Name page.

Create Mew Text File Policy 7
&~ Step 2: Policy Name

Specify the name of the new policy:

Policy Name: ™
Folder: *

/Policies

Description:

Fields marked with a blue asterisk are required.

<< Back Hext >> Cancel

4 Fill in the fields:

¢ Policy name: (Required) Provide a unique name for the policy. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that this policy will be created
in. Folders display in the ZENworks Control Center.
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¢ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.

5 Click Next to display the General page.

% Mowel| ZENwarks Cantrol Center - Mozilla Firefox

Bls Gt Yew G0 [eolmads ook e o

Novell. ZENworks. NS
AV R
SR A E Home  Dawices  Policie  Bundles  Boperts  Confipuation  Teok m
Wizand Steps #
1. Palicy Type Fafiies 3 Create Hew Paticy
2. Policy Name
3. Text Filp Policy, General Create How Text File Policy  text file T
Pago 5 Step 3: Text File Palicy, General Pags
File details:
File name: *
le.g fetedsambar smb.conf]
aximum rumber of wersion[s) to retain [1 to 25: * 5
Change details
change nama: *
Chahge made: Searchile 5
Search string: ™
(e.g. “abc™s)
Case sensitive: =
Search pcourene; First acouirence w
Rasult setion: Add lines after curent line -
Hew string: *
File creatban options
[Clcreats the fils, if it does not exist 4
[ ]

6 Select the desired options:
Filename: Specify the name and the complete path of a file you want to change.

Maximum number of versions to retain: Specify the maximum number of backups to be
maintained for a file that has been changed. If the maximum limit of backups is reached, the
oldest backup of a file is deleted. The backup is created in the same location as the specified
file.

Change name: Specify the name of the change you want to perform in the file. If you want to
make more than one change in the same file, go to the Settings page.

Change mode: Select an option from the drop-down list:
+ Search file: Lets you search for the given text in the entire file. Fill in the fields:

¢ Search string: Specify the text you want to search for in a given file. The search
string can be simple text or a regular expression. For detailed information on regular
expressions, click the L£] button.

Case sensitive: Select this option to distinguish between uppercase and lowercase
characters. When Case sensitive is selected, the system finds only those instances in
which the capitalization matches the text you have specified in the search string.

Search occurrence: Indicates the occurrence of the search text you have given. The
available options are First Occurrence, Last Occurrence, and Find All Occurrences.
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For example, if you select First Occurrence, the system finds the first occurrence of
the search string and performs the specified action on it.

Result action: Select the operation from the drop-down list that you want perform
on the specified search text.

+ Append lines to file: Lets you append the given lines of text to the file
+ Prepend lines to file: Lets you prepend the given lines of text to the file.

New string: Specify the text to be used for carrying out the specified action in the file. For
example, you can select to replace a search string with a new string.

Create the file, if it does not exist: Allows you to create the specified file, if it does not exist.
The file is created with the specified contents.

Contents of the file: Allows you to add contents to the specified file. This option is available
only if you select the Create the file, if it does not exist option. The file is created with owner
and group set to root and r w - 1 - - 1 - - (644) permission. If any directory specified in the
absolute file path does not exist, then it is created with owner and group set to rootandrw x r -
X 1- X (755) permission. You can modify the ownership and permissions by configuring a script
in the Post Change Action pane. (The Post Change Action pane is located in the Script page. To
access the Script page, click Nex? in the General Page user interface.)

Apply the change details: Applies the settings configured in the Change Details pane. By
default, this option is selected when you select the Create the file, if it does not exist option.

7 Click Next to display the Script Page.

Create Mew Text File Policy  Text_File
&~ Step 4: Text File Policy, Script Page

=)

Pre-change action:
Execute the following before modifying the text file(s)

Executable Type: MNaone A

Action when the execution
fails:

Post-change action:
Execute the following after modifying the text file(s)

Executable Type: MNaone A

Fields marked with a blue asterisk are required.

<¢ Back Mext >» Cancel

8 Fill in the fields:
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Pre-change action: Specify the actions to perform before modifying the text files:

+ Executable type: Select the executable type from the drop-down list that you want to run
before modifying the file. The available options are None, Binary, Java, and Script.

(Conditional) If you chose Script in the Executable type field, the following options are
available:

Script to run: Select an option from the drop-down list (Specify a File or Define Your
Own Script):

+ Specify a file: Fill in the fields:

Script filename: Specify the complete path, including the filename, of the script you
want to run on a managed device.

Script parameters: Specify any parameters to be passed to the specified script file.

Script engine: Specify the name and location of the script engine that runs the script.
For example, /usr/bin/perl.

Script engine parameters: Specify any parameters to be passed to the specified
script engine.

¢ Define your own script: Type your script in the box.

(Conditional) If you chose Binary in the Executable type field, the following options are
available:

Executable file name: Specify the complete path, including the filename, of the binary
program you want to run on a managed device.

Executable file parameters: Specify any parameters to be passed to the specified binary
program.

(Conditional) If you chose Java in the Executable type field, the following options are
available:

Java program name: Specify the Java program you want to run on a managed device.

Program parameters: Specify any parameters to be passed to the specified Java
program.

Java Runtime Executable (JRE): Specify the complete path, including the Java
Runtime Executable (JRE) name. JRE is used to interpret the Java binary file.

JRE parameters: Specify the parameters to be passed to the Java Runtime Executable
(JRE).

NOTE: The Own Defined Script specified in the Remote Execute policy is executed in the
shell specified by the environment variable SHELL. The value of the variable SHELL is
taken from the environment in which ZENworks Management daemon runs. If a value is
not specified, then /bin/sh is used, which is a default value.

Action when the execution fails: Select an action you want the system to perform when
an execution fails. You can continue modifying the file by selecting Continue modifying
the text file or you can stop the modifications in the file by selecting Do not modify the text

file.

NOTE: The backup of the text file is taken after the pre-change action completes the
execution and before the text file modification starts.
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Post-change action: Specify the actions to perform after the actual changes are done in the
file.

+ Executable type: Select the executable type you want to run after modifying the file.
Select Binary, Java, Script, or None from the drop-down list. Depending on which type
you select, the available options vary. For more information about the specific options, see
the descriptions in the Pre-Change Action section directly above.

9 Click Next to display the Summary page.

10 Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the Text File policy is created but it does not have devices assigned or a
schedule specified. At some point in the future, you need to configure additional options for the
policy by continuing with Section 17.4, “Assigning Policies,” on page 178.

or

Click Next to display the Policy Assignment page to perform the following tasks:
* Specify assignments for this policy
+ Specify the schedule for this policy
+ Specify groups for this policy

Create Mew Text File Policy | Text_File
#N Step 6: Policy Assignments

Specify the assignments for this policy:

] Hame In Folder

Mo Thems selected, click add fo select ftems

| <<Back || MNext>> | | Cancel |

11 Assign the policy to the devices.
11a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

11b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

11c Click OK.

12 Click Next to display the Policy Schedule page, then select the schedule to apply to the
assignments.

The settings you configure on this page determine when the policy is applied to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules.
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13

14

15
16

Click Next to display the Policy Groups page.

Create New Text File Policy | Text_File
&N Step 8: Policy Groups

Specify the groups for this policy:

[] Hame In Folder

Mo Trems seldected, click add fo select ftems

| << Back || Next >> | | Cancel |

(Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for
each policy you create. For more information, see Section 17.3, “Creating Policy Groups,” on
page 175.

Click Next to display the Finish page.

Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured according to the
settings on the Finish page.
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Managing Policies

Novell® ZENworks® Linux Management Policies give you the ability to define and lock down
configuration settings of various applications on managed devices. ZENworks Linux Management
provides policies for a number of popular applications, plus powerful tools to create customized
policies for other applications. In addition to creating policies, as described in Chapter 16, “Creating
Policies,” on page 121, you can create groups and folders to assign policies to, edit existing policies,
and more.

The following sections contain additional information:

¢ Section 17.1, “Creating Policies,” on page 173

¢ Section 17.2, “Creating Folders,” on page 174

¢ Section 17.3, “Creating Policy Groups,” on page 175

¢ Section 17.4, “Assigning Policies,” on page 178

¢ Section 17.5, “Removing Policy Assignments,” on page 179

¢ Section 17.6, “Adding Policies to Existing Groups,” on page 180

¢ Section 17.7, “Editing Policies,” on page 180

+ Section 17.8, “Editing System Requirements,” on page 190

¢ Section 17.9, “Refreshing Policies,” on page 192

¢ Section 17.10, “Verifying Policy Enforcement,” on page 192

¢ Section 17.11, “Renaming, Copying, or Moving Policies,” on page 193
¢ Section 17.12, “Deleting Policies, Policy Groups, and Folders,” on page 194

¢ Section 17.13, “Unenforcing Policies,” on page 195

17.1 Creating Policies

Step-by-step instructions to create policies are contained in Chapter 16, “Creating Policies,” on
page 121.

ZENworks lets you create seven types of policies:
+ Epiphany policy: Configures the Epiphany Web browser. For step-by-step instructions to
create this policy, see Section 16.1, “Epiphany Policy,” on page 121.

¢ Evolution policy: Configures the Evolution™ e-mail client. For step-by-step instructions to
create this policy, see Section 16.2, “Evolution Policy,” on page 127.

+ Firefox policy: Configures the Firefox Web browser. For step-by-step instructions to create
this policy, see Section 16.3, “Firefox Policy,” on page 133.

¢ Generic GNOME policy: Configures GConf applications. For step-by-step instructions to
create this policy, see Section 16.4, “Generic GNOME Policy,” on page 140.

¢ Novell Linux Desktop policy: Configures the Novell Linux Desktop settings. For step-by-step
instructions to create this policy, see Section 16.5, “Novell Linux Desktop Policy,” on
page 146.
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+ Remote Execute policy: Executes a script, binary, or Java file. For step-by-step instructions to
create this policy, see Section 16.6, “Remote Execute Policy,” on page 154.

+ Text File policy: Applies changes to a text file. For step-by-step instructions to create this
policy, see Section 16.8, “Text File Policy,” on page 166.

17.2 Creating Folders

A folder is an organization object that displays in the ZENworks Control Center interface, which is
the administrative tool for ZENworks Linux Management. A folder can contain various objects,
including subfolders, Policy, and Policy Group objects.

To create a folder:

1 In the ZENworks Control Center, click the Policies tab.

Home Devices Policies Bundles Reports Configuration

Policies

[] status Hame Type

O @ & Epiphany Epipharty Palicy

[0 @& ‘#& Evolution Evolution Palicy

O @ @& rirsfox Firefox Policy

O @& "& wuo Movell Linux Desktop Policy

| b |1-40f4 show 10 ¥ items

2 Click New, then click Folder to display the New Folder dialog box.
New Folder

Marne: *

Folder: *
/Palicies =

Description:

Fields marked with a blue asterisk are required.

[ 0K | | cancel |
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3 Fill in the fields:
+ Name: Provide a unique name for your folder. This is a required field.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: Type the name or browse to the folder that contains this folder in the ZENworks
Control Center interface.

+ Description: Provide a short description of the folder's contents.
4 Click OK.

17.3 Creating Policy Groups

A policy group lets you organize policies to ease administration and to provide easier assigning and
scheduling of the policies in the policy group.

To create a policy group:

1 In the ZENworks Control Center, click the Policies tab.

Home Devices Policies Bundles Reports Configuration

Policies

[] status Hame Type

O @ & epiphany Epiphany Palicy

O @ % Evolution Evolution Palicy

O @ & Firefox Firefox Policy

O & & no Movwell Linux Desktop Policy

| b |1-40f4 show 10 v ftems
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2 Click New, then click Policy Group to display the Basic Information page.

Create Mew Group 7
&% Step 1: Basic Information

Group Mame: *
Folder: ©

/Policies

Description:

Fields marked with a blue asterizk are required.

Hext »» Cancel

3 Fill in the fields:

¢ Group name: (Required) Provide a unique name for your policy group. The name you
provide displays in the ZENworks Control Center interface (the administrative tool for
ZENworks Linux Management) and in the user interface.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

¢ Folder: (Required) Type the name or browse to the folder that contains this policy group.

¢ Description: Provide a short description of the policy group's contents. This description
displays in the ZENworks Control Center.

4 Click Next to display the Summary page.

Review the information on the Summary page, making any changes to the policy-group
settings by using the Back button as necessary.

Depending on your needs, you can create the policy group now or you can specify members,
assignments, and schedules for this policy group.

5 Click Finish to create the policy as configured according to the settings on the Summary page.
If you click Finish, the policy group is created but it does not have members, devices assigned,
a schedule, and so forth. At some point in the future, you need to configure additional options
for the policy group by continuing with Section 17.4, “Assigning Policies,” on page 178.

or

Click Next to display the Add Group Members page to perform the following tasks:
+ Specify members for this policy group
+ Specify assignments for this policy group

* Specify the schedule to apply the policy-group assignments
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Create Mew Group  Policies
&~ Step 3: Add Group Members

Specify the members for this group:

[] Hame In Folder

Mo Trems selected, click add o select Trems

| << Back || Next >> | | Cancel |

6 Specify the policies to include in this policy group.
6a Click Add to browse for and select the appropriate policy objects.

6b Click the underlined link in the Name column to select the desired policies and display
their names in the Selected list box.

6¢c Click OK.
7 Click Next to display the Add Assignments page.

Create New Group  Policies
X Step 4: Add Assignments

specify the assignments for this group:

[] Hame In Folder

Mo Trems selected, click add o select Trems

| << Back || Next >> | | Cancel |

8 Assign the policy group to the desired devices.
8a Click Add to browse for and select the appropriate device objects.
You can also select Folder or Group objects.

8b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

8c Click OK.
9 Click Next to display the Schedule page.
10 Select the schedule to apply to the assignments.

The settings you configure on this page determine when the policies in the policy group are
assigned to devices.

See Section 15.3, “Schedules,” on page 116 for information about the available schedules.
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11 Click Next to display the Summary page, then review the information, making any changes to
the settings by using the Back button as necessary.

12 Click Finish.

17.4 Assigning Policies

When you assign policies, you specify device assignments and assignment schedules for an existing
policy.

When you created policies, midway through the Create Policy Wizard, you were given the choice of
clicking Finish or Next.

If you clicked Finish, the policy was created without assigning devices to it, specifying assignment
schedules, or specifying groups for the policy. Before the policy can be applied to assigned devices,
you must complete the following steps. If you clicked Next, you have already performed the
following procedure as part of the policy-creation process.

1 Inthe ZENworks Control Center, click the Policies tab, select the desired policy in the Policies
list by checking the box next to its name, click Action, then click Assign Policy to display the
Policy Assignments page.

Assign Policy
“N' Step 1: Devices to be Assigned

Select the devices to be assigned to the previously selected policies,

[] Hame In Folder

Mo ftems selected, click add to select ftems

<< Back | Mext>>» | | Cancel |

2 Assign the policy to the desired devices.
2a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

2b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Group object is the preferred method of assigning the policy.
Assigning the policy to a large number of objects (for example, more than 250) might
cause increased server utilization.

2c Click OK.
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3 Click Next to display the Schedule page.

Assign Policy ?
&~ Step 2: Schedule

Specify the schedule to use for the assignments,

Schedule Type:
Mo Schedule A

Cancel

<< Back

4 Seclect the schedule to apply to the assignments.
The settings you configure on this page determine when the policy is applied to devices.

Depending on the type of policy you are assigning, the available schedules vary. See
Section 15.3, “Schedules,” on page 116 for information about the available schedules.

5 Click Next to display the Finish page.

6 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to assign the policy as configured according to the
settings on the Finish page.

In addition to the preceding steps to assign policies, the following are other options to assign a
policy to devices:

+ By selecting a policy and then using the Assignments section of the policy's Summary page.

+ By selecting a device, device group, or folder and then selecting Assign Policy in the Action
menu.

+ By using the Effective Policy section on the device's Summary page.

17.5 Removing Policy Assignments

You can remove the policy assignments by selecting a policy and then removing the device from the
Assignments section on the Policy Summary page. You can also do this by clicking the appropriate
device on the Devices page and disassociating a policy by using the Effective Policies section.

After a policy is disassociated from a device, it is unenforced on the device. For more details on
unenforcement of a policy, see Section 17.13, “Unenforcing Policies,” on page 195.

You do not need to delete a policy to disassociate it from a device.
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17.6 Adding Policies to Existing Groups

Using policy groups eases administration efforts by letting you group several policies so you can use
common assignments, schedules, and so forth, rather than configuring these settings for each policy
you create.

1

In the ZENworks Control Center, click the Policies tab, select the desired policy in the Policies
list by selecting the box next to its name, click Action, then click Add to Group to display the
Targets page.

Add To Group
&N Step 1: Targets

Select the groups that will contain the items.

[] Hame In Folder

Mo frems selected, click add o select ftems

<< Back i Mext>> | | Cancel |

2 Click Add to open the Select Groups dialog box, click the desired objects to add them to the

Selected list, then click OK to display the selected groups in the list on the Targets page.

3 Click Next to display the Finish page.

4 Review the information on the Finish page, making any changes to the settings by using the

Back button as necessary, then click Finish to add the policy to the group.

17.7 Editing Policies

You can edit an existing policy to change its description, add or remove assignments, add or remove
the policy from existing policy groups, change configuration settings, and more.

Following sections describes how you can edit different types of policies:

*

*

*

*

*

Section 17.7.1, “Editing Epiphany, Evolution, Firefox, and NLD Policies,” on page 181
Section 17.7.2, “Editing Generic GNOME Policies,” on page 183

Section 17.7.3, “Editing Remote Execute Policies,” on page 185

Section 17.7.4, “Editing Text File Policies,” on page 188

Section 17.7.5, “Viewing Policy Enforcement Status,” on page 190
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17.7.1 Editing Epiphany, Evolution, Firefox, and NLD Policies

You can edit, include, or remove lockdown settings, configuration settings, and system requirements
of the application policies. Epiphany, Evolution, Firefox, Novell Linux Desktop, and SUSE Linux
Enterprise Desktop policies are the application policies.

1 In the ZENworks Control Center, click the Policies tab.

Policies

Home

Devices

Bundles Reports Configuration

[ Status Hame
Cd
O
O
Ll

1|>|1—4nf4

@

Voag

¢ Epiphany

% Evolution

& Firefox

B NLD

Type

Epiphany Policy
Evolution Paolicy
Firefox Policy

MNowell Linux Desktop Policy

show 10 = ijtems

2 Click the policy's name to display the Summary page, then make the desired configuration
changes.

If you do not want to edit any item on the Summary page, skip to Step 3 on page 182.

Use the Summary page to view detailed information about the selected policy. This page
provides general information about the policy, lists the individual devices that are assigned to
the policy, displays an event log, shows upcoming events, and lists the groups that the policy

belongs to.

You can also use this page to edit the policy's description, add or remove assignments for the
policy, and change other configuration settings, as described below.

2a Review the information in the General section, then make the desired configuration
changes (you can edit only the Revision and Description options in this section).

Policy type: Displays the policy type (Novell Linux Desktop Policy, Firefox Policy, and
so forth).

Revision: Displays the policy's revision number. To change the revision number, click

Increment Revision.

Number of errors not acknowledged: Displays the number of errors not acknowledged.

Number of warnings not acknowledged: A warning is anything that does not cause the
application of the policy to fail, but indicates minor problems. The number displayed
indicates the number of unacknowledged warnings, which display in the Event Log
section below.

GUID: Lists the selected object's GUID (global unique identifier), a randomly generated
string that provides a unique identifier for the policy. You cannot edit the object’s GUID.

Description: Displays the selected object's description, if one was provided when the
policy was created. The description provides a short description of the policy's purpose.

Click Edit to change the description, if necessary.
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2b Review the information in the Assignments section, then make the desired configuration
changes.

The Assignments section lists the devices, device groups, and device folders to which the
selected policy is assigned. You can also view the folder to which the device belongs and
the schedule. You can click the device object name to view information about that device
object.

You can also use the following options:

Advanced: Click Advanced to display the Edit Assignments page to display a list of the
devices that are assigned to the selected policy, the folder that contains each device, and
each device's schedule. You can use the Edit Assignments page to edit certain settings,
such as the schedule.

Add: Click Add to launch the Assign Policy Wizard to select the devices to be assigned to
the selected policy. For more information, see Section 17.4, “Assigning Policies,” on
page 178.

Remove: Select the device by selecting the check box next to the appropriate device
name, then click Remove to remove the device's assignment from this policy.

2c Review the information in the Event Log section, then make the desired changes.
The Event Log section lists all unacknowledged errors and warnings.

The Status column displays an icon indicating each item's status. Position the mouse
pointer over each icon to display a short message describing the status of the item.

To acknowledge an error or warning, click its name in the Event column, then click
Acknowledged in the Message Detail Information dialog box that displays. You can also
click Advanced, select the check box next to the appropriate event, then click
Acknowledge (a check mark displays on the right side of the Date column to indicate that
the item has been acknowledged).

2d Review the information in the Upcoming Events section.

The Upcoming Events section lists events scheduled for the selected policy. You can click
the calendar icon to display a calendar to view events for the desired date. You can also
use the arrows to view events for the previous or next day, week, or month.

2e Review the information in the Groups section, then make the desired configuration
changes.

The Groups section lists the groups that contain the selected policy.
You can also use the following options:

Advanced: Click Advanced to display the Edit Groups page to display a list of the groups
that contain the selected policy. You can click 4dd to open the Select Groups dialog box to
add the selected policy to existing groups. You can also remove a group by selecting the
check box next to the Name column, then clicking Remove to remove.

Add: Click Add to open the Select Groups dialog box, then click the blue arrow in the
Select column to select the desired group and display its name in the Selected list box.

Remove: Select the check box next to the appropriate group name, then click Remove to
remove the selected policy from the group.

3 Click the Details tab, then make the desired configuration changes. For more information about
the available options, see the section about the appropriate policy in Chapter 16, “Creating
Policies,” on page 121.
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3a To edit the system requirements of a policy, see Section 17.8, “Editing System
Requirements,” on page 190.

3b Click Apply to save any changes you have made.

4 After a policy is modified, the Revision field of the policy, which is available under the General
section of the Summary page, must be incremented for the updated policy to be applied to
associated devices. If the policy revision is not incremented, the changes made to the policy are
not applied on the device.

17.7.2 Editing Generic GNOME Policies

1 In the ZENworks Control Center, click the Policies tab.

Home Devices Policies Bundles Reports Configuration

Policies

[] status Hame Type
O @ % Epiphany Epiphamy Policy
O @ ' Evolution Evolution Policy
O @ & Firefox Firefox Palicy
@ A nD Mowell Linux Desktop Palicy

1|b|1—4m’4 show 10 * jtems

2 Click the policy's name to display the Summary page, then make the desired configuration
changes.

If you do not want to edit any item on the Summary page, skip to Step 3 on page 185.

Use the Summary page to view detailed information about the selected policy. This page
provides general information about the policy, lists the individual devices that are assigned to
the policy, displays an event log, shows upcoming events, and lists the groups that the policy
belongs to.

You can also use this page to edit the policy's description, add or remove assignments for the
policy, and change other configuration settings, as described below.

2a Review the information in the General section, then make the desired configuration
changes (you can edit only the Revision and Description options in this section).
Policy type: Displays the policy type as Generic GNOME policy.
Revision: Displays the policy's revision number. To change the revision number, click
Increment Revision.

Number of errors not acknowledged: Displays the number of errors that are not
acknowledged.

Number of warnings not acknowledged: A warning is anything that does not cause the
application of the policy to fail, but indicates minor problems. The number displayed
indicates the number of unacknowledged warnings, which display in the Event Log
section below.

GUID: Lists the selected object's GUID (global unique identifier), a randomly generated
string that provides a unique identifier for the policy. You cannot edit the object's GUID.
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Description: Displays the selected object's description, if one was provided when the
policy was created. The description provides a short description of the policy's purpose.
This description displays in the ZENworks Control Center interface.

Click Edit to change the description, if necessary.

2b Review the information in the Assignments section, then make the desired configuration
changes.

The Assignments section lists the devices, device groups and device folders to which the
selected policy is assigned. You can also view the folder to which the device belongs and
the schedule. You can click the device object name to view information about that device
object.

You can also use the following options:

Advanced: Click Advanced to display the Edit Assignments page, which includes a list of
the devices that are assigned to the selected policy, the folder that contains each device,
and each device’s schedule. You can use the Edit Assignments page to edit certain
settings, such as the schedule.

Add: Click Add to launch the Assign Policy Wizard to select the devices to be assigned to
the selected policy. For more information, see Section 17.4, “Assigning Policies,” on
page 178.

Remove: Select the device by clicking the check box next to the appropriate device name,
then click Remove to remove the device's assignment from this policy.

2c Review the information in the Event Log section, then make the desired changes.
The Event Log section lists all unacknowledged errors and warnings.

The Status column displays an icon indicating each item's status. Position the mouse
pointer over each icon to display a short message describing the status of the item.

To acknowledge an error or warning, click its name in the Event column, then click
Acknowledged in the Message Detail Information dialog box that displays. You can also
click Advanced, select the check box next to the appropriate event, then click
Acknowledge (a check mark displays on the right side of the Date column to indicate that
the item has been acknowledged).

2d Review the information in the Upcoming Events section.

The Upcoming Events section lists events scheduled for the selected policy. You can click
the calendar icon to display a calendar to view events for the desired date. You can also
use the arrows to view events for the previous or next day, week, or month.

2e Review the information in the Groups section, then make the desired configuration
changes.

The Groups section lists the groups that contain the selected policy.
You can also use the following options:

Advanced: Click Advanced to display the Edit Groups page, which includes a list of the
groups that contain the selected policy. You can click Add to open the Select Groups
dialog box to add the selected policy to existing groups. You can also remove a group by
selecting the check box next to the Name column, then clicking Remove to remove.

Add: Click Add to open the Select Groups dialog box, then click the blue arrow in the
Select column to select the desired group and display its name in the Selected list box.

Remove: Select the check box next to the appropriate group name, then click Remove to
remove the selected policy from the group.
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3 Click the Details tab, then make the desired configuration changes.

3a You can add a new key or directory by selecting the directory under which you want to
add the new key or directory. You can use the New menu to add a new key or directory.

If you want to configure more application keys using the same policy, the Import From a
Device option is more appropriate. You can configure the device, test it, and then import
the settings to update the policy.

You can import from the same device that was used to create the original policy or you can
import from any other device. When you import settings, you have additional options,
such as the following:

Add the new imported settings that are not present in the policy: Adds only those
GConf settings that are not part of existing policy settings. This is selected by default. Use
this option to update the policy by including more directories and keys.

Override the settings that are already present in the policy with the imported
settings: Overrides the existing settings with the imported policy settings. Use this option
to use the newly imported settings instead of the ones configured in the policy.

Remove settings from the policy that are not present among the imported settings:

Removes those policy settings that are not present in the imported settings. Use this
feature to discard any additional settings that might be present in the original policy and
that you do not want as a part of the updated policy.

3b Edit the minimum system requirements according to your preferences. To edit the system
requirements of the Generic GNOME policy, see Section 17.8, “Editing System
Requirements,” on page 190.

3¢ Click Apply to save any changes you have made.

4 After a policy is modified, the Revision field of the policy (under the General section of the
Summary page), must be incremented for the updated policy to be applied to associated
devices. If the policy revision is not incremented, the changes made to the policy are not
applied on the device.

17.7.3 Editing Remote Execute Policies

1 In the ZENworks Control Center, click the Policies tab.

Home Devices Policies Bundles Reports Configuration

Policies

[[] Status Hame Type

O @ & Epiphany Epiphany Policy

0 @& ‘% Evolution Ewolution Policy

O @ & Firefox Firefox Policy

O @ “& no Movell Linux Desktop Policy
1|b|1—4nf4 show 10 + items
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2 Click the policy's name to display the Summary page, then make the desired configuration
changes.

If you do not want to edit any item on the Summary page, skip to Step 3 on page 187.

Use the Summary page to view detailed information about the selected policy. This page
provides general information about the policy, lists the individual devices that are assigned to
the policy, displays an event log, shows upcoming events, and lists the groups that the policy
belongs to.

You can also use this page to edit the policy's description, add or remove assignments for the
policy, and change other configuration settings, as described below.

2a Review the information in the General section, then make the desired configuration
changes (you can edit only the Revision and Description options in this section).

Policy type: Displays the policy type as Remote Execute policy.

Revision: Displays the policy's revision number. To change the revision number, click
Increment Revision.

Number of errors not acknowledged: Displays the number of unacknowledged errors.

Number of warnings not acknowledged: A warning is anything that does not cause the
application of the policy to fail, but indicates minor problems. The number displayed
indicates the number of unacknowledged warnings, which display in the Event Log
section below.

GUID: Lists the selected object's GUID (global unique identifier), a randomly generated
string that provides a unique identifier for the policy. You cannot edit the object's GUID.

Description: Displays the selected object's description, if one was provided when the
policy was created. The description provides a short description of the policy's purpose.
This description displays in the ZENworks Control Center interface.

Click Edit to change the description, if necessary.

2b Review the information in the Assignments section, then make the desired configuration
changes.

The Assignments section lists the devices, device groups and device folders to which the
selected policy is assigned. You can also view the folder to which the device belongs and
the schedule. You can click the device object name to view information about that device
object.

You can also use the following options:

Advanced: Click Advanced to display the Edit Assignments page, which includes a list of
the devices that are assigned to the selected policy, the folder that contains each device,
and each device’s schedule. You can use the Edit Assignments page to edit certain
settings, such as the schedule.

Add: Click Add to launch the Assign Policy Wizard to select the devices to be assigned to
the selected policy. For more information, see Section 17.4, “Assigning Policies,” on
page 178.

Remove: Select the device by selecting the check box next to the appropriate device
name, then click Remove to remove the device’s assignment from this policy.

2c¢ Review the information in the Event Log section, then make the desired changes.

The Event Log section lists all unacknowledged errors and warnings.
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The Status column displays an icon indicating each item's status. Position the mouse
pointer over each icon to display a short message describing the status of the item.

To acknowledge an error or warning, click its name in the Event column, then click
Acknowledged in the Message Detail Information dialog box that displays. You can also
click Advanced, select the check box next to the appropriate event, then click
Acknowledge (a check mark displays on the right side of the Date column to indicate that
the item has been acknowledged).

2d Review the information in the Upcoming Events section.

The Upcoming Events section lists events scheduled for the selected policy. You can click
the calendar icon to display a calendar to view events for the desired date. You can also
use the arrows to view events for the previous or next day, week, or month.

2e Review the information in the Groups section, then make the desired configuration
changes.

The Groups section lists the groups that contain the selected policy.
You can also use the following options:

Advanced: Click Advanced to display the Edit Groups page, which includes a list of the
groups that contain the selected policy. You can click Add to open the Select Groups
dialog box to add the selected policy to existing groups. You can also remove a group by
selecting the check box next to the Name column, then clicking Remove.

Add: Click Add to open the Select Groups dialog box, then click the blue arrow in the
Select column to select the desired group and display its name in the Selected list box.

Remove: Select the check box next to the appropriate group name, then click Remove to
remove the selected policy from the group.

3 Click the Details tab, then make the desired configuration changes. For more information about
the available options, see Section 16.6, “Remote Execute Policy,” on page 154.

You can add system requirements to a policy. For more information, see Section 17.8, “Editing
System Requirements,” on page 190.

3a Click Apply to save any changes you have made.

4 After a policy is modified the Revision field of the policy (available under the General section
of the Summary page), must be incremented for the updated policy to be applied to associated
devices. If the policy revision is not incremented, the changes made to the policy are not
applied on the device.
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17.7.4 Editing Text File Policies

1 In the ZENworks Control Center, click the Policies tab.

Home Devices Policies Bundles Reports Configuration

Policies

[] status Hame Type

[0 @& & Epiphany Epiphany Palicy

O @ % Evolution Evolution Palicy

O @ @& Firefox Firefox Palicy

O @& "& wuo Movell Linux Desktop Policy

4|>|1-40f¢1 show 10 = items

2 Click the policy's name to display the Summary page, then make the desired configuration
changes.

If you do not want to edit any item on the Summary page, skip to Step 3 on page 189.

Use the Summary page to view detailed information about the selected policy. This page
provides general information about the policy, lists the individual devices that are assigned to
the policy, displays an event log, shows upcoming events, and lists the groups that the policy
belongs to.

You can also use this page to edit the policy's description, add or remove assignments for the
policy, and change other configuration settings, as described below.

2a Review the information in the General section, then make the desired configuration
changes (you can edit only the Revision and Description options in this section).

Policy type: Displays the policy type as Text File policy.

Revision: Displays the policy's revision number. To change the revision number, click
Increment revision.

Number of errors not acknowledged: Displays the number of unacknowledged errors.

Number of warnings not acknowledged: A warning is anything that does not cause the
application of the policy to fail, but indicates minor problems. The number displayed
indicates the number of unacknowledged warnings, which display in the Event Log
section below.

GUID: Lists the selected object's GUID (global unique identifier), a randomly generated
string that provides a unique identifier for the policy. You cannot edit the object's GUID.

Description: Displays the selected object's description, if one was provided when the
policy was created. The description provides a short description of the policy's purpose.
This description displays in the ZENworks Control Center interface.

Click Edit to change the description, if necessary.

2b Review the information in the Assignments section, then make the desired configuration
changes.

The Assignments section lists the devices, device groups and device folders to which the
selected policy is assigned. You can also view the folder to which the device belongs and

188 Novell ZENworks 7.2 Linux Management Administration Guide



the schedule. You can click the device object name to view information about that device
object.

You can also use the following options:

Advanced: Click Advanced to display the Edit Assignments page, which includes a list of
the devices that are assigned to the selected policy, the folder that contains each device,
and each device's schedule. You can use the Edit Assignments page to edit certain settings,
such as the schedule.

Add: Click Add to launch the Assign Policy Wizard to select the devices to be assigned to
the selected policy. For more information, see Section 17.4, “Assigning Policies,” on
page 178.

Remove: Select the device by selecting the check box next to the appropriate device
name, then click Remove to remove the device’s assignment from this policy.

2c Review the information in the Event Log section, then make the desired changes.
The Event Log section lists all unacknowledged errors and warnings.

The Status column displays an icon indicating each item's status. Position the mouse
pointer over each icon to display a short message describing the status of the item.

To acknowledge an error or warning, click its name in the Event column, then click
Acknowledged in the Message Detail Information dialog box that displays. You can also
click Advanced, select the check box next to the appropriate event, then click
Acknowledge (a check mark displays on the right side of the Date column to indicate that
the item has been acknowledged).

2d Review the information in the Upcoming Events section.

The Upcoming Events section lists events scheduled for the selected policy. You can click
the calendar icon to display a calendar to view events for the desired date. You can also
use the arrows to view events for the previous or next day, week, or month.

2e Review the information in the Groups section, then make the desired configuration
changes.

The Groups section lists the groups that contain the selected policy.
You can also use the following options:

Advanced: Click Advanced to display the Edit Groups page to display a list of the groups
that contain the selected policy. You can click 4dd to open the Select Groups dialog box to
add the selected policy to existing groups. You can also remove a group by selecting the
check box next to the Name column, then clicking Remove to remove.

Add: Click Add to open the Select Groups dialog box, then click the blue arrow in the
Select column to select the desired group and display its name in the Selected list box.

Remove: Select the check box next to the appropriate group name, then click Remove to
remove the selected policy from the group.

3 Click the Details page. This page lets you perform the following actions:

Editing Item Description

Edit the existing change to  Lets you update the modifications to be made.
be made

Add a new change to the Lets you make multiple changes to the same file.
same file
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Editing Item

Description

Add a new file to be
changed and the
corresponding changes

Rename the change

Edit the file to be modified

Delete files and changes

Reorder files and changes

Edit the pre- and post-
change actions

Lets you modify multiple files using the same policy.

Lets you keep the changed name consistent with the changes
made.

Lets you edit the filename to apply the changes to another file or
update the filename.

Lets you delete the files and changes.

A file is modified in the order of the changes shown in the
ZENworks Control Center. You can use this option to order the
sequence of changes. Because the second modification is done
on the updated file after the first modification is complete, and so
on, ordering changes lets you perform logical operations.

Ordering of files lets you modify files in a logical order.

Lets you add, edit, or remove the pre- and post-change actions for
the policy. You can also edit the action to be taken when a pre-
change action fails.

You can add system requirements to a policy. For more information, see Section 17.8, “Editing

System Requirements,” on page 190.

3a Click Apply to save any changes you have made.

4 After a policy is modified, the Revision field of the policy (available under the General section
of the Summary page) must be incremented for the updated policy to be applied to associated

devices. If the policy revision is not incremented, the changes made to the policy are not

applied on the device.

17.7.5 Viewing Policy Enforcement Status

You can view the status of a policy by looking at the icon located next to each policy. The following

table describes each color code and its description:

Color Code Policy Status

Green Normal. The policy has been successfully enforced on all associated devices.
Yellow Warning. A device has encountered a warning when trying to apply this policy.
Red Cross Critical. A device has encountered an error when trying to apply this policy.

To view more information about a warning or error, click the policy to review the event log.

17.8 Editing System Requirements

The purpose of the system requirements is to limit some policies to run on devices that have the

necessary requirements to enforce the policy. When more than one GConf-based policy of the same

type is assigned, the first policy that meets the requirements is enforced on managed devices. All
effective Remote Execute and Text File policies are enforced on managed devices.
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You can specify the system requirements by defining certain conditions, called filters. You can set
up simple system requirements that contain only one filter, or you can set up complex system
requirements containing multiple filters or groups of filters. If you set up system requirements using
more than one filter, you must also specify the logical relationship between the filters.

To set up a filter:

B WODN =

In the ZENworks Control Center, click the Policies tab.

Select a policy for which you want to edit the system requirements.
Click the Details tab.

In the Combine Filters Using field, select AND or OR.

This setting lets you specify the logical relationship between filter sets and filters. Select And
to satisfy all the sets of filters and select Or to satisfy any one of the filter sets. By default, the
filters are defined in one filter set. Within a filter set, select OR to satisfy any one of the filter
conditions and select AND to satisfy all the filter conditions.

(Optional) Click Add filter. The new filter is added and it is applied based on the logical
relationship you have defined in Step 4 on page 191.

(Optional) Click Add filter set to add a new filter set. This filter is also applied based on the
logical relationship you have defined in Step 4 on page 191.

Select a value from the first drop-down list.

The operator list and other text boxes are displayed based on the value you have selected in the
first drop-down list.

Specify a value in the text box. The following table describes values you can select in the first
drop-down list and corresponding examples you can specify:

Criteria Field 1 Field 2 Field 3

Date of File Filename with Logical condition Date
complete path

Distribution Logical condition Distribution name with -
version number

Environment Environment Variable Logical condition Value

Find File Filename with full Logical condition -
path

Find RPM RPM name Logical condition -

Make sure that the
RPM name you
specify is case-
sensitive.

Free Disk Space File system. For Logical condition Value in KB
example, /dev/hda1.

Kernel Logical condition Linux kerne_version. -
For example, Linux
2.6.5-7.111

Processor Logical condition -
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Criteria Field 1 Field 2 Field 3

Size of file Filename with Logical condition Size in bytes
complete path

Total Disk Space File system. For Logical condition Value in KB
example, /dev/hda1.

Used Disk Space File System. For Logical condition Value in KB
example, /dev/hda1

Version of RPM RPM name Logical condition Version (2.0.1)

Make sure that the
RPM name you
specify is case-
sensitive.

9 Select an operator from the drop-down list.

The operator drop-down list is displayed based on the value you have selected in the first drop-
down list. For example, if you select Version of RPM, the available operators are Equal to, Not
Equal to, Less Than, Greater than, Greater than or equal to, and Less than or equal to. If you
select Size of file, the available operators are Less than, Greater than, Greater than or equal to,
and Less than or equal to. If you select Date of file, the available options are On, After, On or
after, Before, and On or before. If you select Date of file, you can also select a specific date.

10 Click Apply.

17.9 Refreshing Policies

If you assign a new policy to a device or update a policy, you can ensure that the policy is updated
on managed devices by refreshing the policies. Each device periodically refreshes its settings. It is
not necessary to manually refresh each device after updating a policy. To ensure that the updated
policy is immediately pulled down, you can manually refresh the device using the following
methods:

+ In the ZENworks Control Center, click the Devices tab, select the appropriate device, click
Actions, then click Refresh Device.
+ On a managed device, start a console session and execute the rug refresh command.

On SUSE Linux Enterprise Server 10 (SLES 10) or SUSE Linux Enterprise Desktop (SLED
10) managed devices:

/usr/bin/rug refresh
On other managed devices:

/opt/novell/zenworks/bin/rug refresh

Performing either action results in the managed device refreshing its policies and other settings. A
newly assigned or updated policy is delivered to the device and is applied according to its schedule.

17.10 Verifying Policy Enforcement

ZENworks Linux Management lets you verify the enforcement of a policy after it has been assigned
to a device or updated and the device has been refreshed (either manually or automatically by
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ZENworks). After a policy has been enforced, a message is logged indicating the success or failure
of the policy enforcement. These messages can be seen in the Event log of the device on which the
policy was applied or can be seen in the Event log of the policy that was applied.

To verify the enforcement of the GConf-based policies, you need to re-login to the assigned device.
You can then start the application and verify that the policy has been enforced correctly.

If a desktop or user interface session is in progress on a managed device with GConf-based policies
assigned to it, and an updated policy is enforced on that device by a console login or an su
command, all updated settings may not be immediately applicable on the desktop session. The
updated settings are reflected only when the user logs in via the user interface session again.

In the Novell Linux Desktop policy, some of the configuration settings are file-permission-based,
and hence for a root user, these settings such as items in the Program menu and System menu will
be accessible even if it is locked.

For the Remote Execute and Text File policies, the enforcement occurs according to the schedule. To
verify the enforcement, check the managed device to ensure that the specified changes or actions
have taken place.

You can also verify the enforcement status or check for errors by looking at the zmd log on the
managed device (/var/opt/novell/log/zenworks/zmd-messages. log for all
managed devices except SUSE Linux Enterprise Server 10 (SLES 10) and SUSE Linux Enterprise
Desktop 10 (SLED 10) devices. The path for SLES 10 and SLED 10 devices is /var/log/zmd-
messages.log).

17.11 Renaming, Copying, or Moving Policies

Use the Edit drop-down list on the Policies page to edit an existing object. To access the Edit drop-
down list, you must select an object by clicking the check box next to the object's name in the list.

Depending on the type of object you select, you can rename, copy, or move the object. For example,
if you select a Policy object, you can rename, copy, and move the policy. If you select a Policy
Group object, you can rename or move the Policy Group object, but not copy it. If the option is
dimmed, that option is not available for the selected object type.

Some actions cannot be performed on multiple objects. For example, if more than one check box is
selected, the Rename option is not available from the Edit menu.

1 In the ZENworks Control Center, click the Policies tab.

Home Devices Policies Bundles Reports Configuration

Policies

[] status Hame Type

O @ & Epiphany Epiphany Policy

O @ ‘& Evolution Ewolution Policy

O @ & Firefox Firefox Policy

O @ “& no Movell Linux Desktop Policy
1|b|1—4nf4 show 10 + items
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2 In the Policies list, select the box next to the policy's name, click Edit, then click an option.
+ Rename: Click Rename, type a new name for the policy, then click OK.
+ Copy: Click Copy, type a new name for the copy, then click OK.

The copy option is useful to create a new policy that is similar to an existing policy. You
can copy a policy and then edit the new policy's settings.

Only policy settings are copied; policy groups and assignments are not copied.
+ Move: Click Move, select a destination folder for the selected objects, then click OK.

If you rename or move a policy, its assignments are still in place. ZENworks Linux
Management does not reapply the policy to devices because of the name or location change.

17.12 Deleting Policies, Policy Groups, and
Folders

Before you delete policies, policy groups, and folders from the ZENworks Control Center, review
the following information to ensure that you obtain the desired results.

Deleting Policies: Depending on your needs, you can delete a policy from your ZENworks Linux
Management system or remove a policy's assignments from devices.

If you delete a policy from your ZENworks Linux Management system, the policy does not display
on the Policies or Devices pages in the ZENworks Control Center. When a policy is deleted, it is
unassigned and unenforced from the device with which it was assigned. For more information, see
Section 17.13, “Unenforcing Policies,” on page 195.

Deleting Policy Groups: The results of deleting a policy group is similar to that of deleting a
policy.

If you delete a policy group from your ZENworks Linux Management system, the policy group does
not display on the Policies page in the ZENworks Control Center and the policy group's assignments
are removed. However, the individual policies contained in the group are not removed from the
ZENworks Control Center and still display on the Policies page.

When a policy group is deleted, its member policies are not deleted, but the associations are
removed. The policies of a policy group are unenforced from the devices to which the policy group
was associated. For more information, see Section 17.13, “Unenforcing Policies,” on page 195.

Deleting Folders: If you delete a folder that contains policies from your ZENworks Linux
Management system, both the folder and its policies are removed from the ZENworks Control
Center. The policies contained in the folder are unenforced from the device to which they were
assigned. For more information, see Section 17.13, “Unenforcing Policies,” on page 195.
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To delete a policy, policy group, or folder:

1 In the ZENworks Control Center, click the Policies tab.

Home Devices Policies Bundles Reports Configuration

Policies

[] status Hame Type

O @ & epiphany Epiphany Palicy

O @ % Evolution Evolution Palicy

O @ & Firefox Firefox Policy

O & & no Movwell Linux Desktop Policy

| b |1-40f4 show 10 v ftems

2 1In the Policies list, select the box next to the desired item's name, then click Delete.

If the item you are deleting is a folder, you are prompted whether or not to delete the folder and
its contents.

When a policy folder is deleted, each of its policies and subfolders are also deleted.

17.13 Unenforcing Policies

Policies are unenforced when either a policy is deleted or it is unassigned from a device. On the next
refresh, the policy data is removed from the managed device. For GConf-based policies, when a user
logs in after a refresh, the configuration changes made by the policy are undone. Unenforcement is
not supported for the Remote Execute and Text File policies.
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Package and Content
Management

The following sections provide information about Novell® ZENworks® Linux Management
Package and Content Management features and procedures:

*

*

*

Chapter 18, “Package and Content Management Overview,” on page 199
Chapter 19, “Using RPM and File Bundles,” on page 203

Chapter 20, “Understanding the Package and Content Management Features Available on a
Managed Device,” on page 253

Chapter 21, “Using Catalogs,” on page 257

Chapter 22, “Using Dell Update Package Bundles,” on page 271

Chapter 23, “Replicating Content in the ZENworks Management Zone,” on page 279
Chapter 24, “Mirroring Software,” on page 281

Chapter 25, “Creating RPM Packages From Tarballs,” on page 295
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Package and Content
Management Overview

Novell® ZENworks® Linux Management lets you install packages or files using either a bundle or a
catalog. Content included in a bundle that is directly assigned is considered mandatory; the software
or files are installed on all assigned devices. A catalog is a collection of RPM bundles or Dell
Update Package bundles; content included in a catalog is usually considered optional.

ZENworks Linux Management also provides content replication to replicate content (packages, Dell
Update Packages, bundles, and catalogs) from one server to other servers in your system.

The content replication feature in ZENworks Linux Management lets you replicate content from the
primary ZENworks server to secondary servers in a single ZENworks Management Zone.

The mirroring feature (zlmmirror, a command line utility) lets you replicate content between
Management Zones or from remote servers. You use mirroring to obtain Dell Update Packages
(DUPs) from the Dell FTP site or from a CD obtained from Dell, RCE services, and YOU patches.

You can use the ZENworks Control Center or the zIman command line utility to create and modify
packages, bundles, and catalogs. The procedures in this section explain how to perform these tasks
using the ZENworks Control Center. If you prefer the zlman command line utility, see zlman (1)

(page 518).
The following sections contain additional information:

¢ Section 18.1, “Understanding RPM and File Bundles,” on page 200

¢ Section 18.2, “Understanding Catalogs,” on page 201

¢ Section 18.3, “Understanding Dell Update Package Bundles,” on page 201

¢ Section 18.4, “Understanding the zlman Utility,” on page 201

+ Section 18.5, “Replicating Content in the ZENworks Management Zone,” on page 202
+ Section 18.6, “Mirroring Software,” on page 202

To distribute and install RPMs to managed devices, you need to ensure that all packages the RPMs
depend on, and all packages dependent on the RPM are also imported to the ZLM server. For
example, to distribute updates to the SLES 10 devices mirrored from updates.novell.com, you need
to ensure that all the packages from the SLES 10 media are imported to the ZLM server. You need
not assign the bundles or catalogs containing the dependent RPMs to the managed devices.

You can upload packages in bulk into the ZENworks server using a script. A sample script is as
follows. You can customize it according to your requirements.

#!/bin/bash

#

# Run this program from a directory filled with RPMS to load them into
a bundle in ZLM.

#

# All rpms, except src and nosrc rpms, in the directory and all of its
subdirectories will be loaded into the bundle and architecture
indicated below.
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#
# Don't forget to enter your admin password below and update the
bundlename and architecture below.

#

if [ $# -1t 3 ]
then

echo "Usage :: zlmload.sh <bundle name> <arch> <admin password>"
echo "Example :: zlmload.sh SLES-9-Distro sles-9-i586 novell"
exit

fi

# Create the bundle to load into
zlman -V -U administrator -P$3 bc $1

# loop through these directories and load all of the rpms
STARTDIR="pwd"
STARTTIME= date’
time \
for dir in "find . |grep .rpm |grep -v src.rpm|grep -v nosrc.rpm|awk -
F / "{NF--; OFS="/"; print $0}'| sort | unig’'; do
cd $STARTDIR
cd $dir
echo "Loading RPM's from “pwd™"
zlman -V -U administrator -P$3 bap $1 $2 *.rpm;
done
ENDTIME="date"

echo "Load started at $STARTTIME"
echo "and ended at SENDTIME"

18.1 Understanding RPM and File Bundies

An RPM bundle is a grouping of one or more software packages. Bundles contain one or more files
that are installed to particular locations on a device, plus information about the bundle, such as
version, description, what applications must also be present for it to be installed, and more.

ZENworks Linux Management uses Red Hat Package Manager (RPM). RPM is a powerful package
management system capable of installing, uninstalling, verifying, querying, and updating computer
software packages on different devices.

ZENworks Linux Management supports the RPM format.

Software included in a bundle that is directly assigned is considered mandatory; the software is
installed on all devices assigned to the bundle (the bundle is directly assigned to devices, device
groups, or device folders).

A file bundle lets you create a bundle containing one or more files of any type and distribute them to
assigned devices. For example, you can include configuration files or data files in file bundles. A
file bundle is useful to distribute any files that are not part of an RPM package.
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When you create a bundle using the Create New Bundle Wizard, you are given the choice of
creating an RPM package bundle, a preboot bundle, or a file bundle. A preboot bundle performs
operations before the operating system boots. If you are familiar with ZENworks Desktop
Management, preboot bundles are similar to imaging operations. For more information, see Part VI,
“Preboot Services,” on page 297.

You can also create bundle groups to collect several bundles to ease administration and to provide
easier assigning and scheduling of the bundles in the bundle group.

For more information and step-by-step instructions, see Chapter 19, “Using RPM and File Bundles,”
on page 203.

18.2 Understanding Catalogs

A catalog is a collection of bundles; bundles included in a catalog are usually considered optional.
You can use catalogs to deploy and install optional or dependent packages to assigned devices. If
you deploy optional packages to devices by using a catalog, users can choose whether to deploy and
install the software packages included in the bundles inside the catalog. Users use the ZENworks
Linux Management Software Installer, Software Updater, and Software Remover applets to manage
the software on managed devices. For more information, see Section 6.3, “Using the Software
Updater, Installer, and Remover from Users’ Managed Devices,” on page 52.

You can also use bundles in a catalog to provide dependent packages for a primary package
contained in a bundle or in another catalog. For example, suppose you want to include Java Runtime
in a catalog and, optionally, hide the catalog from the user interface. If a package contained in a
bundle or in another catalog needs Java Runtime (it is listed as a dependency for the primary
package), the package containing Java Runtime becomes mandatory and is deployed and installed
on all devices that the primary package is deployed and installed on.

For more information and step-by-step instructions, see Chapter 21, “Using Catalogs,” on page 257.

18.3 Understanding Dell Update Package
Bundles

ZENworks Linux Management lets you mirror Dell Update Packages (DUPs) from the Dell FTP site
or from a CD obtained from Dell support to your ZENworks server. Dell Update Packages let you
update and configure hardware and system settings (including BIOS, DRAC, RAID, BMC, and
FRMW configurations) on Dell PowerEdge servers.

For more information and step-by-step instructions, see Chapter 22, “Using Dell Update Package
Bundles,” on page 271.

18.4 Understanding the ziman Utility

The zlman utility is the command-line interface to ZENworks Linux Management. If you need to
create and configure a large number of bundles or catalogs, or if you want to automate the process
using scripts, you can use zlman.

The zlman utility lets you create and modify bundles, including adding packages to bundles and
creating patch bundles. You can also use zlman to create and modify catalogs, including adding
bundles to catalogs.
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For more information, see zlman (1) (page 518).

18.5 Replicating Content in the ZENworks
Management Zone

ZENworks Linux Management uses a hierarchical organization to simplify device management. At
the top level, a ZENworks Management Zone provides an autonomous unit of ZENworks Servers
and managed devices (workstations and servers). The ZENworks Servers manage the devices.

Each ZENworks Management Zone has one primary server, and optionally, one or more secondary
servers to help distribute workload.

All RPM packages and Dell Update Packages must reside on the primary server. ZENworks Linux
Management uses content replication to replicate packages to each secondary server in your
Management Zone.

For more information, see Chapter 23, “Replicating Content in the ZENworks Management Zone,”
on page 279.

18.6 Mirroring Software

ZENworks Linux Management lets you connect to a remote server and copy software catalogs,
bundles, or packages from the remote server to your server using a few simple commands.

Depending on your needs, you might have more than one ZENworks Management Zone in your
system. To replicate content across Management Zones, you must use zlmmirror.

You also use mirroring to obtain Dell Update Packages from the Dell FTP site or from a CD
obtained from Dell support.

For more information, see Chapter 24, “Mirroring Software,” on page 281.
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Using RPM and File Bundles

Using Novell® ZENworks® Linux Management, you can install software using either a bundle or a
catalog.

A bundle contains one or more files that are installed to particular locations on a device. A catalog is
a collection of RPM bundles, Dell Update Package bundles, or bundle groups; bundles included in a
catalog are usually considered optional. For more information about catalogs, see Chapter 21,
“Using Catalogs,” on page 257.

Software included in a bundle that is directly assigned is considered mandatory; the software is
installed on all assigned devices (the bundle is directly assigned to devices, the device group, or the
device folder).

The zlman utility is the command line interface to ZENworks Linux Management. If you need to
create and configure a large number of bundles or catalogs, or if you want to automate the process
using scripts, you can use zlman. For more information, see zlman (1) (page 518).

The following sections contain additional information:

*

*

Section 19.1, “Understanding Bundles,” on page 203

Section 19.2, “Creating RPM Bundles,” on page 204

Section 19.3, “Creating File Bundles,” on page 215

Section 19.4, “Assigning Bundles,” on page 224

Section 19.5, “Editing Bundles,” on page 228

Section 19.6, “Adding Bundles to Catalogs,” on page 232

Section 19.7, “Creating Folders,” on page 232

Section 19.8, “Creating Bundle Groups,” on page 234

Section 19.9, “Adding Bundles to Existing Groups,” on page 239
Section 19.10, “Uninstalling Bundles from Devices,” on page 240
Section 19.11, “Deleting Bundles, Bundle Groups, and Folders,” on page 243
Section 19.12, “Renaming, Copying, or Moving Bundles,” on page 244
Section 19.13, “Deploying a Different Version of a Bundle,” on page 245

Section 19.14, “Using a Remote Execute Policy to Remove Bundles and Packages from
Devices,” on page 245

Section 19.15, “Generating Bundle Reports,” on page 249
Section 19.16, “Best Practices for Adding Packages to Bundles,” on page 250

19.1 Understanding Bundles

ZENworks Linux Management lets you create the following types of bundles:

*

*

Section 19.1.1, “RPM Bundles,” on page 204
Section 19.1.2, “Preboot Bundles,” on page 204
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¢ Section 19.1.3, “File Bundles,” on page 204

Dell Update Package bundles are discussed in Chapter 22, “Using Dell Update Package Bundles,”
on page 271.

19.1.1 RPM Bundles

An RPM bundle is a grouping of one or more software packages. ZENworks Linux Management
ships all software in this format. Bundles contain one or more files that are installed to particular
locations on a system, plus information about the bundle, such as version, description, what
applications must also be present for it to be installed, and more.

ZENworks Linux Management supports the RPM format.

For step-by-step instructions, see Section 19.2, “Creating RPM Bundles,” on page 204.

19.1.2 Preboot Bundles

A preboot bundle performs operations before the operating system boots. If you are familiar with
ZENworks Desktop Management, preboot bundles are similar to imaging operations.

For more information about preboot bundles, see Part VI, “Preboot Services,” on page 297.

19.1.3 File Bundles

A file bundle lets you create a bundle containing one or more files of any type and distribute them to
assigned devices. For example, you can include configuration files or data files in file bundles. A
file bundle is useful to distribute any files that are not part of an RPM package.

For step-by-step instructions, see Section 19.3, “Creating File Bundles,” on page 215.

19.2 Creating RPM Bundles

You can use the ZENworks Control Center or the zlman command line utility to create bundles. The
following procedure explains how to create a bundle using the ZENworks Control Center. If you
prefer the zZlIman command line utility, see the Bundle Commands section of zlman (1) (page 518).

1 In the ZENworks Control Center, click the Bundles tab.
2 In the Bundle list, click New, then click Bundle to display the Select Bundle Type page.

Create New Bundle fs
#N Step 1: Select Bundle type

Select the type of Bundle you wish to create from the list of options.

Mew Bundle Type:

& RP#4 Package Bundle
O preboot Bundle

O File Bundle

Cancel
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3 Select RPM package bundle (the default option), then click Next to display the Name and
Description page.

For information about the other bundle types, see Part VI, “Preboot Services,” on page 297,
Chapter 22, “Using Dell Update Package Bundles,” on page 271, and Section 19.3, “Creating
File Bundles,” on page 215.

Create New Bundle
#N Step 2: Name and Description

Enter a name, display name, location, and description for this new Bundle.

Name:*

Display Name:”

Folder:*
/Bundles

Ensure this bundle stays installed on all associated devices (enforce persistence)

Description:

4 Fill in the fields:

+ Name: (Required) Provide a unique name for the RPM bundle. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Display name: Provide a name that displays for users in the ZENworks Linux
Management Update Client (installed on managed devices during the ZENworks Agent
installation) when they update software. The display name can be the same name that you
provided in the Name field; however, you can choose to make the name more intuitive for
users.

¢ Folder: Type the name or browse to the folder that this bundle will be created in. Folders
display in the ZENworks Control Center. The default folder is /Bundles.

¢ Ensure this Bundle Stays Installed on all Assigned Devices (Ensure Persistence):

(Selected by default.) If this option is selected, the packages inside the RPM bundle are
initially installed according to the bundle's schedule and the packages are reinstalled on
assigned devices if they are removed in the future. If this option is not selected, the
packages are installed initially according to schedule, but the packages are not checked to
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see if they have been removed from assigned devices and the packages are never
reinstalled. This option applies to RPM bundles only; it does not apply to preboot, file, or
Dell Update Package (DUP) bundles.

¢ Description: Provide a short description of the bundle's contents. This description
displays in the ZENworks Control Center and in the ZENworks Linux Management
Updater applet, which is the user interface for updating software.

5 Click Next to display the Packages page.
Use the Packages page to upload RPM packages to the bundle or to import RPM packages
contained in the ZENworks Linux Management package repository. The packages that you
upload to a bundle must already exist on the local device on which you are running the

ZENworks Control Center. During the bundle-creation process, packages are copied to the
ZENworks Server and placed in the package repository (/var/opt/novell/zenworks/

pkg-repo).

Create New Bundle  Bundle_1
&N Step 3: Packages

Add the RPMs that will be included in this Bundle.

Packages
D Hame = Version Summary Operating System Architecture Install Type Freshen

No items available.

6 Add the RPM packages to include in the bundle using the Upload RPM and the Import from
Repository options.

You can use either the Upload RMP option or the Import from Repository option, or you can
use both options, depending on your needs.

After you upload or import packages into the list, you can view the details of a selected
package by clicking the underlined link in the Name column. You can remove a selected
package from the list by using the Remove option.
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6a (Optional) Click Add > Upload RPM to open the RPM File Upload dialog box, then fill in
the fields:

RPM File Upload E3

Click add File to browse to the RPM file to upload. Choose one or more target
platforms, install type, and whether or not this RPM should be freshened.

RPM Files: Target Platform(s):
dell-dup-os e

nld-9-i586

nld-9-x86_64

oes-9-i586

rhel-3as-1386

rhel-3as-x86_64

rhel-3es-1386

rhel-3es-x86_64

rhel-3ws-i386

rhel-3ws-x36_64 g

Install Type: | Auto-Detect e |

[IFreshen (upgrade only if installed)

Add file: Click 4Add File to open the RPM File Upload dialog box. Browse to and select
the RPM packages that you want to add to the bundle. The RPM packages must be located
on the local device on which you are running the ZENworks Control Center. Click OK to
upload the packages to the ZENworks Linux Management server. The package repository
isthe /var/opt/novell/zenworks/pkg-repo directory on the ZENworks
Server.

Target platforms: Select one or more platforms from the Target Platforms list. You can
press Shift+clickor Ctrl+click to select multiple platforms.

The target platform is the platform of the devices that the package will be installed on.
ZENworks Linux Management does not auto-detect the target platform by examining the
RPM packages because RPM packages are not limited to working on only one platform;
RPM packages can be created to work on multiple platforms. For this reason, the
administrator must select the platform of the target devices.

NOTE: Bundles can be installed on any platform; bundles are not platform-specific. The
packages contained in bundles are platform-specific and can be installed only on devices
supporting the specified platform.

You can, however, create a bundle containing several packages that apply to various Linux
platforms. When the bundle is assigned to a group of devices or to a folder that contains
devices running on different platforms, each managed device gets the appropriate
packages installed.

For example, you could create a bundle containing two packages: PackageA and
PackageB. PackageA applies to suse-93-1586, rhel-3es-1386, and sles-9-1586. PackageB
applies to rhel-3es-1386 only. If you assign the bundle to a folder containing three devices,
with each device running one of these platforms, the bundle will be installed on all three
devices; however, PackageA will be installed on all three devices and PackageB will be
installed only on the device running rhel-3es-i386.
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For this reason, the ZENworks Control Center might indicate that a bundle is effective for
a device even if one or several packages contained in the bundle was not installed.

If you want a bundle to be platform-specific, you must use a script and have the script
verify the target platform before deploying and installing the bundle.

Install type: Use the Install type drop-down list to choose from the following installation
options:

+ Auto-detect: Automatically detects whether the bundle is already installed on
assigned devices and either installs the bundle or updates an existing bundle, if
necessary. Basically, the Auto-detect option determines whether the Update or the
Install option functionality (explained below) is best, and then performs that
operation. Any kernel packages are installed using the /nstall option functionality;
other packages are installed using the Update option functionality. This is the default
option and should be used in most situations.

+ Update: Updates the packages on assigned devices if the packages in the bundle are
newer than what is installed on the devices. If the packages are not installed on the
assigned devices, ZENworks Linux Management installs them. With the Update
option, you don't need to worry whether a package is already installed because the
package is either updated (if needed) or installed on the device. Parallel installation
of a package is not possible with the Update option.

¢ Install: Installs the bundle on all assigned devices. If previous versions of the
packages exist on the devices, ZENworks Linux Management does not update the
existing packages. As a result, packages can be installed multiple times (parallel
installations), which might cause overlap issues. This option is rarely used; you
should use the default option, Auto-detect, under most circumstances. You should use
this option almost exclusively to install kernel packages.

Freshen (upgrade only if installed): Use this option to transact a package only if a
previous version of the package is already installed on the device. You can use the Freshen
option in conjunction with the Auto-detect, Update, or Install options.
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6b (Optional) Click Add > Import from repository to open the Package Import dialog box,
then select the packages to import. You can use the Search options on the right side of the
Package Import dialog box to locate packages.

Package Import

Packages Search

[] Name 2 Version Summary Operating System Architecture Mame:
foo-01 . .

O foo-01 0.1-1 nld-3-i586 i386 | |
package Version:
foo-01 : 3

[ foo-01 0.1-1 sled-10-i586 i386 | |

AT package
Summary:
foo-01 .
[ foo-01 0.1-1 oo sled-10-xB6_64 386 | |
— package
foo-02 i :

[ foo-02 0.1-1 o nld-9-i586 1386 bl o Gl
package | |
foo-02 . . :

O foo-02 0.141 sled-10-i586 1386 Architecture:
package |

4] r[1-50f8 show G v items

Install Type: |Aut0-Detect v

[IFreshen (upgrade only if installed)

(O | [ Cancal]

6¢ Select an install type from the drop-down list:

¢ Auto-detect: Automatically detects whether the bundle is already installed on
assigned devices and either installs the bundle or updates an existing bundle, if
necessary. Basically, the Auto-detect option determines whether the Update or the
Install option functionality (explained below) is best, and then performs that
operation. Any kernel packages are installed using the Install option functionality;
other packages are installed using the Update option functionality. This is the default
option and should be used in most situations.

+ Update: Updates the packages on assigned devices if the packages in the bundle are
newer than what is installed on the devices. If the packages are not installed on the
assigned devices, ZENworks Linux Management installs them. With the Update
option, you don't need to worry whether a package is already installed because the
package is either updated (if needed) or installed on the device. Parallel installation
of a package is not possible with the Update option.

¢ Install: Installs the bundle on all assigned devices. If previous versions of the
packages exist on the devices, ZENworks Linux Management does not update the
existing packages. As a result, packages can be installed multiple times (parallel
installations), which might cause overlap issues. This option is rarely used; you
should use the default option, Auto-detect, under most circumstances. You should use
this option almost exclusively to install kernel packages.

6d (Optional) Select the Freshen option.

The Freshen option transacts a package only if a previous version of the package is
already installed on the device. You can use the Freshen option in conjunction with the
Auto-Detect, Update, or Install options.

7 Click Next to display the Scriptable Actions page.
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The Scriptable Actions page lets you configure the script engine that you want to use and the
scripts you want to execute.

Create New Bundle  bundle_1
&N Step 4: Scriptable Actions

Configure the scriptable actions that will be executed before and after the bundle is
distributed, installed, and uninstalled.

|:| Scriptable Action Executable Type Summary

Mo Trems selected, click add o select frems

| <<Back | [ Mext>> [ | Cancel |

As part of the process of distributing a bundle, ZENworks Linux Management can launch
scriptable actions that will be executed before and after the bundle is distributed, installed, and
uninstalled. For example, you can get data files from a Web server before installing an
application that uses them, run applications, and so forth.

NOTE: You can configure multiple scripts for each bundle. Repeat the configuration process
as many times as desired, choosing different options from the Scriptable Action and Executable
Type drop-down lists, explained below.

8 Click New to display the New Scriptable Action dialog box.

Mew Scriptable Action
Scriptable Action: | Pre-Distribution V|
Executable type: | Script V|
O Do not wait
Maximum waiting time: ® Wallt till the program completes the
execution
O wiait for |:| sec
Script to run: | Specify afile v |

script file name: * | |

[e.g. fusrflocalfxoyz.pl)

Script parameters: | |

[e.g. abc efg)

script engine: * | |

[e.g. fusrflocalfbinsperl]

script engine parameters: | |

[e.g. -c abc -5 efg)

[ 1].8 || cancel |
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9 Fill in the fields:
9a Scriptable Action: Select one of the following actions:

¢ Pre-distribution/post-distribution: Lets you perform tasks that must be done
before or after a bundle is deployed to assigned devices. Deploying a bundle means
that the packages or files inside the bundle are downloaded from the ZENworks
server to the assigned devices. The packages and files are not yet available for use.

¢ Pre-installation/post-installation: Lets you perform tasks that must be done before
or after a bundle is installed. Installing a bundle means that the software packages
and files are installed to assigned devices and available for use.

¢ Pre-uninstallation/post-installation: Lets you perform tasks that must be done
before a bundle is uninstalled. Uninstalling a bundle means that the software
packages and files are uninstalled on assigned devices and no longer available for
use.

9b Executable type: Select one of the following actions:

+ Script: Specify a shell script that executes on assigned devices.

¢ Binary: Specify an executable program that runs on assigned devices.

¢ Java: Specify a Java executable class that launches on assigned devices.
9¢c Maximum waiting time: Select one of the following options:

¢ Do not wait: Specify that the ZENworks Management Daemon (ZMD) does not
block while the script completes.

¢ Wait until the program completes the execution: Specify that ZMD blocks until
the script completes.

+ Wait for _sec: Specify that ZMD blocks until the script completes and the specified
number of seconds expires.

9d (Conditional) If you chose Script in Step 9b, fill in the fields:
¢ Script to run: Choose an option from the drop-down list:

+ Specify a file: Lets you specify a file that is already on the device on which you
are running the ZENworks Control Center. If you choose this option, fill in the
remaining fields in the dialog box, as described below.

+ Define your own script: Lets you type a script in the ZENworks Control
Center. If you choose this option, a text box displays where you type your script.
This script is delivered to the assigned devices as part of the bundle and is
executed in the standard device shell environment. With this option, there are no
additional options to configure.

¢ Script filename: (Required) Specify the path to the script file on the target device,
for example, /usr/local/xyz.pl.

¢ Script parameters: Specify any additional parameters you want to place on the
command line after the script filename is specified. This results in parameters being
passed to your executable script.

+ Script engine: (Required) Specify the interpreter that launches to run your script, for
example, /usr/local/bin/perl.

¢ Script engine parameters: Specify any parameters you want included on the
command line when the script engine launches.
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9e (Conditional) If you chose Binary in Step 9b, fill in the fields:

+ Executable filename: (Required) Specify the path to the executable file. This file
must already exist on the device on which you are running the ZENworks Control
Center.

+ Executable file parameters: Specify any additional parameters you want to place
on the command line when the executable file launches.

9f (Conditional) If you chose Java in Step 9b, fill in the fields:

¢ Java program name: (Required) Type the class path to the class file you want to
launch, for example, com.novell.TestProg.

¢ Program parameters: Specify any additional parameters to pass to the Java class at
execution time.

¢ Java Runtime Executable (JRE): (Required) Specify the path to the JRE* that
launches the class, for example, /usr/local/JRE/bin/java. The JRE must be
already installed on the assigned device.

¢ JRE parameters: Specify any parameters you want to pass to the JRE system, for
example, -cp/usr/lib/tools. jar.

10 Click Next to display the Summary page, then review the information on the Summary page,
making any changes to the bundle settings by using the Back button as necessary.

Depending on your needs, you can create the bundle now or you can configure additional
options for this bundle.

11 Click Finish to create the bundle as configured per settings on the Summary page. If you click
Finish, the bundle is created but it does not have devices assigned, a schedule, and so forth. At
some point in the future, you need to configure additional options for the bundle by continuing
with Section 19.4, “Assigning Bundles,” on page 224.

or
Click Next to display the Bundle Assignment page to perform the following tasks:
* Specify assignments for this bundle

+ Specify special flags, such as flags to specify to remove conflicting packages or trying a
dry run to test a bundle's deployment

+ Specify the deployment schedule for this bundle
+ Specify the installation schedule for this bundle
* Specify groups for this bundle

Create New Bundle  Bundle_1
&N Step 6: Bundle Assignments

specify the assignments for this bundle:

[] Hame In Folder

[0 O workstations /Devices

| <<Back | ! Hext>> | | Cancel |
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12 Assign the bundle to the devices that you want to distribute the bundle to.
12a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

12b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a bundle to a Folder or Group object is the preferred method of assigning the
bundle. Assigning the bundle to a large number of objects (for example, more than 250)
might cause increased server utilization.

12c Click OK.
13 Click Next to display the Bundle Options page.

Create Mew Bundle  Bundle_1 7
&N Step 7: Bundle Options

Set special flags which affect how this bundle will be handled, and configure the deployment
and installation or update schedules

—Special Flags
[l Remave conflicting packages
Ol attempt a dry run

—Scheduling

® peploy and install at a scheduled time:

Schedule:
Felative to Refresh &

O peploy and install at zeparate scheduled times:
Deployment Schedule:

&l

Installation Schedule:

&l

O peploy and install immediately (when this wizard completas)

<< Back

Cancel

14 (Optional) Specify the desired Special Flag options:

+ Remove conflicting packages: Select this option to specify that conflicting packages and
files are uninstalled from devices before installing new packages and files. By default, this
option is selected, so conflicting packages and files (previous versions of the same
package, for example) are uninstalled before the current package or file is installed. If this
option is not selected, packages and files are not installed if a conflict is detected.

¢ Attempt a dry run: Select this option to have ZENworks Linux Management perform a
test to determine if the RPM bundle or files can be successfully deployed. If there are any
issues that could prevent the RPM bundle or file bundle from being deployed, you can
look at the log file to troubleshoot the bundle-creation process. The log file is located in /
var/opt/novell/logs/zenworks.
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A successful dry run ensures that the bundle can be successfully deployed or installed on
assigned devices (packages are available, dependencies are met, etc.).

15 Specify the desired Scheduling options:

+ Deploy and install at a scheduled time: Use this option to schedule the deployment and
installation of the bundles contained in this bundle group. Click the Schedule icon to
choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

+ Deploy and install at separate scheduled times: Use this option to specify an optional
deployment schedule separate from the installation schedule. If you select this option, you
can set up a deployment schedule and an installation schedule. If you do not select this
option, the packages will be deployed and installed on assigned devices according to the
schedule. Click the Schedule icon to choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

The Deploy and install at separate scheduled times option is not set by default. In most
situations, there is no need to deploy and install packages inside bundles at different times.
You can, depending on your needs, schedule deployment and installation at different times
to conserve network bandwidth or to perform the actions at more convenient times for
users.

The deployment schedule determines when the packages and files inside the bundle are
downloaded from the server to the assigned devices. The packages and files are not yet
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installed and available for use. The installation schedule determines when the packages
and files are installed on assigned devices so the packages will be available for use.

+ Deploy and install immediately (when this wizard completes): Select this option to
specify that the packages inside the bundle deploy and install immediately when the
Wizard completes, providing that the assigned devices are online. The packages inside the
bundle deploy to and install on devices that are not online when they refresh.

16 Click Next to display the Bundle Groups page.

Create New Bundle  Bundle_1
&N Step 8: Bundle Groups

Specify the groups for this bundle:

[ name In Folder

Mo ftems selected, cfick add o select Trems

| <¢ Back |E Mext >3 | | Cancel |

17 (Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired bundle groups and display their names in the Selected
list box.

Using bundle groups eases administration efforts by letting you group several bundles so you
can use common assignments, schedules, and so forth, rather than configuring these settings for

each bundle you create.
18 Click Next to display the Summary page.

19 Review the information on the Summary page, making any changes to the bundle settings by
using the Back button as necessary. Click Finish to create the bundle as configured per settings
on the Summary page.

20 Click OK.

19.3 Creating File Bundles

You can use the ZENworks Control Center or the zlman command line utility to create file bundles.
The following procedure explains how to create a file bundle using the ZENworks Control Center. If
you prefer the zlman command line utility, see the Bundle Commands section of zlman (1)

(page 518).
1 In the ZENworks Control Center, click the Bundles tab.
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2 In the Bundle list, click New, then click Bundle to display the Select Bundle Type page.

Create Mew Bundle
€N Step 1: Select Bundle type

Select the type of Bundle you wish to create from the list of options.

Mew Bundle Type:
ORPM Package Bundle
O preboot Bundle
GIFile Bundle

<< Back | Mext>> | | cancel |

3 Select File bundle, then click Next to display the Name and Description page.
For more information about the other two bundle types, see Section 19.2, “Creating RPM
Bundles,” on page 204 and Part VI, “Preboot Services,” on page 297.

Create New Bundle
&N Step 2: Name and Description

Enter a name, display name, location, and description for this new Bundle.

Marne:*

Display Name:*

Folder:*

|,J'Elundles |

Description:

| << Back || Mext >> | | Cancel |

4 Fill in the fields:

+ Name: (Required) Provide a unique name for the file bundle. The name you provide
displays in the ZENworks Control Center interface, which is the administrative tool for
ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Display name: Provide a name that displays for users when they update software. The
display name can be the same name that you provided in the Name field; however, you can
choose to make the name more intuitive for users.

¢ Folder: Type the name or browse to the folder that this bundle will be created in. Folders
display in the ZENworks Control Center. The default folder is /Bundles.
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¢ Description: Provide a short description of the bundle's contents. This description
displays in the ZENworks Control Center interface and in the ZENworks Linux
Management Updater applet, which is the user interface for updating software.

5 Click Next to display the Files page to add the files to include in this bundle.

Create New Bundle
&~ Step 3: Files

bundle_1

Add the files that will be included in this Bundle.

Files
|:| File Hame Size  Target Platforms Destination Permissions Unpack
Mo ftems available.

| <<Back |{ Mext>> [ | Cancel |

6 Add the files to include in the bundle using the Upload and the Import from bundle options.

The files that you upload to a bundle must already exist on the local device on which you are
running the ZENworks Control Center. You can use either the Upload option or the Import
from bundle option, or you can use both options, depending on your needs.

After you upload or import files into the list, you can remove a selected package from the list

by using the Remove option.

6a (Optional) Click Add > Upload to open the File Upload dialog box, then fill in the fields:

File Upload

upload.
Destination | |
Permissions
Clunpack
Target Platforms | sles-G-i366 Vl
File to Upload:
|[ Browse... ]

Choose the target platforms, etc... Then click the browse button to find the file to

| 0K

Cancel

Destination: Specify the full path of the destination where the files will be deployed on

the assigned devices.

Permissions: Specify the UNIX file permissions to be applied to the files after
deployment. A reasonable standard for file permissions is 644. This option is not

applicable for compressed files.

Unpack: Select Unpack to indicate that the files are compressed and should be
decompressed and extracted on the assigned devices. If you select Unpack, the
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Permissions option is not applicable. The supported compression formats are tar.gz
and tar.bz2.

Target platforms: Select the desired platform from the Target platforms drop-down list.

File to upload: Browse to and select the files that you want to add to the bundle. The files
must be located on the local device on which you are running the ZENworks Control
Center. Click OK to upload the files to the ZENworks Linux Management server.

If an existing file bundle is upgraded, and during upgrade if you remove one or more files
from the bundle, the newer version of the bundle is deployed on the managed device but
the files removed from the file bundle is not removed from the managed device. To
remove files deployed through a file bundle, disassociate the file bundle from the managed
device.

6b (Optional) Click Add > Import from bundle to open the File Import dialog box, fill in the
fields, then click OK.

File Import X
Bundle:
File list:
1] Cancel

The ZENworks Server contains all of the files that are included in bundles defined within
your Management Zone. The package repository is the /var/opt/novell/
zenworks/pkg-repo directory on the ZENworks Server. When you add a file or RPM
package to a bundle, the file or package is automatically uploaded to the package
repository.

Bundle: Browse to and select the bundle you want to import packages from.
File list: Select the files to import.
7 Click Next to display the Scriptable Actions page.

218 Novell ZENworks 7.2 Linux Management Administration Guide



The Scriptable Actions page lets you configure the script engine that you want to use and the
scripts you want to execute.

Create Mew Bundle  bundle_1
“N" Step 4: Scriptable Actions

Configure the scriptable actions that will be executed before and after the bundle iz
distributed, installed, and uninstalled.

Mew
|:| Scriptable Action Executable Type Summary

Mo ftems selected, olick qod fo select ftems

| <<Back | { Mext>> { | Cancel |

As part of the process of distributing a bundle, ZENworks Linux Management can launch
scriptable actions that will be executed before and after the bundle is distributed, installed, and
uninstalled. For example, you can get data files from a Web server before installing an
application that uses them, run applications, and so forth.

NOTE: You can configure multiple scripts for each bundle. Repeat the configuration process
as many times as desired, choosing different options from the Scriptable Action and Executable
Type drop-down lists, explained below.

8 Click New to display the New Scriptable Action dialog box.

Mew Scriptable Action
Scriptable Action: | Fre-Distribution V|
Executable type: | Script V|
O Do not wait

@ wWait till the program completes the
execution

O wait for |:| seC

script to run: | Specify afile A |

Maximum waiting time:

script file name: * | |

[e.g. fusrflacalfxyz.pl)

Script parametars: | |

[e.g. abc efg)

script engine; * | |

[e.g. fusrflocalsbin/ perl)

script engine parameters: | |

[e.g. -cabc -5 efg]

| 0K | | Cancel |
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9 Fill in the fields:
9a Scriptable Action: Select one of the following actions:

¢ Pre-distribution/post-distribution: Lets you perform tasks that must be done
before or after a bundle is deployed to assigned devices. Deploying a bundle means
that the packages or files inside the bundle are downloaded from the ZENworks
server to the assigned devices. The packages and files are not yet available for use.

¢ Pre-installation/post-installation: Lets you perform tasks that must be done before
or after a bundle is installed. Installing a bundle means that the software packages
and files are installed to assigned devices and available for use.

¢ Pre-uninstallation/post-installation: Lets you perform tasks that must be done
before a bundle is uninstalled. Uninstalling a bundle means that the software
packages and files are uninstalled on assigned devices and no longer available for
use.

9b Executable type: Select one of the following actions:

+ Script: Specify a shell script that executes on assigned devices.

+ Binary: Specify an executable program that runs on assigned devices.

¢ Java: Specify a Java executable class that launches on assigned devices.
9¢c Maximum waiting time: Select one of the following options:

¢ Do not wait: Specify that the ZENworks Management Daemon (ZMD) does not
block while the script completes.

¢ Wait until the program completes the execution: Specify that ZMD blocks until
the script completes.

+ Wait for _sec: Specify that ZMD blocks until the script completes and the specified
number of seconds expires.

9d (Conditional) If you chose Script in Step 9b, fill in the fields:
¢ Script to run: Choose an option from the drop-down list:

+ Specify a file: Lets you specify a file that is already on the device on which you
are running the ZENworks Control Center. If you choose this option, fill in the
remaining fields on the dialog box, as described below.

+ Define your own script: Lets you type a script in the ZENworks Control
Center. If you choose this option, a text box displays where you type your script.
This script is delivered to the assigned devices as part of the bundle and is
executed in the standard device shell environment. With this option, there are no
additional options to configure.

¢ Script filename: (Required) Specify the path to the script file on the target device,
for example, /usr/local/xyz.pl.

¢ Script parameters: Specify any additional parameters you want to place on the
command line after the script filename is specified. This results in parameters being
passed to your executable script.

+ Script engine: (Required) Specify the interpreter that launches to run your script, for
example, /usr/local/bin/perl.

¢ Script engine parameters: Specify any parameters you want included on the
command line when the script engine launches.
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9e (Conditional) If you chose Binary in Step 9b, fill in the fields:

+ Executable filename: (Required) Specify the path to the executable file. This file
must already exist on the device on which you are running the ZENworks Control
Center.

+ Executable file parameters: Specify any additional parameters you want to place
on the command line when the executable file launches.

9f (Conditional) If you chose Java in Step 9b, fill in the fields:

¢ Java program name: (Required) Type the class path to the class file you want to
launch, for example, com.novell.TestProg.

¢ Program parameters: Specify any additional parameters to pass to the Java class at
execution time.

¢ Java Runtime Executable (JRE): (Required) Specify the path to the JRE that
launches the class, for example, /usr/local/JRE/bin/java. The JRE must be
already installed on the assigned device.

¢ JRE parameters: Specify any parameters you want to pass to the JRE system, for
example, -cp/usr/lib/tools. jar.

10 Click Next to display the Summary page, then review the information on the Summary page,
making any changes to the bundle settings by using the Back button as necessary.

Depending on your needs, you can create the bundle now or you can configure additional
options for this bundle.

11 Click Finish to create the bundle as configured per settings on the Summary page. If you click
Finish, the bundle is created but it does not have devices assigned, a schedule, and so forth. At
some point in the future, you need to configure additional options for the bundle by continuing
with Section 19.4, “Assigning Bundles,” on page 224.

or
Click Next to display the Bundle Assignment page to perform the following tasks:
* Specify assignments for this bundle

+ Specify special flags, such as flags to specify to remove conflicting packages or trying a
dry run to test a bundle's deployment

*

Specify the deployment schedule for this bundle

*

Specify the installation schedule for this bundle
+ Specify groups for this bundle

Create Hew Bundle  Bundle_1
&N Step 6: Bundle Assignments

Specify the assignments for this bundle:

[] Hame In Folder

(] 3 whorkstations {Devices

<< Back |E Next >> | | Cancel
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12 Assign the bundle to the devices that you want to distribute the bundle to.
12a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

12b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a bundle to a Folder or Group object is the preferred method of assigning the
bundle. Assigning the bundle to a large number of objects (for example, more than 250)
might cause increased server utilization.

12c Click OK.
13 Click Next to display the Bundle Options page.

Create Mew Bundle  Bundle_1 7
&N Step 7: Bundle Options

Set special flags which affect how this bundle will be handled, and configure the deployment
and installation or update schedules

—Special Flags
[l Remave conflicting packages
Ol attempt a dry run

—Scheduling

® peploy and install at a scheduled time:

Schedule:
Felative to Refresh &

O peploy and install at zeparate scheduled times:
Deployment Schedule:

&l

Installation Schedule:

&l

O peploy and install immediately (when this wizard completas)

<< Back Cancel

14 (Optional) Specify the desired Special Flag options:

+ Remove conflicting packages: Select this option to specify that conflicting packages and
files are uninstalled from devices before installing new packages and files. By default, this
option is selected, so conflicting packages and files (previous versions of the same
package, for example) are uninstalled before the current package or file is installed. If this
option is not selected, packages and files are not installed if a conflict is detected.

¢ Attempt a dry run: Select this option to have ZENworks Linux Management perform a
test to determine if the RPM bundle or files can be successfully deployed. If there are any
issues that could prevent the RPM bundle or file bundle from being deployed, you can
look at the log file to troubleshoot the bundle-creation process. The log file is located in /
var/opt/novell/logs/zenworks.
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A successful dry run ensures that the bundle can be successfully deployed or installed on
assigned devices (packages are available, dependencies are met, etc.).

15 Specify the desired Scheduling options:

+ Deploy and install at a scheduled time: Use this option to schedule the deployment and
installation of the bundles contained in this bundle group. Click the Schedule icon to
choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

+ Deploy and install at separate scheduled times: Use this option to specify an optional
deployment schedule separate from the installation schedule. If you select this option, you
can set up a deployment schedule and an installation schedule. If you do not select this
option, the packages will be deployed and installed on assigned devices according to the
schedule. Click the Schedule icon to choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

The Deploy and install at separate scheduled times option is not set by default. In most
situations, there is no need to deploy and install packages inside bundles at different times.
You can, depending on your needs, schedule deployment and installation at different times
to conserve network bandwidth or to perform the actions at more convenient times for
users.

The deployment schedule determines when the packages and files inside the bundle are
downloaded from the server to the assigned devices. The packages and files are not yet
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installed and available for use. The installation schedule determines when the packages
and files are installed on assigned devices so the packages will be available for use.

+ Deploy and install immediately (when this wizard completes): Select this option to
specify that the packages inside the bundle group deploy and install immediately when the
Create New Group Wizard completes, providing that the assigned devices are online. The
packages inside the bundle group deploy to and install on devices that are not online when

they refresh.
16 Click Next to display the Bundle Groups page.

Create New Bundle  Bundle_1
&N Step 8: Bundle Groups

Specify the groups for this bundle:

[ name In Folder

Mo ftems selected, cfick add o select Trems

| <<Back |{ Mext>> | | Cancel |

17 (Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired bundle groups and display their names in the Selected
list box.

Using bundle groups eases administration efforts by letting you group several bundles so you
can use common assignments, schedules, and so forth, rather than configuring these settings for

each bundle you create.
18 Click Next to display the Summary page.

19 Review the information on the Summary page, making any changes to the bundle settings by
using the Back button as necessary. Click Finish to create the bundle as configured per settings

on the Summary page.
20 Click OK.

19.4 Assigning Bundles

When you create RPM bundles, file bundles, or bundle groups, you have the choice of assigning the
object as part of the creation process or you can create the object without assigning it.

If you created the object without assigning it, the object was created without assigning devices to it,
specifying deployment and installation schedules, setting special flags, and so forth. Before the
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object can be deployed and installed on assigned devices, you must complete the following steps. If
you assigned the object during its creation, you have already performed the following procedure.

1 In the ZENworks Control Center, click the Bundles tab, select the desired bundle or bundle
group in the Bundles list by clicking the box next to its name, click Action, then click 4ssign
Bundle to display the Devices to be Assigned page.

Assign Bundle 7
“N" Step 1: Devices to be Assigned

Select the devices to be assigned to the previously selected bundles.

Add Remove
[] Hame In Folder

Mo dtems selected, click aod fo select frems

Cancel

2 Assign the bundle or bundle group to the devices that you want to distribute the bundle or
bundle group to.

2a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

2b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a bundle to a Folder or Group object is the preferred method of assigning the
bundle. Assigning the bundle to a large number of objects (for example, more than 250)
might cause increased server utilization.

2c Click OK.
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3 Click Next to display the Bundle Options page.

Assign Bundle Fi
&N Step 2: Bundle Options

Set special flags which affect how this bundle will be handled, and configure the deployment
and installation or update schedules

—Special Flags
Remove conflicting packages
Cattempt a dry run

—Scheduling

® Deploy and install at a scheduled time:

Schedule:
Relative to Refresh &l

O Deploy and install at separate scheduled times:

Deployment Schedule:

&

Installation Schedule:

&

O Deploy and install immediately (when this wizard completes)

<< Back

Cancel

4 (Optional) Specify the desired Special Flag options:

+ Remove conflicting packages: Select this option to specify that conflicting packages and
files are uninstalled from devices before installing new packages and files. By default, this
option is selected, so conflicting packages and files (previous versions of the same
package, for example) are uninstalled before the current package or file is installed. If this
option is not selected, packages and files are not installed if a conflict is detected.

¢ Attempt a dry run: Select this option to have ZENworks Linux Management perform a
test to determine if the RPM bundle or files can be successfully deployed. If there are any
issues that could prevent the RPM bundle or file bundle from being deployed, you can
look at the log file to troubleshoot the bundle-creation process. The log file is located in /
var/opt/novell/logs/zenworks.

A successful dry run ensures that the bundle can be successfully deployed or installed on
assigned devices (packages are available, dependencies are met, etc.).

5 Specify the desired Scheduling options:

+ Deploy and install at a scheduled time: Use this option to schedule the deployment and
installation of the bundles contained in this bundle group. Click the Schedule icon to
choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.
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Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

+ Deploy and install at separate scheduled times: Use this option to specify an optional
deployment schedule separate from the installation schedule. If you select this option, you
can set up a deployment schedule and an installation schedule. If you do not select this
option, the packages will be deployed and installed on assigned devices according to the
schedule. Click the Schedule icon to choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

The Deploy and install at separate scheduled times option is not set by default. In most
situations, there is no need to deploy and install packages inside bundles at different times.
You can, depending on your needs, schedule deployment and installation at different times
to conserve network bandwidth or to perform the actions at more convenient times for
users.

The deployment schedule determines when the packages and files inside the bundle are
downloaded from the server to the assigned devices. The packages and files are not yet
installed and available for use. The installation schedule determines when the packages
and files are installed on assigned devices so the packages will be available for use.

¢ Deploy and install immediately (when this wizard completes): Select this option to
specify that the packages inside the bundle group deploy and install immediately when the
Create New Group Wizard completes, providing that the assigned devices are online. The
packages inside the bundle group deploy to and install on devices that are not online when
they refresh.

6 Click Next to display the Finish page.
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7 Review the information on the Finish page, making any changes to the bundle settings by using
the Back button as necessary. Click Finish to create the bundle as configured per settings on the
Summary page.

8 Click OK.

19.5 Editing Bundles

You can edit an existing bundle to change its description, add or remove assignments, add or remove
the bundle from existing catalogs or bundle groups, add or remove packages from the bundle,
deploy a different version of the bundle, and more.

You can use the ZENworks Control Center or the zlman command line utility to edit bundles. The
following procedure explains how to edit a bundle using the ZENworks Control Center. If you
prefer the zIman command line utility, see the Bundle Commands section of zlman (1) (page 518).

To edit a bundle:

1 In the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports Configuration

Bundles

[] status Hame Type Size
O &5 Bundle_Group_1 Bundle Group MIA
O @ & gundls_t1 RP# Package Bundle o]

(| r[1-20r2 show 10 + items

2 Click the bundle's name to display the Summary page, then make the desired configuration
changes as explained below.

Use the Summary page to view detailed information about the selected bundle. This page
provides general information about the bundle, lists the individual devices that are assigned to
the bundle, displays an event log, shows upcoming events, and lists the catalogs or groups that
the bundle belongs to.

You can also use this page to edit the bundle group's description, add or remove assignments
for the bundle, and change other configuration settings, as described below.

2a Review the information in the General section, then make the desired configuration
changes (you can edit only the Description in this section).

Size: Displays the number of packages that make up the bundle.

Version: Displays the bundle's version number. You can have multiple versions of the
same bundle. If you click the Details tab on this page and make any configuration
changes, the version number increments.

Number of errors not acknowledged: An error is anything that causes the deployment
or installation of the bundle to fail. The number displayed indicates the number of
unacknowledged errors, which display in the Event Log section below.

Number of warnings not acknowledged: A warning is anything that does not cause the
deployment or installation of the bundle to fail, but indicates minor problems with the
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2b

2c

2d

packages or bundle. The number displayed indicates the number of unacknowledged
warnings, which display in the Event Log section below.

GUID: Lists the selected object's GUID (global unique identifier), a randomly generated
string that provides a unique identifier for the bundle. You cannot edit the object's GUID.

Description: Displays the selected object's description, if one was provided when the
bundle was created. The description provides a short description of the bundle's contents.
This description displays in the ZENworks Control Center interface and in the user
interface.

Click Edit to change the bundle group's description, if necessary.

Review the information in the Assignments section, then make the desired configuration
changes.

The Assignments section lists the devices that are assigned to the selected bundle. You can
click the device name to view information about each device that is directly assigned to
the bundle, including its schedule and other options.

You can also use the following options:

Advanced: Click Advanced to display the Edit Assignments page, which includes a list of
the devices that are assigned to the selected bundle, the folder that contains each device,
each device's deployment and installation schedule, and whether the Allow remove and
Dry run options are enabled. You can use the Edit Assignments page to edit certain
settings, such as the deployment and installation schedules as well as the Al/low remove
and Dry run options.

Add: Click Add to launch the Assign Bundle Wizard to select the devices to be assigned
to the selected bundle. For more information, see Section 19.4, “Assigning Bundles,” on
page 224.

Remove: Select the device by clicking the check box next to the appropriate device name,
then click Remove to remove the device's assignment from this bundle.

Action > Deploy and Install Now: Click Action > Deploy and Install Now to
immediately deploy and install the bundle on the selected device (without regard to its
schedule or waiting for a device refresh). To access the Action menu, you must select a
device or device folder by clicking the check box next to its name.

Review the information in the Event Log section, then make the desired changes.
The Event Log section lists all unacknowledged errors and warnings.

The Status column displays an icon indicating each item's status. Position the mouse
pointer over each icon to display a short message describing the status of the item.

To acknowledge an error or warning, click its name in the Event column, then click
Acknowledged in the Message Detail Information dialog box that displays. You can also
click Advanced, select the check box next to the appropriate event, then click
Acknowledge (a check mark displays on the right side of the Date column to indicate that
the item has been acknowledged).

Review the information in the Upcoming Events section.

The Upcoming Events section lists events scheduled for the selected bundle. You can click
the calendar icon to display a calendar to view events for the desired date. You can also
use the arrows to view events for the previous or next day, week, or month. Click Refresh
to see upcoming events for the selected bundle.
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2e Review the information in the Catalogs/Groups sections, then make the desired
configuration changes.

The Catalogs/Groups sections list the catalogs and groups that contain the selected
bundle.

You can also use the following options:

Advanced: Click Advanced to display the Edit Catalogs/Groups page to display a list of
the catalogs and groups that contain the selected bundle. You can click Add to open the
Select Groups dialog box to add the selected bundle to existing catalogs or groups. You
can also remove a bundle or group by clicking the check box next to the Name column,
then clicking Remove to remove the bundle from that catalog or group.

Add: Click Add to open the Select Groups dialog box, then click the blue arrow in the
Select column to select the desired catalog or group and display its name in the Selected
list box.

Remove: Select the device by clicking the check box next to the appropriate catalog or
bundle name, then click Remove to remove the selected bundle from the catalog or group.

3 Click the Details tab, then make the desired configuration changes.

Use the Details page to view detailed information about the selected bundle, such as the
bundle's version number, name and display name, folder, description, a list of the individual
RPM packages that make up the bundle, and the distribution/installation/uninstallation scripts
that the bundle will use.

You can also use the options on this page to deploy a different version of the selected bundle to
assigned devices, delete a particular version of the bundle, add or remove packages from the
bundle, and change the script engine and scripts that you want to use for the bundle.

3a Review the information in the RPM Package Bundle Settings section, then make the
desired configuration changes.

Version: Displays the selected bundle's version number. You can have multiple versions
of the same bundle. If you make any configuration changes on this page (changing the
display name or description, adding a package to or removing a package from the bundle,
or adding or modifying a script), the version number increments. You can use the Version
drop-down list to view the details of each version of the selected bundle. Text below the
Version box informs you which version of the bundle is deployed on assigned devices.

Deploy: Lets you deploy a different version of the currently deployed bundle. Use the
Version drop-down list to select the desired version number, then click Deploy.

Only one version of a bundle can be deployed at any given time. For example, suppose a
bundle has multiple versions: 1, 2, and 3. If version 1 is currently deployed, all associated
devices have version 1 of the bundle deployed. If you then make version 3 the deployed
version, all devices with version 1 deployed and still associated to that bundle will be
automatically upgraded to version 3.

Delete: Lets you delete a version of the currently deployed bundle. Use the Version drop-
down list to select the desired version number, then click Delete.

Copy: Lets you copy a version of the selected bundle. Use the Version drop-down list to
select the desired version number, then click Copy. You can then alter the settings of the
copied version to create a new version of the bundle.

Display name: Displays the name that displays for users when they update software. The
display name, which can be more intuitive for users, was provided when the bundle was
created. You can edit the display name.
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3b

Description: Displays a short description of the bundle's contents. This description
displays in the ZENworks Control Center interface and in the ZENworks Linux
Management Update Client, which is the user interface. You can edit the description.

Enforce Persistence: (Selected by default.) If this option is selected, the packages inside
the RPM bundle are initially installed according to the bundle's schedule and the packages
are reinstalled on assigned devices if they are removed in the future. If this option is not
selected, the packages are installed initially according to schedule, but the packages are
not checked to see if they have been removed from assigned devices and the packages are
never reinstalled. This option applies to RPM bundles only; it does not apply to preboot,
file, or Dell Update Package (DUP) bundles.

Review the information in the Packages section, then make the desired configuration
changes.

The Packages section displays the RPM packages contained in the selected bundle. Use
the Packages section to upload RPM packages to the bundle, to import RPM packages
contained in the ZENworks Linux Management package repository, or to remove
packages from a bundle. The packages that you upload to a bundle must already exist on
the local device on which you are running the ZENworks Control Center, or you can
import packages from the package repository.

You can use the following options:

Upload RPM: Click Add > Upload RPM to open the RPM File Upload dialog box. For
more information, see Step 6a on page 207.

Import from repository: Click Add > Import from repository to open the Package Import
dialog box. For more information, see Step 6b on page 209.

Remove: Click Remove to remove the selected package from the bundle, as needed.

Set Freshen: Click Action > Set Freshen to transact a package only if a previous version
of the package is already installed on the device. You can use the Freshen option in
conjunction with the Auto-Detect, Update, or Install options available in Edit.

Unset Freshen: Click Action > Unset Freshen to turn off Freshen; the package is
transacted regardless if the package is already installed on the device or not.

Edit: Click Action > Edit to display the RPM File Upload dialog box where you can
change the selected package's install type and Freshen option.

Install type: Click Action > Edit > Install Type to use the Install type drop-down list to
choose from the following installation options:

¢ Auto-detect: Automatically detects whether the bundle is already installed on
assigned devices and either installs the bundle or updates an existing bundle, if
necessary. Basically, the Auto-detect option determines whether the Update or the
Install option functionality (explained below) is best, and then performs that
operation. Any kernel packages are installed using the /nstall option functionality;
other packages are installed using the Update option functionality. This is the default
option and should be used in most situations.

+ Update: Updates the packages on assigned devices if the packages in the bundle are
newer than what is installed on the devices. If the packages are not installed on the
assigned devices, ZENworks Linux Management installs them. With the Update
option, you don't need to worry whether a package is already installed because the
package is either updated (if needed) or installed on the device. Parallel installation
of a package is not possible with the Update option.

Using RPM and File Bundles

231



¢ Install: Installs the bundle on all assigned devices. If previous versions of the
packages exist on the devices, ZENworks Linux Management does not update the
existing packages. As a result, packages can be installed multiple times (parallel
installations), which might cause overlap issues. This option is rarely used; you
should use the default option, Auto-detect, under most circumstances. You should use
this option almost exclusively to install kernel packages.

Freshen (upgrade only if installed): Use this option to transact a package only if a
previous version of the package is already installed on the device. You can use the Freshen
option in conjunction with the Auto-detect, Update, or Install options.

NOTE: To view details about each package, click the desired package in the Name
column.

3c Review the information in the Scriptable Actions section, then make the desired
configuration changes.

As part of the process of distributing a bundle, ZENworks Linux Management can launch
scriptable actions that will be executed before and after the bundle is distributed, installed,
and uninstalled. For example, you can get data files from a Web server before installing an
application that uses them, run applications, and so forth.

Each action displays the script engine that was specified when the bundle was created. To
create a new action, click New to display the Scriptable Action dialog box. For detailed
instructions, see Step 9 on page 211.

4 Click Apply to save any changes you have made.

19.6 Adding Bundles to Catalogs

Instructions to add bundles to existing catalogs are included in the Using Catalogs section. For more
information, see Section 21.4, “Adding Bundles to Catalogs,” on page 266.

19.7 Creating Folders

You can use the ZENworks Control Center or the zlman command line utility to create folders. The
following procedure explains how to perform this task using the ZENworks Control Center. If you
prefer the zIman command line utility, see zIman (1) (page 518).

A folder is an organization object that displays in the ZENworks Control Center interface, which is
the administrative tool for ZENworks Linux Management. A folder can contain various objects,
including subfolders, Bundle, Bundle Group, and Catalog objects.
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To create a folder:

1 In the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports ConFiguration

Bundles

[] status Hame Type Size
[ &% Bundle_Group_1 Bundle Group MAA
O @ @ eundle_t RP# Package Bundle 0
b 1-20f2 show 10  items

2 Click New, then click Folder to display the New Folder dialog box.

New Folder

*

Mame:

Folder: *
/Bundles I

Description:

Fields marked with a blue asterisk are required.

[ oK | [ Cancal |

3 Fill in the fields:

+ Name: Provide a unique name for your folder. This is a required field.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control

Center,” on page 559.

+ Folder: Type the name or browse to the folder that contains this folder in the ZENworks

Control Center interface.
+ Description: Provide a short description of the folder's contents.
4 Click OK.
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19.8 Creating Bundle Groups

A bundle group lets you group bundles to ease administration and to provide easier assigning and
scheduling of the bundles in the bundle group.

You can use the ZENworks Control Center or the zlman command line utility to create bundle
groups. The following procedure explains how to perform this task using the ZENworks Control
Center. If you prefer the zlIman command line utility, see the Bundle Commands section of zlman (1)

(page 518).
To create a bundle group:

1 In the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports ConFiguration

Bundles

[] status Hame Type Size
[ &% Bundle_Group_1 Bundle Group MAA
O @& @ gundls_t1 RPk Package Bundle 0
b 1-20f2 show 10  items

2 Click New, then click Bundle Group to display the Basic Information page.

Create New Group
&~ Step 1: Basic Information

Group Mame: ™

Falder: *

/Bundles =

Description:

Fields marked with a blue asterizk are required.

<< Back | Next >> | | Cancel |
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3 Fill in the fields:

¢ Group name: (Required) Provide a unique name for your bundle group. The name you
provide displays in the ZENworks Control Center interface (the administrative tool for
ZENworks Linux Management) and in the user interface.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: (Required) Type the name or browse to the folder that contains this bundle group.

+ Description: Provide a short description of the bundle group's contents. This description
displays in the ZENworks Control Center interface and in the ZENworks Linux
Management Update Client, which is the user interface for updating software.

4 Click Next to display the Summary page.

Review the information on the Summary page, making any changes to the bundle-group
settings by using the Back button as necessary.

Depending on your needs, you can create the bundle group now or you can specify members,
assignments, and schedules for this bundle group and configure other options.

5 Click Finish to create the bundle group as configured per settings on the Summary page. If you
click Finish, the bundle group is created but it does not have members, devices assigned, a
schedule, and so forth. At some point in the future, you need to configure additional options for
the bundle group by continuing with Section 19.4, “Assigning Bundles,” on page 224.

or

Click Next to display the Add Group Members page to perform the following tasks:
* Specify members for this bundle group
+ Specify assignments for this bundle group

+ Set special flags, such as flags to remove conflicting packages and attempt a dry run of the
package installation

+ Specify the schedule to install or deploy the bundles

Create Mew Group  Group_1 [z
#N Step 3: Add Group Members

specify the members for this group:

[] Hame In Folder

Mo dhems selected, click aod o select Thems

| <<Back || Mexty>> | | Cancel |

6 Specify the bundles to include in this bundle group.
6a Click Add to browse for and select the appropriate bundle objects.

6b Click the underlined link in the Name column to select the desired bundles and display
their names in the Selected list box.

6¢ Click OK.
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7 Click Next to display the Add Assignments page.

Create New Group  Group_1 [
&N Step 4: Add Assignments

Specify the assignments for this group:

[ Hame In Folder

Mo ftems selected, click add fo select Trems

| << Back || Next >> | | Cancel |

8 Assign the bundle group to the devices that you want to distribute the bundle group to.
8a Click Add to browse for and select the appropriate device objects.
You can also select Folder or Group objects.

8b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a bundle to a Folder or Group object is the preferred method of assigning the
bundle. Assigning the bundle to a large number of objects (for example, more than 250)
might cause increased server utilization.

8c Click OK.
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9 Click Next to display the Bundle Options page.

Create Mew Group  Group_1
“N Step 5: Bundle Options

Set special flags which affect how this bundle will be handled, and configure the
deployment and installation or update schedules

— Special Flags
[¥]Remave conflicting packages
[ Attempt a dry run

— Scheduling

& peploy and install at a schedulad time:

Schedule:

|Relative to Refresh :@

 Deploy and install at separate scheduled times:

|&

| &

2 Deploy and install immediately (when this wizard completes)

[ <<Back | [ Nexds> : [ Cancel |

10 (Optional) Specify the desired Special Flag options:

+ Remove conflicting packages: Select this option to specify that conflicting packages and
files are uninstalled from devices before installing new packages and files. By default, this
option is selected, so conflicting packages and files (previous versions of the same
package, for example) are uninstalled before the current package or file is installed. If this
option is not selected, packages and files are not installed if a conflict is detected.

+ Attempt a dry run: Select this option to have ZENworks Linux Management perform a
test to determine if the RPM bundle or files can be successfully deployed. If there are any
issues that could prevent the RPM bundle or file bundle from being deployed, you can
look at the log file to troubleshoot the bundle-creation process. The log file is located in /
var/opt/novell/logs/zenworks.

A successful dry run ensures that the bundle can be successfully deployed or installed on
assigned devices (packages are available, dependencies are met, etc.).

11 Specify the desired Scheduling options:

+ Deploy and install at a scheduled time: Use this option to schedule the deployment and
installation of the bundles contained in this bundle group. Click the Schedule icon to
choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.
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Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Day of the Week Specific ~ Select one or more days of the week on which to install the
bundle on assigned devices and set other restrictions that might

apply.
Event Select the event that triggers the installation of the bundle.
Monthly Select the day of the month on which to install the bundle on

assigned devices and set other restrictions that might apply.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

+ Deploy and install at separate scheduled times: Use this option to specify an optional
deployment schedule separate from the installation schedule. If you select this option, you
can set up a deployment schedule and an installation schedule. If you do not select this
option, the packages will be deployed and installed on assigned devices according to the
schedule. Click the Schedule icon to choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Day of the Week Specific Select one or more days of the week on which to install the
bundle on assigned devices and set other restrictions that might

apply.
Event Select the event that triggers the installation of the bundle.
Monthly Select the day of the month on which to install the bundle on

assigned devices and set other restrictions that might apply.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

The Deploy and install at separate scheduled times option is not set by default. In most
situations, there is no need to deploy and install packages inside bundles at different times.
You can, depending on your needs, schedule deployment and installation at different times
to conserve network bandwidth or to perform the actions at more convenient times for
users.
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The deployment schedule determines when the packages and files inside the bundle are
downloaded from the server to the assigned devices. The packages and files are not yet
installed and available for use. The installation schedule determines when the packages
and files are installed on assigned devices so the packages will be available for use.

¢ Deploy and install immediately (when this wizard completes): Select this option to
specify that the packages inside the bundle group deploy and install immediately when the
Create New Group Wizard completes, providing that the assigned devices are online. The
packages inside the bundle group deploy to and install on devices that are not online when
they refresh.

12 Click Next to display the Summary page.

13 Review the information on the Summary page, making any changes to the bundle settings by
using the Back button as necessary. Click Finish to create the bundle as configured per settings
on the Summary page.

14 Click OK.

19.9 Adding Bundles to Existing Groups

Using bundle groups eases administration efforts by letting you group several bundles so you can
use common assignments, schedules, and so forth, rather than configuring these settings for each
bundle you create.

You can use the ZENworks Control Center or the zlman command line utility to add bundles to
existing groups. The following procedure explains how to perform this task using the ZENworks
Control Center. If you prefer the zIman command line utility, see the Bundle Commands section of
zlman (1) (page 518).

1 Inthe ZENworks Control Center, click the Bundles tab, select the desired bundle in the Bundles
list by clicking the box next to its name, click Action, then click Add to Group to display the
Targets page.

Add To Group ?
“N Step 1: Targets

Select the groups that will contain the items.
Add Remove

[[] Hame In Folder

No items selected, click add to select items

Next > Cancel

2 Click Add to open the Select Groups dialog box, click the desired groups to add them to the
Selected list, then click OK to display the selected groups in the list on the Targets page.

3 Click Next to display the Finish page.

Review the information on the Finish page, making any changes to the settings by using the
Back button as necessary, then click Finish to add the bundle to the group.
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19.10 Uninstalling Bundles from Devices

Use the Uninstall Bundle Wizard to schedule when software contained in a bundle is uninstalled
from devices that are no longer assigned to the bundle.

If you remove a bundle's assignments, the previously assigned devices are no longer assigned to the
bundle; however, the software in the bundle remains on those devices. Likewise, if you delete a
bundle by clicking the Bundles tab, checking the box next to a bundle's name, and then clicking
Delete, the software is not removed from assigned devices.

The Uninstall Bundle Wizard lets you choose whether or not to uninstall the software on those
previously assigned devices. If you specify that you want to remove the software, you can specify a
schedule to uninstall the software.

NOTE: You can use the Uninstall Bundle Wizard to uninstall only RPM and File bundles. You can
remove the assignments from preboot, Dell Update Package (DUP), and patch bundles, but they
cannot be uninstalled by using the Uninstall Bundle Wizard.

You can remove bundles from devices using either the Bundles tab or the Devices tab in the
ZENworks Control Center. If you want to remove the software contained in a bundle from one or
more devices, you should use the Bundles tab. If you want to remove one or more bundles from a
specific device, you should use the Devices tab.

The following sections contain more information:

¢ Section 19.10.1, “Using the Bundles Page to Remove Bundles from Devices,” on page 240

¢ Section 19.10.2, “Using the Devices Page to Remove Bundles from Devices,” on page 241

19.10.1 Using the Bundles Page to Remove Bundles from
Devices

To remove the software contained in a bundle from one or more devices, you should launch the
Uninstall Bundle Wizard from the Bundles page.

1 From the ZENworks Control Center, click the Bundles tab.

2 In the Bundles list, click the underlined link for the desired bundle to display its Summary page.

3 In the Assignments section, select the box next to the device's name from which you want to
remove the bundle, then click Remove to launch the Uninstall Bundle Wizard.

Uninstall Bundle Wizard ?
“N Step 1: Schedule Removal

This wizard allows you to schedule when the bundles will be removed from the devices
that are no longer assigned to those bundles.

Do you wish to uninstall existing bundle files?

(ORI
O ves
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4 Specify a removal option:

¢ No: Although the device is removed from the Assignments section and the bundle is no
longer assigned to the device, the software remains installed on the previously assigned
device.

* Yes: The software is uninstalled from previously assigned devices according to the
schedule you specify in the next step of this wizard.

5 (Conditional) If you chose Yes in Step 4, click Next to display the Schedule page.

'\.I

Uninstall Bundle Wizard
N Step 2: Schedule

Specify the schedule for removing the assignments.

Schedule Type:
Relative to Refresh v

Select the initial delay and repeat frequency to run the scheduled event and set other
restrictions that may apply

6 Select a schedule type from the drop-down list.

The settings you configure on this page determine when the assignments are removed from
previously assigned devices.

The following schedules are available. Click the link in the left column for more information
about each schedule type.

Schedule Type Description

Date Specific Select one or more dates on which to remove assignments and
set other restrictions that might apply.

Day of the Week Specific Select one or more days of the week on which to remove
assignments and set other restrictions that might apply.

Event Select the event that triggers the removal of assignments.

Relative to Refresh Schedule when the assignments are removed, either immediately
after the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the assignment
removal is repeated and specify a time period when you do not
want the assignments removed to help minimize network traffic
during that time.

7 Click Next to display the Finish page, make any changes by using the Back button as necessary,
then click Finish to complete the assignment removal.

19.10.2 Using the Devices Page to Remove Bundles from
Devices

1 In the ZENworks Control Center, click the Devices tab, then click the Servers link to display a
list of servers or server groups in your ZENworks Linux Management system.

or
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In the ZENworks Control Center, click the Devices tab, then click the Workstations link to
display a list of workstations and workstation groups in your ZENworks Linux Management
system.

2 Click the underlined link for the server, server group, workstation, or workstation group that
you want to remove a bundle from.

If you clicked a server or workstation group, skip to Step 4.

3 In the Effective Bundles section on the Summary page, click Advanced to display all bundles
assigned to this device.

4 Select the box next to the desired bundle, then click Remove to launch the Uninstall Bundle
Wizard.

Uninstall Bundle Wizard [7]
&~ Step 1: Schedule Removal

This wizard allows you to schedule when the bundles will be removed from the
devices that are no longer assigned to those bundles.

Do you wish to uninstall existing bundle files?

& Mo
O ves

5 Specify a removal option:

¢ No: Although the device is removed from the Assignments section and the bundle is no
longer assigned to the device, the software remains installed on previously assigned
devices.

* Yes: The software is uninstalled from previously assigned devices according to the
schedule you specify in the next step of this wizard.

6 Click Next to display the Schedule page.
7 Select a schedule type from the drop-down list.

The settings you configure on this page determine when the assignments are removed from
previously assigned devices.

The following schedules are available. Click the link in the left column for more information
about each schedule type.

Schedule Type Description

Date Specific Select one or more dates on which to remove assignments and
set other restrictions that might apply.

Day of the Week Specific Select one or more days of the week on which to remove
assignments and set other restrictions that might apply.

Event Select the event that triggers the removal of assignments.
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Schedule Type Description

Relative to Refresh Schedule when the assignments are removed, either immediately
after the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the assignment
removal is repeated and specify a time period when you do not
want the assignments removed to help minimize network traffic
during that time.

8 Click Next to display the Finish page, make any changes by using the Back button as necessary,
then click Finish to complete the assignment removal.

19.11 Deleting Bundles, Bundle Groups, and
Folders

Before you delete bundles, bundle groups, and folders from the ZENworks Control Center, review
the following information before performing the procedure in this section to ensure that you obtain
the desired results.

You can use the ZENworks Control Center or the zlman command line utility to perform certain
tasks in ZENworks Linux Management. The following procedures explain how to perform these
tasks using the ZENworks Control Center. If you prefer the zlman command line utility, see the
Registration Commands section of zlman (1) (page 518).

Deleting Bundles: Depending on your needs, you can delete a bundle from your ZENworks Linux
Management system, remove a bundle's assignments from devices, or use the Uninstall Bundle
Wizard to remove the software from assigned devices.

If you delete a bundle from your ZENworks Linux Management system, the bundle does not display
on the Bundles or Devices pages in the ZENworks Control Center; however, the software contained
in that bundle remains on the previously assigned devices.

If you remove a bundle's assignments, the previously assigned devices are no longer assigned to the
bundle; however, the software in the bundle remains on those devices.

Deleting Bundle Groups: The results of deleting a bundle group is similar to that of deleting a
bundle.

If you delete a bundle group from your ZENworks Linux Management system, the bundle group
does not display on the Bundles page in the ZENworks Control Center and the bundle group's
assignments are removed. However, the individual bundles contained in the group are not removed
from the ZENworks Control Center and still display on the Bundles page. As with bundles, when
you delete a bundle group from the ZENworks Control Center, the software contained in that bundle
group remains on the previously assigned devices.

Deleting Folders: If you delete a folder that contains bundles from your ZENworks Linux
Management system, both the folder and its bundles are removed from the ZENworks Control
Center. However, the software contained in those bundles remain on the previously assigned
devices.

Using the Uninstall Bundle Wizard: If you use the Uninstall Bundle Wizard, you can choose
whether or not to uninstall the software on previously assigned devices. If you specify that you want
to remove the software, you can specify a schedule to uninstall the software. For more information,
see Section 19.10, “Uninstalling Bundles from Devices,” on page 240.

Using RPM and File Bundles

243



To delete a bundle, bundle group, or folder:
1 In the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports ConFiguration

Bundles

[] status Hame Type Size
[ &% Bundle_Group_1 Bundle Group MAA
O @ @ eundle_t RP# Package Bundle 0
b 1-20f2 show 10  items

2 1In the Bundles list, select the box next to the desired item's name, then click Delete.

If the item you are deleting is a folder, you are prompted whether or not to delete the folder and
its contents.

19.12 Renaming, Copying, or Moving Bundles

Use the Edit drop-down list on the Bundles page to edit an existing object. To access the Edit drop-
down list, you must select an object by clicking the check box next to the object's name in the list.

Depending on the type of object you select, you can rename, copy, or move the selected object. For
example, if you select a Bundle object, you can rename, copy, and move the bundle. If you select a
Bundle Group object, you can rename or move the Bundle Group object, but not copy it. If the
option is dimmed, that option is not available for the selected object type.

Some actions cannot be performed on multiple objects. For example, if more than one check box is
selected, the Rename option is not available from the Edit menu.

1 In the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports Configuration

Bundles

[] status Hame Type Size
O &% Bundle_Group_1 Bundle Group TS
O @ @ eundle_t RP# Package Bundle 0

(| r[1-20r2 show 10 + items

2 In the Bundles list, select the box next to the bundle's name, click Edit, then click an option.

+ Rename: Click Rename, type a new name for the bundle, then click OK.

IMPORTANT: Do not rename patch bundles.

¢ Copy: Click Copy, type a new name for the copy, then click OK.
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The copy option is useful to create a new bundle that is similar to an existing bundle. You
can copy a bundle and then edit the new bundle's settings.

+ Move: Click Move, choose a destination folder for the selected objects, then click OK.

If you rename or move a bundle, its assignments are still in place and ZENworks Linux
Management does not redistribute the catalog to devices because of the name or location
change.

19.13 Deploying a Different Version of a Bundle

You can have multiple versions of the same bundle, although only one version of a bundle can be
deployed at any given time. If you make any configuration changes to an existing bundle (changing
the display name or description, adding a package to or removing a package from the bundle, or
adding or modifying a script), the version number increments.

Only one version of a bundle can be deployed at any given time. For example, suppose a bundle has
multiple versions: 1, 2, and 3. If version 1 is currently deployed, all associated devices have version
1 of the bundle deployed. If you then make version 3 the deployed version, all devices with version
1 deployed and still associated to that bundle will be automatically upgraded to version 3.

For more information about editing bundles, which might cause version numbers to increment, see
Section 19.5, “Editing Bundles,” on page 228. Note that only changes made on the Details page
cause the version number to increment, as described in Step 3 on page 230.

The following section contains additional information:

¢ Section 19.13.1, “Bundle Version Deployment Behavior (ZENworks Control Center vs. the
zlman Utility),” on page 245

19.13.1 Bundle Version Deployment Behavior (ZENworks
Control Center vs. the ziman Utility)

You can modify an existing bundle using either the ZENworks Control Center or the z1man utility,
which causes the bundle’s version number to increment. Depending on the method you use to
modify a bundle, the deployment behavior of the new version varies.

If you use the ZENworks Control Center to modify a bundle, the version number increments but the
new version of the bundle is not automatically deployed; you must manually deploy the new
version, as described in Step 3a on page 230.

If you use the z1man utility to modify a bundle, the version number increments and the new version
of the bundle is automatically deployed; you do not have to manually deploy the edited bundle.

19.14 Using a Remote Execute Policy to Remove
Bundles and Packages from Devices

If you remove a bundle's assignments, the previously assigned devices are no longer assigned to the
bundle; however, the software in the bundle remains on those devices. Likewise, if you delete a
bundle by clicking the Bundles tab, selecting the box next to a bundle's name, then clicking Delete,
the software is not removed from assigned devices.
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To remove the bundles and software packages from devices, you can use the Uninstall Bundle
Wizard, as explained in Section 19.10, “Uninstalling Bundles from Devices,” on page 240 or you
can configure a Remote Execute policy to run a script and then assign the policy to devices. You can
remove a bundle, a package, or a list of packages.

You cannot remove a catalog by using a Remote Execute policy, but you can remove the bundles
and packages contained in a catalog.

To configure a Remote Execute policy to remove bundles and packages from devices:

1 In the ZENworks Control Center, click the Policies tab.
2 In the Policies list, click New, then click Policy to display the Create New Policy page.

3 Inthe Policy Type list, click Remote Execute Policy, then click Next to display the Policy Name
page.
4 Fill in the fields:
+ Name: (Required) Provide a unique name for the policy. The name you provide displays

in the ZENworks Control Center interface, which is the administrative tool for ZENworks
Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

¢ Folder: (Required) Type the name or browse to the folder that this bundle will be created
in. Folders display in the ZENworks Control Center.

+ Description: Provide a short description of the policy. This description displays on the
policy's Summary page in the ZENworks Control Center interface.
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5 Click Next.

© 0 N O

Create New Remote Execute Policy Remote_Execute
“N' Step 3: Remote Execute Policy

Executable Type: Script A

Do not wait

@ \Wait till the program completes the
execution

O wait Far SEC

thaximum Waiting Time:

Script to run: Specify afile A
script file name: *

[e.g. fusrflocalf xyz. pl)
Script parameters:

[e.g. abc efg)

Script engine: *

[e.g. fusr/localfbind perl)

Script engine parameters:

[e.g. -c abc -5 efg]

Fields marked with a blue asterisk are required.

<¢ Back Mext >» Cancel

Select Script from the Executable type drop-down list.

Specify the waiting time after starting the script.

Select Specify your own script from the Script to run drop-down list.

Type your script in the script box.

The following table provides example scripts that you can use, depend on your needs:

Sample Script

Description

rug bundle-remove bundlel

rug rm packagel

rug rm packagel package?
package3

Removes bundle1 from all devices that you assign the
policy to.

Removes package1 from all devices that you assign
the policy to.

Removes package1, package2, and package3 from
all devices that you assign the policy to. Separate the
package name with spaces.

NOTE: If you use rug rm package _name to remove a package that is contained in an installed
bundle that contains other packages, only the specified package is removed from assigned
devices. The other packages in the bundle are not removed.
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If a bundle has multiple packages, when one or more package is removed, the bundle is still
marked as installed in the ZENworks Control Center. Depending on the bundle's schedule, the
server may re-install the package.

10 Click Next to display the Summary page.

11 Click Finish to create the policy as configured per settings on the Summary page. If you click
Finish, the Remote Execute policy is created but it does not have devices assigned or a
schedule. At some point in the future, you need to configure additional options for the policy by
continuing with Section 17.4, “Assigning Policies,” on page 178.

or

Click Next to display the Policy Assignments page to perform the following tasks:
* Specify assignments for this policy
+ Specify the schedule for this policy
+ Specify groups for this policy

Create New Remote Execute Policy Remote_Execute
“N Step 5: Policy Assignments

specify the assignments for this policy:

[] Hame In Folder

Mo Trems selected, click add o select Trems

| << Back || Next >> | | Cancel |

12 Assign the policy to the devices.
12a Click Add to browse for and select the appropriate Server or Workstation objects.
You can also select Folder or Group objects.

12b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a policy to a Folder or Group object is the preferred method of assigning the
policy. Assigning the policy to a large number of objects (for example, more than 250)
might cause increased server utilization.

12c¢ Click OK.

13 Click Next to display the Policy Schedule page, select the schedule to apply to the assignments
from the drop-down list, which vary, depending on the schedule type you select.

The settings you configure on this page determine when the policy is assigned to devices.

The following schedules are available. Click the link in the left column for more information
about each schedule type and its options.

Schedule Type Description

No Schedule Use this option to indicate no schedule; no action occurs.
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Schedule Type Description

Date Specific Select one or more dates on which to assign the policy to devices
and set other restrictions that might apply.

Day of the Week Specific Select one or more days of the week on which to assign the policy
to devices and set other restrictions that might apply.

Monthly Select the day of the month on which to assign the policy to
devices and set other restrictions that might apply.

Relative to Refresh Schedule when the policy is assigned, either immediately after the
device refreshes or a specified amount of time after the device
refreshes. You can also specify whether the policy's assignment is
repeated and specify a time period when you do not want the
policy assigned to help minimize network traffic during that time.

14 Click Next to display the Policy Groups page.

Create New Remote Execute Policy Remote_Execute
#X° Step 7: Policy Groups

Specify the groups for this policy:

[] Hame In Folder

Mo frems selected, click add o select ftems

| <<Back | @ Mext3> | | Cancel |

15 (Optional) Click Add to open the Select Groups dialog box, then click the underlined links in
the Name column to select the desired policy groups and display their names in the Selected list
box.

Using policy groups eases administration efforts by letting you group several policies so you
can use common assignments, schedules, and so forth, rather than configuring these settings for
each policy you create.

16 Click Next to display the Finish page.

17 Review the information on the Finish page, making any changes to the policy settings by using
the Back button as necessary. Click Finish to create the policy as configured per settings on the
Finish page.

19.15 Generating Bundle Reports

Reports let you create custom views for your ZENworks environment. Reports can contain details
from a large volume of inventory, packaging, and other device information. You can create new
reports, edit existing reports, delete reports, or generate one or multiple reports simultaneously. You
can also create folders that let you organize and store reports based on your own criteria.
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The following bundle reports are provided with ZENworks Linux Management:

+ Bundle Reports: This folder contains the following reports:
¢ Bundle Delivery Failures
¢ Bundle Delivery in the Past 24 Hours
¢ Bundle Delivery Information Per Device
¢ Last Bundle Delivery Per Device
¢ Dell Reports: This folder contains the following reports:
+ Devices Not Having Valid Dell Update Package Bundles <Template>
¢ Devices Not Having Valid RPM Package Bundles <Template>
+ Installed Dell Applications Per All Devices
¢ Installed Dell Applications Per PowerEdge Model
+ Device Reports: This folder contains the following reports:
¢ Device Errors in the Past 24 Hours
¢ Device Errors in the Past Week
¢ Devices Disk Usage
+ Devices Inactive for the Past 90 Days
+ Devices Registered in the Past 24 Hours
+ Devices Registered in the Past Week

For more information, see Part X, “Reports,” on page 489.

19.16 Best Practices for Adding Packages to
Bundles

¢ To add multiple packages to a bundle, use z1lman.

For more information on zlman, see zlman (1) (page 518).

+ To create several bundles with multiple packages, create one bundle at a time and add multiple
packages to it, instead of running the commands at the same time. For example, if you want to
create three bundles with 100 packages each, run the z1man commands in sequence, instead of
executing them from three shells simultaneously.

¢ To assign a large number of bundles to managed devices at one time, create a bundle group in
ZENworks Control Center and assign it to the managed devices. For example, if you want to
assign YOU patches to a server, create a bundle group with all of the YOU patches, and assign
the bundle group to the server instead of assigning the YOU patches individually to the server.
Assigning patches individually would take a long time and might not be completed if done
from ZENworks Control Center.

For more information on bundle groups, see Section 19.8, “Creating Bundle Groups,” on
page 234.

+ To quickly deploy large package sets, adjust the level of security provided by the connection
between the managed device and the ZENworks Server. To change the security level:

a. On the ZENworks Server, open the /etc/opt/novell/zenworks/tomcat/
base/server.xml file.
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b. In the Connector section for port 443, change the value of ciphers to 128 bits as shown
below:

ciphers="SSL RSA WITH RC4 128 SHA"

This reduces the workload of the managed device and increases the speed of the streaming
of the packages to it.

IMPORTANT: Setting this attribute instructs the server to offer RC4 encryption at 128b
as the only available cipher suite. The client will comply as part of the SSL negotiation.
However, changing the encryption to RC4 reduces the security of the system, compared to
the default encryption such as AES, and makes it susceptible to being broken into.

c. Restart the ZENworks Server.
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Understanding the Package and
Content Management Features
Available on a Managed Device

The following sections provide detailed information about the Package and Content Management
features available on a managed device:

¢ Section 20.1, “Locking and Unlocking a Package on a Managed Device,” on page 253

¢ Section 20.2, “Locking and Unlocking a Bundle on a Managed Device,” on page 253

¢ Section 20.3, “Reverting to a Previously Installed Software Configuration State,” on page 254

¢ Section 20.4, “Installing the Best Package,” on page 255

20.1 Locking and Unlocking a Package on a
Managed Device

You can lock a package on the managed device to prevent it being deleted, or to prevent it from
being upgraded to a newer version.

To lock a package:
1 List all the packages installed on the managed device by entering the rug pa command. From
the list, select the package you want to lock.
2 Lock the package by entering the rug la package name command.
package name can include wildcard characters.
3 Ensure that the package is locked by entering the rug 11 command. This displays all the
locked packages.
To unlock a package:
1 List all the packages that are locked on the managed device by entering the rug 11 command.
This displays the package name and its lock index.
2 Select the package you want to unlock.
3 Unlock the package by entering the rug 1d lock index command.

4 Ensure that the package is unlocked by entering the rug 11 command. This displays only the
locked packages.

20.2 Locking and Unlocking a Bundle on a
Managed Device

You can lock a bundle on the managed device to prevent it being deleted, or to prevent it from being
upgraded to a newer version.

To lock a bundle:
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1 List all the bundles installed on the managed device by entering the rug b1l command. From
the list, select the bundle you want to lock.

2 Lock the bundle by entering the rug bla bundle name command.
bundle name can include wildcard characters.

3 Ensure that the bundle is locked by entering the rug bl1l command. This displays all the
locked bundles.

NOTE: If a locked bundle has packages, you can remove the packages from the managed device
even though the bundle is locked by using rpm -e | package nameor rug rm
package name. To prevent the removal of packages, you must individually lock the packages.
For more information on how to lock a package, see Section 20.1, “Locking and Unlocking a
Package on a Managed Device,” on page 253.

To unlock a bundle:
1 List all the bundles that are locked on the managed device by entering the rug b11 command.
This displays the bundle name and its lock index.
2 Select the bundle you want to unlock.
3 Unlock the bundle by entering the rug bld lock index command.

4 Ensure that the bundle is unlocked by entering the rug bl1 command. This displays only the
locked bundles.

20.3 Reverting to a Previously Installed Software
Configuration State

You can use the rug ro date time command or create a checkpoint by using rug cpa
checkpoint name command to revert to a previously installed software configuration state.

An Example Use Case: In this use case, you enable the rollback preference, install a package, and
then roll back to the previously installed configuration state. The package is automatically
uninstalled.

1 Enable the Rollback preference by executing the rug set rollback true command.

The Rollback preference is set to False by default.
2 Subscribe to a catalog by executing the rug sub catalog name command.

3 List all packages contained in the catalog by executing the rug pa catalog name
command.

4 Make a note of the date and time when you enable the Rollback preference by executing the
date command.

or
Create a checkpoint by using the rug cpa checkpoint name command.

5 Install a package by executing the rug in package name command.

6 Ensure that the package is installed by executing the rug pa catalog name command.

llill.

The status of the package should be
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7 Roll back to the previously installed configuration state by executing the rug ro
date time command.

or

If you have created a checkpoint in Step 4, then execute the rug ro checkpoint name
command.

For example: rug ro "02/20/2007 15:55:56"

The date and time you specify must be from the time you enable the Rollback preference to the
current time. If you do not specify the date, the current date is used.

Specify the date in the mm/dd/yyyy format. For example, 02/28/2007. For more information on
the date format, see the rug man page or rug (1) (page 542).

The package installed in Step 5 is uninstalled.

8 To ensure that the package is uninstalled, execute the rug pa catalog name command
and verify that the status of the package is blank.

20.4 Installing the Best Package

ZENworks® Linux Management helps the SUSE® Linux Enterprise 10 users to determine the
package version best suited for their device by providing the rug in utility and the zen-installer
utility. This ensures that there is minimal risk for the incompatibilities with the latest version of the
kernel, ATT and XGL enablement, etc., and several key packages.

The following sections provide more information:

¢ Section 20.4.1, “Using the rug in Utility to Install the Best Package,” on page 255
¢ Section 20.4.2, “Using the zen-installer Utility to Install the Best Package,” on page 255

20.4.1 Using the rug in Utility to Install the Best Package

If you want zmd to install the package version best suited for the managed device and not the
package with the latest version:

1 On the managed device, enter the rug in package name command.

If you want to install a specific version of the package, and do not want zmd to choose the best
package:

1 On the managed device, execute the rug in package name-package version

command.

20.4.2 Using the zen-installer Utility to Install the Best Package

If you want zmd to install the package version best suited for the managed device and not the
package with the latest version:

1 On the managed device, enter the zen-installer command.

The Software Installer window is displayed.
2 Click Configure, then click the Preferences tab.
3 Ensure that the Show Version Details option is deselected. The option is deselected by default.
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4 Click Close.
The Software Installer window displays the packages available for installation.
5 Select the package to be installed, then click Install.

zmd installs the package version best suited for the managed device.

If you want to install a specific version of the package, and do not want zmd to choose the best
package:

1 On the managed device, enter the zen-installer command.
The Software Installer window is displayed.
2 Click Configure, then click the Preferences tab.

3 Select Show Version Details.
4 Click Close.

The Software Installer window displays the packages and versions available for installation.

5 Select the package to be installed, then click Install.
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Using Catalogs

Using Novell® ZENworks® Linux Management, you can install packages using either a catalog or a
bundle. A catalog is a collection of RPM bundles or Dell Update Package bundles; bundles included
in a catalog are usually considered optional. Packages included in a bundle that is directly assigned
is considered mandatory; the packages are installed on all assigned devices (the bundle is directly
assigned to devices, the device group, or the device folder). For more information about bundles, see
Chapter 19, “Using RPM and File Bundles,” on page 203 or Chapter 22, “Using Dell Update
Package Bundles,” on page 271.

The zlman utility is the command-line interface to ZENworks Linux Management. If you need to
create and configure a large number of bundles or catalogs, or if you want to automate the process
using scripts, you can use zlman. For more information, see zlman (1) (page 518).

The following sections contain additional information:

¢ Section 21.1, “Understanding Catalogs,” on page 257

¢ Section 21.2, “Creating Catalogs,” on page 257

¢ Section 21.3, “Assigning Catalogs,” on page 263

¢ Section 21.4, “Adding Bundles to Catalogs,” on page 266

¢ Section 21.5, “Renaming or Moving Catalogs,” on page 267
¢ Section 21.6, “Deleting Catalogs,” on page 267

¢ Section 21.7, “Creating Folders,” on page 268

21.1 Understanding Catalogs

A catalog is a collection of bundles; bundles included in a catalog are usually considered optional.
You can use catalogs to deploy and install optional or dependent packages to assigned devices. If
you deploy optional packages to devices using a catalog, users can choose whether to deploy and
install the software packages included in the bundles inside the catalog. Users use the ZENworks
Linux Management Installer, Updater, or Remover programs to manage the software on managed
devices. For more information, see Section 6.3, “Using the Software Updater, Installer, and
Remover from Users’ Managed Devices,” on page 52.

You can also use bundles in a catalog to provide dependent packages for a primary package
contained in a bundle or in another catalog. For example, suppose you want to include Java Runtime
in a catalog and, optionally, hide the catalog from the user interface. If a package contained in a
bundle or in another catalog needs Java Runtime (it is listed as a dependency for the primary
package), the package containing Java Runtime becomes mandatory and is deployed and installed
on all devices that the primary package is deployed and installed on.

21.2 Creating Catalogs

You can use the ZENworks Control Center or the zIman command line utility to create catalogs. The
following procedure explains how to perform this task using the ZENworks Control Center. If you
prefer the zZIman command line utility, see the Catalog Commands section of zIman (1) (page 518).

1 In the ZENworks Control Center, click the Bundles tab.
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2 In the Bundie list, click New, then click Catalog to display the Catalog Name page.

Create New Catalog (7]
@~ Step 1: Catalog Name

Specify the name, description, and display name for the new catalog:

Catalog Mame: *

Display Mame: *

Folder: *

/Bundles I

Description:

Fields marked with a blue asterisk are required.

<<Back || MNed> | | Canced |

3 Fill in the fields:

¢ Catalog name: (Required) Provide a unique name for your catalog. The name you
provide displays in the ZENworks Control Center interface, which is the administrative
tool for ZENworks Linux Management.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Display name: (Required) Provide a name that displays for users when they install,
update, or remove software. The display name can be the same name that you provided in
the Name box; however, you can choose to make the name more intuitive for users. In the
next step in this wizard, Catalog Attributes, you can specify to hide this catalog from
users.

+ Folder: (Required) Type or browse to the folder that contains this catalog in the
ZENworks Control Center interface.

+ Description: Provide a short description of the catalog's contents. This description
displays in the ZENworks Control Center interface and in the user interface. In the next
step in this wizard, Catalog Attributes, you can specify to hide this catalog in the user
interface.
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4 Click Next to display the Catalog Attributes page.

Create New Catalog  Catalog 1 7
“N Step 2: Catalog Attributes

Specify the attributes for the catalog:

[JHide this catalog in the client user interface

<< Back

5 (Optional) Select the Hide this catalog in the client user interface option to hide the catalog
from users; the catalog displays in the ZENworks Control Center interface, which is the
administrative tool for ZENworks Linux Management, but is hidden from users.

This option is useful if you have a bundle or catalog containing a primary package that has
dependent packages that must already be installed on devices. You can hide the catalog
containing these dependent packages from users. When the primary package in a bundle or
catalog is deployed and installed, all dependent packages in the hidden catalog are also
deployed and installed.

For example, suppose you have an anti-virus application that you want to deploy and install
using a catalog. You could make this catalog visible to users. Suppose that you also need to
install updated definition files on devices before the primary package in the bundle or catalog
can be installed. You could hide the catalog containing the definition files from users. When the
primary package in the bundle or in the visible catalog is deployed and installed, the dependent
packages in the hidden catalog are also deployed and installed.

IMPORTANT: If you hide an optional catalog (none of the packages contains dependent
packages) from the user interface, the catalog is never deployed and installed. For this reason,
you should only hide catalogs that contain dependent packages. When the primary package
contained in a bundle or catalog is deployed and installed, the dependent packages contained in
the hidden catalog are also deployed and installed.

6 Click Next to display the Summary page, then review the information on the Summary page,
making any changes to the bundle settings by using the Back button as necessary.

Depending on your needs, you can create the catalog now or you can configure additional
settings for this catalog.

7 Click Finish to create the Catalog as configured per settings on the Summary page. If you click
Finish, the catalog is created but it does not contain bundles, have any assignments, a schedule,
and so forth. At some time in the future, you need to perform the steps under Section 21.3,
“Assigning Catalogs,” on page 263.

or
Click Next to display the Select Bundles page to perform the following tasks:
+ Specify bundles and bundle groups to place in this catalog

*

Specify the assignments for this catalog

*

Specify special flags, such as flags to specify to remove conflicting packages or trying a
dry run to test a bundle's deployment

*

Specify the update and deployment schedules for this bundle

Using Catalogs 259



Create Mew Catalog  Catalog_1
#N Step 4: Select Bundles

Specify the bundles and bundle groups to place in this catalog:

[] HName In Folder

No items selected, click add to select ifems

| =<Back || Ned>> | | Cancel |

8 Specify bundles and bundle groups for this catalog.

8a Click Add to display the Select Bundles dialog box, then browse for and select the bundles
and bundle groups you want to assign to this catalog.

Click the underlined link in the Name column to select the bundles or bundle groups and
to display their names in the Selected list box.

8b Click OK.
9 Click Next to display the Catalog Assignments page.

Create Mew Catalog Catalog_1
#N Step 5: Catalog Assignments

Specify the assignments for this catalog:

[[] Hame In Folder

No items selected, click add to select items

10 Assign this catalog to the devices that you want to distribute the catalog to.
10a Click Add to display the Select Assignments dialog box.

10b Click the blue arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

You can also select Folder or Group objects.

Assigning a catalog to a Folder or Group object is the preferred method of associating the
catalog. Assigning the catalog to a large number of objects (for example, more than 250)
might cause increased server utilization.

10c Click OK.
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11 Click Next to display the Bundles Options page.

Create Mew Catalog  Catalog 1
&~ Step 6: Bundle Options

Set special flags which affect how this bundle will be handled, and configure

the deployment and installation or update schedules

—Special Flags

[¥|Remove conflicting packages
[ attempt a dry run

— Scheduling

® peploy and install at a scheduled time:

Schedule:
Relative to Refresh | &

C peploy and install at separate scheduled times:

Deployment Schedule:

| &

Installation Schedule:

| &

C peploy and install immediately (when this wizard completes)

| <<Back | Nedt> i | Cancel |

12 (Optional) Specify the desired Special Flag options:

+ Remove conflicting packages: Select this option to specify that conflicting packages and

files are uninstalled from devices before installing new packages and files. By default, this
option is selected, so conflicting packages and files (previous versions of the same
package, for example) are uninstalled before the current package or file is installed. If this
option is not selected, packages and files are not installed if a conflict is detected.

¢ Attempt a dry run: Select this option to have ZENworks Linux Management perform a

test to determine if the RPM bundle or files can be successfully deployed. If there are any
issues that could prevent the RPM bundle or file bundle from being deployed, you can
look at the log file to troubleshoot the bundle-creation process. The log file is located in /
var/opt/novell/logs/zenworks.

A successful dry run ensures that the bundle can be successfully deployed or installed on
assigned devices (packages are available, dependencies are met, etc.).

13 Specify the desired Scheduling options:

+ Deploy and install at a scheduled time: Use this option to schedule the deployment and

installation of the bundles contained in this bundle group. Click the Schedule icon to
choose the schedule type.

Using Catalogs 261



The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

+ Deploy and install at separate scheduled times: Use this option to specify an optional
deployment schedule separate from the installation schedule. If you select this option, you
can set up a deployment schedule and an installation schedule. If you do not select this
option, the packages will be deployed and installed on assigned devices according to the
schedule. Click the Schedule icon to choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

The Deploy and install at separate scheduled times option is not set by default. In most
situations, there is no need to deploy and install packages inside bundles at different times.
You can, depending on your needs, schedule deployment and installation at different times
to conserve network bandwidth or to perform the actions at more convenient times for
users.

The deployment schedule determines when the packages and files inside the bundle are
downloaded from the server to the assigned devices. The packages and files are not yet
installed and available for use. The installation schedule determines when the packages
and files are installed on assigned devices so the packages will be available for use.

+ Deploy and install immediately (when this wizard completes): Select this option to
specify that the packages inside the bundle group deploy and install immediately when the
Create New Group Wizard completes, providing that the assigned devices are online. The
packages inside the bundle group deploy to and install on devices that are not online when
they refresh.
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14 Click Next to display the Finish page, review the information on the Finish page, make any
changes to the settings by using the Back button as necessary, then click Finish to create the
item as configured per settings on the Finish page.

15 Click OK.

21.3 Assigning Catalogs

When you assign bundles, you specify device assignments, special flags, and deployment or update
schedules for an existing catalog.

In Step 7 under Section 21.2, “Creating Catalogs,” on page 257, you were given the choice of
clicking Finish or Next.

If you clicked Finish, the catalog was created without assigning devices to it, setting special flags, or
specifying deployment or update schedules for the catalog. Before the catalog can be deployed or
updated on assigned devices, you must complete the following steps. If you clicked Next, you have
already performed the following procedure as part of the catalog-creation process.

1 In the ZENworks Control Center, click the Bundles tab, select the desired catalog in the
Bundles list by clicking the box next to its name, click Action, then click Assign Catalog to
display the Devices To Be Assigned page.

Assign Catalog
“N" Step 1: Devices to be Assigned

Select the devices to be assigned to the previously selected catalogs.

] HName In Folder

No items selected, click add to select ifems

<<Back | Ned>> : | Cancel |

2 Assign the catalog to the devices that you want to distribute the catalog to.
2a Click Add to browse for and select the appropriate device objects.
You can also select Folder or Group objects.

2b Click the down-arrow next to Servers or Workstations to expand the list, then click the
underlined link in the Name column to select the desired objects and display their names
in the Selected list box.

Assigning a catalog to a Folder or Group object is the preferred method of assigning the
catalog. Assigning the catalog to a large number of objects (for example, more than 250)
might cause increased server utilization.

2c Click OK.
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3 Click Next to display the Bundle Options page.

Assign Catalog
¢\ Step 2: Bundle Options

2]

Set special flags which affect how this bundle will be handled, and configure
the deployment and installation or update schedules

—Special Flags

Remove conflicting packages
[] attempt a dry run

— Scheduling

® peploy and update at a scheduled time:
Schedule:

[HE|Eti‘u’E to Refresh @

O peploy and update at separate scheduled times:
Deployment Schedule:

| | &

 Deploy and update immediately (when this wizard completes)

| <<Back | ! Ned> ! | Cancel |

4 (Optional) Specify the desired Special Flag options:

+ Remove conflicting packages: Select this option to specify that conflicting packages and
files are uninstalled from devices before installing new packages and files. By default, this
option is selected, so conflicting packages and files (previous versions of the same
package, for example) are uninstalled before the current package or file is installed. If this
option is not selected, packages and files are not installed if a conflict is detected.

Attempt a dry run: Select this option to have ZENworks Linux Management perform a
test to determine if the RPM bundle or files can be successfully deployed. If there are any
issues that could prevent the RPM bundle or file bundle from being deployed, you can
look at the log file to troubleshoot the bundle-creation process. The log file is located in /
var/opt/novell/logs/zenworks.

A successful dry run ensures that the bundle can be successfully deployed or installed on
assigned devices (packages are available, dependencies are met, etc.).

5 Specify the desired Scheduling options:

+ Deploy and install at a scheduled time: Use this option to schedule the deployment and
installation of the bundles contained in this bundle group. Click the Schedule icon to
choose the schedule type.
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The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

Deploy and install at separate scheduled times: Use this option to specify an optional
deployment schedule separate from the installation schedule. If you select this option, you
can set up a deployment schedule and an installation schedule. If you do not select this
option, the packages will be deployed and installed on assigned devices according to the
schedule. Click the Schedule icon to choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

The Deploy and install at separate scheduled times option is not set by default. In most
situations, there is no need to deploy and install packages inside bundles at different times.
You can, depending on your needs, schedule deployment and installation at different times
to conserve network bandwidth or to perform the actions at more convenient times for
users.

The deployment schedule determines when the packages and files inside the bundle are
downloaded from the server to the assigned devices. The packages and files are not yet
installed and available for use. The installation schedule determines when the packages
and files are installed on assigned devices so the packages will be available for use.

Deploy and install immediately (when this wizard completes): Select this option to
specify that the packages inside the bundle group deploy and install immediately when the
Create New Group Wizard completes, providing that the assigned devices are online. The
packages inside the bundle group deploy to and install on devices that are not online when
they refresh.
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6 Click Next to display the Finish page, review the information on the Finish page, make any
changes to the settings by using the Back button as necessary, then click Finish to assign the
catalog as configured per settings on the Finish page.

7 Click OK.

21.4 Adding Bundles to Catalogs

You can use the ZENworks Control Center or the zIman command line utility to add bundles to
catalogs. The following procedure explains how to perform this task using the ZENworks Control
Center. If you prefer the zZlIman command line utility, see the Catalog Commands section of zIman

(1) (page 518).
1 In the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports Configuration

Bundles

[] status Hame Type Size
O &% Bundle_Group_1 Bundle Group TS
O @ @ eundle_t RP# Package Bundle 0

(| r[1-20r2 show 10 + items

2 In the Bundles list, select the box next to the bundle's name, click Action, then click Add to
Catalog to display the Targets page.

Add To Catalog
&N Step 1: Targets

Select the catalogs that will contain the items.

[] Hame In Folder

No items selected, click add to select items

<<Back || Net> | [ Cancel |

3 Select the catalog to contain the selected bundles.

3a Click Add to open the Select Catalogs dialog box, then click the desired catalogs to add
them to the Selected list.

3b Click OK to display the selected catalogs in the list on the Targets page.

4 Click Next to display the Finish page, review the information on the Finish page, make any
changes to the settings by using the Back button as necessary, then click Finish to add the
bundle to the catalog.
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21.5 Renaming or Moving Catalogs

You can use the ZENworks Control Center or the zlman command line utility to rename or move
catalogs. The following procedure explains how to perform this task using the ZENworks Control
Center. If you prefer the zlman command line utility, see the Catalog Commands section of zlman

(1) (page 518).

Use the Edit drop-down list on the Bundles page to edit an existing object. To access the Edit drop-
down list, you must select an object by clicking the check box next to the object's name in the list.

Depending on the type of object you select, you can rename, copy, or move the selected object. For
example, if you select a catalog object, you can rename and move the catalog, but you cannot copy
it. If you select a bundle object, you can rename, copy, or move the object. If the option is dimmed,
that option is not available for the selected object type.

Some actions cannot be performed on multiple objects. For example, if more than one check box is
selected, the Rename option is not available from the Edit menu.

1 From the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports ConFiguration

Bundles

[] status Hame Type Size
[ &% Bundle_Group_1 Bundle Group MAA
O @ 2 gundls_1 RP#4 Package Bundle 0
b 1-20f2 show 10  items

2 In the Bundles list, select the box next to the catalog's name, click Edit, then click an option.
+ Rename: Click Rename, type a new name for the catalog, then click OK.
+ Move: Click Move, choose a destination folder for the selected objects, then click OK.

If you rename or move a catalog, its assignments are still in place and ZENworks Linux
Management does not redistribute the catalog to devices because of the name or location
change.

21.6 Deleting Catalogs

If you delete a catalog from your ZENworks Linux Management system, the catalog does not
display on the Bundles or Devices pages in the ZENworks Control Center; however, the software in
the catalog that is installed remains on the previously assigned devices.

If you remove a catalog's assignments, the previously assigned devices are no longer assigned to the
catalog; however, the software in the catalog remains on those devices.

To remove the software contained in catalogs from devices, see Section 19.14, “Using a Remote
Execute Policy to Remove Bundles and Packages from Devices,” on page 245.
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You can use the ZENworks Control Center or the zZlman command line utility to delete catalogs. The
following procedure explains how to perform this task using the ZENworks Control Center. If you
prefer the zIman command line utility, see the Catalog Commands section of zIman (1) (page 518).

To delete a catalog from the ZENworks Control Center:

1 In the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports ConFiguration

Bundles

[] status Hame Type Size
[ &% Bundle_Group_1 Bundle Group MAA
O @ 2 gundls_1 RP#4 Package Bundle 0
b 1-20f2 show 10  items

2 In the Bundles list, check the box next to the catalog's name, then click Delete to remove the
catalog from the ZENworks Control Center.

3 Click OK on the warning window that displays.

21.7 Creating Folders

A folder is an organization object that displays in the ZENworks Control Center interface, which is
the administrative tool for ZENworks Linux Management. A folder can contain various objects,
including subfolders, Bundle, Bundle Group, Catalog, Device, and Device Group objects.

To create a folder:

1 In the ZENworks Control Center, click the Bundles tab.

Home Devices Policies Bundles Reports ConFiguration

Bundles

[] status Hame Type Size
| &% Bundle_Group_1 Bundle Group MSA
O @ @ eundle_t RP# Package Bundle 0

(| r[1-20r2 shaw 10 items
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2 Click New, then click Folder to display the New Folder dialog box.

New Folder

%

Hame:

Folder: *

/Bundles I

Description:

Fields marked with a blue asterisk are required.

3 Fill in the fields:
+ Name: Provide a unique name for your folder. This is a required field.

For more information, see Appendix C, “Naming Conventions in the ZENworks Control
Center,” on page 559.

+ Folder: Type the name or browse to the folder that contains this folder in the ZENworks
Control Center interface.

¢ Description: Provide a short description of the folder's contents.

4 Click OK.
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Using Dell Update Package
Bundles

Novell® ZENworks® Linux Management lets you mirror Dell Update Packages (DUPs) from the
Dell FTP site or from a CD to your ZENworks server. Dell Update Packages let you update and
configure hardware and system settings (including BIOS, DRAC, RAID, BMC, and FRMW

configurations) on Dell PowerEdge servers.

IMPORTANT: Before you can use Dell Update Packages on your Dell servers, you must complete
the steps in “Enabling Dell PowerEdge Support” in the Novell ZENworks 7.2 Linux Management
Installation Guide.

The following sections contain additional information:

¢ Section 22.1, “Obtaining Dell Update Packages,” on page 271
+ Section 22.2, “Assigning Dell Update Package Bundles,” on page 271

¢ Section 22.3, “Determining If Newer Dell Package Updates Are Available for PowerEdge
Servers,” on page 275

¢ Section 22.4, “Deploying an Updated Version of a Dell Update Package Bundle,” on page 275
¢ Section 22.5, “Modifying the Contents of a Dell Update Package Bundle,” on page 276

22.1 Obtaining Dell Update Packages

You mirror Dell Update Packages from the Dell FTP site to your ZENworks server. You can also
mirror Dell Update Packages from a CD obtained from Dell support.

For complete instructions, see Section 24.4, “Mirroring Dell Update Packages to Your ZENworks
Server,” on page 288.

22.2 Assigning Dell Update Package Bundies

After the mirroring operation is complete, the Dell Update Packages are automatically bundled and
display in the ZENworks Control Center on the Bundles page. To install them on PowerEdge servers
in your ZENworks system, you must assign them to devices using the Assign Bundle Wizard in the
ZENworks Control Center.

NOTE: If you assign the Dell Update Packages to devices using bundles, the packages are always
installed. For this reason, it is possible to downrev your firmware using Dell Update Packages
distributed via bundles.

If you assign the Dell Update Packages to devices using catalogs, the packages are installed only in
an upgrade situation. It is not possible to downrev firmware using Dell Update Packages distributed
via catalogs. For more information about catalogs, see Chapter 21, “Using Catalogs,” on page 257.
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To assign Dell Update Package bundles:

1 Inthe ZENworks Control Center, click the Bundles tab, the click the underlined link next to the
folder that was created during the mirroring process to contain the Dell Update Packages.

If the particular Dell Update Package does not display in the Bundles list, click the right-arrow
at the bottom of the list to display the next set of Dell Update Package bundles. By default, ten
items display in the list. You can also click the down-arrow on the show x items option to
display more items in the list.

2 Select the desired Dell Update Package bundle by checking the box next to its name, click
Action, then click Assign Bundle to display the Devices to be Assigned page.

Assign Bundle ?
&N Step 1: Devices to be Assigned

Select the devices to be assigned to the previously selected bundles.
Add Remove

[] Hame In Folder

Mo ftems selected, click qod o select ftems

Cancel

3 Assign the bundle or bundle group to the devices that you want to distribute the bundle or
bundle group to.

3a Click Add to browse for and select the appropriate Server objects.
You can also select Folder or Group objects.

3b Click the down-arrow next to Servers to expand the list, then click the underlined link in
the Name column to select the desired objects and display their names in the Selected list
box.
Assigning a bundle to a Folder or Group object is the preferred method of assigning the
bundle. Assigning the bundle to a large number of objects (for example, more than 250)
might cause increased server utilization.

3c Click OK.

272 Novell ZENworks 7.2 Linux Management Administration Guide



4 Click Next to display the Bundle Options page.

Create Mew Bundle Bundle_1 i
#N Step 7: Bundle Options

set special flags which affect how thiz bundle will be handled, and configure the deployment
and installation or update schedules

—Special Flags
[“lRemaove conflicting packages
Clattempt a dry run

—Scheduling

® Deploy and install at a scheduled time:

Schedule:
Relative to Refresh &1

O Deploy and install at separate scheduled times:
Deployment Schedule:

&

Installation Schedule:

&

O peploy and install immediately (when this wizard completes)

<< Back Cancel

5 (Optional) Specify the desired Special Flag options:

+ Remove conflicting packages: Select this option to specify that conflicting packages and
files are uninstalled from devices before installing new packages and files. By default, this
option is selected, so conflicting packages and files (previous versions of the same
package, for example) are uninstalled before the current package or file is installed. If this
option is not selected, packages and files are not installed if a conflict is detected.

+ Attempt a dry run: Select this option to have ZENworks Linux Management perform a
test to determine if the RPM bundle or files can be successfully deployed. If there are any
issues that could prevent the RPM bundle or file bundle from being deployed, you can
look at the log file to troubleshoot the bundle-creation process. The log file is located in /
var/opt/novell/logs/zenworks.

A successful dry run ensures that the bundle can be successfully deployed or installed on
assigned devices (packages are available, dependencies are met, etc.).

6 Specify the desired Scheduling options:

+ Deploy and install at a scheduled time: Use this option to schedule the deployment and
installation of the bundles contained in this bundle group. Click the Schedule icon to
choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.
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Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

+ Deploy and install at separate scheduled times: Use this option to specify an optional
deployment schedule separate from the installation schedule. If you select this option, you
can set up a deployment schedule and an installation schedule. If you do not select this
option, the packages will be deployed and installed on assigned devices according to the
schedule. Click the Schedule icon to choose the schedule type.

The following schedules are available. Click the link in the left column in the table below
for more information about each schedule type and its options.

Schedule Type Description

Date Specific Select one or more dates on which to install the bundle on
assigned devices and set other restrictions that might apply.

Event Select the event that triggers the installation of the bundle.

Relative to Refresh Schedule when the bundle is installed, either immediately after
the device refreshes or a specified amount of time after the
device refreshes. You can also specify whether the bundle's
installation is repeated and specify a time period when you do
not want the bundle installed to help minimize network traffic
during that time.

The Deploy and install at separate scheduled times option is not set by default. In most
situations, there is no need to deploy and install packages inside bundles at different times.
You can, depending on your needs, schedule deployment and installation at different times
to conserve network bandwidth or to perform the actions at more convenient times for
users.

The deployment schedule determines when the packages and files inside the bundle are
downloaded from the server to the assigned devices. The packages and files are not yet
installed and available for use. The installation schedule determines when the packages
and files are installed on assigned devices so the packages will be available for use.

¢ Deploy and install immediately (when this wizard completes): Select this option to
specify that the packages inside the bundle group deploy and install immediately when the
Create New Group Wizard completes, providing that the assigned devices are online. The
packages inside the bundle group deploy to and install on devices that are not online when
they refresh.

7 Click Next to display the Finish page.
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8 Review the information on the Finish page, making any changes to the settings by using the
Back button as necessary. Click Finish to assign the bundle as configured per settings on the
Summary page.

9 Click OK.

22.3 Determining If Newer Dell Package Updates
Are Available for PowerEdge Servers

After you run a mirror session and obtain updated Dell Update Packages, it is easy to determine if a
newer Dell Update Package is available for installation on Dell PowerEdge servers in your
ZENworks system.

1 In the ZENworks Control Center, click the Devices tab, then click Servers.

Servers

|:| Event Log Mame Operating System Type Updates
O @ A sles9spa-a4 sles-9-x86_64 ZEMworks Secondary Server

OO0 @& MW sles9sp2-pe19s0 sles-9-xB6_64 Server (=)
[0 @ [l SLES9SP3-x86-64 sles-9-xB6_64 ZENworks Primary Server

4] r[1-3013 show 10 v items

A “ jcon in the Updates column indicates whether there is a Dell Update Package bundle
available in the ZENworks package repository for each Dell PowerEdge server in the list. An
update are available in the following situations:

¢ [fa Dell Update Package exists in the ZENworks package repository but it is not assigned
to that specific server model.

+ Ifa specific Dell Update Package is already assigned to the device, but an updated
package has been mirrored and is available in the ZENworks package repository.

2 Click the ¥ icon to view the name of the Dell Update Package bundle appropriate for the
device.

3 If the appropriate Dell Update Package bundle is not yet assigned to the device, continue with
Section 22.2, “Assigning Dell Update Package Bundles,” on page 271.

or

If the appropriate Dell Update Package bundle is already assigned to the device, continue with
Section 22.4, “Deploying an Updated Version of a Dell Update Package Bundle,” on page 275.

22.4 Deploying an Updated Version of a Dell
Update Package Bundle

You can have multiple versions of the same Dell Update Package bundle, although only one version
of a bundle can be deployed at any given time. If you perform a mirror session and obtain an update

for a Dell Update Package, the Dell Update Package bundle’s version number increments; however,
the mirroring process does not automatically deploy the updated version of the bundle.
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Only one version of a bundle can be deployed at any given time. For example, suppose a bundle has
multiple versions: 1, 2, and 3. If version 2 is currently deployed, all associated devices have version
2 of the bundle deployed. If you receive an update to this package via mirroring, a link on the
Devices > Servers page in the ZENworks Control Center indicates that an update is available (as
described in Section 22.3, “Determining If Newer Dell Package Updates Are Available for
PowerEdge Servers,” on page 275). To update the bundle on devices, you must make version 3 the
deployed version; all devices with version 2 deployed and still associated to that bundle will be
automatically upgraded to version 3.

To deploy an updated version of a Dell Update Package bundle:

1 In the ZENworks Control Center, click the Bundles tab, then click the underlined link next to
the folder that was created during the mirroring process to contain the Dell Update Packages.

If the particular Dell Update Package does not display in the Bundles list, click the right-arrow
at the bottom of the list to display the next set of Dell Update Package bundles. By default, ten
items display in the list. You can also click the down-arrow on the show x items option to
display more items in the list.

2 Click the underlined link in the Name column to display the bundle’s Summary page.

3 Click the Details tab.

5 PE1850
Summary Details 7

DUP Bundle Settings

»

Version: I~
(Version 3 is currently deployed)
Display Name:

Description:

4 Use the Version drop-down list to select the desired version number, then click Deploy.

22.5 Modifying the Contents of a Dell Update
Package Bundle

You can copy a Dell Update Package bundle and then modify its contents. You can, however, only
remove existing packages or replace an existing package with a newer version of that same package.
You cannot add new packages to the bundle.

Be aware that if you modify the contents of a Dell Update Package bundle, it will no longer be a

Certified Dell Update Package, which limits the level of technical support you can obtain for any
problems you may encounter using that bundle. For this reason, use caution when modifying the

contents of a Dell Update Package bundle.
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To make a copy of an existing Dell Update Package bundle:

1 In the ZENworks Control Center, click the Bundles tab, click the underlined link next to the
folder containing the Dell Update Packages that was created during the mirroring process.

If the particular Dell Update Package does not display in the Bundles list, click the right-arrow
at the bottom of the list to display the next set of Dell Update Package bundles. By default, ten
items display in the list. You can also click the down-arrow on the show x items option to
display more items in the list.

2 Click the underlined link in the Name column to display the bundle’s Summary page.

3 Click the Details tab.

5 PE1850
Summary Details 7

DUP Bundle Settings

»

Version: 3~

(Version 3 is currently deployed)
Display Name:

Description:

4 Use the Version drop-down list to select the desired version number, then click Copy.

5 Provide a new name for the copy of the bundle, then click OK.
To modify the contents of the copy of an existing Dell Update Package bundle:

1 In the ZENworks Control Center, click the Bundles tab.

2 Click the underlined link in the Name column for the copy of the Dell Update Package whose
contents you want to modify.

3 Click the Details page.

(Conditional) To replace an existing package with a newer version of that same package, click
Add, click Import from Repository, select the newer version of the package by clicking the
check box next to its name, then click OK.

5 (Conditional) To remove an existing package, select the package by clicking the check box next
to its name, then click Remove.
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Replicating Content in the
ZENworks Management Zone

Novell® ZENworks® Linux Management uses a hierarchical organization to simplify device
management. At the top level, a ZENworks Management Zone provides an autonomous unit of
ZENworks servers and managed devices (workstations and servers). The ZENworks servers manage
the devices.

Each ZENworks Management Zone has one primary server, and optionally, one or more secondary
servers to help distribute the workload.

All RPM packages, Dell Update Packages (DUPs), and files contained in file bundles must reside on
the primary server. ZENworks Linux Management uses content replication to replicate packages to
each secondary server in your system.

NOTE: Depending on your needs, you might have more than one ZENworks Management Zone in
your system. The content replication procedure in this section helps you replicate content from the
primary server to secondary servers in a particular Management Zone. To replicate content across
Management Zones, you must use zlmmirror. For more information, see Chapter 24, “Mirroring
Software,” on page 281.

¢ Section 23.1, “Replicating the Content Immediately,” on page 279
¢ Section 23.2, “Configuring a Content Replication Schedule,” on page 280

23.1 Replicating the Content Immediately

1 In the ZENworks Control Center, click the Devices tab.
2 Click the Servers folder link in the Devices list.

3 Click the link in the Name column for your ZENworks Primary Server to display the device’s
details.

4 1In the Server Tasks section in the upper left corner, click Replicate repositories now.

Server Tasks e

Remote Control Server
Assign Policy

Assign Bundle

Take Image

Apply Preboot Bundle
Refresh Server
Reboot Server

Add to Server Group
Message Cleanup
Acknowledge All Events

View Printable Inventory
Replicate repositories now
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23.2 Configuring a Content Replication Schedule

1 In the ZENworks Control Center, click the Configuration tab.

Home Devices Policies Bundles Reports Configuration Tools

2 Click Content Replication Schedule to display the Content Replication Schedule page.

Content Replication Schedule

Configuration of the refresh schedule used for replicating content between ZEMworks servers.

Content Replication Schedule

Schedule Type:
Mo Schedule i

3 Select a schedule type from the drop-down list.

The Content Replication Schedule determines how often bundles are replicated from the
primary ZENworks Server to all secondary servers in the Management Zone. During
replication of a bundle, only a new packages and updates to existing packages are sent.

The following schedules are available:

Schedule Type Description

No Schedule Use this option to indicate no schedule. The content is not
replicated to the secondary servers.

Date Specific Select one or more dates on which to replicate the content to
secondary servers and set other restrictions that might apply.

Day of the Week Specific Select one or more days of the week on which to replicate content
to secondary servers and set other restrictions that might apply.

Monthly Select the day of the month on which to replicate content to
secondary servers and set other restrictions that might apply.

4 Click Apply.
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Mirroring Software

Novell® ZENworks® Linux Management lets you connect to a remote server and copy software
catalogs, bundles, or packages (including Dell Updated Packages) from the remote server to your
server using a few simple commands.

Depending on your needs, you might have more than one ZENworks Management Zone in your
system. The information in this section helps you mirror content across Management Zones or from
remote servers. For information about replicating content from a ZENworks primary server to
ZENworks secondary servers in a particular Management Zone, see Chapter 23, “Replicating
Content in the ZENworks Management Zone,” on page 279.

You can mirror software using the zlmmirror command line application. Software can be mirrored
from the following servers:

¢ ZENworks Linux Management (from the servers in one ZENworks Management Zone to
another Management Zone)

¢ Dell Update Packages (DUPs)

¢ YaST Online Updates

+ Red Hat Network

¢ Red Carpet Enterprise or ZENworks 6.6.x Linux Management

¢ YUM (Yellow dog Updater, Modified)

+ NU

NOTE: To mirror from a ZENworks 6.6.x Linux Management server to a ZENworks 7.2 Linux
Management server, the 6.6.x server must also be a YaST Online Update (YOU) server.

Novell, Dell, SUSE®, and Red Hat each maintain servers of their respective types, enabling you to
simply mirror the catalogs and bundles you are interested in without needing to maintain or update
these repositories.

Mirroring is the preferred method of obtaining the majority of the software you distribute to
managed devices.

NOTE: If you use a strict firewall where outbound connections are not all automatically allowed,
connecting to a remote port 80 or a remote port 443 is necessary.

The following sections contain additional information:

¢ Section 24.1, “zlmmirror,” on page 282
¢ Section 24.2, “Configuring a Software Mirror,” on page 282

¢ Section 24.3, “Distributing Catalogs from a Public ZENworks Linux Management Server,” on
page 287

¢ Section 24.4, “Mirroring Dell Update Packages to Your ZENworks Server,” on page 288
¢ Section 24.5, “Deploying Red Hat Network Updates,” on page 292
¢ Section 24.6, “Encoding the ZENworks Server Password,” on page 293
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24.1 zlmmirror

All of the software components necessary to use zlmmirror are installed during the ZENworks
Linux Management installation process.

The zlmmirror executable is located in /opt/novell/zenworks/bin/. You can view help for
zlmmirror at any time by running the following command:

zlmmirror --help
You can view the zlmmirror man page (man zlmmirror) on the ZENworks Server or see zlmmirror

(1) (page 511).

24.2 Configuring a Software Mirror

Configuring a software mirror consists of the following:
1. Creating a separate XML configuration file for each remote server you want to mirror.

See Section 24.2.1, “Creating Configuration Files,” on page 282
2. Testing and run the mirroring operation using zlmmirror.

See Section 24.2.2, “Testing and Performing the Mirroring Operation,” on page 287

24.2.1 Creating Configuration Files

Run the following command to generate an empty configuration file:
zlmmirror conf-generate filename.xml

This command generates a template configuration file named zlmmirror-config.xml in the current
directory.

You can also convert the configuration file from an earlier version of ZENworks Linux Management
or Red Carpet, or create configuration files manually. Configuration files are specified using the -c
flag:

zlmmirror command -c filename.xml

If no configuration file is specified, the default configuration file location is /etc/opt/novell/
zenworks/zlmmirror.xml.

You can check the configuration file for errors and display the parsed configuration information by
using the conf-validate (cv) filename command.

After you have a base configuration file created, the following tasks walk you through adding the
necessary configuration information:

+ “Step 1: Servers” on page 282
+ “Step 2: Catalog and Bundle Configuration” on page 285
Step 1: Servers

You must provide details about a remote server containing the software you want to mirror, and a
local server, which is your ZENworks Linux Management server receiving the mirrored software.
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RemoteServer

<RemoteServer>
<Base>http://red-carpet.ximian.com/</Base>
<Type>rce</Type>
<User />
<Password />
</RemoteServer>
Configuration Element Description
Base Path to the server you want to mirror, in the following format depending on
Type:
ZLM: https://server
DELL: http://ftp.dell.com
RCE: https://server/path
YAST: http(s) ://server/pathor ftp://server/path
RHN: http(s) : //server/path
YUM: http://server/path
STATIC: /path/on/filesystem
NU: https://nu.novell.com/repo
Type Type of server you want to mirror:

ZLM: ZENworks 7 Linux Management

DELL: Dell Update Package FTP Server

RCE: Red Carpet® Enterprise™, or ZENworks 6.x Linux Management
YAST: YAST Online Updates

RHN: Red Hat Network

YUM: YUM

STATIC: Mirrors packages from a directory containing the output of a static
mirror session and adds them to ZENworks

NU: Novell Updates
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Configuration Element

Description

User Name to use when connecting to the remote server. If no user is specified,
zlmmirror reads the identity from the following location depending on Type:
ZLM: /etc/opt/novell/zenworks/zmd/deviceid for SLES 9 and
OES, /etc/zmd/deviceid for SLES 10 and SLED 10
RCE: /etc/ximian/mcookie
YAST: /etc/sysconfig/onlineupdate
When connecting to an RHN server or a Dell server, leave this element
empty.

NU: /etc/opt/novell/zenworks/zmd/deviceid for SLES 9 and OES,
/etc/zmd/deviceid for SLES 10 and SLED 10

For the Novell Updates (NU) server, the device must be registered with NCC
to use the deviceid as User.

Password Password to use when connecting to the remote server. If no password is
specified, zImmirror reads the password from the following location
depending on Type:

ZLM: /etc/opt/novell/zenworks/zmd/secret for SLES 9 and OES,
and /etc/zmd/secret for SLES 10 and SLED10

RCE: /etc/ximian/partnernet

YAST: /etc/sysconfig/onlineupdate

When connecting to an RHN server or Dell server, leave this element empty.
NU: /etc/opt/novell/zenworks/zmd/secret for SLES 9 and OES,
and /etc/zmd/secret for SLES 10 and SLED10

For the Novell Updates (NU) server, the device must be registered with NCC
to use the device secret as Password.

Proxy The Proxy configuration element is optional and is used with an Internet
Proxy. You can add the Proxy element anywhere in the RemoteServer
section.

If the Internet proxy requires authentication, the format looks like the following
example:
<Proxy>http://username:password@server:port</Proxy>
If the Internet proxy does not require authentication, the format looks like the
following example:
<Proxy>https://server:port</Proxy>
LocalServer
<LocalServer>
<Base></Base>
<Type>zlm</Type>

<User>Administrator</User>
<Password>password</Password>

</LocalServer>
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Configuration Element Description

Base If the Type element indicates STATIC mirroring, use the Base element to
define the destination path where files will be stored (/path/on/
filesystem, for example).

If the Type element indicates ZLM mirroring, leave the Base element empty.
Type Type of mirroring you want performed:

ZLM: Mirrors catalogs and bundles directly to your ZENworks Linux
Management server. After mirroring, mirrored catalogs and bundles are
displayed in the ZENworks Control Center.

STATIC: Mirrors packages to the file system of your ZENworks Linux
Management server, but does not add them to ZENworks.

User Name to use when connecting to your ZENworks Linux Management (local)
server. The Administrator user should be specified if you want to use the
default administrator account.

Password Password for the account provided in User. If you are using the Administrator
account, this is the password you specified during the server installation. For
information about encoding your password, seeSection 24.6, “Encoding the
ZENworks Server Password,” on page 293

Step 2: Catalog and Bundle Configuration
You must provide details about the catalogs and bundles you want mirrored to your server.

Before you mirror the catalogs and bundles to your server, you can view the available catalogs and
bundles on the remote server.

To view the available catalogs, run the following command:
zlmmirror -c filename.xml slc
To view the available bundles, run the following command:

zlmmirror -c filename.xml slb

CatalogConf

Each catalog you want to mirror must have a separate CatalogConf section:

<CatalogConf>
<Name>Red Carpet 2</Name>
<LocalName>Red Carpet 2</LocalName>
<Target>sles-9-i586</Target>
<Package>1lib.*</Package>

</CatalogConf>
Configuration Element Description
Name Name of the catalog you want to mirror from this remote server.

This is the only required parameter.
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Configuration Element

Description

Local Name

Folder

Target

ExcludeTarget

Bundle

LocalBundleName

ExcludeBundle

Package

ExcludePackage

Name of the catalog you want the mirrored software placed in. If no Local
Name is specified, the catalog name from the remote server is used.

Specifies the eDirectory™ folder (for example, /folderl/folder2) where
bundles and catalogs are created and updated. If not specified, the catalogs
and bundles are created and updated in the /z1mmirror folder.

Restricts the mirroring operation on this catalog to packages and patches that
support the specified target platforms. If no target is specified, packages for all
platforms are mirrored.

This element can be specified multiple times, and can contain either a target
name or a regular expression string for wildcard matching of target names.

For example, to include targets beginning with sles such as sles-9-i586, use
the regular expression <Target>sles.*</Target>.

Same as Target, except packages and patches supporting the specified target
platform(s) are excluded. ExcludeTarget is performed after Target, so
platforms appearing in a Target and ExcludeTarget are ultimately excluded.
For example, to exclude targets that end with i586 such as sles-9-i586, use the
regular expression <Exclude Target>.*i586</Exclude Target>.

Restricts the mirroring operation on this catalog to the specified bundles. If not
specified, all bundles are mirrored.

This option is valid only for ZENworks Linux Management and YAST source
servers. It can be specified multiple times and can contain either a bundle
name or a regular expression string for matching bundle names.

Renames the bundle name locally.This is applicable only for the RCE and
RHN services in which a catalog has only one bundle on the remote server. If
you specify <LocalBundleName>, you must not specify the <Bundle> tag.
This tag is not applicable when you mirror OES from the RCE service with
more than one bundle per catalog, and is applicable for YOU and ZLM.

Same as Bundle, except packages and patches contained in the specified
bundles are excluded.

This option is valid only for ZENworks Linux Management and YAST source
servers. It can be specified multiple times and can contain either a bundle
name or a regular expression string for matching bundle names.

ExcludeBundle is performed after Bundle, so bundles appearing in a Bundle
and ExcludeBundle are ultimately excluded.

Restricts the mirroring operation on this catalog to the specified packages. If
not specified, all packages are mirrored. This option can be specified multiple
times, and can contain either a package name or a regular expression string
for matching package names. This option is not supported for YOU patches.

Same as Package, except specified packages are excluded. This option can
be specified multiple times, and can contain either a package name or a
regular expression string for matching package names. This option is not
supported for YOU patches. ExcludePackage is performed after Package, so
packages appearing in a Package and ExcludePackage are ultimately
excluded.
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NOTE: The use of regular expressions (regexes) has changed in ZENworks 7.2 Linux Management.
ZENworks 7.2 Linux Management does not use wildcard character matching. In ZENworks Linux
Management 6.6.x, you can use a wildcard expression string instead of a regular expression string.
In ZENworks 7.2 Linux Management, you should use <Bundle>patch-.*</Bundle> to
mirror all bundles with the name starting with “patch-". ZENworks Linux Management supports all
the Java regular expressions. For more information on the Java regular expressions, see the Java
documentation (http://java.sun.com/j2se/1.4.2/docs/api/java/util/regex/Pattern.html).

24.2.2 Testing and Performing the Mirroring Operation

Before starting the mirroring operation, make sure that at least 10 GB of diskspace is available on
the device.

After you have created the configuration file for a remote server, run the following command to
perform a dry run of the mirroring operation, and optionally add the verbose flag to see detailed
messages:

zlmmirror mirror -c filename.xml --dryrun --verbose

If this operation provides the intended results, run the mirror command without the dry run flag to
complete the operation:

zlmmirror mirror -c zlmmirror-config.xml

If you mirror a bundle that contains multiple packages with multiple install type/freshen flags set, a
unique version of the bundle is created for each install type/freshen combination.

For example, suppose you mirror a bundle that contains four packages assigned to one OS target. Of
these four packages, one package has the install type flag set to false, the second package has the
install flag set to true, the third package has the freshen flag set to false, and the fourth package has
the freshen flag set to true. In this situation, four unique versions of the bundle are created.

The number of unique bundles created also depends on the number of OS targets. In the previous
example, suppose the four packages, each with a different install type/freshen combination, have
two OS targets. In this situation, a unique bundle is created for each install type/freshen combination
and another unique bundle is created for each OS target. In this example, eight unique bundles are
created.

The number of unique bundle versions created equals the number of unique install type/freshen
combinations times the number of unique OS targets.

24.3 Distributing Catalogs from a Public
ZENworks Linux Management Server

The following sections contain additional information:

¢ Section 24.3.1, “Creating a Public ZENworks Linux Management Server,” on page 288
¢ Section 24.3.2, “Accessing a Public ZENworks Linux Management Server,” on page 288
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