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About This Guide

This guide describes how to install, configure, and manage Novell iFolder enterprise server, Web
Access server, Web Admin server, and the iFolder client. This guide is divided into the following
sections:

*

*

Chapter 1, “Overview of Novell iFolder,” on page 13

Chapter 2, “What’s New in iFolder,” on page 23

Chapter 3, “Planning iFolder Services,” on page 27

Chapter 4, “Comparing Novell iFolder 2.x with 3.9,” on page 37
Chapter 5, “Prerequisites and Guidelines,” on page 45

Chapter 6, “Installing and Configuring iFolder Services,” on page 49
Chapter 7, “Migrating iFolder Services,” on page 109

Chapter 8, “Running Novell iFolder in a Virtualized Environment,” on page 111
Chapter 9, “Clustering iFolder Servers with Novell Cluster Services for Linux,” on page 113
Chapter 10, “Managing an iFolder Enterprise Server,” on page 123
Chapter 11, “Managing iFolder Services via Web Admin,” on page 147
Chapter 12, “Managing iFolder Users,” on page 171

Chapter 13, “Managing iFolders,” on page 179

Chapter 14, “Managing an iFolder Web Access Server,” on page 187
Chapter 15, “Troubleshooting Tips For Novell iFolder,” on page 193
Chapter 16, “Frequently Asked Questions,” on page 205

Appendix A, “Caveats for Implementing iFolder Services,” on page 209
Appendix B, “Decommissioning a Slave Server,” on page 211
Appendix C, “Configuration Files,” on page 213

Appendix D, “Managing SSL Certificates for Apache,” on page 223
Appendix E, “Product History of iFolder 3,” on page 229

Appendix F, “Documentation Updates,” on page 233

Audience

This guide is intended for system administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation.

About This Guide
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Documentation Updates

For the most recent version of the Novell iFolder 3.9.2 Administration Guide, visit the Novell iFolder 3.x
documentation Web site (http://www.novell.com/documentation/ifolder3).

Additional Documentation

For information, see the following:
¢ Novell iFolder 3.x Security Administrator Guide (http://www.novell.com/documentation/ifolder3/
index.html)
+ OES Content

iFolder User Guide for Novell iFolder 3.9 (http://www.novell.com/documentation/ifolder3/
index.html).

¢ Novell iFolder 3.x documentation (http://www.novell.com/documentation/ifolder3/index.html).
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Overview of Novell iFolder

Novell iFolder 3.9 represents the next generation of iFolder, supporting multiple iFolders per user,
user-controlled sharing, and a centralized network server for secured file storage and distribution.
With iFolder, users’ local files automatically follow them everywhere—online, offline, all the time—
across computers. Users can share files in multiple iFolders, and share each iFolder with a different
group of users. Users control who can participate in an iFolder and their access rights to the files in it.
Users can also participate in iFolders that others share with them.

This section familiarizes you with the various benefits and features of iFolder and its main
components:

¢ Section 1.1, “Benefits of iFolder for the Enterprise,” on page 13

*

Section 1.2, “Benefits of iFolder for Users,” on page 16

*

Section 1.3, “Enterprise Server Sharing,” on page 18

*

Section 1.4, “Key Features of iFolder,” on page 18
Section 1.5, “What's Next,” on page 21

*

Benefits of iFolder for the Enterprise

Benefits of iFolder to the enterprise include the following:

¢ Section 1.1.1, “Seamless Data Access,” on page 14

¢ Section 1.1.2, “Data Safeguards and Data Recovery,” on page 14
¢ Section 1.1.3, “Reliable Data Security,” on page 15

¢ Section 1.1.4, “Encryption Support,” on page 15

¢ Section 1.1.5, “Productive Mobile Users,” on page 15

¢ Section 1.1.6, “Cross-Platform Client Support,” on page 15
¢ Section 1.1.7, “Scalable Deployment,” on page 15

¢ Section 1.1.8, “Multi-Server Support,” on page 16

¢ Section 1.1.9, “Multi-Volume Support,” on page 16

¢ Section 1.1.10, “Enhanced Web Administration,” on page 16
¢ Section 1.1.11, “No Training Requirements,” on page 16

¢ Section 1.1.12, “LDAP Group Support,” on page 16

Overview of Novell iFolder 13



1.1.1 Seamless Data Access

Novell iFolder greatly simplifies the IT department’s ability to keep users productive. It empowers
users by enabling their data to follow them wherever they go.

The days of users e-mailing themselves project files so they can work on them from home are gone,
along with the frustration associated with sorting through different versions of the same file on
different machines. iFolder stores and synchronizes users” work in such a way that no matter what
client or what location they log in from, their files are available and in the condition that they expect
them to be. Users can access the most up-to-date version of their documents from any computer by
using the iFolder client or by using Web Access.

Figure 1-1 Access Methods for Novell iFolder
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1.1.2 Data Safeguards and Data Recovery

With Novell iFolder, data stored on the server can be easily safeguarded from system crashes and
disasters that can result in data loss. When a user saves a file to an iFolder on a local machine, the
iFolder client can automatically update the data on the iFolder server, where it immediately becomes
available for an organization’s regular network backup operations. iFolder makes it easier for IT
personnel to ensure that all of an organization’s critical data is protected.
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1.1.3

114

1.15

1.1.6

1.1.7

Reliable Data Security

With Novell iFolder, LDAP-based authentication for access to stored data helps prevent
unauthorized network access.

Encryption Support

In a corporate environment, enterprise-level data is generally accessible to the IT department, which
in turn can lead to intentional or unintentional access by unauthorized personnel. Because of this,
executives have been hesitant to store some confidential documents on the network.

With encryption support, iFolder ensures higher security for users’ confidential documents by
encrypting them at the client side before transferring them to the server. Data is thus stored
encrypted on the server, and is retrievable only by the user who created that iFolder.

iFolder makes it easier for IT managers to ensure that all of an organization's critical data is protected
on the iFolder servers without involving any significant risks. iFolder also gives Internet Service
Providers (ISPs) the ability to offer a user-trusted backup solution for their customers' critical
business or personal data.

Productive Mobile Users

A Novell iFolder solution makes it significantly easier to support mobile users. VPN connections are
no longer needed to deliver secure data access to mobile users. Authentication and data transfer use
Secure Sockets Layer (SSL) technology to protect data on the wire.

Users do not need to learn or perform any special procedures to access their files when working from
home or on the road. iFolder does away with version inconsistency, making it simple for users to
access the most up-to-date version of their documents from any connected desktop, laptop, Web
browser, or handheld device.

In preparation to travel or work from home, users no longer need to copy essential data to their
laptop from various desktop and network locations. The iFolder client can automatically update a
user’s local computer with the most current file versions. Even when a personal computer is not
available, users can access all their files via Web Access on any computer connected to the Internet.

Cross-Platform Client Support

The iFolder client is available for Linux, Macintosh, and Windows desktops. Web Access server for
Novell iFolder provides a Web interface that allows users to access their files on the enterprise server
through a Web browser on any computer with an active network or Internet connection.

Scalable Deployment

iFolder easily scales from small to large environments. You can install iFolder on multiple servers,
allowing your iFolder environment to grow with your business. A single iFolder enterprise server
handles unlimited user accounts, depending on the amount of memory and storage available. Users
in an LDAP context can be concurrently provisioned for iFolder services simply by assigning the
context to an iFolder server.

Overview of Novell iFolder 15
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1.1.8

1.1.9

1.10

111

1.12

1.2

Multi-Server Support

Handling large amount of data and provisioning multiple enterprise users in a corporate
environment is a major task for any administrator. iFolder simplifies these tasks with multi-server
configuration. Multi-server support is designed exclusively for meeting your enterprise
requirements. It serves the purpose of provisioning many users and hosting large amount of data on
your iFolder domain. You can scale up the domain across servers to meet enterprise-level user
requirements by adding multiple servers to a single domain. This will allow you to leverage under-
utilized servers in an iFolder domain. With multi-server deployment, thus, Enterprise level
provisioning can be effectively managed and Enterprise level data can be scaled up.

Multi-Volume Support

One of the key features of iFolder is its storage scalability. With multi-volume support, Internet
service providers and enterprise data centers can manage large amounts of data above the file system
restrictions per volume. This facilitates moving data between the volumes, based on file size and
storage space availability.

Enhanced Web Administration

Management of all iFolder enterprise servers is centralized through the enhanced iFolder Web
Admin Console. Administrators can perform server management and maintenance activities from
any location, using a standard Web browser. iFolder also frees IT departments from routine
maintenance tasks by providing secure, automatic synchronization of local files to the server.

No Training Requirements

IT personnel no longer need to condition or train users to perform special tasks to ensure the
consistency of data stored locally and on the network. With Novell iFolder, users simply store their
files in the local iFolder directory. Their files are automatically updated to the iFolder server and any
other workstations that share the iFolder. iFolder works seamlessly behind the scenes to ensure that
data is protected and synchronized.

LDAP Group Support

Provisioning and de-provisioning users separately becomes a difficult task when the total number of
users is high. Even while sharing a particular file with 10 or 20 members of a same team, you need to
select all members separately and then share. With the LDAP Groups feature, all the above problems
are resolved. You can use the group facility for provisioning and de-provisioning, for setting same
policy for a set of users. The users can share the iFolders with multiple users using groups.

Benefits of iFolder for Users

Typically, when users work in multiple locations or in collaboration with others, they must
conscientiously manage file versions. With iFolder, the most recent version of a user’s files can follow
the user to any computer where the iFolder client is installed and a shared iFolder is set up. iFolder
also allows users to share multiple iFolders and their separate content with other users of the iFolder
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system. Users decide who participates in each shared iFolder, and also controls their level of access.
Similarly, users can participate in shared iFolders that are owned by others in the collaboration
environment.

In the following example, Ulrik owns an iFolder named Denmark and shares it via his iFolder
enterprise account with Nigel, Luc, and Alice. Nigel travels frequently, so he also sets up the iFolder
on his laptop. Any iFolder member can upload and download files from the Denmark iFolder from
anywhere, using the iFolder Web Access server. In addition, Alice shares a non-work iFolder named
Scooters with her friend Ulrik.

Figure 1-2 Collaboration and Sharing with iFolder

iFalder
Enlerprine Server  Sharage

Nigal's Dagkiop — |
O §F—
..T — |

ﬁ Denmmark —_— (Ecidar
1 . i, Wb Access

Liverpoal Seryer
|
MyDocs E

Liirik’'s Deskiop

TR GG

.ﬂ' Dierrnark

Alice's Deskiop

ﬁ Denmark = Denmark =
| f f
HE g Soocbers” 5
[ [
1
n \Foddar
Wit Biking Utah My Sttt e
— R
* iFalder Owner

With an enterprise server, the iFolders are stored centrally for all iFolder members. The iFolder server
synchronizes the most recent version of documents to all authorized users of the shared iFolder. All
that the iFolder owner and iFolder members need is an active network connection and the iFolder
client.

Novell iFolder provides the following benefits:
¢ Guards against local data loss by automatically backing up local files to the iFolder server and
multiple workstations
¢ Prevent unauthorized network access to sensitive iFolder files.

¢ Allows multiple servers to participate in a single iFolder domain, to allow scaling up the number
of users and data transfer bandwidth.

¢ Transparently updates a user’s iFolder files to the iFolder enterprise server and multiple member
workstations with the iFolder client

¢ Tracks and logs changes made to iFolder files while users work offline, and synchronizes those
changes when they go online.
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¢ Provides access to user files on the iFolder server from any workstation without the iFolder
client, using a Web browser and an active Internet or network connection.

+ With SSL encryption enabled, protects data as it travels across the wire.

+ Makes files on the iFolder server available for regularly scheduled data backup.

1.3 Enterprise Server Sharing

The iFolder client included in this release supports synchronization across multiple computers
through a central Novell iFolder enterprise server.

¢ Users can share files across computers.

¢ Users can share files with other users or groups.

¢ Each user can own multiple iFolders.

¢ User are allowed to set the encryption policy for their individual iFolder files.

¢ Each user can participate in multiple iFolders owned by other users.

¢ Files can be synchronized via the central server at any time and with improved availability,
reliability, and performance.

¢ Data is transferred encrypted over the wire.

¢ Users are provisioned automatically for iFolder services based on their assignment to
administrator-specified LDAP containers and groups. If there are multiple servers participating
in a single domain, its users are balanced across the servers.

¢ Alist of iFolder users is synchronized at regular intervals with the LDAP directory services.
¢ Local files are automatically backed up to the server at regular intervals and on demand.
¢+ iFolder data on the server can be backed up to backup media and restored.

¢ Administrators can manage the iFolder system, user accounts, and user iFolders using the
Novell iFolder 3 Web Admin.

1.4 Key Features of iFolder

¢ Section 1.4.1, “iFolder Enterprise Server,” on page 19

¢ Section 1.4.2, “iFolder Web Admin Console,” on page 19

¢ Section 1.4.3, “iFolder Web Access Console,” on page 19

¢ Section 1.4.4, “The iFolder Client,” on page 19

¢ Section 1.4.5, “Multi Server Support,” on page 19

¢ Section 1.4.6, “Encryption,” on page 20

¢ Section 1.4.7, “Shared iFolders,” on page 20

¢ Section 1.4.8, “iFolder Access Rights,” on page 20

¢ Section 1.4.9, “Account Setup for Enterprise Servers,” on page 21
¢ Section 1.4.10, “Access Authentication,” on page 21

¢ Section 1.4.11, “File Synchronization and Data Management,” on page 21
¢ Section 1.4.12, “Synchronization Log,” on page 21

¢ Section 1.4.13, “Upgrade Slave to Master,” on page 21

¢ Section 1.4.14, “iFolder Data Recovery Tool,” on page 21
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141

1.4.2

1.4.3

144

1.4.5

iIFolder Enterprise Server

The iFolder enterprise server is a central repository for storing iFolders and synchronizing files for
enterprise users.

IFolder Web Admin Console

The iFolder Web Admin is an administrative tool used to manage the iFolder system, user accounts,
and user iFolders and data.

IFolder Web Access Console

The iFolder Web Access console provides users with an interface for remote access to iFolders on
iFolder enterprise server.

The iFolder Client

The iFolder client integrates with the user’s operating system to provide iFolder services in a native
desktop environment. It supports the following client operating systems:
¢ SUSE Linux Enterprise Desktop (SLED) 10 SP3
¢ SUSE Linux Enterprise Desktop (SLED) 11 SP3
The iFolder Linux client requires the Mono framework for Linux and a GNOME desktop for
iFolder Nautilus plug-in support.
¢ Windows XP SP3 32-bit
¢+ Windows 7
¢+ Windows 8
¢ Macintosh OS X 32-bit (Intel architecture) v10.6 and later (requires Mono 2.4.2.3). PowerPc

architecture is not supported.

An iFolder session begins when the user logs in to an iFolder services account and ends when the
user logs out of the account or exits the iFolder client. The iFolders synchronize files with the
enterprise server only when a session is active and the computer has an active connection to the
network or Internet. Users can access data in their local iFolders at any time; it does not matter if they
are logged in to their server accounts or if they are connected to the network or Internet.

The iFolder client allows users to create and manage their iFolders. For information, see the Novell
iFolder 3.9.2 Cross-Platform User Guide.

Multi Server Support

Hosting large amounts of data as well as provisioning multiple users is necessary in any enterprise
environment. In earlier versions of iFolder, the iFolder domain was dedicated to a single server,
which limits the number of users and the hosting bandwidth. With multi-server support, iFolder 3.7
and later versions overcame these major limitations.

Multi-server support expands an iFolder domain across servers, so that the enterprise-level user
provisioning can be effectively managed and enterprise-level data can be scaled up accordingly.

Overview of Novell iFolder 19
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1.4.6

1.4.7

1.4.8

Encryption

Encryption support offers full security to iFolder users for their sensitive iFolder documents. Users
can back up and encrypt their confidential files on the server without fear of losing it or having it
exposed or falling into the wrong hands.

Shared iFolders

An iFolder is a local directory that the user selectively shares with other users in a collaboration
environment. The iFolder files are accessible to all members of the iFolder and can be changed by
those with the rights to do so. Users can share iFolders across multiple workstations and with others.

Because the iFolder client is integrated into the operating environment, users can work with iFolders
directly in a file manager or in the My iFolders window. Within the iFolder, users can set up any
subdirectory structure that suits their personal or corporate work habits. The subdirectory structure
is constant across all member iFolders. Each workstation can specify a different parent directory for
the shared iFolder.

IFolder Access Rights

The iFolder client provides four levels of access for members of an iFolder:

¢+ Owner: Only one user serves as the owner. This is typically the user who created the iFolder.
The owner or an iFolder Administrator can transfer ownership status from the owner to another
user.

The owner of an iFolder has the Full Control right. This user has Read/Write access to the
iFolder, manages membership and access rights for member users, and can remove the Full
Control right for any member. With an enterprise server, the disk space used by the owner’s
iFolders count against the owner’s user disk quotas on the enterprise server.

If a user is deleted from the iFolder system, the iFolders owned by the user are orphaned.
Orphaned iFolders are assigned temporarily to the iFolder Admin user, who becomes the owner
of the iFolder. Membership and synchronization continues while the iFolder Admin user
determines whether an orphaned iFolder should be deleted or assigned to a new owner.

¢ Full Control: A member of the shared iFolder, with the Full Control access right. The user with
the Full Control right has Read/Write access to the iFolder and manages membership and access
rights for all users except the owner.

¢ Read/Write: A member of the shared iFolder, with the Read/Write access right to directories
and files in the iFolder.

¢ Read Only: A member of the shared iFolder, with the Read Only access right to directories and
files in the iFolder. This member can copy an iFolder file to another location and modify it
outside the iFolder.

When used with an enterprise server account, the server hosts every iFolder created for that account.
Users create an iFolder and the enterprise server makes it available to the specified list of users. A
user can have a separate account on each enterprise server. A user’s level of membership in each
shared iFolder can differ.
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1.4.9

1.4.10

1.4.11

1.4.12

1.4.13

1.4.14

1.5

Account Setup for Enterprise Servers

The iFolder client allows you to set up multiple accounts, with one each allowed per enterprise
server. Users specify the server address, username, and password to uniquely identify an account.
On his or her computer, a user sets up accounts while logged in as the local identity he or she plans to
use to access that account and its iFolders. Under the local login, the user can set up multiple iFolder
accounts, but each account must belong to a different iFolder enterprise server.

Access Authentication

Whenever iFolder connects to an enterprise server to synchronize files, it connects with HTTP BASIC
and SSL connections to the server, and the server authenticates the user against the LDAP directory
service.

File Synchronization and Data Management

When you set up an iFolder account, you can enable Remember Password so that iFolder can
synchronize iFolder invitations and files in the background as you work. The iFolder client runs
automatically each time you log in to your computer’s desktop environment. The session runs in the

background as you work with files in your local iFolders, tracking and logging any changes you
make. With an enterprise server, you can synchronize the files at specified intervals or on demand.

Synchronization Log

The log displays a log of your iFolder background activity.

Upgrade Slave to Master

iFolder enables you to upgrade a slave server to a master server in a master-slave setup. You can
achieve this by designating a slave server to be a master server from the Web Admin console.

iIFolder Data Recovery Tool

The iFolder Data Recovery tool is a command line utility that enables you to restore backed-up files,
folders, or iFolders for any user.

What's Next

Before you install iFolder, review the following sections:

¢ “Planning iFolder Services” on page 27

¢ “Prerequisites and Guidelines” on page 45

When you are done, install and configure your iFolder enterprise server and Web Access server.
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2 What's New in iFolder

2.1

2.2

2.3

2.4

Novell iFolder 3.x and the iFolder client offer many new capabilities as compared to Novell iFolder
2.x. This section discusses the following;:

¢ Section 2.1, “What’s New in Novell iFolder 3.9.2,” on page 23

¢ Section 2.2, “What’s New in Novell iFolder 3.9.1,” on page 23

¢ Section 2.3, “What’s New in Novell iFolder 3.9,” on page 23

¢ Section 2.4, “What’s New in Novell iFolder 3.8.4,” on page 23

¢ Section 2.5, “What’s New in Novell iFolder 3.8,” on page 24

¢ Section 2.6, “What’s New in Novell iFolder 3.7,” on page 24

¢ Section 2.7, “What’s New in Novell iFolder 3.6,” on page 24

What's New in Novell iFolder 3.9.2

The iFolder 3.9.2 service in OES 11 SP2 has been modified to run on 64-bit SUSE Linux Enterprise
Server (SLES) 11 SP3. There are no other changes in the OES 11 SP2 release of iFolder.

What's New in Novell iFolder 3.9.1

The iFolder 3.9.1 service in OES 11 SP1 has been modified to run on 64-bit SUSE Linux Enterprise
Server (SLES) 11 SP2. There are no other changes in the OES 11 SP1 release of iFolder.

What's New in Novell iFolder 3.9

iFolder 3.9 service was modified to support Novell Open Enterprise Server 11. In addition, the
following enhancements are added:

¢ Support for mono 2.6.7

What's New in Novell iFolder 3.8.4

The following features are new in iFolder 3.8.4:
¢ iFolder Data Recovery Tool. For more information, see Section 10.10, “iFolder Data Recovery
Tool,” on page 135.

¢ Upgrade a slave server to a master server. For more information, see Section 11.5.2, “Upgrading
a Slave Server to a Master Server,” on page 166.

¢ Support for OES common proxy. For more information on common proxy, refer to “Common
Proxy User” in the OES 11 SP2: Planning and Implementation Guide.
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2.5 What's New in Novell iFolder 3.8

The following features are new in iFolder 3.8:

*

*

Multi-level administration. For more information, see “Multi-level administration” on page 152.

Active Directory integration for iFolder. For more information, see Section 5.4, “Active
Directory,” on page 47.

Support for mono 2.4 runtime environment.

Passphrase recovery wizard. For more information, see section “Managing Passphrase for
Encrypted iFolders” in the Nowvell iFolder 3.9.2 Cross-Platform User Guide

Support for changing iFolder account password using Web access console and iFolder clients.
Enhanced User interface.

Enhanced iFolder client startup performance.

iFolder client for openSUSE 11.1 and SLED 11

64 bit version of iFolder client for Vista64.

2.6  What's New in Novell iFolder 3.7

The following features are new in iFolder 3.7:

*

*

*

iFolder client for Macintosh and Vista

Server Migration by using the Migration Tool
SSL Communication

LDAP Group Support

Auto-Account creation by using a Response file
iFolder Merge

Improved file conflict management

Enhanced Web administration

Mechanism to re-provision users to another server

2.7 What's New in Novell iFolder 3.6

The following features are new in iFolder 3.6:

*

Multi-sever support with no limit on the number of users and servers to allow expanding the
iFolder domain across multiple servers

Encryption support for users to store sensitive files secured on servers.
Enhanced Web Admin console to manage, deploy and maintain iFolder system.

Volume scalability support for iFolder servers to allow administrator to move data across
multiple volume on a single server.

With Multi-domain capability, iFolder 3.6 allows users to work with files belonging to two
iFolders that reside on two different iFolder servers

Enhanced web access for users to help them perform all the operations equivalent to that of
iFolder client through web access. It allow mobile users access their iFolder and thus perform all
the iFolder operations via mobile.
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¢ Simplified iFolder sharing via Web Access.
¢ Enhanced reporting for better manageability.

¢ Support for multiple directories (eDirectory, OpenLDAP and SunOne)
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3.1

3.2

Planning iFolder Services

This section discusses the planning considerations for providing Novell iFolder services.

¢ Section 3.1, “Security Considerations,” on page 27

¢ Section 3.2, “Server Workload Considerations,” on page 27

¢ Section 3.3, “Naming Conventions for Usernames and Passwords,” on page 28
¢ Section 3.4, “Admin User Considerations,” on page 29

¢ Section 3.5, “iFolder User Account Considerations,” on page 30

¢ Section 3.6, “iFolders Data and Synchronization Considerations,” on page 33

¢ Section 3.7, “Management Tools,” on page 34

Security Considerations

For information about planning security for your iFolder 3.x system, see the Novell iFolder 3.9.2
Security Administration Guide.

Server Workload Considerations

Novell iFolder supports a complex usage model where each user can own multiple iFolders and
participate in iFolders owned by other users. Instead of a single user working from different
workstations at different times, multiple users can be concurrently modifying files and synchronizing
them. Whenever a user adds a new member to an iFolder, the workload on the server can increase
almost as much as if you added another user to the system.

iFolder provides multi-server and multi-volume support to enhance the storage capability of its
servers. Multi-Volume feature is exempt from the single iFolder per-volume restriction, so it enables
you to move the data across multiple volume available on a single server. With the Web Admin
console, you can add multiple mount points to a single server to increase the effective space available.
The iFolder server also has the capability to configure the volume on which a particular iFolder needs
to be created through the Web Admin console.

Multi-server support is a key feature that makes server workload management significantly easier for
administrators. In the past, an iFolder domain was dedicated to a single server that limited the
number of users and data transfer bandwidth. With multi-server support, iFolder has the capability
to add more than one server to a single iFolder domain, so enterprise provisioning is effectively
managed and hosting enterprise data is scaled up.

You can even set user account quotas to control the maximum storage space consumed by a user’s
iFolders on the server. The actual bandwidth usage for each iFolder depends on the following;:

¢ The number of members subscribed to the iFolder.

¢ The number of computers actively sharing the iFolder.
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¢+ How much data is stored in the iFolder.

¢ The actual and average size of files in the iFolder.
¢ The number of files in the iFolder.

¢ How frequently files change in the iFolder.

¢ How much data actually changes.

¢ How frequently files are synchronized.

¢ The available bandwidth and throughput of network connections.

We recommend that you set up a pilot program to assess your operational needs and performance
based on your equipment and collaboration environment, then design your system accordingly.

The following is a suggested baseline configuration for iFolder server. It is based on an example
workload of about 12.5 GB of data throughput (up and down) each 24 hours, including all Ethernet
traffic and protocol overhead. Your actual performance might differ.

Table 3-1 Suggested Baseline Configuration for an iFolder Enterprise Server

Component Example System Configuration
Hardware 1.8 GHz Single processor
2 GB RAM

300 GB hard drive

iFolder Services 500 users per server (multi-server configuration)
500 MB user account quota per user
1 iFolder per user that is not shared with other users

5% change in each user’s data per 24-hour period

If iFolder server is serving large number of requests, it is possible that for some requests you may
receive HTTP 500 error. To manage this and to enable iFolder to serve more requests, do the
following:

1 Edit the Zetc/security/limits.conf file add the following lines:
* soft nofile 100000
* hard nofile 110000

2 Save the limits.conf file and reboot the server.

3.3 Naming Conventions for Usernames and Passwords

¢ Section 3.3.1, “LDAP Naming Requirement,” on page 28

¢ Section 3.3.2, “Multilingual Considerations,” on page 29

3.3.1 LDAP Naming Requirement

Usernames and passwords must comply with the constraints set by your LDAP service.
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3.3.2

3.4

34.1

3.4.2

Multilingual Considerations

If you have workstations running in different languages, you might want to limit User object names
to characters that are viewable on all the workstations. For example, a name entered in Japanese
cannot contain characters that are not viewable in Western languages.

Admin User Considerations

During the iFolder install, iFolder creates two Administrator users, the iFolder Admin user and the
iFolder Proxy user. After the install, you can also configure other users with the iFolder Admin right
to make them equivalent to the iFolder Admin user.

¢ Section 3.4.1, “iFolder Admin User and Equivalent Users,” on page 29
¢ Section 3.4.2, “iFolder Proxy User,” on page 29

IFolder Admin User and Equivalent Users

The iFolder Admin user is the primary administrator of the iFolder enterprise server. Whenever
iFolders are orphaned, ownership is transferred to the iFolder Admin user for reassignment to
another user or for deletion. You initially specify the iFolder Admin user during the iFolder
enterprise server configuration.

The iFolder Admin user must be provisioned to enable the iFolder Admin to perform management
tasks. iFolder tracks this user by the LDAP object GUID, allowing it to belong to any LDAP container
or group in the tree, even those that are not identified as LDAP Search contexts.

The iFolder Admin right can be assigned to other users so that they can also manage iFolder services
for the selected server. Use the Web Admin console to add or remove the iFolder Admin right for
users. Only users who are in one of the contexts specified in the LDAP Search contexts are eligible to
be equivalent to the iFolder Admin user.

If you assign the iFolder Admin right to other users, those users are governed by the roster and
LDAP Search DN relationship. The user is removed from the roster and stripped of the iFolder
Admin right if you delete the user, remove the user’s DN from the list of LDAP Search contexts, or
move the user to a context that is not in the LDAP Search contexts.

IFolder Proxy User

The iFolder Proxy user is the identity used to access the LDAP server to retrieve lists of users in the
specified containers, groups, or users that are defined in the iFolder LDAP settings. This identity
must have the Read right to the LDAP directory container configured during iFolder enterprise
server setup. The iFolder Proxy user is created during the iFolder install and appropriate access
rights are provided. You probably never need to modify this value. You can modify the Proxy user
using the Web Admin console. For more information, see Step 7b on page 163 in the “Accessing and
Viewing the Server Details Page” on page 160.

IMPORTANT: If you do modify the iFolder Proxy user, make sure that the identity you specify is
different than the iFolder Admin user or other system users because the iFolder Proxy user password
is stored in reversible encrypted form in the Simias database on the iFolder server. After you change
the iFolder Proxy user, ensure that you restart Apache.

When you initially configure the iFolder enterprise server, iFolder autogenerates a password for the
iFolder proxy user.

Planning iFolder Services 29



30

3.5

3.5.1

Table 3-2 Encryption Method for the iFolder Proxy User Password

iFolder Version Encryption Method iFolder Proxy User Password

iFolder 3.8.4 iFolder encryption method Generates an alphanumeric, 21-digit mixed-
case password.

iFolder 3.8 iFolder encryption method Generates an alphanumeric, 21-digit mixed-
case password.

iFolder 3.7 iFolder encryption method Generates an alphanumeric, 21-digit mixed-
case password.

iFolder 3.6 iFolder encryption method Generates an alphanumeric, 21-digit mixed-
case password.

iFolder 3.2 iFolder encryption method Generates an alphanumeric, 13-digit,
mixed-case password.

iFolder 3.0 and 3.1 BASH random number generator Generates a number between 0 and
10,000 and appends it to iFolderProxy. For
example, iFolderProxy1234.

Initially, the password for the iFolder Proxy user is stored in clear text in the /datapath/simias/
-local _ppf file. At the end of the configuration process, the system reboots Apache 2 and starts
iFolder. When iFolder runs this for the first time after configuration, the iFolder process encrypts the
password and stores it in the Simias database and remove the entry from the .local .ppf file.

IFolder User Account Considerations

This section describes iFolder user account considerations.

¢ Section 3.5.1, “Preventing the Propagation of Viruses,” on page 30

¢ Section 3.5.2, “Synchronizing User Accounts with LDAP,” on page 31

¢ Section 3.5.3, “Synchronizing LDAP Group Accounts with LDAP,” on page 31
¢ Section 3.5.4, “Setting Account Quotas,” on page 32

Preventing the Propagation of Viruses

Because iFolder is a cross platform, distributed solution there is a possibility of virus infection on
Windows machines when migrating data across the iFolder server to other platforms, and vice versa.
You should enforce server-based virus scanning to prevent viruses from entering the corporate
network.

You should also enforce client-based virus scanning. For information, see “Configuring Local Virus
Scanner Settings for iFolder Traffic” in the Nowvell iFolder 3.9.2 Cross-Platform User Guide.
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3.5.2

3.5.3

Synchronizing User Accounts with LDAP

You can specify any existing containers and groups in the Search DNs field of the iFolder LDAP
settings. Based on the Search DNs, users are automatically provisioned with accounts for iFolder
services.

The list of iFolder users is updated periodically when the LDAP synchronization occurs. New users
are added to the list of iFolder users. Deleted users are removed from the list of iFolder users. (This
might create orphaned iFolders if the deleted user owned any iFolders). If by mistake user is deleted
from the LDAP, you can create that user again with the same FDN within the Delete member grace
interval so that you can recover the user’s iFolders. For more information on this, see Step 7 on

page 162 in the “Accessing and Viewing the Server Details Page” on page 160.

IMPORTANT: Whenever you move a user between contexts and you want to provide continuous
service for the user, make sure to add the target context to the list of LDAP Search DNs before you
move the User object in eDirectory.

The LDAP synchronization tracks a user object’s eDirectory GUID to identify the user in multiple
contexts. It tracks as you add, move, or relocate user objects, or as you add and remove contexts as
Search DNs.

The following guidelines apply:

¢ If the user is added to an LDAP container, group, or user that is in the Search DN, the user is
added automatically to the iFolder user list.

+ If a user is moved to a different container, and the new container is also in the Search DN, the
user remains in the iFolder user list.

If you intend to keep the user as an iFolder user without interruption of service and loss of
memberships and data, the new container must be added as a Search DN before the user is
moved.

If the user is moved to a different container that is not specified as a Search DN before the user is
moved, the user is removed from the iFolder user list. The user’s iFolders are orphaned and the
user is removed as a member of iFolders owned by others. If the new container is later added as
a Search DN, the user is treated as a new user, with no association with previous iFolders and
memberships.

¢+ If the user appears in multiple defined Search DNs, and if one or more DNs are removed from
the LDAP settings, the user remains in the iFolder user list if at least one DN containing the user
remains.

¢ If the user is deleted from LDAP or moved from all defined Search DNs, the user is removed as
an iFolder user. The user’s iFolders are orphaned and the user is removed as a member of
iFolders owned by others.

¢ The iFolder Admin user and iFolder Proxy user are tracked by their GUIDs, whether their user
objects are in a context in the Search DN or not.

Synchronizing LDAP Group Accounts with LDAP

You can specify any existing containers and groups in the Search DNss field of the iFolder LDAP
settings. Based on the Search DNs, LDAP Groups are automatically provisioned with accounts for
iFolder services.

The list of LDAP Group is updated periodically when the LDAP synchronization occurs. New LDAP
Groups are added to the list of iFolder users. Deleted LDAP Groups are removed from the list of
iFolder users. (This might create orphaned iFolders if the deleted LDAP Group owned any iFolders).
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3.5.4

If by mistake LDAP Group is deleted from the LDAP, you can create that LDAP Group again with the
same FDN within the Delete member grace interval so that you can recover the user’s iFolders. For more
information on this, see Step 7 on page 162 in the “Accessing and Viewing the Server Details Page” on
page 160.

IMPORTANT: Whenever you move a LDAP Group between contexts and you want to provide
continuous service for the LDAP Group, make sure to add the target context to the list of LDAP
Search DNs before you move the LDAP Group object in eDirectory.

The LDAP synchronization tracks a LDAP Group object’s eDirectory GUID to identify the LDAP
Group in multiple contexts. It tracks as you add, move, or relocate LDAP Group objects, or as you
add and remove contexts as Search DNs.

The following guidelines apply:

¢ If the LDAP Group is added to an LDAP container, group, or LDAP Group that is in the Search
DN, the LDAP Group is added automatically to the iFolder LDAP Group list.

¢ Any changes to the LDAP Group member list are automatically synchronized during next
synchronization cycle.

¢ If an LDAP Group is moved to a different container, and the new container is also in the Search
DN, the LDAP Group remains in the iFolder LDAP Group list.

If you intend to keep the LDAP Group as an iFolder LDAP Group without interruption of
service and loss of memberships and data, the new container must be added as a Search DN
before the LDAP Group is moved.

If the LDAP Group is moved to a different container that is not specified as a Search DN before
the LDAP Group is moved, the LDAP Group is removed from the iFolder LDAP Group list. The
LDAP Group’s iFolders are orphaned and the LDAP Group is removed as a member of iFolders
owned by others. If the new container is later added as a Search DN, the LDAP Group is treated
as a new LDAP Group, with no association with previous iFolders and memberships.

¢ If the LDAP Group appears in multiple defined Search DNss, if one or more DNs are removed
from the LDAP settings, the LDAP Group remains in the iFolder LDAP Group list if at least one
DN containing the LDAP Group remains.

¢ If the LDAP Group is deleted from LDAP or moved from all defined Search DNs, the LDAP
Group is removed as an iFolder LDAP Group. The LDAP Group’s iFolders are orphaned and the
LDAP Group is removed as a member of iFolders owned by others.

¢ The iFolder Admin LDAP Group and iFolder Proxy LDAP Group are tracked by their GUIDs,
whether their LDAP Group objects are in a context in the Search DN or not.

NOTE: LDAP groups are not supported for OpenLDAP.

Setting Account Quotas

You can restrict the amount of space each user account is allowed to store on the server by setting an
account quota. The account quota applies to the total space consumed by the iFolders the user owns.
If the user participates in other iFolders, the space consumed on the server is billed to the owner of
that iFolder. You can set quotas at the system or user level. Within a give account quota, you can also
set a quota for any iFolder.
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3.6

3.6.1

3.6.2

IFolders Data and Synchronization Considerations

Consider the following when setting policies for iFolders data and synchronization:

¢ “Naming Conventions for an iFolder and Its Folders and Files” on page 33

¢ “Guidelines for File Types and Sizes to Be Synchronized” on page 33

Naming Conventions for an iFolder and Its Folders and Files

The iFolder client imposes naming conventions that consider the collective restrictions of the Linux,
Macintosh and Windows file systems. An iFolder, folder, or file must have a valid name that complies
with the naming conventions before it can be synchronized.

Use the following naming conventions for your iFolders and the folders and files in them:

+ iFolder supports the Unicode (http://www.unicode.org) character set with UTF-8 encoding.

¢ Do not use the following invalid characters in the names of iFolders or in the names of folders
and files in them:

\/:*?"<>];

iFolder creates a name conflict if you use the invalid characters in a file or folder name. The
conflict must be resolved before the file or folder can be synchronized.

¢ The maximum name length for a single path component is 255 bytes. For filenames, the
maximum length includes the dot (.) and file extension.

+ Names of iFolders, folders, and files are case insensitive; however, case is preserved. If filenames
differ only by case, iFolder creates a name conflict. The conflict must be resolved before the file
or folder can be synchronized.

¢ If users create iFolders on the FAT32 file system on Linux, they should avoid naming files in all
uppercase characters. The VFAT or FAT32 file handling on Linux automatically changes the
filenames that are all uppercase characters and meet the MS-DOS 8.3 file format from all
uppercase characters to all lowercase characters. This creates synchronization problems for
those files if the iFolder is set with the Read Only access right.

Guidelines for File Types and Sizes to Be Synchronized

You can set policies to govern which files are synchronized by specifying file type restrictions and the
maximum file size allowed to be synchronized. You can set these policies at the system, user account,
and iFolder level.

Some file types are not good candidates for synchronization, such as operating system files, hidden
files created by a file manager, or databases that are implemented as a collection of linked files. You
might include only key file types used for your business, or exclude files that are likely unrelated to
business, such as -.mp3 files.

Operating System Files

You should not convert system directories to iFolders. Most system files change infrequently and it is
better to keep an image file of your basic system and key software than to attempt to synchronize
those files to the server.
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3.7.1

Hidden Files

If your file system uses hidden files to track display preferences, you should determine the file types
of these files and exclude them from being synchronized on your system. Usually, they are relevant
only to the particular computer where they were created, and they change every time the file or
directory is accessed. You do not need to keep these files, and synchronizing them results in repeated
file conflict errors.

For example, iFolder automatically excludes two hidden file manager files called thumbs._db and
.DS_Store.

Database Files

iFolder synchronizes the changed portions of a file; it does not synchronize files as a set. If you have a
database file that is implemented as a collection of linked files, do not try to synchronize them in an
iFolder.

File Sizes

The maximum file size you allow for synchronization depends on your production environment.
While some users work with hundreds of small files, other users work with very large files. You
might set a system-wide policy to restrict sizes for most users, then set individual policies for power
users.

Management Tools

Use the following tools to manage Novell iFolder enterprise servers and Web console servers.

¢ Section 3.7.1, “iFolder Configuration Plug-Ins for YaST,” on page 34

¢ Section 3.7.2, “Novell iFolder Web Admin for Novell iManager 2.7,” on page 35
¢ Section 3.7.3, “Web Access Configuration File,” on page 36

¢ Section 3.7.4, “Installing iFolder Clients Through Novell ZENworks,” on page 36

iIFolder Configuration Plug-Ins for YaST

iFolder provides the following plug-ins to YaST for configuring basic parameters for your iFolder
system:
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3.7.2

iFolder Plug-In for

vaST Purpose Tasks

iFolder 3 Use this function to configure the following  In YaST, Open Enterprise Server
parameters for the iFolder enterprise server. > OES Install and Configuration>
Novell iFolder
+ LDAP server name, LDAP admin DN,
and password For information, see Section 6.2,
“Deploying iFolder Server,” on

¢ iFolder system name, store path, and page 51.

description

+ iFolder proxy DN, password, and
search context for retrieving user
information from LDAP

¢ iFolder admin DN and password

iFolder 3 Web Access Use this function to configure the following  In YaST, Open Enterprise Server

parameters for the iFolder Web Access > OES Install and Configuration>
server. Novell iFolder > iFolder Web
Access

* Web Access alias
For information, see Section 6.2,

* iFolder server URL “Deploying iFolder Server,” on

page 51.
iFolder 3 Web Admin  Use this function to configure the following  In YaST, Open Enterprise Server
parameters for the iFolder Web Admin > OES Install and Configuration>
Novell iFolder > iFolder Web
* Web Admin alias Admin

¢ iFolder server URL For information, see Section 6.2,

“Deploying iFolder Server,” on
page 51.

If both iFolder components are installed on the same computer, both plug-ins are available;
otherwise, only the plug-in that is needed is available.

Novell iFolder Web Admin for Novell iManager 2.7

The Novell iFolder Web Admin is an administrative tool used to manage the iFolder system, user
iFolder accounts, and user iFolders and data. For information about installing iManager, see the
Novell iManager 2.7 Installation Guide (http://www.novell.com/documentation/imanager27/).

To access Novell iFolder 3, see Section 6.8, “Accessing iManager and the Novell iFolder Web Admin,

on page 95.

Web Browser Language Setting

An iManager plug-in might not operate properly if the highest priority Language setting for your
Web browser is set to a language other than one of the supported languages. To avoid problems, in
your Web browser’s Languages setting, set the first language preference in the list to a supported
language, such as English.
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3.7.3

3.74

Additional Information

For additional information, see the Novell iManager 2.7 Administration Guide (http://www.novell.com/
documentation/imanager27/).

Web Access Configuration File

Use the Web.config file to configure HTTP runtime parameters for your iFolder Web Access server.
For information, see Section 14.4, “Configuring the HTTP Runtime Parameters,” on page 187.

Installing iFolder Clients Through Novell ZENworks

When an iFolder client is installed on a machine for the first time, iFolder Account Creation wizard is
displayed automatically. New users may not always know details such as server name and user name
to create a new account. In order to avoid this problem with client users, you can provide these
details to the users automatically in some form. You can provide this information in many ways, one
of which is ZENworks.

Using ZENworks, you can install the iFolder client and push the configuration file containing the
details of user account to be created. For more information, see Section 6.11, “Using a Response File
to Automatically Create iFolder Accounts,” on page 100.
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4.1

Comparing Novell iFolder 2.x with 3.9

This section compares the features and capabilities of Novell iFolder 3.9 with Novell iFolder 2.x.

¢ Section 4.1, “Comparison of Server Features and Capabilities of 2.x with 3.9,” on page 37

¢ Section 4.2, “Comparison of Client Features and Capabilities of 2.x with 3.9,” on page 40

¢ Section 4.3, “Comparison of Web Access Features and Capabilities of 2.x with 3.9,” on page 43

Comparison of Server Features and Capabilities of 2.x with

3.9

Table 4-1 Comparison of server features of 2.x with 3.9

Feature or Capability

Novell iFolder 2.x Server

Novell iFolder 3.9 Enterprise
Server

Server management

Automatic provisioning of
iFolder services

Maximum iFolders per
username

Allows administrators to
create an iFolder for a user

Allows administrators to
share an iFolder and
specify its member users

Allows administrators to
transfer ownership of a
shared iFolder to another
user

iFolder Administration tool

http://serveraddress/
iFolderServer/Admin._html

No

The administrator enables iFolder
services for users, requires users to
log in to activate the account, and
then creates the iFolder on the
server.

One

No

No

No

Web Admin console

http://serveraddress/admin

Yes

Multiple servers participate in a
single iFolder domain and iFolder
users are automatically balanced
across participant servers.

Multiple. Virtually unlimited number
of iFolders as an owner or member.

Yes

Yes

* For each iFolder, specify a list
of users, which can be further
modified by the iFolder owner.

* For each member of aniFolder,
specify the user’s level of
access with Full Control, Read/
Write, and Read Only rights.

Yes
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Feature or Capability

Novell iFolder 2.x Server

Novell iFolder 3.9 Enterprise
Server

LDAP Group Support

Detects orphaned iFolders
and allows the iFolder
Admin user to manage
them

Maximum file size

Maximum number of
directories

Disk quotas

Minimum synchronization
interval

Multi-volume support

No

No

Software limits file size to 4 GB.
Below 4 GB, the maximum file size
depends on the server’s and clients
local file systems.

For example, on Windows clients,
FAT32 limits file sizes to 4 GB. On

Linux, EXT2 limits file sizes to 2 GB.

32,765

The administrator can specify a
default user quota that applies
system-wide, and specify individual
user quotas for iFolder accounts.

The administrator can set minimum
synchronization intervals to apply
system-wide and for individual
users.

No

Yes

LDAP group provisioning,de-
provisioning, sharing,and setting
Policies to group Objects is
supported.

Yes

There are no software restrictions,
but the administrator can specify the
maximum file size that users can
synchronize as system-wide,
individual user account quotas, and
individual iFolder quotas.

Below the administrative maximum,
the practical maximum file size
depends on the server’s and clients’
local file systems.

No software restrictions; depends on
the server’s and clients’ local file
systems.

You can specify a default account
quota that applies system-wide,
individual user account quotas, and
individual iFolder quotas.

An owner can also specify a quota
for an individual iFolder, but the total
combined quotas for all the iFolders
the user owns cannot exceed the
system-wide account quota or the
user’s individual account quota,
whichever is less.

An iFolder member can specify a
quota for the iFolder on each client.
The quota cannot exceed the
iFolder’s quota or that user’s own
quota for his or her account.

You can set minimum
synchronization intervals to apply
system-wide, for individual users, or
for an individual iFolder.

With multi volume support,
administrator can move the data
across multiple volumes available on
a single server. In effect, it ensure
increased storage scalability.
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Feature or Capability

Novell iFolder 2.x Server

Novell iFolder 3.9 Enterprise
Server

Allows administrators to
specify which file types to
synchronize

Allows administrators to
enable or disable the
iFolder synchronization

Authenticated access

Encrypted data transfer

iFolder data stored
encrypted on server

Backup of local files to a
network server

Backup support to restore
deleted files

No

Yes, by temporarily disabling iFolder
services for the user account.

Yes, using the Admin username and
password for the iFolder
Management tool

Yes, with the encrypted iFolder
option

The Blowfish algorithm is applied
with a user-specified passphrase.
The admin user determines whether
encryption services are available to
users.

Yes, with the encrypted iFolder
option

The user must specify a passphrase
when first creating the iFolder
account.

Files in users’ local iFolders are
backed up on the iFolder server.

Entire iFolder contents must be
backed up and restored.

Yes

You can specify file types to include
or exclude by setting system-wide,
individual account, or individual
iFolder policies.

Yes, by using the iFolder Enable/
Disable User function to temporarily
disable login for the user to the
user’s iFolder account.

Yes

Yes, with automatic HTTPS (SSL)
connections. The iFolder Admin user
or equivalent determines whether
Secure or insecure connections are
used.

Yes

Files in users’ local iFolders are
backed up on the iFolder enterprise
server.

Individual files, directories, and
iFolders are backed up.
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4.2

Comparison of Client Features and Capabilities of 2.x with

3.9

Table 4-2  Comparison of client features of 2.x with 3.9

Feature or Capability

Novell iFolder 2.x Client

iFolder Client with a Novell
iFolder 3.9 Enterprise Server

Download location

Default location of the iFolder
directory on a client

Connect to server

Authenticated access

Encrypted data transfer

iFolder data stored encrypted on
server

iFolder data stored encrypted on
clients

Create an iFolder

The iFolder download page is

http://serveraddress/
iFolder

Replace serveraddress with the
IP address or DNS name of your
iFolder server. For example,
192.168.1.1or
nifsvrl._example.com. The
path is case sensitive.

Windows: C:\Documents and
Settings\username\My
Documents\iFolder\userna
me\Home

Linux: Zhome/userid/
ifolder/userid

Macintosh: Not supported

Log in to one account at a time.

Yes, with username and
password authentication via your
LDAP server.

Yes, with the encrypted iFolder
option.

The Blowfish algorithm is applied
with a user-specified passphrase.

Yes, with encrypted iFolder option

The user must specify a
passphrase when first creating
the iFolder account.

No

iFolder data is stored
unencrypted on the client. Use
third-party local encryption
options, if needed.

Yes, by logging in to the server for
the first time after being
provisioned for iFolder services.

The administrator provides a
download site where users can
download the iFolder client.

/home/username/

Set up accounts for multiple
iFolder servers and log in to one
or more as desired.

Yes, with username and
password authentication via your
LDAP server.

Yes, with automatic HTTPS (SSL)
connections.

You can control whether
connections use HTTPS or HTTP.

Yes

Data is stored encrypted on the
server.

No

iFolder data is stored
unencrypted on the client. Use
third-party local encryption
options, if needed.

Yes, by selecting any local
directory and making it an iFolder.
A user can create multiple
iFolders in each iFolder account.
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Feature or Capability

Novell iFolder 2.x Client

iFolder Client with a Novell
iFolder 3.9 Enterprise Server

Maximum iFolders per username

Share an iFolder across multiple
computers

Share an iFolder with other users

Share an iFolder with other LDAP
groups

Participate in a shared iFolder
owned by another user

Allows the owner of a shared
iFolder to transfer ownership of a
shared iFolder to another user

Allows the iFolder owner to
transfer ownership the iFolder to
another user

One

Yes, by logging in to an iFolder
server from a computer with the
iFolder client, or by accessing the
iFolder via the Web with
NetStorage.

Not as designed, but it is
possible.

The administrator can create a
username for this purpose.
Membership in the iFolder is
determined by who has access to
the password for that username
and its iFolder account.

No

Not as designed, but it is possible
if the iFolder’s owner shares his
or her username and password.

IMPORTANT: Sharing a
password is a security risk and is
never recommended.

No

No

Multiple. Virtually unlimited
number of iFolders as an owner
or member.

Yes, by logging in to an iFolder
account from another computer
with an iFolder client and setting
up the available iFolder.

You can select which of the
iFolders you own or participate in
to set up on each computer,
according to your needs at each
location.

Yes, as the owner user or a
member user with the Full Control
right.

* For each iFolder, specify a
list of users.

+ For each member of an
iFolder, specify different
levels of access with the Full
Control, Read/Write, or
Read Only right.

Yes

You can share iFolders with other
LDAP groups.

Yes, if the owner adds you as a
member.

After the owner makes you a
member of the iFolder, the server
notifies you by making the iFolder
available in your My iFolders
window. Use the iFolder Setup
function to activate the iFolder on
one or more computers where
you want to participate.

Yes

Yes

Comparing Novell iFolder 2.x with 3.9
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Feature or Capability

iFolder Client with a Novell

Novell iFolder 2.x Client iFolder 3.9 Enterprise Server

Maximum file size

Restrict synchronization by
including or excluding files by file
type, such as .mp3

Maximum number of directories

Disk quotas

Minimum synchronization interval

Allows users to suspend
synchronization for a given client
computer

Passphrase Management

There are no software
restrictions, but you can specify
the maximum file size that users
can synchronize as system-wide,
individual user account quotas,
and individual iFolder quotas.

Software limits file size to 4 GB.
Below 4 GB, the maximum file
size depends on the server’s and
clients’ local file systems.

For example, on Windows clients,

FAT32 limits file sizes to 4 GB. On

Linux, EXT2 limits file sizesto 2  Below the administrative

GB. maximum, the practical maximum
file size depends on the server’s
and clients’ local file systems.

No Yes, with policies set by you that
can apply system-wide, to
individual user accounts, or to
individual iFolders.

32,765 No software restrictions; depends
on the server’s and clients’ local
file systems.

No An owner can specify a quota for

each iFolder, but the total
combined administrative quotas
for all owned iFolders cannot
exceed the user’s quota, or the
system-wide quota if there is no
user quota.

An iFolder member can specify a
quota for the iFolder on each
computer where the iFolder is set

up.

The user sets a synchronization
interval for each workstation. The
value cannot be less than the
system-wide setting or individual
user setting.

The user sets a synchronization
interval for each computer that
applies to all iFolders in all
accounts on that computer.

Yes, using any of the following
methods:

Yes, using any of the following
methods:

+ Log out of the iFolder server ¢ Log out of the iFolder server

+ Disable Automatic account

Synchronization in the
Preferences tab. You can
remain logged in, and then
synchronization when you
want with the
Synchronization Now
option.

¢ Disable Automatic Sync

¢ Disable the account in the
Account window (deselect
Enable Account)

No Automated passphrase
management.
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4.3

Feature or Capability

Novell iFolder 2.x Client

iFolder Client with a Novell
iFolder 3.9 Enterprise Server

Remote access to iFolder data on
the server

Backup of local files to a network
server

Backup support to restore deleted
files

Enhanced Web access

Yes, using NetStorage.

Your administrator must configure
NetStorage for iFolder services.

Files in users’ local iFolders are
backed up on the iFolder server.

Administrators must back up and
restore the entire iFolder
contents.

No

Yes, using Web Access console.

Files in users’ local iFolders are
backed up on the iFolder
enterprise server.

You can back up the entire
iFolder data store. You can
restore individual files,
directories, or iFolders.

Management of all iFolder
enterprise servers is centralized
through the enhanced Web
Admin. iFolder allows
management from any location,
using a standard Web browser.

Comparison of Web Access Features and Capabilities of 2.x

with 3.9

Table 4-3 Comparison Table

Feature or Capability

Novell iFolder 2.x Web Access

Web Access Console for Novell
iFolder 3.9

Web Access method

Web Access location

For iFolder 2.1.4 and earlier, the
Java applet or Novell NetStorage

For iFolder 2.1.5 and later, Novell
NetStorage

http://serveraddress/iFolder

Replace serveraddress with
the IP address or DNS name of
your iFolder server. For example,
192.168.1.1 or
nifsvrl._example.com. The
path is case sensitive.

Web Access console.

http://serveraddress/
<webalias>

Replace serveraddress with
the IP address or DNS name of
your iFolder server. For example,
10.10.1.1or
nifsvrl.example.com.

Replace webal ias with the
administrator-specified path. The
default path is Zifolder. The
path is case sensitive. For
example:

http://10.10.1.1/ifolder

Comparing Novell iFolder 2.x with 3.9
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Feature or Capability

Novell iFolder 2.x Web Access

Web Access Console for Novell
iFolder 3.9

Connect to server

Authenticated access

Encrypted data transfer

WebDAV protocol support

The user has only one iFolder per
username. The user accesses
the iFolder server where his or
her files are located for that
username.

Yes, with username and
password authentication via your
LDAP server.

Yes, with the encrypted iFolder
option.

The Blowfish algorithm is applied

with a user-specified passphrase.

Yes, allows WebDAV clients,
such as Microsoft Explorer, to
seamlessly access folders and
files on an iFolder 2.x server.

Users separately access the
different servers where you have
accounts. All iFolders for the
individual account are available.

Yes, with username and
password authentication via your
LDAP server.

Yes, with the encrypted iFolder
option.

The Blowfish algorithm is applied
with an auto-generated
passphrase. An additional option
is available to enable
HTTPS(SSL) connection.

No
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5.1

5.2

5.2.1

Prerequisites and Guidelines

This section discusses prerequisites and guidelines for using Novell iFolder server and the iFolder
Client for version 3.9. Before installing and configuring iFolder, make sure that your system meets
the requirements in each of the following:

¢ Section 5.1, “File System,” on page 45

¢ Section 5.2, “Enterprise Server,” on page 45

¢ Section 5.3, “NetlQ eDirectory 8.8.8,” on page 46

¢ Section 5.4, “Active Directory,” on page 47

¢ Section 5.5, “Novell iManager 2.7,” on page 47

¢ Section 5.6, “Mono,” on page 47

¢ Section 5.7, “Client Computers,” on page 48

¢ Section 5.8, “Web Browser,” on page 48

File System

We recommend that you store the users’ iFolder data on a separate volume.

Enterprise Server

¢ Section 5.2.1, “Install Guidelines When Using a Linux POSIX Volume to Store iFolder Data,” on
page 45

¢ Section 5.2.2, “Install Guidelines for Other Components,” on page 46

Install Guidelines When Using a Linux POSIX Volume to Store iFolder
Data

¢ In YaST, specify an Ext3 or ReiserFS partition as your system device.
¢ (Optional) Modify the Software components to add the iFolder 3 components to the install.

If you install iFolder at this time, be prepared to configure iFolder as part of the install process.
For more information, see Chapter 6, “Installing and Configuring iFolder Services,” on page 49.
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5.2.2

5.3

Install Guidelines for Other Components

We recommend that your iFolder enterprise server, Web Admin server and Web Access server run on
separate dedicated servers. For small office use, both enterprise server, Web Admin server and Web
access server can run on the same server without degraded performance. For best performance,
configure your iFolder server as an independent system with, at most, the following services:
¢ Directory services.
¢ Novell iFolder 3.9:
¢ Enterprise server
¢ Web Access server
¢+ Web Admin server

¢ mono-addon version 2.6.7 (The Mono package is required for iFolder enterprise server, Web
Admin server, and Web Access server.)

¢ Apache 2 Web Server (The apache2-worker package is required for iFolder enterprise
server, Web Admin server, and Web Access server.)

IMPORTANT: Ensure that Apache is SSL-enabled and is configured to point to an SSL
certificate on an ifolder server. For more information, see Section D.3, “Configuring Apache
to Point to an SSL Certificate on an iFolder Server,” on page 224.

Installing other applications or services on the iFolder server affects iFolder performance and might
introduce conflicts with the required versions of applications iFolder depends on, such as Apache 2
or Mono.

NetlQ eDirectory 8.8.8

eDirectory 8.8.x is a secure identity management solution that provides centralized identity
management, infrastructure, Net-wide security, and scalability to all types of applications running
behind and beyond the firewall. It natively supports the directory standard Lightweight Directory
Access Protocol (LDAP) 3 and provides support for TLS/SSL services based on the OpenSSL source
code. eDirectory is available as a component of Novell Open Enterprise Server.

IMPORTANT: Ensure that you select Use eDirectory Certificate for HTTPS services option in the
eDirectory configuration for a proper SSL communication between the iFolder master and the slave
servers.

Before you configure iFolder, eDirectory must be configured and running. In iFolder, you specify
LDAP containers and groups that contain User objects of users who you want to be iFolder users. You
must create contexts and define users in eDirectory. For information, see the following topics in the
Nowell eDirectory 8.8 Administration Guide (http://www.novell.com/documentation/edir88/edir88/data/
a2iii88.html):

+ “Designing Your Novell eDirectory Network” (http://www.novell.com/documentation/edir88/
edir88/data/a2iiido.html)

¢ “Managing User Accounts” (http://www.novell.com/documentation/edir88/edir88/data/
afxkmdi.html)

Make sure your LDAP objects comply with the naming conventions for your LDAP services. For
information, see Section 3.3, “Naming Conventions for Usernames and Passwords,” on page 28.
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0.4

5.5

5.6

Active Directory

If you are using Active Directory as the LDAP source for iFolder, consider the following guidelines:

¢ During iFolder server configuration, you must select the Require a secure connection between the
LDAP server and the iFolder Server option.

¢ Ensure that iFolder proxy user is assigned read rights on the configured user containers and
attributes of user objects.

¢ For all users, the User must change password at next login option must not be set. Setting this
option will lead to a login failure and an appropriate message will be displayed in the
Simias.log file.

¢ When you specify the LDAP proxy DN in YaST, user with same name (for example,
cn=iFolderProxy) must not exist in any other container

¢ Active Directory server must be SSL-enabled.

For information on how to configure Active Directory as an alternate LDAP server, see Section 6.5,
“Configuring the iFolder Enterprise Server with Active Directory as an LDAP source,” on page 74.

Novell iManager 2.7

Novell iManager 2.7 is a Web-based administration console that provides secure, customized access
to network administration utilities and content. Before you can configure the Novell iFolder 3 Web
Admin for iManager, iManager must be installed and configured.

For information, see the Novell iManager 2.7 Administration Guide (http://www.novell.com/
documentation/imanager27/).

Mono

Novell iFolder requires the Mono framework for Linux. Mono is a development platform for running
and developing modern applications. Based on the ECMA/ISO Standards, Mono can run existing
programs that target the .NET or Java frameworks. The Mono Project is an open source effort led by
Novell and is the foundation for many new applications. For information about Mono, see the Mono
Project Web site (http://www.mono-project.com/Main_Page).

The required version of Mono is included in the . iso files. Mono is installed automatically as a
dependency of iFolder during the install of the iFolder enterprise server or the Web Access server.

The iFolder client for Macintosh requires Mono 2.4.2.3. Linux and Macintosh users must install both
iFolder and Mono packages. For information, see “Getting Started” in the Novell iFolder 3.9.2 Cross-
Platform User Guide.

Novell iFolder 3.9 supports mono-addon version 2.6.7 which is included in its install software. This
package is explicitly bundled, installed, and used only by iFolder. Any updates to this package will
only be available from OES patch channel. You cannot configure iFolder with any other version of
mono installed on your system.

NOTE: When the iFolder server is running, you must not delete the /tmp folder because mod_mono
stores some files in the /tmp folder. If you delete this folder, the iFolder server will become unusable.
As a workaround, you must do the following;:

1. Stop apache.
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/etc/init.d/apache2 stop
2. Stop the iFolder mono process.
pkill mono
3. Start apache
/etc/init.d/apache2 start

5.7 Client Computers

The iFolder client supports the following workstation operating systems:

¢ SUSE Linux Enterprise Desktop (SLED) 10 SP3
¢ SUSE Linux Enterprise Desktop (SLED) 11 SP3

NOTE: The iFolder Linux client requires the Mono framework for Linux and a GNOME desktop
for iFolder Nautilus plug-in support.

+ Windows XP SP3 32-bit
+ Windows 7
+ Windows 8

¢ Macintosh OS X 32-bit (Intel architecture) v10.6 and later (requires Mono 2.4.2.3). PowerPc
architecture is not supported.

Mono 2.4.2.3 is necessary to run the iFolder client for Macintosh. You can download and install Mono
from OES Welcome page.

5.8 Web Browser

You need one or more of the following supported Web browsers on the computer you use to access
Web Admin console, and Web Access console on the client computers:

+ Mozilla Firefox 2.x and later
¢ Microsoft Internet Explorer

+ Safari
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6.1

Installing and Configuring iFolder
Services

This section describes how to install and configure Novell iFolder Enterprise and Web console
servers.

¢ Section 6.1, “Installing iFolder on an Existing OES 11 Server,” on page 49

¢ Section 6.2, “Deploying iFolder Server,” on page 51

¢ Section 6.3, “Configuring the iFolder Web Access Server,” on page 70

¢ Section 6.4, “Configuring the iFolder Web Admin Server,” on page 72

¢ Section 6.5, “Configuring the iFolder Enterprise Server with Active Directory as an LDAP
source,” on page 74

¢ Section 6.6, “Installing the Novell iFolder 3 Plug-In for iManager,” on page 85

¢ Section 6.7, “Recovery Agent Certificates,” on page 87

¢ Section 6.8, “Accessing iManager and the Novell iFolder Web Admin,” on page 95

¢ Section 6.9, “Provisioning Users, Groups and iFolder Services,” on page 96

¢ Section 6.10, “Distributing the iFolder Client to Users,” on page 98

¢ Section 6.11, “Using a Response File to Automatically Create iFolder Accounts,” on page 100
¢ Section 6.12, “Updating Novell iFolder 3.9.x,” on page 106

¢ Section 6.13, “Updating Mono for the Server and Client,” on page 106

¢ Section 6.14, “Uninstalling iFolder Enterprise Server,” on page 107

¢ Section 6.15, “What's Next,” on page 107

Installing iFolder on an Existing OES 11 Server

We recommend that you install iFolder after your server operating system is installed and all storage
services are configured. The following procedure describes how to install iFolder enterprise server,
iFolder Web access server, or both of the servers on an existing OES 11 platform. If you install only
one of the iFolder servers, repeat the entire install process for the other on a second OES server.
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NOTE: If you used the Minimum install option for your OES 11 server, which has no GUI installed,
the iFolder services configuration is done with the YaST 2 text-based interface. For example, there are
no check boxes and clicking is not possible. Use the standard methods for navigating the text-based

interface to achieve the tasks as described here.

1 Before you begin, make sure your OES 11 system setup meets the “Prerequisites and
Guidelines” on page 45.

2 Open YaST2 using one of the following methods:

¢ On your desktop, click the YaST shortcut icon to launch YaST, then enter the root password
when prompted.

¢ Ataterminal, log in as the root user, then enter

yast2

IMPORTANT: Ensure that you are logged in as the root user before performing the
installation and configuration procedure.

3 In the left menu, select Open Enterprise Server > OES Install and Configuration.
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4 Select the Novell iFolder option.

You can install the iFolder Enterprise Server, Web Admin Server, and Web Access Server on the
same computer or on different computers.

5 Click Details to resolve the dependency conflicts if you encounter any.
Resolve all the dependencies before continuing.
6 To begin the installation, click Accept at the bottom right of the screen.

7 When the installation is complete, either close YaST or continue with one or all of the following
as needed:

¢ Section 6.2, “Deploying iFolder Server,” on page 51
¢ Section 6.3, “Configuring the iFolder Web Access Server,” on page 70
¢ Section 6.4, “Configuring the iFolder Web Admin Server,” on page 72

6.2 Deploying iFolder Server

This section describes how to configure Novell iFolder server in a Multi-server environment.

¢ Section 6.2.1, “Configuring the iFolder Enterprise Server,” on page 52
¢ Section 6.2.2, “Configuring the iFolder Slave Server,” on page 63
¢ Section 6.2.3, “Managing Server IP Change,” on page 70
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6.2.1 Configuring the iFolder Enterprise Server

After you install the iFolder enterprise server, you must configure the iFolder services, including the
LDAP, iFolder system, and iFolder administration settings.

1

If you plan to use an NSS volume as the System Store Path for the users’” iFolder data, use
iManager to create the NSS volume, then create a directory on the volume.

For information, refer to “Managing NSS Volumes” in the OES 11 SP2: NSS File System
Administration Guide for Linux.

If you are using an NSS volume to store user data, you must set up NSS file system trustee rights
for the Web server user object wwwrun before restarting your web server. At a terminal console
prompt, log in as the root user or equivalent, then enter

rights -f /media/nss/NSSVOL/dirname -r rwfcem trustee wwwrun.ou.o.treename

If you ever get, “An Internal Error has occurred” error message within the iManager plug-
in, this is an indication that you have not set up file system trustee rights within NSS properly.

Log in to the server as the root user, or open a terminal console, enter su, then enter the root
password.

Start YaST, follow the YaST on-screen instruction to finish the installation. For more information
see Step 1 on page 50 through Step 7 on page 51 in the section Section 6.1, “Installing iFolder on
an Existing OES 11 Server,” on page 49.

Select Use Following Configuration and click Novell iFolder to change the default configuration
settings for iFolder.
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* Resfrict read and wrile access of LUM enabled users: yes
Configuration * PAM-enabled services o allow authentication via eDireciory:
' Foot Password * login: no
¥ Hosiname * fip no
. 5
W Metwork SEhEE o
v C c * su:no
usiomer Center * 1=h- no
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¥ Service O silnt G
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® Hardware Configurafion

Novell iFolder
Configure is enabled

* Configure iFolder Server: yes

* Configure iFolder Web Access: yes

* Configure iFolder Web Admin: yes

* LDAP Server:

* Paih 1o server’s data files: fvarsimiasdat

* Paih 1o the Recovery ageni cerificales (oplional):
* The por o lisken on: 80
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Change... =

Help Back Abort

If you decide to use default settings, click Next to start Novell iFolder 3 configuration.
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IMPORTANT: For security reasons, it is recommended that you always change the default
iFolder configuration settings.

6 Follow the YaST on-screen instructions to proceed through the Novell iFolder 3 configuration.
The following table summarizes the decisions you make.

TIP: If the iFolder configuration failed at any stage, refer to the /var/log/YaST2/y2log file to
find the details on the failure that help you in analyzing and troubleshooting the issues.
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Install Settings Description
iFolder *%|YaST2@wep-di207 4(=1[E3]
components 2, Novell iFolder System Configuration Options

Select the iFolder components to be configured:
[3¢] iFolder Server
[3€] iFolder Web Admin

[ iFolder Web Access

+ Select the iFolder components to be configured: Select the
components you want to configure. You can choose any combination of
iFolder components from the given options. The corresponding screens
are displayed depending on your selection.

+ iFolder Server (optional): Select the check box adjacent to the iFolder
Server to configure iFolder server.This option lets you configure the
settings for the iFolder server. It is the central repository for storing user
iFolders and synchronizing files for enterprise users.

+ iFolder Web Admin (optional): Select the check box adjacent to the
iFolder Web Admin to configure iFolder Web Admin server. This option
lets you create and configure settings for the Administrator user. The
iFolder Admin user is the primary administrator of the iFolder Enterprise
Server. The Web Admin server does not need to be configured on the
iFolder Enterprise Server. Devoting a separate server to the Web Admin
application improves the performance of the iFolder Enterprise Server by
reducing the admin traffic.

+ iFolder Web Access (optional): Select the check box adjacent to the
iFolder Web Access to configure iFolder Web Access server. This option
lets you configure the Web Access server, which is an interface that lets
users have remote access to iFolders on the enterprise server. The Web
Access server lets users perform all the operations equivalent to those of
the iFolder client through using a standard Web browser. The Web
Access server does not need to be configured in the same iFolder
Enterprise Server. Channeling the user tasks to a separate server and
thereby reducing the HTTP requests helps to improve the performance of
the iFolder Enterprise Server.
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Install Settings

Description

Novell iFolder
System
Configuration

| e

% |YaST2@wap-dt207 EEx

% Novell iFolder System Configuration

Name used to identify the iFalder system to users:
[iFolder |

System Description (optional)

iFolder Enterprise System

Path to the server's data files (e g. fvan/simias/data)
[Avarssimiasidata |

Path 1o the Recovery agent certificates faptional)

[ varlsimias/datalsimias ]

Name Used to Identify the iFolder System to Users: A unique name
to identify your iFolder 3 server.

For example, iFolder Server.

System Description: A descriptive label for your iFolder 3 server. For
example, iFolder3 Enterprise Server

Path to the Server Data File: Specify the case-sensitive address of the
location where the iFolder enterprise server stores iFolder application files
as well as the users' iFolders and files.

For example, /var/simias/data/simias. This location cannot be
modified after install.

Path to the Recovery Agent Certificates (optional): Specify the path to
the recovery agent certificates that are used for recovering the encryption
key. After you configure the path to the Recovery Agent, you must load
the Agent certificates to this location. For more information, see

Section 6.7, “Recovery Agent Certificates,” on page 87 .

By default, eDirectory CA certificate is copied in this location with the
name sscert. You can export the private key of this certificate using
iManager. For information, see Section 6.7.6, “Exporting eDirectory CA
Certificate Using iManager,” on page 94

Installing and Configuring iFolder Services

55



56

Install Settings Description
NOVe” iFOlder iy YaST2@wgp-dit207 Q@@

System

Z., Novell iFolder System Configuration

Configuration

o e [

Name of iFolder server (a.g. Host1)

| wap-207 |

iFalder public URL Host of IP Address fe.g. hitp:/7127.0.0.1)

[<rampte.con ]

iEolder private URL Host or IP Address fe.g. http:/127.0.0.1):

[xemote.com ]

Select 55L option for iFolder

iFalder port to listen on (e g. 443)

[ Install inta

Private URL Frps /1127 0.0 1-443/simias10)

[

[ "] Configure LDAP Groups Plugin.

+ Name of iFolder Server: Specify a unique name to identify your iFolder

server. For example, 1F3EastS

iFolder public URL Host or IP Address: Specify the public URL to
reach the iFolder server.

IMPORTANT: You must specify the DNS name of the server as iFolder
Public URL to connect the client to the server using a DNS name. In this
case, users need not remember all the IP addresses they are provisioned
to. A single DNS name can map them to the respective server IP based
on their location as in office or home.

iFolder private URLHost or IP Address: Specify the private URL
corresponding to the iFolder server to allow communication between the
servers within the iFolder domain. The Private URL and the Public URL
can be the same.

NOTE: You can use a single URL for the iFolder server if it is accessed
only inside the corporate firewall. If the server needs to be accessed
outside the firewall, you must provide two different URLs: Private and
Public. The private URL is used for server to server communication within
the corporate firewall and this should not be exposed to outside of the
firewall. The public URL is used for the iFolder clients that can
communicate from outside the corporate firewall. The clients can be
inside or outside of the firewall and based on this, you can use private or
public URL, or use public URL all the time.
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Install Settings

Description

Novell iFolder

System
Configuration

+ Configure SSL for iFolder: There are three options to select from.

¢ SSL: Select SSL to enable a secure connection between the iFolder
server, iFolder Web Admin server, iFolder Web Access server, and
the iFolder clients. iFolder uses the HTTPS channel for
communication.

+ Non SSL: Select Non SSL to enable unsecured communication
between the iFolder server, Web Admin server, Web Access server
and the clients. iFolder uses the HTTP channel for communication.

* Both: This option is selected by default. Selecting Both enables you
to select secure or non secure channel for communication between
the iFolder server, Web Admin server, Web Access server and the
clients. By default, these components use the HTTPS (secure)
communication channel. However, all components can also be
configured to use HTTP channel.

+ iFolder Port to Listen On: Specify the port for the iFolder to Listen On.
Port 443 is the default for SSL.

+ Install into Existing iFolder Domain: If left unselected, this server
becomes the Master iFolder server. Select this option when you want to
use an existing iFolder domain and provide the Master server information.

IMPORTANT: You must ensure that the server you install and the current
iFolder domain are in the same LDAP tree.

+ Private URL of the Master Server: Specify the private URL of the
Master iFolder server that holds the master iFolder data for
synchronization to the current iFolder Server. For example: https://
127.0.1.1. For more information, see the Section 6.2.2, “Configuring
the iFolder Slave Server,” on page 63

+ Configure LDAP Groups plugin: Select this option to configure the
LDAP Groups plug-in. If this option is left unselected, iFolder will not have
the LDAP Groups support enabled.
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Install Settings

Description

Novell iFolder
LDAP
Configuration

4 YaST2@wep-di207 EJ@E|

2., Novell iFolder LDAP configuration

[ [ em ]

[TJEUse shemate LDAP server.;

Aftemate Directory Server Address

LDAF port fe . 385)

LDAP secure port fe.g. 636)

B

Admin name and context fe.g. cn=admin,o=novell);

[ J

Enter the admin password

I

Directory Server Address: The IP address shown is the default LDAP
server for this service. If you do not want to use the default, select a
different LDAP server in the list. If you are installing into an existing tree,
ensure that the server you select has a master replica or read/write
replica of eDirectory.

If you need to add an alternate LDAP server (including Active Directory) to
the list, you must specify the following values:

Use alternate LDAP server: Select this check box to specify an alternate
LDAP server. On selecting this check box, the subsequent fields get
enabled.

Alternate Directory Server Address: Specify the host or IP address of
the alternate LDAP server that iFolder must use.

LDAP port: Specify the LDAP port to use for the alternate server.

LDAP secure port: Specify the LDAP secure port to use for the alternate
server.

Admin name and context: Specify the administrator’s full distinguished
name for the alternate LDAP server. For example,
cn=LdapAdmin,o=acme.

Enter the admin password: Enter the password for the alternate LDAP
server.

In case your directory server is a DSFW server, follow the steps given below to
configure iFolder with DSFW server:

1.
2.

Select the Use alternate LDAP server check box.

Specify the IP address of the DSFW server in the Alternate Directory
Server Address field.

. Specify 1389 in the LDAP port field and 1636 in the LDAP secure port

field.

Specify the eDirectory DN format and not DC context format in the Admin
name and context field.

Enter the password in the Enter the admin password field.
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Description

Novell iFolder
System
Configuration

% [YaST2ewep-di207 EEX
YL Novell iFolder System Configuration

The IFolder defautt zdministrator fe.9. cn=admin.c=novel)

Verity iFolder Admin Password

LDAF proxy user ie.g. cn=iFolder Prosy.o=novell):

[cn=iFolderProxy.o=novell | l Browse

LDAP proxy user Password

Verify LDAP praxy user Passwort d

I DAP zsar

LDAP seaich comesas /.

rrasrs:

LDAP naming attribute
® o

O email

) others

Select an ahemate LDAF attibute

[ )

[%] Require a secure connection between the LDAP server and the iFolder server

[ Abart ] [ Back ] [ hem

+ The iFolder Default Administrator: Specify the username for the default
iFolder Admin user. Use the full distinguished name of the iFolder Admin
user. For example:cn=admin,o=acme.

+ iFolder Admin Password: Specify a password for the iFolder Admin
user.

+ Verify iFolder Admin Password: Type the password for the iFolder
Admin user again.

+ LDAP Proxy User: Specify the full distinguished name of the LDAP
Proxy user. For example:cn=iFolderproxy,o=acme. You must
ensure that the proxy user's context is present in the LDAP server. This
means that for a proxy user cn=iFolderproxy,o=acme, the container
o=acme must be present in the LDAP server. This user must have the
Read right to the LDAP service. The LDAP Proxy user is used for
provisioning the users between the iFolder Enterprise Server and the
LDAP server. If the Proxy user does not exist, it is created and granted the
Read right to the LDAP Search context(s). If the Proxy user already
exists, it is granted the Read right to the LDAP Search context(s). If the
Proxy user already exists, but the given credentials dont match, then a
new Proxy user is automatically created. The Proxy user's domain name
(dn) and password are stored by the iFolder.

During eDirectory configuration, if you have selected the Use Common
Proxy User as default for OES Products check box, then the proxy user
and password fields are populated with common proxy user name and
password. For more information on common proxy, refer to “Common
Proxy User” in the OES 11 SP2: Planning and Implementation Guide.

NOTE: If you are using Active Directory or OpenLDAP as an LDAP
source, you must not use common proxy.
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Install Settings Description

Novell iFolder + LDAP Proxy User Password: Specify a password for the LDAP Proxy
System user. By default, it is YaST-generated password. This field is disabled, if
Configuration you have selected the Use Common Proxy User as default for OES

Products check box during eDirectory configuration.

IMPORTANT: You are recommended not to use this YaST-generated
default password. You must specify the new proxy user password.

+ Verify LDAP Proxy User Password: Type the password for the LDAP
Proxy User again.

+ LDAP Search Context Click Add, then specify an LDAP tree context to
be searched for users and provisioning them in to iFolder. For example,
o=acme, o=acme2,oro=acme3. You must ensure that the LDAP
Search Context field does not remain empty. If the field is empty, the
iFolder installation fails. You can modify the search context even after the
configuration is complete by using the web admin console. For more
information, see “Accessing and Viewing the Server Details Page” on
page 160.

IMPORTANT: You must ensure the following:

+ The LDAP search context that you specify must be present in the
LDAP server. If the LDAP search context is not present, the iFolder
installation fails.

+ In a multi-server setup, all the search contexts of the slave servers
must be present in the master server as well.

+ LDAP Naming Attribute: Select which LDAP attribute of the User
account to apply when authenticating users. Each user enters a
Username in this specified format at login time. Common Name (cn) is the
default option.

For example, if a user named John Smith has a common name of jsmith
and e-mail of john.smith@example.com, this field determines whether the
user enters jsmith or john.smith@example.com as the Username when
logging in to the iFolder server. This setting cannot be changed after the
install using the Web Admin console.

If your directory server is configured with some other attribute as a unique
login attribute for the users and you want to specify the same as login
attribute for iFolder, then select the others option and specify the attribute
name in the Select an alternate LDAP attribute field.

* Require a secure connection between the LDAP server and the
iFolder Server: Select this option to establish a secure connection
between the LDAP server and the iFolder server. This option is selected
by default. If the LDAP server co-exists on the same machine as the
iFolder server, an administrator can disable SSL, which increases the
performance of LDAP authentications.
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Install Settings Description

iFolder Web %, YaST2awep 1207 CE®
Access <, Novell iFolder Web Access Configuration

Configuration

[ | &

An Apache alias that will point to the iFolder Web Access Application (= g. ffolder)
[ tolder ]

The host or IP adchess o the Falder server thar wil be used by the iFalder Web Access application
(124001

Regirect URL for iChain / Access Gateway foptional)

[ l

[%] Connect to iFolder server using 551

iFalder server port to cannect on (=g 443)

[%] Require a secure connection between the browser and the iFolder Web Access Application

An Apache alias that will point to the iFolder Web Access
Application: Specify an Apache alias to point to the iFolder Web Admin
application. This is an admin-friendly pointer for the Apache service. For
example, /access

The host or IP address of the iFolder server that will be used by the
iFolder Web Access application: Specify the hostname or IP address of
the iFolder Enterprise Server to be managed by the iFolder Web Admin
application. The iFolder Web Admin application manages this host.

Connect to iFolder server using SSL: This option is selected by default
to establish a secure connection between iFolder enterprise server and
the iFolder Web Access application.

iFolder server port to connect on: Specify the port for the iFolder
server to connect to the Web Access application. Port 443 is the default.
Port 80 is the default value for non-SSL communication.

Require a secure connection between the browser and the iFolder
Web Access application: Select the check box to establish a secure
connection between the Web browser and the iFolder Web Access
application. This enables a secure SSL channel between the two.
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Folder Web

Admin 2, Novell iFolder Web Admin Configuration
Configuration

An Apache alias that will point to the iFolder Web Admin Application (e g. fadmin)
[ admin |

The hast or 1P adress of the Falder server that wil be used by the iFalder Web Admin applicarion:
[122001

Reditect URL for i Chain / Access Gateway (optional)

* An Apache alias that will point to the iFolder Web Admin
Application: Specify the Apache alias to point to the iFolder Web Access
Application. This is a user-friendly pointer for the Apache service. For
example, /admin

+ The host or IP address of the iFolder server that will be used by the
iFolder Web Admin application: Specify the host or IP address of the
iFolder Enterprise Server to be used by the iFolder Web Access
application. This Web Access application performs all the user-specific
iFolder operations on the host that runs the iFolder Enterprise Server.

+ Connect to iFolder server using SSL: This option is selected by default
to establish a secure connection between iFolder enterprise server and
the iFolder Web Admin application.

+ iFolder server port to connect on: Specify the port for the iFolder
server to connect to the Web Admin application. Port 443 is the default.
Port 80 is the default value for non-SSL communication.

* Require a secure connection between the browser and the iFolder
Web Admin application: Select the check box to establish a secure
connection between the Web browser and the iFolder Web Admin
application. This enables a secure SSL channel between the two.

7 When the system prompts you to restart the Apache server, accept the option by clicking Yes,
then restart the Apache server. This is necessary to use the new settings.

To manually restart the Apache Web server,
7a Open a terminal console, then log in as the root user.
7b Stop the Apache server by entering either of the following commands at the prompt:
/etc/init.d/apache2 stop
rcapache2 stop

7c Start Apache by entering either of the following commands at the prompt:
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/etc/init.d/apache2 start

rcapache2 start

8 Go to Novell iManager to install the Novell iFolder plug-in or to manage iFolder services.

Configuring the iFolder Slave Server

To deploy iFolder server in a Multi-server set up,

After you configure the iFolder enterprise master server, you must configure the iFolder slave

servers.

1 Select Use Following Configuration and click Novell iFolder in the window displayed.

Preparation

& Language

& License Agreement
¥ Sysem Analysis

& Add-On Preduct

Time Zone

<

Installation
' Insallation Summary
& Perform Ins@allation

Configuration
' Foot Password

¥ Hosiname

W Metwork

& Cusiomer Center
' Online Updatke

¥ Service

=) OES Configuration
& Usars

@ Clean Up

® Release Moks

L]

Hardware Configuration

Help

B Nowvell Open Enterprise Server Configuration

Skip Configuration
@) Use Following Configuration

* Prozy user name with conexi:

* Resfrict read and wrile access of LUM enabled users: yes
* PAM-enabled services o allow authentication via eDireciory:
* login: no

* fip: no

* =shd: no

* su:no

* rsh: no

* rlogin: no

* xdm: no

* openwhbem: yes

* gdm: no

* gdm-auologin: no

* gQnomesu-pam: no

Novell iFolder
Configure is enabled

* Configure iFolder Server: yes

* Configure iFolder Web Access: yes

* Configure iFolder Web Admin: yes

* LDAP Server:

* Paih 1o server’s data files: fvarsimiasdat

* Paih 1o the Recovery ageni cerificales (oplional):
* The por o lisken on: 80

* Mame of iFolder server: [FRAC-ree

Change... =

2 Click Novell iFolder and then Next to start configuring the slave server.

IMPORTANT: For security reasons, it is recommended that you always change the default

iFolder configuration settings.

3 Follow the YaST on-screen instructions to proceed through the Novell iFolder 3 configuration.

The following table summarizes the decisions you make.
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Install Settings

Description

iFolder components

+ Select the iFolder components to be configured: Select the components

you want to configure. You can choose any combination of iFolder components
from the given options. The corresponding screens are displayed depending
on your selection.

iFolder Server (optional): Select the check box adjacent to the iFolder Server
to configure iFolder server.This option lets you configure the settings for the
iFolder server. It is the central repository for storing user iFolders and
synchronizing files for enterprise users.

iFolder Web Admin (optional): Select the check box adjacent to the iFolder
Web Admin to configure iFolder Web Admin server. This option lets you create
and configure settings for the Administrator user. The iFolder Admin user is the
primary administrator of the iFolder Enterprise Server. The Web Admin server
does not need to be configured on the iFolder Enterprise Server. Devoting a
separate server to the Web Admin application improves the performance of the
iFolder Enterprise Server by reducing the admin traffic.

iFolder Web Access (optional): Select the check box adjacent to the iFolder
Web Access to configure iFolder Web Access server. This option lets you
configure the Web Access server, which is an interface that lets users have
remote access to iFolders on the enterprise server. The Web Access server
lets users perform all the operations equivalent to those of the iFolder client
through using a standard Web browser. The Web Access server does not need
to be configured in the same iFolder Enterprise Server. Channeling the user
tasks to a separate server and thereby reducing the HTTP requests helps to
improve the performance of the iFolder Enterprise Server.

Novell iFolder
System
Configuration

Name Used to Identify the iFolder System to Users: A unique name to
identify your iFolder 3 server.

For example, iFolder Server.

System Description: A descriptive label for your iFolder 3 server. For
example, iFolder3 Enterprise Server

Path to the Server Data File: Specify the case-sensitive address of the
location where the iFolder enterprise server stores iFolder application files as
well as the users' iFolders and files.

For example, /var/simias/data/simias. This location cannot be modified
after install.

Path to the Recovery Agent Certificates (optional): Specify the path to the
recovery agent certificates that are used for recovering the encryption key. If
the path to the Recovery Agent is configured, you need to copy the Agent
certificates to this location. For more information, see Section 6.7, “Recovery
Agent Certificates,” on page 87.
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Install Settings

Description

Novell iFolder
System
Configuration

*

Name of iFolder Server: Specify a uniqgue name to identify your iFolder
server. For example, 1F3EastS

iFolder Public URL: Specify the public URL to reach the iFolder server.

iFolder Private URL: Specify the private URL corresponding to the iFolder
server to allow communication between the servers within the iFolder domain.
The Private URL and the Public URL can be the same.

Configure SSL for iFolder: There are three options to select from.

# SSL: Select SSL to enable a secure connection between the iFolder
server, iFolder Web Admin server, iFolder Web Access server, and the
iFolder clients. iFolder uses the HTTPS channel for communication.

¢ Non SSL: Select Non SSL to enable unsecured communication between
the iFolder server, Web Admin server, Web Access server and the clients.
iFolder uses the HTTP channel for communication.

+ Both: This option is selected by default. Selecting Both enables you to
select secure or non secure channel for communication between the
iFolder server, Web Admin server, Web Access server and the clients. By
default, these components use the HTTPS (secure) communication
channel. However, all components can also be configured to use HTTP
channel.

iFolder Port to Listen On: Specify the port for the iFolder to Listen On. Port
80 is the default

Install into Existing iFolder Domain: If left unselected, this server becomes
the Master iFolder server. For slave server configuration, select this option.

+ Private URL Host or IP address of the Master Server: Specify the
private URL of the Master iFolder server that holds the master iFolder
data for synchronization to the current iFolder Server. For example: https:/
/127.0.0.1:443/simias10.
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Install Settings Description

Novell iFolder IMPORTANT: iFolder Master server and slave servers must be in the same
LDAP eDirectory tree.
Configuration

*

Directory Server Address: The IP address shown is the default LDAP server
for this service. If you do not want to use the default, select a different LDAP
server in the list. If you are installing into an existing tree, ensure that the server
you select has a master replica or read/write replica of eDirectory.

If you need to add an alternate LDAP server (including Active Directory) to the
list, you must specify the following values:

Use alternate LDAP server: Select this check box to specify an alternate
LDAP server. On selecting this check box, the subsequent fields get enabled.

Alternate Directory Server Address: Specify the host or IP address of the
alternate LDAP server that iFolder must use.

LDAP port: Specify the LDAP port to use for the alternate server.

LDAP secure port: Specify the LDAP secure port to use for the alternate
server.

Admin name and context: Specify the administrator’s full distinguished name
for the alternate LDAP server. For example, cn=LdapAdmin,o=acme.

Enter the admin password: Enter the password for the alternate LDAP
server.

In case your directory server is a DSFW server, follow the steps given below to
configure iFolder with DSFW server:

1.
2.

Select the Use alternate LDAP server check box.

Specify the IP address of the DSFW server in the Alternate Directory Server
Address field.

3. Specify 1389 in the LDAP port field and 1636 in the LDAP secure port field.

4. Specify the eDirectory DN format and not DC context format in the Admin

name and context field.

Enter the password in the Enter the admin password field.
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Install Settings Description

Novell iFolder * The iFolder Default Administrator: Specify the username for the default
System iFolder Admin user. Use the full distinguished name of the iFolder Admin user.
Configuration For example:cn=admin, o=acme

+ iFolder Admin Password: Specify a password for the iFolder Admin user.

+ Verify iFolder Admin Password: Type the password for the iFolder Admin
user again.

+ LDAP proxy User: Specify the full distinguished name of the LDAP Proxy
user. For example:cn=iFolderproxy,o=acme. This user must have the Read
right to the LDAP service. The LDAP Proxy user is used for provisioning the
users between the iFolder Enterprise Server and the LDAP server. If the Proxy
user does not exist, it is created and granted the Read right to the LDAP
Search context(s). If the Proxy user already exists, it is granted the Read right
to the LDAP Search context(s). If the Proxy user already exists, but the given
credentials dont match, then a new Proxy user is automatically created. The
Proxy user's domain name (dn) and password are stored by the iFolder.

During eDirectory configuration, if you have selected the Use Common Proxy
User as default for OES Products check box, then the proxy user and
password fields are populated with common proxy user name and password.

NOTE: If you are using Active Directory or OpenLDAP as an LDAP source, you
must not use common proxy.

NOTE: LDAP Proxy user and LDAP proxy user Password options are disabled
for all iFolder upgrade scenarios. For more information on Upgrade, see the
OES 11 SP2: Migration Tool Administration Guide.

+ LDAP proxy user Password: Specify a password for the LDAP Proxy user.
By default, it is YaST-generated password. This field is disabled, if you have
selected the Use Common Proxy User as default for OES Products check box
during eDirectory configuration

IMPORTANT: You are recommended not to use this YaST-generated default
password. You must specify the new proxy user password.

+ LDAP Search Context Click Add, then specify an LDAP tree context to be
searched for users and provisioning them in to iFolder. For example, o=acme,
o=acme2 ,oro=acme3. You must ensure that the LDAP Search Context field
does not remain empty. If the field is empty, the iFolder installation fails. You
can modify the search context even after the configuration is complete by using
the web admin console. For more information, see “Accessing and Viewing the
Server Details Page” on page 160. The recommended settings must have a
mutually exclusive LDAP search context list with other participating servers in
the iFolder domain.

IMPORTANT: Ensure that the LDAP search context you have specified is
present in the LDAP server. If the LDAP search context is not present, the
iFolder installation fails.
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Install Settings

Description

Novell iFolder
System
Configuration

*

LDAP Naming Attribute: Select which LDAP attribute of the User account to
apply when authenticating users. Each user enters a Username in this
specified format at login time. Common Name (cn) is the default and an e-mail
address (e-mail) is the other option.

For example, if a user named John Smith has a common name of jsmith and
e-mail of john.smith@example.com, this field determines whether the user
enters jsmith or john.smith@example.com as the Username when logging in to
the iFolder server. This setting cannot be changed after the install.

If your directory server is configured with some other attribute as a unique login
attribute for the users and you want to specify the same as login attribute for
iFolder, then select the others option and specify the attribute name in the
Select an alternate LDAP attribute field.

Require a Secure Connection between the LDAP server and the iFolder
Server: Select this option to require a secure connection between the LDAP
server and the iFolder server. This option is selected by default. If the LDAP

server co-exists on the same machine as the iFolder server, an administrator
can disable SSL, which increases the performance of LDAP authentications.

iFolder Web
Access
Configuration

An Apache alias that will point to the iFolder Web Access Application:

Specify an Apache alias to point to the iFolder Web Access application. This is
an admin-friendly pointer for the Apache service. For example, /access

The host or IP address of the iFolder server that will be used by the
iFolder Web Access application: Specify the hostname or IP address of the
iFolder Enterprise Server to be managed by the iFolder Web Access
application. The iFolder Web Access application manages this host.

Redirect URL for iChain/AccessGateway (optional): Specify the redirect
URL for iChain/AccessGateway that will be used by the iFolder Web Access
application. This URL is used for the proper logout of iChain/AccessGateway
sessions along with the iFolder session.

Connect to iFolder server using SSL: Select the check box to establish a
secure connection between the iFolder enterprise server and the iFolder Web
Admin application.

iFolder server port to connect on: Specify the port for the iFolder server to
connect to the Web Access application. Port 443 is the default for SSL. Port 80
is the default value for non-SSL communication.

Require a secure connection between the browser and the iFolder Web
Access application: Select the check box to establish a secure connection
between the Web browser and the iFolder Web Access application. This
enables a secure SSL channel between the two.
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iFolder Web Admin .
Configuration

An Apache alias that will point to the iFolder Web Admin Application:

Specify the Apache alias to point to the iFolder Web Admin Application. This is
a user-friendly pointer for the Apache service. For example, /admin

The host or IP address of the iFolder server that will be used by the
iFolder Web Admin application: Specify the host or IP address of the iFolder
Enterprise Server to be used by the iFolder Web Admin application. This Web
Admin application performs all the user-specific iFolder operations on the host
that runs the iFolder Enterprise Server.

Redirect URL for iChain/AccessGateway (optional): Specify the redirect
URL for iChain/AccessGateway that will be used by the iFolder Web Access
application. This URL is used for the proper logout of iChain/AccessGateway
sessions along with the iFolder session.

Connect to iFolder server using SSL: Select the check box to establish a
secure connection between the iFolder enterprise server and the iFolder Web
Admin application.

iFolder server port to connect on: Specify the port for the Web Admin
application to connect to the iFolder server. Port 443 is the default. Port 80 is
the default value for non-SSL communication.

Require a secure connection between the browser and the iFolder Web
Admin application: Select the check box to establish a secure connection
between the Web browser and the iFolder Web Admin application. This
enables a secure SSL channel between the two.

4 Click Accept to complete the configuration.

5 When the system prompts you to restart the Apache server, accept the option by clicking Yes,
then restart the Apache server. This is necessary to use the new settings.

To manually restart the Apache Web server,

5a Open a terminal console, then log in as the root user.

5b Stop the Apache server by entering either of the following commands at the prompt:

/etc/init.d/apache2 stop

rcapache2 stop

5c Start Apache by entering either of the following commands at the prompt:

/etc/init.d/apache2 start

rcapache2 start

6 Go to Novell iManager to install the Novell iFolder plug-in or to manage iFolder services.

7 If you are using an NSS volume to store user data, you must set up NSS file system trustee rights
for the Web server user object wwwrun before restarting your web server. At a terminal console
prompt, log in as the root user or equivalent, then enter

rights -f /media/nss/NSSVOL -r rwfcem trustee wwwrun.ou.o.treename

If you ever get An Internal Error has occurred error message within the iManager plug-in,
this is a sure sign that you have not set up file system trustee rights within NSS properly.
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6.3

Managing Server IP Change

When you change the Novell OES 11 server IP address either through YaST or through command
line, it does not automatically change the iFolder Service IP address. You can change the iFolder
service IP address only by reconfiguring the iFolder service either through YaST or command line.
1 To change the IP address of an iFolder Enterprise server,
la In the Web Admin console, click the Server tab and select the desired server.
lal Change the Public URL and Private URL to reflect the new IP address and click OK.

la2 If the IP address change is for a master server, change the master URL for all the slave
servers by using the Server details page of the respective slave servers listed in the
Server page.

For more information on this, see “Accessing and Viewing the Server Details Page” on
page 160.

1a3 If the LDAP server is configured to the same OES 11 server, change the URL by using
the Server details page.

For more information on this, see “LDAP Server” on page 163.
2 To change the IP address of the Web Admin server,

2a In a terminal console, run the following command and change the iFolder enterprise server
URL used by the Web Admin server application.

/opt/novell/ifolder3/bin/ifolder-admin-setup

For more information on this, see Section 6.4, “Configuring the iFolder Web Admin Server,”
on page 72.

3 To change the IP address of the Web Access server,

3a In a terminal console, run the following command and change the iFolder enterprise server
URL used by the Web Access server application.

/opt/novell/ifolder3/bin/ifolder-access-setup

For more information on this, see Section 6.3, “Configuring the iFolder Web Access Server,”
on page 70.

4 Restart the system.

IMPORTANT: You must ensure that all the users whose iFolder clients are connected to the old
server IP, are updated the client with the new IP address of the server. For more information on
configuring server IP address in an iFolder client, see “Viewing and Modifying iFolder Account
Settings” in the Novell iFolder 3.9.2 Cross-Platform User Guide.

If the server is SSL enabled, you must ensure that the new SSL certificate is accepted by all the iFolder
users.If a DNS name is used in the iFolder set-up and the new IP address uses the existing DNS
name, then you don’t need to change the DNS name for the client, instead accept the new certificate.

Configuring the iFolder Web Access Server

After you install the iFolder Web Access server, you must specify which iFolder enterprise server it
supports and the user-friendly URL that users enter in their Web browsers to access it.

IMPORTANT: If you install iFolder when you install OES, the same parameters described in this
procedure are available as an integrated part of the server install.
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6.3.1

6.3.2

Configuring Web Access

1 Log in as the root user, or open a terminal console, enter su, then enter a password to log in as

root.

Start YaST to refresh its list of installed configuration modules.

Click Novell iFolder in the window displays with Novell Open Enterprise Server Configuration.

2
3
4 Select iFolder Web Access.
5

Follow the YaST on-screen instructions to proceed through the iFolder 3 Web Access
configuration. The table summarizes the decisions you make.

Install Settings

Description

Web Access Alias

iFolder Server URL

Redirect URL for iChain/
AccessGateway

Connect to iFolder
server using SSL

iFolder server port to
connect on

Require SSL

The user-friendly path for accessing iFolder services on the specified
iFolder 3 enterprise server.

For example:
/ifolder

Specify the host or IP address of the iFolder Enterprise Server to be used
by the iFolder Web Access application. This Web Access application
performs all the user-specific iFolder operations on the host that runs the
iFolder Enterprise Server.

Specify the redirect URL for iChain/AccessGateway that will be used by
the iFolder Web Access application. This URL is used for the proper
logout of iChain/AccessGateway sessions along with the iFolder session.

Select the check box to establish a secure connection between the
iFolder enterprise server and the iFolder Web Access application.

Specify the port for the Web Admin application to connect to the iFolder
server. Port 443 is the default. Port 80 is the default value for non-SSL
communication.

Select the check box to establish a secure connection between the Web
browser and the iFolder Web Access application. This enables a secure
SSL channel between the two.

6 When the system prompts you to restart the Apache server, accept the option by clicking Yes.

Restarting Apache is necessary to use the new settings.

Configuring iFolder Web Access for iChain or AccessGateway

iFolder is interoperable with iChain and AccessGateway. iChain and AccessGateway requires its own
session (user authentication data) logout which is provided by a specified URL. You must configure
this URL for the Web Access console for proper logout of iChain/AccessGateway sessions along with

iFolder.

1 Log in as the root user, or open a terminal console, enter su, then enter a password to log in as

root.

2 Change the directory by typing cd /opt/novell/ifolder3/bin at the command prompt.

3 Run ifolder-web-setup.

4 Follow the on-screen instructions to proceed through the iFolder 3 Web Access configuration.

The table summarizes the decisions you make.
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Install Settings Description

Web Access Alias The user-friendly path for accessing iFolder services on the specified
iFolder 3 enterprise server.

For example:
/ifolder

Require SSL Select the check box to establish a secure connection between the Web
browser and the iFolder Web Access application. This enables a secure
SSL channel between the two.

iFolder Server URL Specify the host or IP address of the iFolder Enterprise Server to be used
by the iFolder Web Access application. This Web Access application
performs all the user-specific iFolder operations on the host that runs the
iFolder Enterprise Server.

Redirect URL Specify the redirect URL for iChain or AccessGateway. This URL is used
for the proper logout of iFolder Web Access console and iChain or
AccessGateway sessions.

Require Server SSL Skip this option to apply the default value.

5 When the system prompts you to restart the Apache server, accept the option by clicking Yes.

6.4 Configuring the iFolder Web Admin Server

After you install the iFolder Web Admin server, you must specify which iFolder enterprise server it
supports and the user-friendly URL that users enter in their Web browsers to access it.

IMPORTANT: If you install iFolder with OES, the same parameters described in this procedure are
available as an integrated part of the server install.

6.4.1 Configuring Web Admin Console

1 Log in as the root user, or open a terminal console, enter su, then enter a password to log in as
root.

Start YaST to refresh its list of installed configuration modules.

Click Nowell iFolder in the window displays with Novell Open Enterprise Server Configuration.
Click Next to start configuring the iFolder Web Admin.

In YaST, select iFolder Web Admin.

Follow the YaST on-screen instructions to proceed through the iFolder 3 Web Admin
configuration. The table summarizes the decisions you make.

o 01~ W N

Install Settings Description

Web Admin Alias The user-friendly path for accessing iFolder services on the specified
iFolder 3 enterprise server.

For example:

/admin
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Install Settings

Description

iFolder Server URL

Redirect URL for iChain/
AccessGateway

Connect to iFolder
server using SSL

iFolder server port to
connect on

Require Server SSL

Specify the host or IP address of the iFolder Enterprise Server to be used
by the iFolder Web Admin application. This Web Admin application
performs all the user-specific iFolder operations on the host that runs the
iFolder Enterprise Server.

Specify the redirect URL for iChain/AccessGateway that will be used by
the iFolder Web Access application. This URL is used for the proper

logout of iChain/AccessGateway sessions along with the iFolder session.

Select the check box to establish a secure connection between the
iFolder enterprise server and the iFolder Web Admin application.

Specify the port for the Web Admin application to connect to the iFolder
server. Port 443 is the default. Port 80 is the default value for non-SSL
communication.

Select the check box to establish a secure connection between the Web
browser and the iFolder Web Admin application. This enables a secure
SSL channel between the two.

IMPORTANT: If this option is not enabled, you cannot login to Web
Admin via iManager.

After you complete the YaST configuration for Web Admin console, restart Apache server.

When the system prompts you to restart the Apache server, accept the option by clicking Yes.

Restarting Apache is necessary to use the new settings.

Log in as the root user, or open a terminal console, enter su, then enter a password to log in as

root.

Change the directory by typing cd Zopt/novell/ifolder3/bin at the command prompt.

Follow the on-screen instructions to proceed through the iFolder 3 Web Admin configuration.

Configuring iFolder Web Admin for iChain or AccessGateway

3 Run ifolder-admin-setup.

The table summarizes the decisions you make.

Installing and Configuring iFolder Services

iFolder is interoperable with iChain and AccessGateway. iChain and AccessGateway requires its own
session (user authentication data) logout which is provided by a specified URL. You must configure

this URL for the Web Admin console for proper logout of iChain/AccessGateway sessions along with
iFolder.
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Install Settings Description

Web Admin Alias The user-friendly path for accessing iFolder services on the specified
iFolder 3 enterprise server.

For example:
/ifolder

Require SSL Select the check box to establish a secure connection between the Web
browser and the iFolder Web Admin application. This enables a secure
SSL channel between the two.

iFolder Server URL Specify the host or IP address of the iFolder Enterprise Server to be used
by the iFolder Web Admin application. This Web Admin application
performs all the user-specific iFolder operations on the host that runs the
iFolder Enterprise Server.

Redirect URL Specify the redirect URL for iChain or AccessGateway. This URL is used
for the proper logout of iFolder Web Admin console and iChain or
AccessGateway sessions.

Require Server SSL Skip this option to apply the default value.

5 When the system prompts you to restart the Apache server, accept the option by clicking Yes.

6.5 Configuring the iFolder Enterprise Server with Active
Directory as an LDAP source

This section describes the steps to configure iFolder with Active Directory as an LDAP source. Before
proceeding with the configuration, review Active Directory guidelines in the section Section 5.4,
“Active Directory,” on page 47.

1 If you plan to use an NSS volume as the System Store Path for the users’ iFolder data, use
iManager to create the NSS volume, then create a directory on the volume.

For information, refer to “Managing NSS Volumes” in the OES 11 SP2: NSS File System
Administration Guide for Linux.

2 Log in to the server as the root user, or open a terminal console, enter su, then enter the root
password.

3 Start YaST, follow the YaST on-screen instructions to finish the installation. For more information
see Step 1 on page 50 through Step 7 on page 51 in the section Section 6.1, “Installing iFolder on
an Existing OES 11 Server,” on page 49.

4 Select Use Following Configuration and click Novell iFolder to change the default configuration
settings for iFolder.
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5 Follow the YaST on-screen instructions to proceed through the Novell iFolder 3 configuration.
The following table summarizes the decisions you make.

TIP: If the iFolder configuration fails at any stage, refer to the /var/log/YaST2/y2log file to
analyze and troubleshoot the issues.
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Settings Description

iFolder *%|YaST2@wep-di207 4(=1[E3]
components 2, Novell iFolder System Configuration Options

S

(5] iFolder Sarver

[3€] iFolder Web Admin

[36] iFolder Web Access

*

Select the iFolder components to be configured: Select the
components you want to configure. You can choose any combination of
iFolder components from the given options. The corresponding screens
are displayed depending on your selection.

iFolder Server: Select the iFolder Server check box to configure iFolder
server.This option lets you configure the settings for the iFolder server. It
is the central repository for storing user iFolders and synchronizing files
for enterprise users.

iFolder Web Admin (optional): Select the iFolder Web Admin check box
to configure the iFolder Web Admin server. This option lets you create and
configure settings for the Administrator user. The iFolder Admin user is
the primary administrator of the iFolder Enterprise Server. The Web
Admin server does not need to be configured on the iFolder Enterprise
Server. Devoting a separate server to the Web Admin application
improves the performance of the iFolder Enterprise Server by reducing
the admin traffic.

iFolder Web Access (optional): Select the iFolder Web Access check
box to configure iFolder Web Access server. This option lets you configure
the Web Access server, which is an interface that lets users have remote
access to iFolders on the enterprise server. The Web Access server lets
users perform all the operations equivalent to those of the iFolder client
using a standard Web browser. The Web Access server does not need to
be configured on the same iFolder Enterprise Server. Channeling the user
tasks to a separate server and thereby reducing the HTTP requests helps
to improve the performance of the iFolder Enterprise Server.
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Settings

Description

Novell iFolder
System
Configuration

| e

% |YaST2@wap-dt207 EEx

% Novell iFolder System Configuration

Name used to identify the iFalder system to users:
[iFolder |

System Description (optional)

iFolder Enterprise System

Path to the server's data files (e g. fvan/simias/data)
[Avarssimiasidata |

Path 1o the Recovery agent certificates faptional)

[ varlsimias/datalsimias ]

Name Used to Identify the iFolder System to Users: A unique name
to identify your iFolder 3 server.

For example, iFolder Server.

System Description: A descriptive label for your iFolder 3 server. For
example, iFolder3 Enterprise Server

Path to the Server Data File: Specify the case-sensitive address of the
location where the iFolder enterprise server stores iFolder application files
as well as the users' iFolders and files.

For example, /var/simias/data/simias. This location cannot be
modified after install.

Path to the Recovery Agent Certificates (optional): Specify the path to
the recovery agent certificates that are used for recovering the encryption
key. After you configure the path to the Recovery Agent, you must load
the Agent certificates to this location. For more information, see

Section 6.7, “Recovery Agent Certificates,” on page 87 .

By default, eDirectory CA certificate is copied in this location with the
name sscert. You can export the private key of this certificate using
iManager. For informtaion, see Section 6.7.6, “Exporting eDirectory CA
Certificate Using iManager,” on page 94.
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Settings Description
NOVe” iFOlder iy YaST2@wgp-dit207 Q@@

System

Z., Novell iFolder System Configuration

Configuration

o e [

Name of iFolder server (a.g. Host1)

| wap-207 |

iFalder public URL Host of IP Address fe.g. hitp:/7127.0.0.1)

[<rampte.con ]

iEolder private URL Host or IP Address fe.g. http:/127.0.0.1):

[xemote.com ]

Select 55L option for iFolder

iFalder port to listen on (e g. 443)

[ Install inta

Private URL Frps /1127 0.0 1-443/simias10)

[

[ "] Configure LDAP Groups Plugin.

+ Name of iFolder Server: Specify a unique name to identify your iFolder

server. For example, 1F3EastS

iFolder public URL Host or IP Address: Specify the public URL to
reach the iFolder server.

IMPORTANT: You must specify the DNS name of the server as iFolder
Public URL to connect the client to the server using a DNS name. In this
case, users need not remember all the IP addresses they are provisioned
to. A single DNS name can map them to the respective server IP based
on their location as in office or home.

iFolder private URLHost or IP Address: Specify the private URL
corresponding to the iFolder server to allow communication between the
servers within the iFolder domain. The Private URL and the Public URL
can be the same.

NOTE: You can use a single URL for the iFolder server if it is accessed
only inside the corporate firewall. If the server needs to be accessed
outside the firewall, you must provide two different URLs: Private and
Public. The private URL is used for server to server communication within
the corporate firewall and this should not be exposed to outside of the
firewall. The public URL is used for the iFolder clients that can
communicate from outside the corporate firewall. The clients can be
inside or outside of the firewall and based on this, you can use private or
public URL, or use public URL all the time.
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Settings

Description

Novell iFolder

System
Configuration

+ Configure SSL for iFolder: There are three options to select from.

¢ SSL: Select SSL to enable a secure connection between the iFolder
server, iFolder Web Admin server, iFolder Web Access server, and
the iFolder clients. On selecting this option, iFolder uses the HTTPS
channel for communication.

+ Non SSL: Select Non SSL to enable unsecured communication
between the iFolder server, Web Admin server, Web Access server
and the clients. On selecting this option, iFolder uses the HTTP
channel for communication.

+ Both: This option is selected by default. Selecting Both enables you
to select secure or non secure channel for communication between
the iFolder server, Web Admin server, Web Access server and the
clients. By default, these components use the HTTPS (secure)
communication channel. However, all components can also be
configured to use the HTTP channel.

+ iFolder Port to Listen On: Specify the port for the iFolder to Listen On.
Port 443 is the default for SSL.

+ Install into Existing iFolder Domain: If left unselected, this server
becomes the Master iFolder server. Select this option when you want to
use an existing iFolder domain and provide the Master server information.

IMPORTANT: You must ensure that the server you install and the current
iFolder domain are in the same LDAP tree.

+ Private URL of the Master Server: Specify the private URL of the
Master iFolder server that holds the master iFolder data for
synchronization to the current iFolder Server. For example: https://
127.0.1.1. For more information, see the Section 6.2.2, “Configuring
the iFolder Slave Server,” on page 63.

+ Configure LDAP Groups plugin: Select this option to configure the
LDAP Groups plug-in. If this option is left unselected, iFolder will not have
the LDAP Groups support enabled.
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Settings

Description

Novell iFolder
LDAP
Configuration

4 YaST2@wep-di207 EJ@E|

2., Novell iFolder LDAP configuration

ﬁ‘ﬁ
3

3]/ Use aiternate LDAP server |
Alternate Directory Server Addiess
[1921680.0

LDAF port (z.q. 389)
o
LDAP secure port (e.g. 636):

=]
636 =

Admin name and contes (& g. cn=admin,a=novell:

[m=Admumsna|w.m:Llsers.d(mmms.d(m ]

Enter the admin password

[ [ em ]

+ Use alternate LDAP server: To use Active Directory as an LDAP source,
select this check box. On selecting this check box, the subsequent fields
get enabled.

+ Alternate Directory Server Address: Specify the host or IP address of
the Active Directory server that iFolder must use.

+ LDAP port: Specify the LDAP port to use for the alternate server.

+ LDAP secure port: Specify the LDAP secure port to use for the alternate
server.

+ Admin name and context: Specify the full distinguished name of the
LDAP administrator for the Active Directory server. For example,
cn=Administrator,cn=Users,dc=winad2k3,dc=com.

You must ensure that the LDAP administrator has admin rights for the
user container (for example,
cn=Administrator,cn=Users,dc=winad2k3,dc=com). This is required
because iFolder creates iFolder admin and iFolder proxy user objects
under this container. The administrator must also have admin rights to the
schema naming context (for example,
cn=Schema,cn=Configuration,dc=winad2k3,dc=com). This is required as
iFolder extends user object schema

+ Enter the admin password: Enter the password of the LDAP admin of
the Active Directory server.
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Settings

Description

Novell iFolder
System
Configuration

4 YaST2@wep-di207
2, Novell iFolder System Configuration

The iFolder defautt administrator ie.g. cn=admin,o=nowvell)

[ cn=Administrator,ci=Users, de=winad2x3, dc=com ] [ Browse

iFolder Admin Password

Verify iFelder Admin Password

LDAP prozy user (e.g. cn=iFolder Proxy.o=novell):

[cll=\Fnld!mmx)'.cn#.ls!rs,dc=winid2l6.d:=m ] [ Browse

LDAP proxy user Password
Veify LDAP proxy user Password

INAP <ezrch rontaxts:

LDAP seaich contexts <
cn=Users, do=winad2k3,de=com

LDAP naming attribute

O emal
@ others

Select an aftemate LDAP anribute

[ mai

%] Require a secure connection between the LDAP server and the iFolder server

L e [

+ The iFolder Default Administrator: Specify the username for the default
iFolder Admin user. Use the full distinguished name of the iFolder Admin
user. For example, cn=Administrator,cn=Users,dc=winad2k3,dc=com.

NOTE: The iFolder default administrator and the LDAP administrator
need not be the same. iFolder does not require admin rights for iFolder
admin user in Active Directory.

+ iFolder Admin Password: Specify a password for the iFolder Admin
user.

+ Verify iFolder Admin Password: Type the password for the iFolder
Admin user again.

+ LDAP Proxy User: Specify the full distinguished name of the LDAP
Proxy user. For example: cn=iFolderproxy,cn=Users,
dc=winad2k3,dc=com. The LDAP Proxy user is used for provisioning the
users between the iFolder Enterprise Server and the LDAP server. If the
Proxy user does not exist, it is created. However, you must ensure that
the iFolder proxy user has read permissions to all user containers
configured and attributes of user objects.
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Settings

Description

Novell iFolder
System
Configuration

+ LDAP Proxy User Password: Specify a password for the LDAP Proxy

user. You must ensure that the password that you specify conforms to the
Active Directory password policy guidelines.

Verify LDAP Proxy User Password: Type the password for the LDAP
Proxy User again.

LDAP Search Context Click Add, then specify an LDAP tree context to
be searched for users that are to be provisioned to iFolder. For example,
cn=Users,dc=winad2k3,dc=com. You must ensure that the LDAP Search
Context field does not remain empty. If the field is empty, the iFolder
installation fails. You can modify the search context even after the
configuration is complete by using the web admin console. For more
information, see “Accessing and Viewing the Server Details Page” on
page 160.

IMPORTANT: You must ensure the following:

+ The LDAP search context that you specify must be present in the
LDAP server. If the LDAP search context is not present, the iFolder
installation fails.

+ In a multi-server setup, all the search contexts of the slave servers
must be present in the master server as well.

* You must ensure that the search context that you specify is a user
container.

+ If you specify multiple search contexts, you must ensure that the
iFolder proxy user has read permissions for all those contexts/
containers and attributes of all the user objects under those
containers.

LDAP Naming Attribute: Specify which LDAP attribute of the User
account to apply when authenticating users. Each user enters a
Username in this specified format at login time. To set mail as an LDAP
naming attribute, you must select the others option and specify mail in the
Select an alternate LDAP attribute field. Similarly, you can set
sAMAccountName as the LDAP naming attribute.

Require a secure connection between the LDAP server and the
iFolder Server: Select this option to establish a secure connection
between the LDAP server and the iFolder server. This option is selected
by default. If the LDAP server co-exists on the same machine as the
iFolder server, an administrator can disable SSL, which increases the
performance of LDAP authentications.

Novell iFolder 3.9.2 Administration Guide



Settings Description

iFolder Web %, YaST2awep 1207 CE®
Access <, Novell iFolder Web Access Configuration

Configuration

[ | &

An Apache alias that will point to the iFolder Web Access Application (= g. ffolder)
[ tolder ]

The host or IP adchess o the Falder server thar wil be used by the iFalder Web Access application
(124001

Regirect URL for iChain / Access Gateway foptional)

[ l

[%] Connect to iFolder server using 551

iFalder server port to cannect on (=g 443)

[%] Require a secure connection between the browser and the iFolder Web Access Application

An Apache alias that will point to the iFolder Web Access
Application: Specify an Apache alias to point to the iFolder Web Access
application. This is an admin-friendly pointer for the Apache service. For
example, /access

The host or IP address of the iFolder server that will be used by the
iFolder Web Access application: Specify the hostname or IP address of
the iFolder Enterprise Server to be used by the iFolder Web Access
application. This Web Access application performs all the user-specific
iFolder operations on the host that runs the iFolder Enterprise Server

Connect to iFolder server using SSL: This option is selected by default
to establish a secure connection between iFolder enterprise server and
the iFolder Web Access application.

iFolder server port to connect on: Specify the port for the iFolder
server to connect to the Web Access application. Port 443 is the default.
Port 80 is the default value for non-SSL communication.

Require a secure connection between the browser and the iFolder
Web Access application: Select the check box to establish a secure
connection between the Web browser and the iFolder Web Access
application. This enables a secure SSL channel between the two.
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Settings Description

iFolder Web %, YaST2owgp-di207 9i=1e3]
Admin 2, Novell iFolder Web Admin Configuration
Configuration

An Apache alias that will point to the iFolder Web Admin Application (e g. fadmin)
[ admin |

The hast or 1P adress of the Falder server that wil be used by the iFalder Web Admin applicarion:
[122001

Reditect URL for i Chain / Access Gateway (optional)

* An Apache alias that will point to the iFolder Web Admin
Application: Specify the Apache alias to point to the iFolder Web Admin
Application. This is a user-friendly pointer for the Apache service. For
example, /admin

+ The host or IP address of the iFolder server that will be used by the
iFolder Web Admin application: Specify the host or IP address of the
iFolder Enterprise Server to be managed by the iFolder Web Admin
application.

+ Connect to iFolder server using SSL: This option is selected by default
to establish a secure connection between iFolder enterprise server and
the iFolder Web Admin application.

+ iFolder server port to connect on: Specify the port for the iFolder
server to connect to the Web Admin application. Port 443 is the default.
Port 80 is the default value for non-SSL communication.

* Require a secure connection between the browser and the iFolder
Web Admin application: Select the check box to establish a secure
connection between the Web browser and the iFolder Web Admin
application. This enables a secure SSL channel between the two.

6 When the system prompts you to restart the Apache server, accept the option by clicking Yes,
then restart the Apache server. This is necessary to use the new settings.

To manually restart the Apache Web server,
6a Open a terminal console, then log in as the root user.
6b Stop the Apache server by entering either of the following commands at the prompt:
/etc/init.d/apache2 stop
rcapache2 stop
6c Start Apache by entering either of the following commands at the prompt:
/etc/init.d/apache2 start

rcapache2 start

84 Novell iFolder 3.9.2 Administration Guide



6.6

6.6.1

6.6.2

7 Go to Novell iManager to install the Novell iFolder plug-in or to manage iFolder services.

8 If you are using an NSS volume to store user data, you must set up NSS file system trustee rights
for the Web server user object wwwrun before restarting your web server. At a terminal console
prompt, log in as the root user or equivalent, then enter

rights -f /media/nss/NSSVOL -r rwfcem trustee wwwrun.ou.o.treename

If you ever get An Internal Error has occurred error message within the iManager plug-in,
this is a sure sign that you have not set up file system trustee rights within NSS properly.

Installing the Novell iFolder 3 Plug-In for iManager

Before you can manage Novell iFolder 3 services, you must install the iFolder iManager Module for
Novell iManager 2.7. After it is installed, this plug-in is named Novell iFolder 3 in the iManager Roles
and Tasks list.

Make sure you meet prerequisites, then use one of the methods for installing the iFolder plug-in:

¢ Section 6.6.1, “Prerequisites,” on page 85
¢ Section 6.6.2, “Installing a Plug-In When RBS Is Not Configured,” on page 85
¢ Section 6.6.3, “Installing a Plug-In When RBS Is Configured,” on page 86

Prerequisites

Novell iManager 2.7

If you have not already done so, install Novell iManager 2.7 on the same or different server as your
iFolder server. For information, see Novell iManager 2.7 Installation Guide (http://www.novell.com/
documentation/imanager27/)

Role-Based Services

The iFolder 3 plug-in supports the optional use of Role Based Services (RBS) in Novell iManager. RBS
gives you the ability to assign specific tasks to iManager admin users and to present the admin user
with only the tools necessary to perform a specified set of tasks or manage only objects as determined
by their roles. What admin users see when they access iManager is based on their role assignments in
eDirectory. Only the roles and tasks assigned to that user are displayed.

For information, see “Configuring Role-Based Services” (http://www.novell.com/documentation/
edir88/edir88/?page=/documentation/edir88/edir88/data/a31aexm.html) in the Novell eDirectory 8.8
Administration Guide (http://www.novell.com/documentation/edir88/)

Installing a Plug-In When RBS Is Not Configured

If you do not have Role-Based Services (RBS) configured for eDirectory, install the iFolder Manager
Module as follows:

1 In a Web browser, log in to iManager on the iFolder server where you installed iManager.

https://ifolder.example.com/nps/iManager.html

Replace ifolder_example.com with the IP address (such as 192.168.1.1) or the DNS name of
the iFolder server.
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If you installed iManager on a different server in the same tree as your iFolder server, log in to
iManager on that server.

In the toolbar, click the Configure icon (person seated behind a desk).

3 In Roles and Tasks, expand Plug-in Installation, then click Available Novell Plug-In Modules.

Locate the iFolder iManager Module plug-in, select its plug-in check box, then click Install.

This install takes a few minutes. You should receive a message confirming a successful install.

5 Click OK to dismiss the message, then close iManager.

6 Stop and start the Apache server by entering the following command at the terminal console:

/etc/init.d/apache2 restart

Verify that the plug-in is enabled by opening iManager in a Web browser and checking to see if
the Novell iFolder 3 plug-in appears in the list of Roles and Tasks.

For information, see Section 6.8, “Accessing iManager and the Novell iFolder Web Admin,” on
page 95.

Continue with Section 6.9, “Provisioning Users, Groups and iFolder Services,” on page 96.

6.6.3 Installing a Plug-In When RBS Is Configured

If you are running iManager in Assigned Mode and have RBS configured for eDirectory, complete
the following steps to install the iFolder iManager Module.

IMPORTANT: To re-install an existing plug-in, you must first delete the rbsModule object for that
plug-in from eDirectory, using the Module Configuration > Delete RBS Module task.

1

In a Web browser, log in to iManager as an RBS Collection Owner on the system where you
installed iFolder.

https://ifolder.example.com/nps/iManager.html

Replace ifolder_example.com with the IP address (such as 192.168.1.1) or the DNS name of
the iFolder server.

In the toolbar, click the Configure icon (person seated behind a desk).

3 In Roles and Tasks, expand Plug-in Installation, then click Available Novell Plug-In Modules.

Locate the iFolder iManager Module, select its plug-in check box, then click Install.

This install takes a few minutes. You should receive a message confirming a successful install.

5 Click OK to dismiss the message, then close iManager.

6 Stop and start the Apache server by entering the following command at the terminal console:

10
11
12

/etc/init.d/apache2 restart

Click the Configure icon.

Under Role-Based Services, select RBS Configuration.

The table on the Collections tabbed page displays modules ready to update.

Locate the collection where you want to install the plug-in, then click its Out-of-Date number.
The iFolder iManager Module plug-in should be displayed under Modules Not Yet Installed column.
Select the iFolder iManager Module plug-in.

Click Update.

Wait for the Completed message, then click OK to continue.
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6.7.1

13 Verify that the plug-in is enabled by opening iManager in a Web browser and checking to see if
the Novell iFolder 3 plug-in appears in the list of Roles and Tasks.

For information, see Section 6.8, “Accessing iManager and the Novell iFolder Web Admin,” on
page 95.

Recovery Agent Certificates

The Recovery agent is a trustworthy organization that issues and signs public key certificates. This
organization should be an entity independent of entities owning the iFolder server's infrastructure,
or, independent of the IT department if deployed in a corporate environment.

Recovery agent certificates are the public key certificates used for encrypting the data encryption key.
The user selects one of these certificates to perform the data key encryption for later key recovery. The
supported certificate formats are *_cer and *.der(X.509).

You can also use self-signed certificates if iFolder is deployed in a trusted environment.The
certificates are generated by using the YaST CA Management plug-in or OpenSSL tools.

¢ Section 6.7.1, “Understanding Digital Certification,” on page 87

¢ Section 6.7.2, “Creating a YaST-based CA,” on page 88

¢ Section 6.7.3, “Creating Self-Signed Certificates Using YaST,” on page 90

* Section 6.7.4, “Exporting Self-Signed Certificates,” on page 92

¢ Section 6.7.5, “Exporting Self-Signed Private Key Certificates For Key Recovery,” on page 93

¢ Section 6.7.6, “Exporting eDirectory CA Certificate Using iManager,” on page 94

¢ Section 6.7.7, “Using KeyRecovery to Recover the Data,” on page 94

¢ Section 6.7.8, “Managing Certificate Change,” on page 95

Understanding Digital Certification

To protect user data from access by unauthorized people, the user data is encrypted by using keys
that always occur in private and public key pairs. The keys are applied to the user data in a
mathematical process, producing an altered data record in which the original content can no longer
be identified.

Private Key: The private key must be kept safely by the key owner. Accidental publication of the
private key compromises the key pair and can also be a security threat. The private key is either held
by the Recovery agent or the user.

Public Key: The key owner circulates the public key for use by third parties.

Certified Authority (CA): The public key process is popular and there are many public keys in
circulation. Certified Authorities are the trustworthy organizations that issue and sign public key
certificates. The CA ensures that a public key actually belongs to the assumed owner. The certificates
that a CA holds contain the name of the key owner, the corresponding public key, and the electronic
signature of the person or entity issuing the certificate. The iFolder Recovery Agents are examples of
one kind of CA.

Public Key Infrastructure (PKI): Certificate authorities are usually part of a certification
infrastructure that is also responsible for the other aspects of certificate management, such as
publication, withdrawal, and renewal of certificates. An infrastructure of this kind is generally
referred to as a Public Key Infrastructure or PKI. One familiar PKI is the X.509 Public Key
Infrastructure (PKIX). The security of such a PKI depends on the trustworthiness of the CA
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6.7.2

certificates. To make certification practices clear to PKI customers, the PKI operator defines a
certification practice statement (CPS) that defines the procedures for certificate management. This
should ensure that the PKI issues only trustworthy certificates.

X.509 Public Key Infrastructure: The X.509 Public Key Infrastructure is defined by the IETF (Internet
Engineering Task Force) that serves as a model for almost all publicly-used PKIs today. In this model,
authentication is made by certificate authorities (CA) in a hierarchical tree structure. The root of the
tree is the root CA, which certifies all sub-CAs. The lowest level of sub-CAs issue user certificates.
The user certificates are trustworthy by certification that can be traced to the root CA.

X.509 Certificate: An X.509 certificate is a data structure with several fixed fields and, optionally,
additional extensions. The fixed fields mainly contain the name of the key owner, the public key, and
the data such as name and signature relating to the issuing CA. For security reasons, a certificate
should only have a limited period of validity, so a field is also provided for this date. The CA
guarantees the validity of the certificate in the specified period. The CPS usually requires the issuing
CA to create and distribute a new certificate before expiration. The extensions can contain any
additional information. An application is only required to be able to evaluate an extension if it is
identified as critical. If an application does not recognize a critical extension, it must reject the
certificate. Some extensions are only useful for a specific application, such as signature or encryption.

Table 6-1 X.509v3 Certificate

Field Content

Version The version of the certificate, for example, v3

Serial Number Unique certificate ID (an integer)

Signature The ID of the algorithm used to sign the certificate
Issuer Unigue name (DN) of the issuing authority (CA)
Validity Period of validity

Subjectr Unique name (DN) of the owner

Subject Public Key Info InfoPublic key of the owner and the ID of the algorithm
Issuer Unique 1D Unique ID of the issuing CA (optional)

Subject Unique ID Unique ID of the owner (optional)

Extensions Optional additional information, such as KeyUsage or

BasicConstraints

YaST-Based PKI: YaST contains modules for the basic management of X.509 certificates. This mainly
involves the creation of CAs and their certificate. YaST provides tools for creating and distributing
CAs and certificates, but cannot currently offer the background infrastructure that allow continuous
update of certificates and CRLs. To set up a small PKI, you can use the available YaST modules.
However, you should use commercial products to set up an official or commercial PKI.

Creating a YaST-based CA

1 Start YaST and go to Security and Users > CA Management.
2 Click Create Root CA.
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To generate a new CA,
some entries are needed

It depends on the policy
defined in the
configuration file.

CA certificate. Use only
ASCIl characters, "-", and

Common Name is the
name of the CA

E-Mail Addresses are
valid e-mail addresses of
the user or server
administrator.

Organization,
Organizational Unit,
Locality, and State are
often optional

Create New Root CA (step 1/3)

CA Name is the name of a

CA Name:

Common Name

E-Mail Addresses | default

Organization

Locality:

Country:
India

Organizational Unit

State:

the decisions you make.

3 Enter the information for creating the CA in the dialog boxes. The following table summarizes

CA Settings

Description

CA Name

Common Name

E-Mail Address

Country

Organization, Organizational Unit, Locality, State

Enter the technical name of the CA. Because the
Directory names, among other things, are derived
from this name, you must use only the characters
listed in the help. The technical name is also
displayed in the overview when the module is
started.

Enter the name of the CA.

You can enter several e-mail addresses that a CA
user can see. This is helpful for inquiries.

Select the country where the CA is operated.

Optional Values.

Click Next.

generating certificates. The following table summarizes the decisions you make.

5 Enter a password in the second dialog. This password is always required when using the CA for

CA Settings

Descriptions

Password

Key Length (bit)

Specify a password with a minimum length of five
characters. To confirm, re-enter it in the next field.

Select the key length. You can choose a value
between a minimum of 512 and a maximum of
2048.
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CA Settings Descriptions

Valid Period (days) The Valid Period in the case of a CA defaults to
3650 days (roughly ten years). This long period
makes sense because the replacement of a deleted
CA involves an enormous administrative effort.

Advanced Options Advanced Options are very special options.

WARNING: If you change these options, iFolder
cannot guarantee that the generated certificate
works correctly. Clicking Advanced Options opens a
dialog for setting different attributes from the X.509
extensions. These values have rational default
settings and should only be changed if you are
really sure of what you are doing.

YaST displays the current settings for confirmation.
6 Click Create.

The root CA is created then appears in the overview.

6.7.3  Creating Self-Signed Certificates Using YaST

iFolder key recovery mechanism uses the X509 certificates to manage the keys. You can either get a
certificate from an external Certified Authority, for instance Verisign or generate a self-signed
certificate if deployed in a trusted environment, where a trusted user-admin relationship exists.

NOTE: In certificates intended for e-mail signature, the e-mail address of the sender (the private key
owner) should be contained in the certificate to enable the e-mail program to assign the correct
certificate. For certificate assignment during encryption, it is necessary for the e-mail address of the
recipient (the public key owner) to be included in the certificate. In the case of server and client
certificates, the hostname of the server must be entered in the Common Name field. The default
validity period for certificates is 365 days.

This section discusses creating self-signed certificates for encryption and self-signed key certificate
for key recovery using YaST.
1 Start YaST and go to Security and Users > CA Management.
2 Select the required CA and click Enter CA.
3 Enter the password for the CA if asked for.
YaST displays the CA key information in the Description tab.
4 Click Certificates tab.
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First, see a list view with Certificate Authority (CA)
all available certificates
from this CA. The columns

are the DN of the CA Name: ca
certificates including the

e-mail address and the Description | Certificates | CRL | Requests

state of the certificate
(such as valid or revoked)

Select one of the ‘Status ‘Common Name ‘E—Ma\l Address |Orgamzatlan Qrganizatienal Unit |Loca|ny ‘

certificates and execute
some actions

View opens a window with
a text representation of the
complete certificate.

al (10

Furthermore, you can
Revoke, Delete, or Export a
certificate.

with Add, generate a new
server or client certificate

In the area below, see the
most important values of
the selected cerificate

5 Click Add > Add Server Certificate.
= o x|

To generate a new Create New Server Certificate (step 1/3)
certificate, some entries
are needed

It depends on the policy
defined in the
configuration file

Common Name

‘E—Mail Addresses |defau\t |

Common Name is the fully
qualified domain name of
the server.

E-Mail Addresses are
valid e-mail addresses of
the user or server
administrator

Organization,
Organizational Unit,
Locality, and State are

often opticnal
—

Organization Organizational Unit
[ ] )
Locality: State:
[ ] )
Country:
[Ind\a ‘v]

6 Enter the information for creating the certificates in the dialog boxes. The following table
summarizes the decisions you make.
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CA Settings

Description

Common Name

E-Mail Address

Country

Organization, Organizational
Unit, Locality, State

Enter the name of the CA.

You can enter several e-mail addresses that a CA user can see. This is
helpful for inquiries.

Select the country where the CA is operated.

Optional Values.

7 Enter a password in the second dialog.The following table summarizes the decisions you make.

CA Settings

Descriptions

Password

Key Length (bit)

Valid Period (days)

Advanced Options

Specify a password with a minimum length of five characters. To
confirm, re-enter it in the next field.

Select the key length of minimum value of 512 and a maximum value of
2048. iFolder supports only 512, 1024 and 2048 as the key length.

The Valid Period in the case of a CA defaults to 3650 days (roughly ten
years). This long period makes sense because the replacement of a
deleted CA involves an enormous administrative effort.

Advanced Options are very special options.

WARNING: If you change these options, iFolder cannot guarantee that
the generated certificate works correctly. Clicking Advanced Options
opens a dialog for setting different attributes from the X.509 extensions.
These values have rational default settings and should only be changed
if you are really sure of what you are doing.

YaST displays the current settings for confirmation.

For information on encryption, see “Encryption” in the Nowvell iFolder 3.9.2 Cross-Platform User Guide
and “Using the Recovery Agent” in the Novell iFolder 3.9.2 Security Administration Guide.

6.7.4 Exporting Self-Signed Certificates

1 Click Export drop-down and select Export to File.
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- (on smskalidas) x i

Export Certificate to File

Export Format
(®) Only the Certificate in PEM Format

() Cerlificate and the Key Unencrypted in PEM Format
() Cerlificate and the Key Encrypted in PEM Format
() Cerlificate in DER Format

() Certificate and the Key in PKCS12 Format

() Like PKCS12 and Include the CA Chain

Certificate Password:

l

New Password Verify Password

File Name:

] Browse...

2 Select Only the Certificate in PEM format.
3 Specify a password of minimum length of five characters.
4 Click Browse to find a location to save the file, then specify a filename for the certificate you have
created.
5 Click OK to save the certificate.
6 Convert the certificate in PEM format to DER format using OpenSSL command as given below:
openssl x509 -in <certificate>.pem -inform PEM -out <certificate>.der -outform DER

7 Copy the certificate in DER format to the location you have configured for loading Recovery
Agent Certificate during iFolder configuration.

If the certificate is expired, you need to load the new certificates again to this location.

8 Restart the iFolder server to load the Recovery agent certificates.

6.7.5 Exporting Self-Signed Private Key Certificates For Key Recovery
1 Click Export drop-down and select Export to File.

Export CA to File

Export Format
() Only the Certificate in PEM Format

() Certificate and the Key Unencrypted in PEM Format
() Cerificate and the Key Encrypted in PEM Format
() Cetificate in DER Format

@ Cerfificate and the Key in PKCS12 Format

) Like PKCS512 and Include the CA Chain

New Password Verify Password

l J )
File Name:

l ] Browse

2 Select Certificate and the Key in PKCS12 Format.
3 Specify a new password and re-enter that for confirmation.

This password is used with the certificate and the keys exported to a file in XML format.
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IMPORTANT: You must use a password different from the one you have used for certificate
creation.

4 Specify a filename for the certificate you have created and click Browse to find a location to save
the file.

5 Click OK to save the certificate.

Exporting eDirectory CA Certificate Using iManager

1 Login to iManager using iManager administrator credentials.
2 Click Novell Certificate Server > Configure Certificate Authority.
3 Click the Certificates tab.

4 Select the Root CA and click Export.

5 Select the organizational CA from the Certificates list and click Next to export the file in pfx
format.

Using KeyRecovery to Recover the Data

Each iFolder has a unique data encryption key which is auto-generated during iFolder creation. The
key is encrypted by using a passphrase provided by the user and also by using the public key with
the Recovery agent. If the users forget the passphrase, they cannot access the iFolder data and they
must reset the passphrase to gain access to the iFolder data.

Users can reset the passphrase by launching the Passphrase Recovery Wizard using the Security >
Forgot Passphrase option in the client. If the user does not have the secret file or the new data file, then
they can use the wizard to export the old data file and then e-mail the file to the administrator. The
administrator can then use the KeyRecovery tool to generate the new data file and send it back to the
user. The KeyRecovery tool can be downloaded from the iFolder 3 Welcome page.

NOTE: The keys are exported to a file in XML format. It is recommended to save the file as
<filename>.xml

This section help you understand the process followed by a Recovery agent to retrieve the key.

1 Download the Passphrase Recovery Tool from the iFolder 3 Welcome page. For Linux and
Macintosh, run KeyRecovery and for Windows run KeyRecovery .exe and follow the on-screen
instructions.

The following table summarizes the decisions you make.

Parameters Description

Encrypted Key file path Specify the path (including the file name of the encrypted key) for reading
the encrypted keys.

Private Key Specify the path to the private key file (PKCS12 file format, *.p12).

Decrypted Key file path Specify the path to store the decrypted key file. Ensure that the filename
also included in the path you specify.

Private Key password Specify the password to decrypt the private key.

Encrypt Result key Specify whether you want to encrypt the decrypted key with one time

passphrase. Default value: Yes
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6.8

Parameters Description

One time passphrase Specify a one time passphrase to encrypt the decrypted keys.

2 Send the decrypted key usually by replying to the mail attached with the encrypted keys and the
one-time passphrase (if the key is encrypted using the one-time passphrase) to the user.

3 Send the one-time passphrase (if the key is encrypted using the one-time passphrase) to the user
through any other communication channel other than the one you used to exchange the key
files.

Managing Certificate Change

The self-signed certificates for iFolder services change when they are expired, revoked, or replaced
with a new certificate by a new CA.

Client: When a new certificate is created, the user has to approve of from the client side. The client
prompts for the new certificate for the user to accept it.

Web Admin Server: The change in the certificate is not automatically communicated to the Web
Admin server. You must reconfigure the Web Admin server for the new certificate to be accepted. By
default, the new certificate is accepted in the server side. In the front-end, the browser is updated
automatically when the server is updated with the new certificate.

Web Access Server: The change in the certificate is not automatically communicated to the Web
Admin server. You must reconfigure the Web Access server for the new certificate to be accepted. By
default, the new certificate is accepted in the server side. In the front-end, the browser is updated
automatically when the server is updated with the new certificate.

Accessing iManager and the Novell iFolder Web Admin

The Novell iFolder Web Admin is the tool used to manage your iFolder server.
1 Open a Web browser to the iManager Login page by entering the following location:

http://servername.example.com/nps/iManager.html

Replace servername._example.com with the DNS name or IP address (such as 192.168.1.1) of
the OES server where you installed iManager. This might be the same or different computer
where you installed iFolder 3.9 server or iFolder 3.9 Web Admin console.

2 (Conditional) If prompted to accept the server’s certificate, review the certificate information,
then click OK to accept it if it is valid.

3 On the iManager Login page, specify the Admin username and password you created during
the OES 11 install, then click Login.
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) Novell iManager - Mozilla Firefox

Fle Edt Yiew History Bookmarks Tooks  Help

Login 2]
Username:
Idapadmin
(Ex: admin or admin.novel]
Password

Tree:

192,168, 14,199, mytree, myserver.company, com)

Login

© Capyright 1959-2007 Novell, Inc. Al rights reserved

The user name can be specified as contextless (such as admin) or with the context (such as
cn=admin_o=acme). You must use a dot delimiter in fully distinguished names when working in
iManager.

The iManager Web management interface opens with Roles and Tasks listed in the navigator on
the left.

4 In Roles and Tasks [@), click iFolder 3.9 > Launch Admin Console.

5 Specify the DNS name or IP address of the iFolder enterprise server you want to manage.
For example, type svrl.example.com or 192.168.1.1.

6 Do one of the following:

6a If youlogged in to iManager with the same username as the iFolder Admin user of the Web
Admin, select Authenticate Using Current iManager Credentials.

6b If you logged in to iManager with a different username than the iFolder Admin user of the
Web Admin, leave the check box Authenticate Using Current iManager Credentials
unselected, then specify the iFolder Admin username and password.

7 Click OK.

IMPORTANT: If you are logged in to iManager with iManager admin credential, iFolder Web
Admin does not ask the credentials again for logging into Web Admin console.

For information, see Section 11.2, “Connecting to the iFolder Server,” on page 147.

Novell iFolder opens to the User page, which consists of a tabbed list of the main administrative
functions that can be performed on iFolder domain.

6.9 Provisioning Users, Groups and iFolder Services

After you configure your Novell iFolder enterprise server, you must specify containers and groups as
Search DNs in the LDAP settings. iFolder uses these to provision user and group accounts. You can
provision users and iFolders through iFolder Web Admin console. For more information, see the
following:

¢ Chapter 11, “Managing iFolder Services via Web Admin,” on page 147

¢ Chapter 12, “Managing iFolder Users,” on page 171

¢ Chapter 13, “Managing iFolders,” on page 179
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6.9.1 Prerequisites

¢ “Users and LDAP Contexts” on page 97
¢ “Extending LDAP User Objects for iFolder 3.9” on page 97

Users and LDAP Contexts

The contexts you plan to use as LDAP Search DNs in the LDAP settings must exist in the LDAP
directory; they are not created and configured from within the iFolder plug-in.

For information about configuring user, group, and container objects, see the Novell eDirectory 8.8
Administration Guide (http://www.novell.com/documentation/edir88/edir88/?page=/documentation/
edir88/edir88/data/a2iii88.html).

Extending LDAP User Objects for iFolder 3.9

To enable LDAP attribute-based provisioning, you must Extend the LDAP user schema with the
iFolderUserProvision auxiliary object class with iFolderHomeServer as one attribute. For Active
Directory, you must use Active Directory tools to extend User Objects with iFolderHomeServer as an
attribute.

1 Login to iManager using iManager administrator credentials.

2 Click View Objects icon to open the Object view.

3 Browse and find the appropriate tree where the desired users are listed.

For more information on this, see the Novell iManager 2.7 Administration Guide (http://
www.novell.com/documentation/imanager27/).

4 Click the desired user object you want to extend, and open the Action window, then click Object
Extensions.

Click OK in the right-side panel that displays the object extensions detail.
In the new page that lists the current auxiliary class extensions, click Add.
From the pop-up window, select iFolderUserProvision entry, and click OK.
Click Close.

For more information on this, see the section Roles and Tasks (http://www.novell.com/
documentation/imanager27/imanager_admin_274/?page=/documentation/imanager27/
imanager_admin_274/data/b8im2s7.html) in the iManager Administration Guide.

o N o o

9 To add iFolderHomeServer attribute, click the same object to pop-up the Tasks window.
10 Select Modify Objects to display the object modification details in the right panel.

11 Under the General tab in that page, click the Other link, and select iFolderHomeServer from the
Unvalued Attribute list, then click the arrow mark.

12 In the pop-up window, provide a value for the iFolderHomeServer attribute and click OK.

The value can either be the IP address or the DNS name of the iFolder server assigned to this
user.

13 click Apply to save the modifications.
14 For all the users, repeat the Step 1 thru Step 13 on page 97.
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Command Line Option

You can also use the following script to extend the existing user objects or create a new user object
with the IFolderUserProvision object class extension.
1 In the terminal console, type Zopt/novell/ifolder3/bin/iFolderLdapUserUpdate.sh.

2 Type ./iFolderLdapUserUpdate.sh -h <Ldap URL> -d <admin DN> -w <admin password>
-u <user DN> [-s <surname>] [-c <user password>] [-i <iFolder Home Server>].

For example: ./iFolderLdapUserUpdate.sh -h ldaps://10.10.10.10 -d admin,o=novell
-w secret -u cn=abc,o=novell -s xyz -c secret -i 10.10.10.10.

6.10 Distributing the iFolder Client to Users

After you configure iFolder services on the enterprise server, users can download the install files for
the iFolder client from the OES 11 SP1 Welcome page.

NOTE: iFolder does not support a silent install (that is, a scriptable non-interactive install) on any
platform. A silent install is possible for the Linux client using its. rpm files, but it is not supported.

¢ Section 6.10.1, “Accessing the OES Welcome Page,” on page 98
¢ Section 6.10.2, “Downloading the iFolder Client,” on page 98
¢ Section 6.10.3, “Installing the iFolder Client,” on page 99

6.10.1 Accessing the OES Welcome Page

1 Open a Web browser to the following location to open the server’s Welcome page:

http://ifolder3.example.com.

Replace ifolder3.example.com with the DNS name or the IP address (such as 192.168.1.1) of
the OES 11 SP2 server.

6.10.2 Downloading the iFolder Client

On the OES Welcome page, users can select one of the following client links from the Client Software
page under Available Downloads to download the install files for the iFolder client for Novell iFolder
3.9.1:

Users can download the following install files:

Table 6-2 Client Install Files

Link Name Operating System/Description Filename

iFolder Client for Linux (SLED 10) Suse Linux Enterprise Desktop ifolder3-linux.tar.gz

10
iFolder Client for Linux (SLED 11) Suse Linux Enterprise Desktop ifolder3-sledll.tar.gz

11
Install script for iFolder Linux Use the script to automatically install-ifolder-script.sh
Client install the iFolder client for Linux
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6.10.3

Link Name Operating System/Description Filename

iFolder 32-bit Client for Windows Windows XP SP3/Windows 7 ifolder3-windows.exe
iFolder 64-bit Client for Windows Windows 7/ Windows 8 ifolder3-windows-x64.exe

iFolder Client for Intel Mac (Mono Macintosh v10.4.11 and above ifolder3-mac.dmg
2.4.2.3 is required)

Mono 2.4.2.3 Download for Mac  For more information on Mono, MonoFramework-

see Section 5.6, “Mono,” on 2.4.2.3_6.macos10.novell
page 47 .X86.dmg

XML Template for AutoAccount  Fore more information on AutoAccount.xml

creation AutoAccount creation, see

Section 6.11, “Using a Response
File to Automatically Create
iFolder Accounts,” on page 100

Passphrase Recovery Tool Reset the passphrase and KeyRecovery.tar.gz
recover an encrypted iFolder

After expanding the install files, users are ready to install the iFolder client and its dependencies with
the following files:

Table 6-3 Install Files

iFolder Client Install Files

iFolder for Linux ifolder3-3.9.2.xxxxx.0-1.1.i586.rpm
simias-1.9.1.xxxxx.0-1.1.i586.rpm
novell-ifolder-client-plugins-3.9.1.xxxxx.0-1.1.i586.rpm
nautilus-ifolder3-3.9.1.xxxxx.1-1.1.i586.rpm
ifolder3-3.9.2.xxxxx.0-1.1.x86_64.rpm
simias-1.9.1.xxxxx.0-1.1.x86_64.rpm
novell-ifolder-client-plugins-3.9.1.xxxxx.0-1.1.x86_64.rpm
nautilus-ifolder3-3.9.1.xxxxx.1-1.1.x86_64.rpm

iFolder for Windows ifolder3-windows.exe

iFolder for Windows (64  ifolder3-windows-x64.exe

bits)
iFolder for Macintosh ifolder3-mac.dmg
Mono 2.4.2.3 MonoFramework-2.4.2_.3_6.macos10.novell_x86.dmg

Installing the iFolder Client

For information about prerequisites and installation, see “Getting Started” in the Novell iFolder 3.9.2
Cross-Platform User Guide.
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6.11

6.11.1

Using a Response File to Automatically Create iFolder
Accounts

Installing iFolder client and configuring an account on each desktop is a difficult task when the
number of users is high. Without configuring an account, users cannot create iFolders or share
iFolders on the system. For each user, you must provide a username and the server address with
which they can configure an account using the iFolder Account Creation Wizard.To make these tasks
simpler, it’s useful to automate the process of installing and configuring iFolder. You can use a
deployment manager such as Novell ZENworks to automate the process of iFolder installation.To
make the iFolder account creation simpler and automatic, with little or no user interaction, you can
use the Auto-account creation feature.

iFolder Auto-account creation facility provides you a user-friendly XML-based response file that
helps you create accounts for multiple enterprise users. The response file contains the necessary
information in XML format such as default credentials and server information to configure an
account.You can use any deployment manager to distribute the client RPMs along with the
customized response file to the user desktops.

¢ Section 6.11.1, “Response Files,” on page 100
¢ Section 6.11.2, “Using a Response File to Deploy the iFolder Client,” on page 103

Response Files

The response file is a user-specific XML file named AutoAccount.xml that contains the basic
information to automatically create and configure an iFolder user account. A sample
AutoAccount.xml is available for downloading in the Software Download page of the OES 11 SP1
Welcome page. You can also use a script to generate a user-specific XML file with default credentials
or with only the server information so that users can enter their credentials when the Account
Creation Wizard is displayed. See “Sample Response File” on page 102 for more information. Use a
deployment manager to push the response file to the following folders depending on the client
platform.

Table 6-4 Location of the Response file

Platform Location

Linux $HOME/ . local/share/simias

Windows XP %USERPROFILE%\Local Settings\Application
Data\simias

Windows 7 and Windows 8 %LOCALAPPDATA%\simias

IMPORTANT: The name of the response file AutoAccount.xml cannot be changed.

The mandatory fields in the response file are Server and Username. If you specify only the server name
without giving the username, then all the inputs to the response file except the server name is
ignored. If this is the case, the Account Creation Wizard is displayed with the server name pre
populated with the value from the response file. The user should give the rest of the information in
the iFolder Account Creation Wizard.
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IMPORTANT: Regardless of whether a field is classified as mandatory or optional, the
corresponding tags should always be present in the XML file for validation. The terms mandatory or
optional apply only to the value of the tags and not to the tags themselves.

To get the status and details of the auto-account creation, see the AutoAccount log file. The path to
the log file is specified in the log configuration file Ul . log4net. The Ul log4net file allows you
specify output location of the AutoAccount log files and what events are recorded at run time.The
editable parameters of Ul.log4net are similar to that of Simias.log4net. For more information, see
Section 10.4, “Managing the Simias Log and Simias Access Log,” on page 124.

Depending on the platform, the log configuration file is present in the following directory.

Table 6-5 Location of the Configuration File

Platform Location

Linux $HOME/ . local/share/simias

Windows XP %USERPROFILE%\Local Settings\Application
Data\simias

Windows 7 and Windows 8 %LOCALAPPDATA%\simias

Response File Parameters
The following table gives the list of all parameters of the response file. All the parameters except

Server and Username are optional. For optional fields, the default value is used when no explicit
value is specified.

Table 6-6 Response File Parameters

Parameter Possible Values Default Value

default user account True/false True for the first account and false
for the remaining accounts.

server IP address Mandatory field; no default value
user-id Any string Mandatory field; no default value
remember password True/False False
default-ifolder True/False True
path Path string Linux: HOME Directory/
domain-name/user-id/
Default
Windows:

%APPDATA%\ . .\domain-
name\user-id

encrypted True/False False (If it is permitted by server)
securesync True/False False
force merge True/False False
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Parameter Possible Values Default Value

prompt-to-accept-cert True/False False. This means that the
certificate is accepted by default.

iFolder-creation-confirmation True/False True
iFolder-share-notify True/False True
conflict-notify True/False True
auto-sync enabled True/False True
auto-sync interval Integer value 5

Sample Response File

Following is a typical example for the response file:

<?xml version="1.0" encoding="utf-8"7?>

<auto-account xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi :noNamespaceSchemalocation=""AutoAccount.xsd">

<user-account default=""true'>
<server></server>
<user-id></user-id>
<remember-password>false</remember-password>
<prompt-to-accept-cert>true</prompt-to-accept-cert>
<default-ifolder default=""true">
<path></path>
<encrypted>false</encrypted>
<securesync>false</securesync>
<forcemerge>false</forcemerge>
</default-ifolder>
</user-account>
<general-preferences>
<iFolder-creation-confirmation>true</iFolder-creation-confirmation>
<iFolder-share-notify>true</iFolder-share-notify>
<user-join-notify>true</user-join-notify>
<conflict-notify>true</conflict-notify>
<auto-sync interval="5">true</auto-sync>
</general-preferences>

</auto-account>
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6.11.2 Using a Response File to Deploy the iFolder Client

NOTE: The procedure below shows one method of deployment. You can follow the method best
suited to your needs.

1 Use the ZENworks deployment manager to distribute and install the iFolder client.

2 Depending on the platform used on the client machine that had the iFolder client auto-installed,
push the AutoAccount.xml file to the path mentioned below:

Table 6-7  Platform-specific locations of Response file

Platform Location
Linux $HOME/ . local/share/simias
Windows XP %USERPROFILE%\Local

Settings\Application Data\simias

Windows 7 and Windows 8 %LOCALAPPDATA%\simias

When the user starts the iFolder client for the first time, the account is created based on the
information from the response file. If you have specified all the parameters for creating an
account in the response file, then only password is requested from the user. Otherwise, the user
must provide information for all the empty mandatory fields along with password when he or
she logs in for the first time.

The following sections describe the installation of iFolder using ZENworks on SLED and
Windows.

Installation of iFolder on SLED using ZENworks Linux Management

Follow the steps given below to install and configure the iFolder client on SLED using ZENworks.
Before you begin with the installation process, ensure the following:

¢ ZENworks Linux Management (ZLM) agent is installed and running on the machines where
you want to install iFolder using ZENworks.

¢ Your system meets the iFolder requirements. For more information, see Chapter 5,
“Prerequisites and Guidelines,” on page 45.

Create a bundle

Open the browser and login to ZLM Server web console.

Click the Bundles tab.

On the Bundles panel, select New > Bundle to launch the Create New Bundle Wizard.
In the Select Bundle type page, select the File Bundle option and click Next.

a A W N P

In the Name and Description page, enter a name, display name, location, and description for the
bundle. Click Next.

6 In the Files page, add the files that you want to include in the bundle. To do this, do the
following:

1. Select Add > Upload to display the File Upload dialog box.
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2. Specify the destination where the file needs to be copied in the Destination field. For
example, specify /home in the Destination field.

3. Specify the permissions in the Permissions field.
4. Select the target platform from the Target Platforms list.

5. Click the Browse button to browse to the location where folder3-linux.tar.gz is present
and add the file.

6. Click the OK button.

NOTE: Ensure that the Unpack option in the Files page is not selected.

Similarly, add the install-ifolder-script.sh and AutoAccount.xml file to the bundle.

NOTE: While adding the file AutoAccount.xml to the bundle, you must specify the destination
as $HOME/ . local/share/simias.

7 After adding all the three files to the bundle, click Next.
8 In the Scriptable Actions page, click New to display the New Scriptable Action dialog box.
9 Select Post-Instal lation from the Scriptable Action list.
10 Select Define your own script from the Script to run list.
11 In the Script content field, add the following script:
cd /home
sh install-ifolder-script.sh
12 Click OK to close the New Scriptable Action dialog box and then click Next.

13 In the Summary page, you can view information about the bundle that you are creating and then
click Finish.

Assign a Bundle

Click the Bundles tab on the ZLM Server web console.

On the Bundles panel, click the bundle created by you.

In the Assignments panel, click Add to launch the Assign Bundle Wizard.

In the Devices to be Assigned page, click Add to display the Select Devices dialog box.

Select the workstations that you want to assign the bundle to.
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Confirm the selected workstations under the Selected list and click OK to close the dialog box.
Click Next.

7 In the Bundle Options page, select the Deploy and install immediately (when this wizard completes)
option and click Next.

8 Click Finish.

Installation of iFolder on Windows using ZENworks Configuration Management

Follow the steps given below to install and configure the iFolder client on Windows using
ZENworks. Before you begin with the installation process, you must ensure that ZENworks agent is
installed and running on the Windows machines where you want to install iFolder using ZENworks.

Novell iFolder 3.9.2 Administration Guide



Create a Bundle

Open a browser and login to ZENworks Control Center

Click the Bundles tab.

On the Bundles panel, select New > Bundle to launch the Create New Bundle Wizard.
In the Select Bundle type page, select the Windows Bundle option and click Next.
Select Empty Bundle from the New Bundle Category and click Next.

o O~ W N P

In the Define Details page, fill in the following fields and click Next:
Bundle Name: Specify a bundle name
Folder: Specify the name or browse to the folder where you want the bundle to reside.

Icon: Browse and specify the icon that you want to use for installation of a bundle. This is not a
mandatory field.

Description: Provide a brief description about the bundle. This is not a mandatory field.
7 Click Finish.

Specify the Windows Executable

1 After a bundle is created, click the bundle and then click the Actions tab.

2 In the Install tab, select Add > Launch Windows Executable to display the Add Action- Launch
Windows Executable dialog box.

3 Specify the network path of the iFolder executable in the Command field.

4 Specify the command line parameters for a silent install in the Command Line Parameters field.
The parameters for a silent install are:

ifolder3-windows.exe /s /v"/qgn INSTALLDIR=\"C:\Program Files\iFolder3\"
ALLUSERS=1""

Replace the location C:\Program Files\iFolder3 with the location you want to install iFolder.

WARNING: The silent install command installs iFolder and reboots the workstations without
any user intervention.

5 Click OK to close the Add Action- Launch Windows Executable dialog box.
6 Click Apply.

Add the AutoAccount.xml file to the Bundle

Click the bundle and then click the Actions tab.

In the Install tab, select Add > Install File(s) to display the Add Action- Install File(s) dialog box.
Click Add to display the Select Files dialog box.

Click Add to browse and specify the AutoAccount.xml file.

Specify WUSERPROFILE%\Local Settings\Application Data\simias in the Destination
Directory field.
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6 Select the appropriate option from the Copy Option list.
7 Click OK to close the Add Action- Install File(s) dialog box.
8 Click Apply.
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6.12

6.13

Increment the Bundle Version

1 Click the bundle that you have created.

2 In the Summary tab, click Increment Version to change the version number of the bundle.

Assign Bundle

Click the bundle and then click the Relationships tab.

In the Device Assignments panel, click Add to display the Select Objects dialog box.

Select the workstations that you want to assign the bundle to.

Confirm the selected workstations under the Selected list and click OK to close the dialog box.
Click Next.

In the Schedules page, select the Distribution Schedule option and click Next.

In the Bundle Distribution Schedule page, select Now from the Schedule Type list and click Next.

0 N o 0o~ W N P

Click Finish to assign the bundle.

Updating Novell iFolder 3.9.x

As patches become available for iFolder, they are delivered to the OES Patch channel. Any iFolder
server or client patches or updates can be installed through ZENworks Linux Management (formerly
Red Carpet) channels.

¢ The iFolder client checks for updates on the server whenever a user logs in, and prompts the
user to install a new update if it exists. The user must update the iFolder client, when prompted
for version change. For more information about server and client compatibility, see Section E.4,
“Server Client Support,” on page 231.

¢ Patches or updates to the iFolder client for Linux must be delivered through a customer-hosted
channel, so that your users have access to them. For information on how to set up a customer-
hosted channel, please see documentation for ZENworks Linux Management.

Updating Mono for the Server and Client

Novell iFolder server supports only mono-addon version 2.6.7 which is included in its install
software. Any updates to this will be available from regular OES patch channel.

For iFolder clients, you can upgrade the Mono packages available in the SUSE distribution through
Mono upgrade channel unless otherwise the iFolder Administrator guide specifies a particular
version. For client, XSP RPMs must be at least 1.1.18 or later.

Please check our online documentation to see if we explicitly support that version and to learn any
necessary steps to make the upgrade work correctly. For information, see the latest version of the
online documentation on the Novell iFolder 3.9 Documentation Web site (http://www.novell.com/
documentation/ifolder3).
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6.14 Uninstalling iFolder Enterprise Server

Use YaST to uninstall the iFolder enterprise server . rpm file. Uninstalling iFolder software does not
remove the Simias store, including the config files available in the /etc/apache2/conf.d.

When the server is re-installed, each of the iFolder clients must remove the old iFolder account and
re-create it, even if the server IP address for the iFolder account has not changed. Users must also set
up iFolders and share relationships again.

6.15 What's Next

You have now installed and configured your Novell iFolder enterprise server and provisioned
iFolder services for users. To set up system policies for iFolder services, continue with Chapter 11,
“Managing iFolder Services via Web Admin,” on page 147.

Provisioned iFolder users can install the Novell iFolder client on their workstations, create iFolders,
and share iFolders with other authorized Novell iFolder users. For information, see the Novell iFolder
3.9.2 Cross-Platform User Guide.
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Migrating iFolder Services

The OES 11 SP1 Migration Tool has a plug-in architecture and is made up of Linux command line
utilities with a GUI wrapper.

You can migrate Novell iFolder 3.2 and iFolder 2.x to Novell iFolder 3.9 or later versions. Migration
can be done either through the GUI Migration Tool or through the command line utilities.

To get started with migration, see “Overview of the Migration Tools” in the OES 11 SP2: Migration
Tool Administration Guide.

For information on iFolder Migration, Upgrade and Coexistence see “Migrating iFolder to OES 11
SP2” in the OES 11 SP2: Migration Tool Administration Guide
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8.1

Running Novell iFolder in a Virtualized
Environment

Novell iFolder runs in a virtualized environment just as it does on a physical server and requires no
special configuration or other changes.

To get started with virtualization, see Introduction to Xen Virtualization (http://www.novell.com/
documentation/vmserver/virtualization_basics/data/b9km2i6.html) in the Getting Started with
Virtualization Guide (http://www.novell.com/documentation/vmserver/virtualization_basics/data/
front_html.html).

To get started with third-party virtualization platforms, such as Hyper-V from Microsoft and the
different VMware product offerings, refer to the documentation for the product that you are using.

What's Next

To learn more about managing Novell iFolder, continue with Chapter 10, “Managing an iFolder
Enterprise Server,” on page 123.
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9.1

9.2

Clustering iFolder Servers with Novell
Cluster Services for Linux

This section discusses how to configure a Novell iFolder server cluster, using Novell Cluster Services
(NCS) for Linux.

¢ Section 9.1, “Prerequisites for Clustering iFolder Services,” on page 113

¢ Section 9.2, “Installing Novell Cluster Services for Linux,” on page 113

¢ Section 9.3, “Configuring iFolder Servers on a NCS for Linux Cluster,” on page 114

¢ Section 9.4, “Updating Cluster Shared Pool Load and Unload Scripts,” on page 116

¢ Section 9.5, “Managing Cluster Resource for iFolder,” on page 116

¢ Section 9.6, “Sample Load Scripts for iFolder Clusters,” on page 116

¢ Section 9.7, “Sample Unload Scripts for iFolder Clusters,” on page 118

¢ Section 9.8, “Sample Monitor Scripts for iFolder Clusters,” on page 120

For information about Novell Cluster Services (NCS), see the OES 11 SP2: Novell Cluster Services for
Linux Administration Guide.

Prerequisites for Clustering iFolder Services

Each node in your iFolder cluster must satisfy the following re