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About This Guide

Purpose

This book describes the user interface of the Novell Identity Manager user application and how you
can use the features it offers, including:

+ Identity self-service (for user information, passwords, and directories)

* Requests and approvals (using workflow-based provisioning) — if you have the Provisioning
Module for Identity Manager

Audience

The information in this book is for end users of the Identity Manager user interface.

Prerequisites

This book assumes that you are using the default configuration of the Identity Manager user
interface. However, it’s quite possible that your version of the user interface has been customized to
look or operate differently.

Before you get started, you should check with your system administrator for details on any
customizations you might encounter.

Organization

Here's a summary of what you'll find in this book:

Part Description

Part |, “Welcome to Identity Manager,” on page 11  Introduction to the Identity Manager user interface
and how to begin using it

Part Il, “Using the Identity Self-Service Tab,” on How to use the Identity Self-Service tab of the
page 21 Identity Manager user interface to display and work
with identity information, including:
» Organization charts
» Profiles (your identity details)
» Directory searches
* Passwords

» User accounts (and more)
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Part

Description

Part Ill, “Using the Requests & Approvals Tab,” on
page 93

How to use the Requests & Approvals tab of the
Identity Manager user interface to:

» Manage provisioning work (tasks and
resource requests) for yourself or your team

» Configure provisioning settings for yourself or
your team

NOTE: This part applies only if you have the
Provisioning Module for Identity Manager.

Identity Manager User Application: User Guide



Welcome to Identity Manager

Read this part first to learn about the Identity Manager user interface and how to begin using it.

» Chapter 1, “Getting Started,” on page 13

Welcome to Identity Manager 11
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Getting Started

This chapter tells you how to begin using the Identity Manager user interface. Topics include:

» Section 1.1, “Identity Manager and you,” on page 13

» Section 1.2, “Accessing the Identity Manager user interface,” on page 15
+ Section 1.3, “Logging in,” on page 16

» Section 1.4, “Exploring the user interface,” on page 18

» Section 1.5, “What to do next,” on page 20

1.1 Identity Manager and you

Novell Identity Manager is a system software product that your organization uses to securely
manage the access needs of its user community. If you’re a member of that user community, you
benefit from Identity Manager in a number of ways. For example, Identity Manager enables your
organization to:

» Give users access to the information (such as group org charts, department white pages, or
employee lookup) and resources (such as equipment or accounts on internal systems) that they
need, right from day one

» Synchronize multiple passwords into a single login for all your systems

* Modify or revoke access rights instantly when necessary (such as when someone transfers to a
different group or leaves the organization)

* Support compliance with government regulations

To bring these benefits directly to you and your team, Identity Manager provides a user interface
that you can use from your Web browser.

1.1.1 Introducing the Identity Manager user interface

The Identity Manager user interface is your view into the information, resources, and capabilities of
Identity Manager. Your system administrator determines the details of what you can see and do in
the Identity Manager user interface. Typically, this includes:
+ Identity self-service, which enables you to:
* Display organization charts
+ Edit the information in your profile
» Search a directory
* Change your password
* Create accounts for new users (if you are authorized)
* Requests and approvals, which enable you to:
* Issue requests for resources
* Check on the approval of your resource requests

* Work on tasks assigned to you for approving other resource requests

Getting Started
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» Perform requests and approvals as a proxy or delegate for someone else
» Assign someone else to be your proxy or delegate (if you are authorized)

* Manage all of these request and approval features for your team (if you are authorized)

NOTE: Requests and approvals require the Provisioning Module for Identity Manager.

1.1.2 The big picture

Novell Identity Manager

Information and resources
Single login

Access rights

Compliance

8

Access the Identity Manager user
interface in your Web browser

 [Identity self-service
+ Requests and approvals

Your computer

Your team’s computers

1.1.3 Typical uses

Here are some examples of how people typically use the Identity Manager user interface within an
organization.
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Working with identity self-service

Ella (an end-user) recovers her forgotten password through the identity self-service features
when logging in.

Erik (an end-user) performs a search for all employees at his location who speak German.

Eduardo (an end-user) browses the organization chart, finds Ella, and clicks the e-mail icon to
send a message to her.

Working with requests and approvals

Ernie (an end-user) browses a list of resources available to him, and requests access to the
Siebel system.

Amy (an approver) receives notification of an approval request via e-mail (which contains an
URL). She clicks the link, is presented with an approval form, and approves it.

Ernie checks on the status of his previous request for Siebel access (which has now gone to a
second person for approval). He sees that it is still in progress.

Amy is going on vacation, so she indicates that she is temporarily unavailable; no new
approval tasks will be assigned to her.

Amy opens her approval task list, sees that there are too many for her to respond to in a timely
manner, and so reassigns several to co-workers.

Pat (an administrative assistant, acting as a proxy user for Amy) opens Amy’s task list and
performs an approval task for her.

Max (a manager) views the task lists of people in his department. He knows that Amy is on
vacation, so he reassigns tasks to others in his department.

Max initiates a request for a database account for someone in his department who reports
directly to him.

Max assigns Dan to be an authorized delegate for Amy.
Dan (now a delegated approver) receives Amy’s tasks when she is unavailable.

Max engages an unpaid intern, who should not be entered into the HR system. The system
administrator creates the user record for this intern and requests that he be given access to
Notes, Active Directory, and Oracle.

1.2 Accessing the Identity Manager user
interface

When you’re ready to start using the Identity Manager user interface, all you need on your computer
is a Web browser. Identity Manager supports the most popular browser versions; see your system
administrator for a list of supported browsers or for help installing one.

Because it works in a browser, the Identity Manager user interface is as easy to access as any Web
page.

NOTE: To use the Identity Manager user interface, make sure your Web browser has JavaScript
enabled.

Getting Started
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To access the Identity Manager user interface:

* In your Web browser, go to the address (URL) for the Identity Manager user interface (as
supplied by your system administrator). For example:

http://myappserver:8080/IDM

By default, this takes you to the guest welcome page of the user interface:

3 Welcome - Mozilla Firefox E
File Edit Yiew Go Bookmarks Tools Help o
<:£| > E> = %‘ @’ ‘ | http:/appservername :8080/IDM/portal/cn/GuestContainerPageWelcome v‘ G o “Ql' |
Identity Manager o 5
Welcome, Guest : N
ik Login
Guest Pages A *
+ Welcome Novell Identity Manager ﬁ w
securely manage the access needs of your ever-changing user cammunity. { n b L

Introduction

MNovell Identity Manager: Remove barriers to greater business agility and security,

The tirme has corme to apply identity to not only the people involved in your organization, but also to any corporate asset the people
inyour organization need to share, such as routers, servers, devices, application components and even processes,

Movell Identity tanager is a key component of Novell's Identity-Driven Computing vision, Identity-Driven Computing is a new vision
for IT that places people—and the services they depend on—at the center of your enterprise. with Identity-Driven Computing from
Movell, you can add intelligence to every part of your IT infrastructure—and make your business more agile and secure.

Dane:

From here, you can log in to the user interface to get access to its features.

1.2.1 Your user interface may look different

If you see a different first page when accessing the Identity Manager user interface, it’s typically
because the application has been customized for your organization. As you work, you may find
that other features of the user interface have been customized too.

In this case, you should check with your system administrator to learn how your customized user
interface differs from the default configuration described in this book.

1.3 Logging in

You must be an authorized user to log in to the Identity Manager user interface from the guest
welcome page. If you need help getting a username and password to supply for the login, see your
system administrator.

To log in to the Identity Manager user interface:
1 From the guest welcome page, click the Login link (in the top-right corner of the page).

The user interface prompts you for a username and password:
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Novelle
ldentity Manager

Username: Pazsword:

=+ Forgot Password?

N ...Login

2 Enter your username and password, then click Login.

1.3.1 If you forget your password

If you can’t remember the password to type, you may be able to use the Forgot Password link for
assistance. When you are prompted to log in, this link appears on the screen by default. You can take
advantage of it if your system administrator has set up an appropriate password policy for you.

To use the Forgot Password feature:
1 When you’re prompted to log in, click the Forgot Password link.
You are then asked for your username:
IDM Forgot Password D

Forgotten Password

To help vou log in, you must specify your username.

Username: ||

2 Type your username and click Submit.

NOTE: If Identity Manager can’t find a password policy for you, you’ll get an error message
now. See your system administrator for assistance.

3 Answer any challenge questions that display and click Submit. For example:

Getting Started
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MMASLoginPortlet . RN P |
Challenge Response

Pleaze provide a response for each prezented challenge,

Question: What iz my favarite color?
Response:

Question: What is vour mother's maiden name?
Response:

Question: What iz vour childhood pet's name?

Response:

If you successfully answer the challenge questions, you’ll get some assistance with your
password. The nature of that assistance depends on how the system administrator has set up
your password policy. For example, you might:

* See a hint about your password displayed on the screen

* Receive an e-mail containing your password or a hint about it

* Be prompted to reset your password (in other words, specify a new password)

1.3.2 If you have trouble logging in

If you are unable to log in to the Identity Manager user interface, make sure that you’re using the
right username and typing the password correctly (spelling, uppercase or lowercase letters, etc.). If
you still have trouble, consult your system administrator. It’s helpful if you can provide details
about the problem you are having (such as error messages).

1.3.3 If you're prompted for additional information

It’s possible that you might be prompted for other kinds of information as soon as you log in to the
Identity Manager user interface. It all depends on how the system administrator has set up your
password policy (if any). For example:

« If this is your first login, you might be prompted to define your challenge questions and
responses, or your password hint

 If your password has expired, you might be prompted to reset it

1.4 Exploring the user interface

When you have successfully logged in, the Identity Manager user interface displays the tab pages
where you’ll do your work:

Identity Manager User Application: User Guide



© Organization Chart - Mozilla Firefox

Eile Edit Yiew Go Bookmarks Tools  Help o
I} =
- L‘> = g_‘;l t_) @ |U http: }fappservername : 8080/ IDM/portalicn/DefaultCont ainerPagefMyorgChart V| @ G0 “Qv ‘
Novelle Identity Manager Tuesday, August 16, 2005 N
Welc M. . .
ELOME A MBO Identity Self-Sendce Reguests & Approvals Logout  Help
Infarmation Management P
?
+ Organization Chart (LATLELA] ra&-no
My Profile :‘& Haann
Directory Search
Password ilanagement A
Password Challenge Responsze Kevin Chest
evin ester
Password Hint Definition Matketing #ssistant
Change Password
CNEN
Directory Management F-3 "
argo u
Create User or Group Mac?(enzie
Directar, Marketing
Allison Blake
Creative Assistant
+
G

If you look along the top of the user interface, you’ll see the two main tabs:
* Identity Self-Service (which is open by default)

To learn about this tab and how to work with it, see Part II, “Using the Identity Self-Service
Tab,” on page 21.
* Requests & Approvals

To learn about this tab and how to work with it, see Part I1I, “Using the Requests & Approvals
Tab,” on page 93.

NOTE: To enable the Requests & Approvals tab, your organization must have the Provisioning
Module for Identity Manager.

To switch to a different tab:

 Simply click the tab you want to use.

1.4.1 Getting help

While working in the Identity Manager user interface, you can display online help to get
documentation about the tab that you’re currently using.

To get help about the Identity Manager user interface:

1 Go to the tab that you want to learn about (such as Identity Self-Service or Requests &
Approvals).

2 Click the Help link (in the top-right corner of the page).
The help page for the current tab displays.

Getting Started
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1.4.2 Logging out

When you’re finished working in the Identity Manager user interface and want to end your session,
you can log out.

To log out of your Identity Manager user interface session:
* Click the Logout link (in the top-right corner of the page).

By default, the user interface displays its login prompt (in case you want to log in again later).

1.5 What to do next

Now that you’ve learned the basics of the Identity Manager user interface, you can start using the
tabs it provides to get your work done.

To learn about See
Doing identity self-service work Part Il, “Using the Identity Self-Service Tab,” on page 21
Doing request and approval work Part Ill, “Using the Requests & Approvals Tab,” on page 93
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Using the Identity Self-Service Tab

These chapters tell you how to use the Identity Self-Service tab of the Identity Manager user
interface to display and work with identity information.

* Chapter 2, “Introducing the Identity Self-Service Tab,” on page 23

* Chapter 3, “Using Organization Chart,” on page 27

 Chapter 4, “Using My Profile,” on page 37

» Chapter 5, “Using Directory Search,” on page 55

* Chapter 6, “Performing Password Management,” on page 75

» Chapter 7, “Creating Users or Groups,” on page 81

Using the Identity Self-Service Tab 21
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Introducing the Identity Self-
Service Tab

This chapter tells you how to begin using the Identity Self-Service tab of the Identity Manager user
interface. Topics include:

» Section 2.1, “About the Identity Self-Service tab,” on page 23

» Section 2.2, “Accessing the Identity Self-Service tab,” on page 23

» Section 2.3, “Exploring the tab’s features,” on page 24

» Section 2.4, “Identity Self-Service actions you can perform,” on page 25

For more general information about accessing and working with the Identity Manager user interface,
see Chapter 1, “Getting Started,” on page 13.

2.1 About the Identity Self-Service tab

The purpose of the Identity Self-Service tab is to give you a convenient way to display and work
with identity information yourself. It enables your organization to be more responsive by giving
you access to the information you need whenever you need it. For example, you might use the
Identity Self-Service tab to:

* Manage your own user account directly

* Look up other users and groups in the organization on demand

* Visualize how those users and groups are related
Your system administrator is responsible for setting up the contents of the Identity Self-Service

tab for you and the others in your organization. What you can see and do is typically determined by
your job requirements and your level of authority.

2.2 Accessing the Identity Self-Service tab

By default, after you have logged in to the Identity Manager user interface, the Identity Self-Service
tab opens and displays its Organization Chart page:

Introducing the Identity Self-Service Tab
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Eile Edit Yiew Go Bookmarks Tools  Help o

Qil - L:) = %‘ ‘:) @ ||J http: }fappservername : 8080/ IDM/portalicn/DefaultCont ainerPagefMyorgChart V| @ G0 “Qv ‘

Novelle Identity Manager

Welc: M. . . N
ELOME L MMBO Identity Self-Sendce Reguests & Approvals Logout  Help

Infarmation Management P23
?

+ Organization Chart (LAMLELA ra&-no
My Profile &
i Lookup
Directory Search
Password ianagement A
Password Challenge Responsze R

Kevin Chester
Password Hint Definition Matketing #ssistant
Change Password

Directory Management F-3

Margo

Create User or Group MacKenzie
Director, Matketing

Allison Blake
Creative Assistant

If you go to another tab in the Identity Manager user interface but then want to return, you just need
to click the Identity Self-Service tab to open it again.

2.3 Exploring the tab’s features

This section describes the default features of the Identity Self-Service tab. (Note that your tab may
look different due to customizations made for your organization; consult your system administrator.)

The left side of the Identity Self-Service tab displays a menu of actions you can perform. The
actions are listed by category — Information Management, Password Management, and Directory
Management (if authorized):

Infarmation Management w2

+ Organization Chart

Moy Profile
Directory Search

Pazzword Management 2
Pazzword Challenge Response
Password Hint Definition
Change Password

Directory Atanagement i

Create User or Group

When you click an action, it displays a corresponding page on the right. The page typically
contains a special window called a portlet, which shows the details for that action. For example, the
portlet on the Organization Chart page looks like this:
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Org Chart

a Lookup

Margo

MacKenzie
Crirectar, Mateting

[ P8

Kevin Chester
hdatketing A=sistant

S

©

Allison Blake

Creative Assistant

&

G

T a2 _ 0

The portlet title bar typically displays a set of buttons you can click to perform standard

operations. For example:
T Ed_ 8

Here’s what these buttons do:

Button

What it does

Displays help for the portlet
Prints the contents of the portlet
Minimizes the portlet

Maximizes the portlet

If you see other buttons and aren’t sure what they do, you can hover your mouse pointer over

them to display descriptions.

2.4 |dentity Self-Service actions you can perform

Here’s a summary of the actions that are available to you by default on the Identity Self-Service tab:

Introducing the Identity Self-Service Tab
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Category Action

Description

Information Management Organization Chart

My Profile

Directory Search

Password Management Password Challenge
Response

Password Hint Definition

Change Password

Directory Management Create User or Group

Displays the relationships among users and
groups in the form of an interactive
organizational chart

For details, see Chapter 3, “Using
Organization Chart,” on page 27.

Displays the details for your user account
and lets you work with that information

For details, see Chapter 4, “Using My
Profile,” on page 37.

Lets you search for users or groups by
entering search criteria or by using
previously-saved search criteria

For details, see Chapter 5, “Using Directory
Search,” on page 55.

Lets you set/change your valid responses
to administrator-defined challenge
questions, and set/change user-defined
challenge questions and responses

For details, see Chapter 6, “Performing
Password Management,” on page 75.

Lets you set/change your password hint

For details, see Chapter 6, “Performing
Password Management,” on page 75.

Lets you change (reset) your password,
according to the rules established by your
system administrator

For details, see Chapter 6, “Performing
Password Management,” on page 75.

Lets you create a new user or group (note
that you must be authorized in order to see
and use this feature; consult your system
administrator)

For details, see Chapter 7, “Creating Users
or Groups,” on page 81.
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Using Organization Chart

This chapter tells you how to use the Organization Chart page on the Identity Self-Service tab of
the Identity Manager user interface. Topics include:

* Section 3.1, “About Organization Chart,” on page 27

+ Section 3.2, “Navigating the chart,” on page 30

* Section 3.3, “Switching the chart,” on page 32

» Section 3.4, “Displaying detailed information,” on page 33

» Section 3.5, “Sending e-mail via the chart,” on page 34

NOTE: This chapter describes the default features of the Organization Chart page. Please be aware
that you may encounter some differences due to your job role, your level of authority, and
customizations made for your organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 23.

3.1 About Organization Chart

You can use the Organization Chart page to display the relationships among users and groups in
the form of an interactive organizational chart. In the chart, each user or group is represented
graphically in a format that resembles a business card.

When you first display the Organization Chart page, it shows your own manager-employee
relationships. For example, here’s what Margo MacKenzie (Marketing Director) sees by default
when she goes to the Organization Chart page:
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3 Organization Chart - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help 0
Y >
& Ll«> - %‘ |_) @ ||J http: ifappservername: GB030{1DM portalicnfDef aulbContainerPage My OrgChart V| @ Go “Q, |
Novells Identity Manager N
lalcane lkareo Identity Self-Service Requests i Approvals Logout  Help
Information Management F
+ Organization Chart QoeaChant & -0
My Profile :* by

Directory Search

Password Management P

Passwiord Challenge Response :
Kevin Chester

Passwiord Hint Definition hatketing Assistant

Change Password

Directory Management F

Margo
MacKenzie
Director, Marketing

Creste User or Group

Allison Blake
Creative Assistant

Done

You can navigate the chart by expanding or collapsing it, level by level. Here’s what Margo
MacKenzie sees when she navigates up two levels and expands the chart:
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Org Chart

i Lookup

Jack Miller
President, CEQ

Chip Nano
Chief Information
Officer

Antheny Palani
Chief Operating
Orfficer

The chart also enables you to view other relationships. For example, the user-group relationships

Timothy Swan
Directar, Matketing,
Wice President

Margo
MacKenzie
Direstor, Matketing

Kevin Chester
Marketing Assistant

Ta8 -0

Kelly Kilpatrick
Sr. WP, Uorldwide
Sales

for Timothy Swan (Marketing Vice President) look like this:

Allison Blake
Creative Assistant
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Org Chart O 3 O e

= Lookup

—— Executive Management

Timothy Swan
Crirectar, M aketing,
Wice Fresident

Ml aneeting

@D .5

———  Improve Costomer Senvice task force

The chart provides links for performing other useful actions on users and groups. You can:

* Look up a user to display in the chart
 Display details (Profile page) for a selected user

* Send user details (in the form of a link) to someone via e-mail

* Send new e-mail to a selected user or to a manager’s team

3.2 Navigating the chart

This section describes how to navigate by:

* Expanding the chart

* Collapsing the chart

» Going up one level in the chart

* Reorienting the chart to another user

* Looking up a user in the chart

To expand the chart:
1 Find a card that you want to expand.

2 Click this icon at the right edge of that card:

+

The chart expands to the right to show the next level of subsidiary cards (if any) that are
related to your chosen card.
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To collapse the chart:
1 Find a card that you want to collapse.

2 Click this icon at the right edge of that card:

The chart collapses from the right to hide the subsidiary cards that are related to your chosen
card.

To go up one level in the chart:

1 Find a card from which you want to go up to the next level.
2 Click this icon to the left of that card (if available):

&2

Your position in the chart moves left to show the card that’s one level up from your chosen
card.

To reorient the chart to another user:
1 Find the card of a user to which you want the chart reoriented.
2 Click the user’s name (which is a link) on that card.

Your position in the chart shifts to the chosen card.

To look up a user in the chart:
1 Click the Lookup link at the top-left corner of the chart.
The Lookup page displays:

%2 Object Lookup - Mozilla Firefox

Object Lookup e ol I

Search object lst: [example: 2%, Lar®, 1D, *r]

First Mame 4, search

Daone

2 Specify search criteria for the user you want:
2a Use the dropdown list to choose whether the search is by First Name or Last Name.
2b In the textbox next to the dropdown, type all or part of the name to search for.

The search will find every name that begins with the text you type. It is not case-
sensitive. You can optionally use the asterisk (*) as a wildcard in your text to represent
zero or more of any character.

For instance, all of the following examples will find the first name Chip:

Chip

Using Organization Chart

31



3 Click Search.
The Lookup page displays your search results:

¥ Dbject Lookup, - Mozilla Firefox

Object Lookup P El e [

Search object list: (example: a%, Lar, 1D, 1)

FirstMame '+ ”C |‘:§5earch

Select an object fram the list:

First Mame Last Name

Chrs Black

Cal Central

Chip Mano
1-3of3

Done

If you see a list of users that includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

TIP: You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.

The Lookup page closes and takes you to that user in the chart.

3.3 Switching the chart

You can switch the chart that you’re viewing to display other relationships.

To switch to another type of chart:
1 Find the card of a user for whom you want to display other relationships.
2 Click this icon on that card:

58

A popup menu displays.

3 Select one of the following choices:
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Type of chart Description

User groups OrgChart Shows users and the groups in which they participate

Manager-Employee OrgChart Shows the reporting structure of managers and
subordinates

The display switches to your chart selection and shows the corresponding relationships for
your chosen user.

3.4 Displaying detailed information
You can display details (the Profile page) for a selected user in the chart.

To display detailed information about a user in the chart:
1 Find the card of a user whose details you want to display.

2 Click this icon on that card:

R
(i)

A popup menu displays.
3 Select Show Info.

The Profile page displays, showing detailed information about your chosen user:

%3 Detail - Mozilla Firefox

Detail T & - 0O

Kevin Chester
& Edit Uzer

@Send |dentity Info

5 Dizplay Crganization Chart

Firzt Mame: Kewin

Lazt Mame: Chester

Title: Marketing Assistant
Department: marketing

Region: Mortheast

Email: testignowvell, com
Manager: Marzo Mackenzie
Telephone Mumber: [REE) BRE-1221

Done

This page is just like the My Profile page on the Identity Self-Service tab. The only difference
is that, when you are viewing details about another user (instead of yourself), you may not be
authorized to see some of the data or perform some of the actions on the page. Consult your
system administrator for assistance.
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To learn about using the features of the Profile page, see Chapter 4, “Using My Profile,” on

page 37.

4 When you’re done with the Profile page, you can close its window.

3.5 Sending e-mail via the chart

This section describes how to:

» E-mail detailed information about a user in the chart

e Send new e-mail to a user in the chart

* Send new e-mail to a manager’s team

To e-mail detailed information about a user in the chart:

1 Find the card of a user whose details you want to e-mail to someone.

2 Click this icon on that card:
=1

A popup menu displays.
3 Select Email Info.

A new message is created in your default e-mail client. The following parts of the message

are already filled in for you:

This part of the message Contains

Subject The text:
Identity Information for user-
name

Body A link (URL) to the Profile page that displays

detailed information about your chosen user.

Note that this link will prompt the recipient to log
in to the Identity Manager user interface before it
displays any information. The recipient must
have appropriate authority to view or edit the
data.

To learn about using the features of the Profile
page, see Chapter 4, “Using My Profile,” on
page 37.

For example:
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File Edit Wiew Actions Tools Accounts Window  Help

Jil send 3¢ Cancel I@Address & Y & B

Mail lSend Options ]

From: - |Margo Mackenzie CC |

i | BC: |

Subject: |Identity Information for Kevin Chester

|Verdana j|10j B 7 U - iz i= = —@addE-

http:/fappservername : 8080/I0M/portal/portlet/DetailPartlet7url Type=Render&navl-
regid=DetailPortlet@novi-inst=I0M. DetailPortletBwsrp-rmode=viewBwsrp-
windowstate=narmal&MODE=MODE YIEWS&CH=cn=kchester, ou=users, ou=idmsample-
jklobucher,o=novell&ENTITY DEFIMITIOM=uUsEr

4 Specify the recipients of the message (and any additional content that you want).
5 Send the message.

To send new e-mail to a user in the chart:

1 Find the card of a user to whom you want to send e-mail.
2 Click this icon on that card:

A popup menu displays.
3 Select New Email.

A new message is created in your default e-mail client. The message is blank except for the
To list, which specifies your chosen user as a recipient.

4 Fill in the message contents.

5 Send the message.

To send new e-mail to a manager’s team:

1 Find the card of a user who manages a team to whom you want to send e-mail.
2 Click this icon on that card:

A popup menu displays.

3 Select Email to team.
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A new message is created in your default e-mail client. The message is blank except for the
To list, which specifies each immediate subordinate of your chosen user (manager) as a
recipient.

4 Fill in the message contents.

5 Send the message.
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Using My Profile

This chapter tells you how to use the My Profile page on the Identity Self-Service tab of the
Identity Manager user interface. Topics include:

* Section 4.1, “About My Profile,” on page 37

* Section 4.2, “Editing your information,” on page 39

* Section 4.3, “Sending your information via e-mail,” on page 45
* Section 4.4, “Displaying your organization chart,” on page 46

» Section 4.5, “Linking to other users, groups, or task groups,” on page 47

NOTE: This chapter describes the default features of the My Profile page. Please be aware that
you may encounter some differences due to your job role, your level of authority, and
customizations made for your organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 23.

4.1 About My Profile

You can use the My Profile page to display the details for your user account and to work with that
information, as needed. For example, here’s what Margo MacKenzie (Marketing Director) sees by
default when she goes to the My Profile page:

3 My Profile - Mozilla Firefox aj
File Edit Vew Go Bookmarks Tools Help o
I A -
@ -5 - @ (% | @ [ L) htpsappservername :6080/IDMjportaljcn/DeFaukContainerPage/MyProfile v @ e [C, |
Novelle Identity Manager i N
Welcome, Margo . )
2 = Identity Self-Serdce Reguests & Approvaks Logout  Help
Information Management -
i ?
Organization Chart Daitail a0
+ My Profile HMargo MacKenzie f
Edit Your Information
Directory Search
Passweord fhanagement P e Identity Infa
Password Challenge Response
ke A & Display Organization Chart
Paszward Hint Definition
Change Password First Mame: Margo
; 2
Rlisctor anzeanznt - Last Mame: Mackenzie
Creste User or Group
Title: Director, Marketing
Department: marketing
Region: Mortheast
Email: mmackenzie@whateverca.com
Manager: Timothy Swan
Telephone Number: (BB5) BE6-1220

Done

If you want to change some of these details, you can edit your information (although it’s up to the
system administrator to determine exactly what you are authorized to edit). For instance, Margo
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MacKenzie has authority to make a variety of changes when she edits her information. Here’s what
she sees:

Detail T o o [

Edit User

* - indicates required,

Hide Attribute Value
First Mame:* targo
Last Mame:* Mackenzie
Title: Diirector, Marketing
Department: marketing
Region: Mortheast
Email: mmackenzie@whateverco, com
Manager: Timothy Swan E
Sroup: ; E
b ark eting E
Telephone Mumber: E
[555) 555-1220 [%]
Preferred Locale: [none selected)
Uzer Photo: edit ar wiem image
Admin Manager: ®+true Ofalse
Direct Reports: Kevin Chester [x]
Alison Blake (%]
Task Group Manager: O true O false
Task Groups: lz‘
(%]

B (&

Lave Changes Cancel

Back on the main (viewing) page, My Profile provides links for performing other useful actions
on your information. You can:

* Send your details (in the form of a link) to someone via e-mail
» Switch to your organization chart instead of your details

* Click the name of another user, group, or task group to display its details

* Click an e-mail address to send a message to that account
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4.2 Editing your information

My Profile provides an editing page that you can switch to when you want to make changes.

Note that some values may not be editable (maybe even all of them). These values appear on the
editing page as read-only text or as links. If you have questions about what you’re authorized to edit,
consult your system administrator.

To edit your information:
1 Click the Edit Your Information link at the top of the My Profile page.
2 When the editing page displays, make your changes as needed.
While making changes, you need to know about the following topics (discussed later in this
section):
» Section 4.2.1, “Hiding information,” on page 39
» Section 4.2.2, “Using the editing buttons,” on page 39
» Section 4.2.3, “Editing an image,” on page 44
3 When you’re done editing, click Save Changes, then Return.

4.2.1 Hiding information

Hiding a piece of your information hides it from everyone using the Identity Manager user interface,
except you and the system administrator.

To hide a piece of information:
1 On the editing page, find an item that you want to hide.
2 Select the Hide check box to the left of that item.

NOTE: The Hide check box may be disabled for some items so you can’t select it. It’s up to
the system administrator to enable this feature for specific items.

4.2.2 Using the editing buttons

The editing page provides several buttons you can use while making changes:

Button What it does

Looks up a value to use in an entry

Displays a History list of values used in an entry

i

Displays a Calendar to pick a time to use in an entry (in date-time or date-only format)

=

Resets the value of an entry

[l

Adds a new entry

[#]
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Button What it does

E Deletes an existing entry and its value

Lets you edit (specify and display) an image

The following procedures tell you more about using some of these editing buttons.

To look up a user:

1 Click the Lookup button to the right of an entry (for which you want to look up a user):

=

The Lookup page displays:

©) Object Lookup - Mozilla Firefox

Object Lookup i = i T

Search object list: [example: a%, Lar®, 1D, ™)

Dane

2 Specify search criteria for the user you want:
2a Use the dropdown list to choose whether the search is by First Name or Last Name.
2b In the textbox next to the dropdown, type all or part of the name to search for.

The search will find every name that begins with the text you type. It is not case-
sensitive. You can optionally use the asterisk (*) as a wildcard in your text to represent
zero or more of any character.

For instance, all of the following examples will find the first name Chip:

Chip
chip

NOTE: A manager lookup will search only for users who are managers. A task-manager
lookup will search only for users who are task managers.

3 Click Search.
The Lookup page displays your search results:
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3 Object Lookup - Mozilla Firefox

Object Lookup i = L)

Search object list: [example; a% Lar®, 1D, *1)

First Name |+ ”C | QA search

Select an object from the list:

First Mame Last Mame
Chris Black
Cal Central
Chip Mano
1-3of3
Done

If you see a list of users that includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

TIP: You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.

The Lookup page closes and inserts the name of that user into the appropriate entry on the
editing page.

To look up a group or task group:

1 Click the Lookup button to the right of an entry (for which you want to look up a group or task
group):

=\

The Lookup page displays:
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3 Object Lookup - Mozilla Firefox

Object Lookup s [= i )

Search object list: [example: a% Lar®, 1D, *1)

Description |+ H| |“-*ESearu:h

Select an object from the list:
Description

foccounting

Executive Management

Human Resources

Improve Customer Service tazk force
Information Technology

Marketing

Sales

1-Fof?

Done

2 Specify search criteria for the group or task group you want:
2a In the dropdown list, your only choice is to search by Description.

2b In the textbox next to the dropdown, type all or part of the description to search for.

The search will find every description that begins with the text you type. It is not case-
sensitive. You can optionally use the asterisk (*) as a wildcard in your text to represent
zero or more of any character.

For instance, all of the following examples will find the description Marketing:

Marketing
marketing
m

m*

*g

*k*

NOTE: A group lookup will search for groups and task groups. But a task-group lookup
will search only for task groups.

3 Click Search.

The Lookup page displays your search results:
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3 Object Lookup - Mozilla Firefox |Z||E|E|

Object Lookup I =L

Search object list: (example: a% Lar™, 1D, ™r)

Description v ”m |“-%Search

Select an object from the list:

Description
farketing

1-10of1

Dane

If you see a list of groups or task groups that includes the one you want, go to Step 4.
Otherwise, go back to Step 2.

TIP: You can sort the search results in ascending or descending order by clicking the column
heading.

4 Select the group or task group you want from the list.

The Lookup page closes and inserts the description of that group or task group into the
appropriate entry on the editing page.

To use the History list:

1 Click the History button to the right of an entry (whose previous values you want to see):

The History list displays, with values in alphabetical order:

©J History - Mozilla ... [leﬁlﬁ__(l
Fa

Previous Selections
Improve Customer Service tazk force
Marketing

Lales

Clear History ][ Cancel ]

4 ¥

Dione

2 Do one of the following:
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If you want to Do this

Pick from the History list Select a value that you want from the list.

The History list closes and inserts that value into the appropriate
entry on the editing page.

Clear the History list Click Clear History.

The History list closes and flushes its values for this entry. Clearing
the History list does not change the current value of the entry on
the editing page.

To use the Calendar:
1 Click the Calendar button to the right of an entry (for which you want to pick a time):

=

The Calendar displays:

© calendar ... D@|E|

<< October 2005 >
SMWMTWTF S
25 26 27 28 29 30 A1
2 3 4 5 6 7 8
91011 1213 14 15
16 17 18 19 20 29 22
2324 25 26 27 25 29
o o1 2 3 405

<< < 1200 &M > 2

Done

2 To specify a year, month, and day:

2a At the top of the Calendar, use the << and >> buttons to scroll to the year and month you
want.

2b Select the day you want in that month.
3 To specify an hour and minute:
3a At the bottom of the Calendar, use the << and >> buttons to scroll to the hour you want.
3b Use the < and > buttons to scroll to the minute you want.
3¢ Click OK.

The Calendar closes and inserts the specified time into the appropriate entry on the
editing page.

4.2.3 Editing an image

Editing your information may involve adding, replacing, or displaying an image.
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To add, replace, or display an image:

1 On the editing page, find an item that has a button labeled add image or edit or view image:

2 Click that button to display the File Upload page:

©J File Upload - Mozilla Firefox

File Upload ? ™

Browse. .

|[ Save ] ‘[ Cloze ]‘

Done

If this item already has an image, that image displays here (as shown above).
3 To add an image or to replace the current one:
3a Click Browse and select an appropriate image file (such as a GIF or JPG).
3b Click Save to upload the selected image file to the server.
4 Click Clese to return to the editing page.

4.3 Sending your information via e-mail

The My Profile page enables you to send your details (in the form of a link) to someone via e-mail.

To e-mail your information:
1 Click the Send Identity Info link at the top of the My Profile page.

A new message is created in your default e-mail client. The following parts of the message
are already filled in for you:

This part of the message Contains

Subject The text:
Identity Information for your-user-id

Body Alink (URL) to the Profile page that displays detailed information about
you.

Note that this link will prompt the recipient to log in to the Identity
Manager user interface before it displays any information. The recipient
must have appropriate authority to view or edit the data.

For example:
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File Edit Wiew Actions Tools Accounts indow Help

[il send 3¢ Cancel I@.ﬂu:h:lress

& e & =
Mail l Send Options ]

Frormn: - |Marg0 Mackenzie (cfen |

To: || BC: |

Subject: |Identity Infarmation For cn=mmackenzie, ou=users, ou=idmsamnple-jkobucher, o=novell

|Verdana j|10j B R0

http:

= —@ Qe L

appservernarne : 208010/ portal/portlet/DetailPortlet Turl T ype=Render&nowl-
regid=DetailPortlet&novl-inst=10M. DetailPortletSwsrp-rnode=wiswm srp-

windowstate=normal&MODE=MODE VIEWSCN=cn=mmackenzie,ou=users ou=idmsample-
jklobucher,o=novell&ENTITY DEFINITIOM=user

2 Specify the recipients of the message (and any additional content that you want).
3 Send the message.

4.4 Displaying your organization chart

It’s easy to switch from the My Profile page to your organization chart.

To switch from My Profile to Organization Chart:

* Click the Display Organization Chart link at the top of the My Profile page

Your organization chart displays. For example:
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&) OraChart - Mozilla Firefox Q@EJ
e

Eile Edit “iew Go Bookmarks Tools  Help

@ - @ 5 @ || httpsfjappservername :8080/IDMfportaljportietiorgchar v | @ o |[GL |

Org Chart Y P |

- Lookup

Kevin Chester
hianeting Assistant

Margo
MacKenzie
Cirectar, Maketing

Allison Blake
Creative Assistant

Dane

To learn about using the features of this page, see Chapter 3, “Using Organization Chart,” on
page 27.

4.5 Linking to other users, groups, or task
groups

You can display the details (Profile page) for any other user, group, or task group that’s listed as a
link in your details.

To display detailed information about another user, group, or task group:

1 While viewing or editing information on the My Profile page, look for links that refer to the
names of users, groups, or task groups.

2 Click a link to display the details for that user, group, or task group (in a separate window).
3 When you’re done with that detail window, you can close it.
Here’s a scenario that shows how someone might link to other user and group details. Timothy

Swan (Vice President of Marketing) logs in to the Identity Manager user interface and goes to the
My Profile page:
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&) My Profile - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help

@ < E> - %‘ @ ||J http:/{appservername : G080/IDM/portalicn/Def aultCantainerPage MyProfile V| @ Go “Q, |
Novelle ldentity Manager

Welc Timoth: p : ) N
ZBTE, LA Identity Self-Service Requests & Approvals Logout  Help
Information Management A
i ?
Organization Chart Deltail 7T&_0

+ My Profile Timothy Swan
i fE\:ht Your Information

Directory Search

Pas‘swnrd Ahanagement F23 MSend Identity Info
Passwiord Challenge Response
& Display Organization Chart
Passuord Hint Definition

Change Password

First Mame: Timothy
Directory danagement - Last Hame: Swan
Create User or Group
Title: Directar, Marketing, Wice President
Department: management
Region: Mortheast
Email: test@noel.com
Manager: Jack diller
Telephone Mumber: (B5R) BRE-1204

Done

He clicks Edit Your Information and sees:
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Detail

Edit User

* - indicates required,

This object is being displayed in 'view' mode only. Either this object is not editable or you do not have sufficient rights to modify it.

Hide Attribute
First Mame:
Last Mame:
Title:
Department:
Region:
Email:
Manager:
Group:
Telephone Mumber:

Preferred Locale:

Uset Photo:

Admin Manager:
Direct Reports:
Task Group Manager:

Task Groups:

Value

Timothy

Swvan

Director, Marketing, Vice President
management

Maortheast

test@novel.com

Jack Miller

Executive Management, Marketing

(G66) BB6-1204

wigt
true falze
Margo MackKenzie

true falze

Timothy is not currently authorized to change these values, so they are presented for viewing instead

of editing.

He notices user names (Jack Miller, Margo MacKenzie) and group names (Executive Management,
Marketing) that appear as links. He clicks Marketing and sees a new window:
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£ Detail - Mozilla Firefox

Ex

Detail R = |

/Edit Group
@Send Identity Info

EE Dizplay Organization Chart

Marketing

Description: Marketing

Members: Timothy Swan, Margo Mackenzie, Kewin Chester, sllizon Blake
Dane

This is the detailed information about the Marketing group. He clicks Edit Group and sees:

£3 Detail - Mozilla Firefox

Detail o (Y = RN e

Edit Group

* - indicates required.

Hide Attribute Value

Description:™ |Marketing |
|Timothy Swan | @ |E|

Members: |Margo M ack.enzie | @ |£|
|Kevin Chester | @ |E|
|&lison Blake | & Pel []

Save Changes Cancel Delete Group
Done

He notices that the system administrator has given him the ability to edit this group’s details. There’s
even a Delete Group button, because the system administrator has given him delete permission for
this group.

He opts not to make any changes and clicks Cancel to go back to the main page of Marketing group
details:
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£ Detail - Mozilla Firefox

Detail R = |

/Edit Group
@Send Identity Info

EE Dizplay Organization Chart

Marketing

Description: Marketing

Members: Timothy Swan, Margo Mackenzie, Kewin Chester, sllizon Blake
Dane

The names of the Marketing group’s members are links too. He clicks Allison Blake and sees:

£3 Detail - Mozilla Firefox

Detail P Ol P

Allison Blake /
Edit U=er

ESend Identity Info

& Crisplay Crganization Chart

First Mame: #llizon
Lazt Mame: Blake
Title: Creative Azsistant
Department: marketing
Region: Mortheast
Email: ablake@whateverco,com
Manager: Margo Mackenzie
Telephone Mumber: [BRA) REE-1222

Dione

This is the detailed information about user Allison Blake (one of his employees). He clicks Edit
User and sees:
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3 Detail - Mozilla Firefox

Detail

Edit User

Hide

Save Changes

* - indicates required.

Attribute

First Mame:™
Last Mame:*

Title:

Department:
Region:

Email:

Manager:

Group:

Telephons Mumber:

Preferred Locale:
User Phota:

Admin Manager:
Direct Reparts:

Tazk Group Manager:
Taszk Groups:

Cancel

B

Delete User

7T& -0
Value
|&lison |
|Blake |
|Creative Assistant |
marketing
Mortheast
| ablake@whateverco.com |
|Margs Mackenzie &l
Marketing ==
|[555) 5551222 [[%]
B it o o image
Ctrue @ alze
| [=VLEIE]
Otrue Oralse
| QEHN

Done

The system administrator has given him the ability to edit this user’s details (except the Department
and Region attributes), as well as the ability to delete this user. He opts not to make any changes and

clicks Cancel to go back to the main page of details for Allison Blake:
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©3 Detail - Mozilla Firefox

Detail

Allison Blake /
Edit User

'@Send Identity Info

&5 Dizplay Organization Chart

Firzt Mame: llizon
Lazt Mame: Blake
Title: Creative Azsiztant
Department: marketing
Region: Mortheast
Email: ablake@whateverco. com
Manager: Margo Mackenzie
Telephone Mumber: {ABAR) RARE-1222

Done

Allison’s e-mail address is also a link. When he clicks it, his e-mail client creates a new message to

her:

= Mail To: ablake@whateverco.com

File Edit View Actions Tools Accounts Window Help

- 7] [& E
Ll send 3¢ Cancel 'Bpaddress o Y B spell check | (& B

Mail WSend Options 1

From: hd ‘T\muthy Swan fulat]

To: ‘ablake@whatevsrcu .com BC:

Subject: “

& i -

He can now type the message contents and send it.
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Using Directory Search

This chapter tells you how to use the Directory Search page on the Identity Self-Service tab of the
Identity Manager user interface. Topics include:

» Section 5.1, “About Directory Search,” on page 55

» Section 5.2, “Performing basic searches,” on page 57

» Section 5.3, “Performing advanced searches,” on page 58
» Section 5.4, “Working with search results,” on page 68

» Section 5.5, “Using saved searches,” on page 73

NOTE: This chapter describes the default features of the Directory Search page. Please be aware
that you may encounter some differences due to your job role, your level of authority, and
customizations made for your organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 23.

5.1 About Directory Search

You can use the Directory Search page to search for users, groups, or task groups by entering
search criteria or by using previously-saved search criteria.

For example, suppose Margo MacKenzie (Marketing Director) needs to search for information
about someone in her organization. She goes to the Directory Search page and sees this by default:

3 Directory Search - Mozilla Firefox

File Edit ‘ew Go Bookmarks Tools Help

I, <
<::| 5 L‘,,‘ - @ ‘_I @ I|_‘ http:}/appservername :&050/IDM/portalicn/Cef aulkContainerPage) Company Search

Novellz Identity Manager

Welc M . :
€ LOmE, VIrED. Identity Self-Service Requests & Approvaks Logout  Help

Information Management A
Organization Chart Saanchalizt *Pa8_0
iy Profile hy Saved Searches
+ Directory Search
Password dhanagement A
Password Challenge Response @ Nish Canrys
Paszword Hint Definition
Change Password
[irectory Manzgement #

Create User or Group

Dane

Margo doesn’t yet have any saved searches to choose from, so she defines a new search.

There’s a user she wants to contact whose first name begins with the letter C, but she can’t
remember the full name. She just needs to specify a basic search with this criterion:
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Search List ' N RO |

Basic Search

Wiith this criteria:

I

@ why Saved Searches :.ig“ Advanced Search

The search results display, enabling Margo to examine and work with her requested information:
Search List e Bl =
Search Results
Use the tabs below for different views of your result set,

User: [First Mame starts with c)
Sorted by: Lazt Mame
Total Matches: 3

Identity Location Jrganization
First Name Last Name Title Email Telephone Number
Chris Black Sales Director, Black B4 (55h) BAA-1338
Cal Central WP, Morth dmerican Sales [ (R5AR) BAA-1209
Chip Mano Chief Information Cfficer [ (555 hhh-1222
1-3of3
@ why Saved Searches @ Sawe Search @ Export Results @ Rewize Search @ Mew Search

Margo clicks from the Identity tab to the Organization tab in the search results to get another view
of the information. She recalls that the person she seeks works for Kip Keller, so that narrows it
down to Cal Central:

User: (First Mame starts with c)
Sorted by: Department
Total Hatches:

Identity Location anization
First Hame Last Name Title Department Manager Email
Chip Mano Chief Information Officer management Jack Miller ]
Cal Central WP, North &merican Sales sales Kip Kellzr B4
Chris Black Sales Director, Black zales Jay Wwest [
1-3of3

In addition to the tabs for different views, the search results page provides links and buttons for
performing actions on its information. You can:

* Sort the rows of information by clicking the column headings
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+ Display details (Profile page) for a user, group, or task group by clicking its row
* Send new e-mail to a user by clicking the e-mail icon in that user’s row

+ Save the search for future reuse

Export the results to a text file
» Revise the search by changing its criteria

When generating search results, you may sometimes need more than a basic search to describe the
information you want. You can use an advanced search to specify complex criteria.

If there’s an advanced search that you might need to perform again, you can retain it as a saved
search. Saved searches are even handy for basic searches that you run frequently. For instance,
Margo MacKenzie has added a couple of saved searches that she often uses:

Search List O O |

by Saved Searches

All Marketing Managers “% Fun 7 Edit X Delete
Al Marketing Mon-managers “% RuR 4 Edit X Delate

i | Mew Search

5.2 Performing basic searches

If you just need to specify a single criterion when searching for users, groups, or task groups, you
can use a basic search. For example:

Last Name equals Smith

To perform a basic search:
1 Go to the Directory Search page and click the New Search button (at the bottom of the page).
The Basic Search page displays by default:

Search List P Sk [

Basic Search

Search far: User v

Wwith this criteria:
First Mame hd starts with w

@ My Saved Searches ,.@’ Adwanced Search

2 In the Search for dropdown, specify which type of information to find by selecting one of the
following:

* Group

Using Directory Search
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 Task Group
» User
3 In the With this criteria section, specify the criterion for the search:
3a Use the dropdown on the left to select an attribute to search on. For example:
Last Name

The list of available attributes is determined by what you’re searching for (users, groups,
or task groups).

3b Use the dropdown in the middle to select a comparison operation to perform against
your chosen attribute. For example:

equals
For more information, see Section 5.3.1, “Selecting a comparison operation,” on page 61.

3¢ Use the entry on the right to specify a value to compare against your chosen attribute.
For example:

Smith

For more information, see Section 5.3.2, “Specifying a value for your comparison,” on
page 62.

4 Click the Search button.
Your search results display.

To learn about what to do next, see Section 5.4, “Working with search results,” on page 68.

5.3 Performing advanced searches

If you need to specify multiple criteria when searching for users, groups, or task groups, you can
use an advanced search. For example:

Last Name equals Smith AND Title contains Rep

An advanced search consists of one or more criteria groupings. When defining a new advanced
search, you begin with one criteria grouping by default. Within a criteria grouping, you specify each
criterion that you want and connect them (such as in the example above) by using these logical
operations:

e and

¢ or

If you specify multiple criteria groupings (to control the order in which criteria are evaluated),
you’ll use those logical operations to connect them too. For example, to perform an advanced search
with the following criteria (two criteria groupings connected by an or):

(Last Name equals Smith AND Title contains Rep) OR (First Name starts
with k AND Department equals Sales)

you would specify the following:
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Search List

Advanced Search

search for:

With thiz criteria:

Last Mame

W

land v | | Title

e

(%= Remowe Criteria Grouping

First Mame

W

| and V| Department

e

‘* Add Criteria Grouping

Lzer w

equals w smith

contains v Rep
ar W

starts with W k.

equals v Sales

-
[n
|

a

Add /Remove Criteria

(3] (] [#] [3¢] [ [+]

@ My Saved Searches Bazic Search

The result of this search is:

Search List = RN |

Search Results

Use the tabs below for different wiews of your result set,

User: [Last Mame equals Smith and Title contains Rep) -er- (First Mame starts with k and Department equals Sales)

Sorted by: Department

Total Matches: &

Identity Location
First Hame Last Name Title Department Manager Email
Jane Smith HR, Representative hr Renee Resource B4
Kate Smith Sales Representative sales Sally South [
Ken Carson Account Executive zales Med Morth t3d
Kewin Chang foocount Executive zales Med Morth [ |
Kip keller WP, Marth Amercan Sales zales Kelly Kilpatrick e |
1-5of b
@ My Saved Searches Save Search @ Export Results Rewize Search Mew Search

To perform an advanced search:

1 Go to the Directory Search page and click the New Search button (at the bottom of the page).

The Basic Search page displays by default.
2 Click the Advanced Search button (at the bottom of the page).

The Advanced Search page displays:
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Search List O PRERONY

advanced Search

Search faor: ser i

with this criteria: Add/Remove Criteria

3]

First Mame b starts with w

iﬁ. Add Criteria Grouping

@ My Saved Searches @ Easic Search

3 In the Search for dropdown, specify which type of information to find by selecting one of the
following:
* Group
 Task Group
» User
You can now fill in the With this criteria section.
4 Specify a criterion of a criteria grouping:
4a Use the dropdown on the left to select an attribute to search on. For example:
Last Name

The list of available attributes is determined by what you’re searching for (users, groups,
or task groups).

4b Use the dropdown in the middle to select a comparison operation to perform against
your chosen attribute. For example:

equals
For more information, see Section 5.3.1, “Selecting a comparison operation,” on page 61.

4c Use the entry on the right to specify a value to compare against your chosen attribute.
For example:

Smith

For more information, see Section 5.3.2, “Specifying a value for your comparison,” on
page 62.

5 If you want to specify another criterion of a criteria grouping:

5a Click the Add Criteria button on the right side of the criteria grouping:

5b On the left side of the new criterion, use the Criteria Logical Operator dropdown to
connect this criterion with the preceding one; select either and or or.

5¢ Repeat this procedure, starting with Step 4.

TIP: To delete a criterion, click the Remove Criteria button to its right: [x]

6 If you want to specify another criteria grouping:
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6a Click Add Criteria Grouping:

(Hb &dd Criteria Grouping

6b Above the new criteria grouping, use the Criteria Grouping Logical Operator
dropdown to connect this grouping with the preceding one; select either and or or.

6¢ Repeat this procedure, starting with Step 4.

TIP: To delete a criteria grouping, click Remove Criteria Grouping directly above

it: (™ Remave Criteria Grouping

7 Click the Search button.

Your search results display.

To learn about what to do next, see Section 5.4, “Working with search results,” on page 68.

5.3.1 Selecting a comparison operation

The list of comparison (relational) operations available to you in a criterion is determined by the

type of attribute specified in that criterion:

If the attribute is a You can choose one of these comparison operations

String (text) .

String (text) with a predetermined list of choices .

User, group, task group (or other object identified
by DN) .

Boolean (true or false)

starts with
contains

equals

ends with

is present

does not start with
does not contain
does not equal
does not end with

is not present

equals
is present
does not equal

is not present
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If the attribute is a

You can choose one of these comparison operations

Time (in date-time or date-only format)

Number (integer)

* equals

» greater than

« greater than or equal to
* less than

* less than or equal to

* is present

» does not equal

* not greater than

* not greater than or equal to
* not less than

* not less than or equal to

* is not present

5.3.2 Specifying a value for your comparison

The type of attribute specified in a criterion also determines how you specify the value for a

comparison in that criterion:

If the attribute is a

You do this to specify the value

String (text)

String (text) with a predetermined list of choices

User, group, task group (or other object identified

by DN)

Time (in date-time or date-only format)

Number (integer)

Boolean (true or false)

Type your text in the textbox that displays on the
right.

Select a choice from the dropdown that displays on
the right.

Use the Lookup, History, and Reset buttons that
display on the right.

Use the Calendar and Reset buttons that display on
the right.

Type your number in the textbox that displays on the
right.

Type true or false in the textbox that displays on the
right.

Note that you don’t specify a value when the comparison operation is one of the following:

* is present

* is not present

Case in text

Text searches are not case-sensitive. You’ll get the same results no matter which case you use in

your value. For example, these are all equivalent:

McDonald
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mcdonald

MCDONALD

Wildcards in text

You can optionally use the asterisk (*) as a wildcard in your text to represent zero or more of any
character. For example:

Mc*
*Donald
*Don*

McD*d

Using the Lookup, History, and Reset buttons

This section describes how to use these buttons:

Button What it does

@ Looks up a value to use for a comparison

Displays a History list of values used for a comparison
E Resets the value for a comparison

To look up a user:

1 Click the Lookup button to the right of an entry (for which you want to look up a user):

=

The Lookup page displays:

©J Object Lookup - Mozilla Firefox

Object Lookup i [= Lot ]

Search object list: [example: a*, Lar™, 1D, *1)

First Mame » “‘% Search

Done

2 Specify search criteria for the user you want:
2a Use the dropdown list to choose whether the search is by First Name or Last Name.

2b In the textbox next to the dropdown, type all or part of the name to search for.
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The search will find every name that begins with the text you type. It is not case-
sensitive. You can optionally use the asterisk (*) as a wildcard in your text to represent
zero or more of any character.

For instance, all of the following examples will find the first name Chip:

Chip
chip

NOTE: A manager lookup will search only for users who are managers. A task-manager
lookup will search only for users who are task managers.

3 Click Search.
The Lookup page displays your search results:

3 Object Lookup - Mozilla Firefox

Object Lookup i = L)

Search object list: [example: a% Lar®, 1D, *1)

First Name |+ ”C | QA search

Select an object from the list:

First Mame Last Mame
Chris Black
Cal Central
Chip Mano
1-3of3
Done

If you see a list of users that includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

TIP: You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.

The Lookup page closes and inserts the name of that user into the appropriate entry as the
value to use for your comparison.

To look up a group or task group:

1 Click the Lookup button to the right of an entry (for which you want to look up a group or task
group):

=\
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The Lookup page displays:

©) Object Lookup - Mozilla Firefox Z||E|rg|

Object Lookup st [= L o]

Search object list: [example: a*% Lar™, 1D, *1)

Description  » H| |:‘i\bSearch

Select an object from the list:
Description

foocounting

Executive Management

Human Resources

Improve Customer Service tazk force
Infarmation Technology

Marketing

Sales

1-7aof?

Done

2 Specify search criteria for the group or task group you want:
2a In the dropdown list, your only choice is to search by Description.
2b In the textbox next to the dropdown, type all or part of the description to search for.

The search will find every description that begins with the text you type. It is not case-
sensitive. You can optionally use the asterisk (*) as a wildcard in your text to represent
zero or more of any character.

For instance, all of the following examples will find the description Marketing:

Marketing
marketing
m

m*

*g

*k*

NOTE: A group lookup will search for groups and task groups. But a task-group lookup
will search only for task groups.

3 Click Search.
The Lookup page displays your search results:
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©J Object Lookup - Mozilla Firefox

Object Lookup it [=Lisiaiia o)

Search object list: [example: a% Lar®, 1D, ™1

Description Hm |“-*ESearu:h

Select an object from the list:

Description
Marketing

1-1af1

Done

If you see a list of groups or task groups that includes the one you want, go to Step 4.
Otherwise, go back to Step 2.

TIP: You can sort the search results in ascending or descending order by clicking the column
heading.

4 Select the group or task group you want from the list.

The Lookup page closes and inserts the description of that group or task group into the
appropriate entry as the value to use for your comparison.

To use the History list:

1 Click the History button to the right of an entry (whose previous values you want to see):

The History list displays, with values in alphabetical order:

©J History - Mozilla ... E”E'E'
Y

Previous Selections
Improve Customer Service task force
Marketing

Sales

Clear Hiztory ][ Cancel ]

Dane
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2 Do one of the following:

If you want to Do this

Pick from the History list Select a value that you want from the list.

The History list closes and inserts that value into the appropriate
entry as the value to use for your comparison.

Clear the History list Click Clear History.

The History list closes and flushes its values for this entry.
Clearing the History list does not change the current value of the
entry in your comparison.

Using the Calendar button

The Calendar lets you pick a time value to use for a comparison (in date-time or date-only format).

To use the Calendar:

1 Click the Calendar button to the right of an entry (for which you want to pick a time):

=

The Calendar displays:

2 Calendar ... EE|E

|

<< October 2005 s
S I A R
2526 27 2529 30 1
234 567 8
91011 1213 14 15
16 17 1819 20 29 22
2324 252627 2829
oM 123 405

=< = 1200 Ahd x 3

[ (8024 ] [ Cancel ]

Done

2 To specify a year, month, and day:

2a At the top of the Calendar, use the << and >> buttons to scroll to the year and month you
want.

2b Select the day you want in that month.
3 To specify an hour and minute:
3a At the bottom of the Calendar, use the << and >> buttons to scroll to the hour you want.
3b Use the < and > buttons to scroll to the minute you want.
3¢ Click OK.
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The Calendar closes and inserts the specified time into the appropriate entry as the value
to use for your comparison.

5.4 Working with search results

This section tells you how to work with the results that display after a successful search:

» Section 5.4.1, “About search results,” on page 68
» Section 5.4.2, “Using the list,” on page 69

» Section 5.4.3, “Other actions you can perform,” on page 71

5.4.1 About search results

The content of your search results depends on the type of search you perform:

* “For a user search” on page 68
* “For a group search” on page 69

* “For a task group search” on page 69
For a user search

In the results of a user search, the list of users provides tabs for three views of the information:

* Identity (contact information)
» Location (geographical information)

» Organization (organizational information)

Search List

-
| ]
I

a

Search Results

Use the tabs below for different wiews of your result set,

User: |Group equals Marketing or Group equals Sales )
Sorted by: Lazt Mame
Total Matches: 22

y Location Qrganization
First Name Last Mame Title Email  Telephone Number
Bill Bender Technical Account Manager [ (R5AR) BAA-1320
Chriz Black Sales Director, Black B4 (B5A) BAA-1338
Allizan Blake Creative Assistant [ (R5R) RAA-1222
Jane Brown Technical Account Manager 4 (555) BA5-1316
Bill Burke Sales Manager, Central B4 (65A) BAA-1210
Ken Carson Aococount Executive [ (B5A) BhA-1316
Ricardo Castro WP, Latin American Sales B4 (555) BA5-1206
Cal Central WP, Morth American Sales [ (R5AR) BAA-1209
Kewin Chang fccount Executive B4 (B5A) BhA-1212
Kevin Chester Marketing Assistant [ (BEA) BBE-1221
1-100f 22 N; L::
@ My Sawed Searches @ Sawe Search @ Export Results @ Revise Zearch @ Mew Search
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For a group search

In the results of a group search, the list of groups provides a single view of the information:
Organization.

Search List P PO e
Search Results

Use the tabs below for different wiews of your result set.

Group: (Description starts with *)
Sorted by: Dezcription
Total Matches: 7

Description
Accounting

Executive Management

Human Resources

Improve Customer Service task force
Information Technology

Marketing
Sales
1-7of 7
@ My Sawed Searches E Sawe Search @ Export Results gg’ Revise Search :.% Mew Search

For a task group search

In the results of a task group search, the list of task groups provides a single view of the information:
Organization.

Search List " R DO
Search Results
Use the tabs below for different views of your result set,

Task Group: (Task Manager equals Jack Miller |
Sorted by: Description
Total Matches: 1

Description
Improve Customer Servce task force Jack Miller

Task Manager

1-1af1

@ My Sawed Searches @ Sawe Search @ Export Results @ Revise Search @ Mew Search

5.4.2 Using the list

You can do the following with the list of rows that displays to represent your results:

» Switch to a different view

» Sort the rows
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* Display detailed information

e Send e-mail to a user

To switch to a different view:

* Simply click the tab for the view you want to display.

To sort the rows of information:
1 Click a column heading by which you want to sort.
The initial sort is in ascending order.

2 You can toggle between ascending and descending order by clicking the column heading
again (as often as you like).

To display details (Profile page) for a user, group, or task group:

1 Click the row for the user, group, or task group whose details you want to see (but don’t click
directly on an e-mail icon unless you want to send a message instead).

The Profile page displays, showing detailed information about your chosen user, group, or task

group:
%3 Detail - Mozilla Firefox |Z||E|E |
Detail 238 _n
Kevin Chester

/Eu:h't Lzer
'@Send ldentity Info

e Display Crganization Chart

First Mame: Kewin

Lazt Mame: Chester

Title: Marketing Assistant
Department: marketing

Region: Mortheast

Email: testi@novel, com
Manager: Margo Mackenzie
Telephone Mumber: [REE) BRE-1221

Done

This page is just like the My Profile page on the Identity Self-Service tab. The only difference
is that, when you are viewing details about another user, group, or task group (instead of
yourself), you may not be authorized to see some of the data or perform some of the actions
on the page. Consult your system administrator for assistance.

To learn about using the features of the Profile page, see Chapter 4, “Using My Profile,” on
page 37.

2 When you’re done with the Profile page, you can close its window.
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To send new e-mail to a user in the list:
1 Find the row of a user to whom you want to send e-mail.

2 Click the e-mail icon in that user’s row:

£4
A new message is created in your default e-mail client. The message is blank except for the
To list, which specifies your chosen user as a recipient.

3 Fill in the message contents.

4 Send the message.

5.4.3 Other actions you can perform

While displaying search results, you can also:

+ Save the search
* Export the results

» Revise the search

To save the current set of search criteria for future reuse:
1 Click the Save Search button (at the bottom of the page).
2 When prompted, specify a name for this search.

If you’re viewing the results of an existing saved search, that search name displays as the
default. This enables you to update a saved search with any criteria changes you’ve made.

Otherwise, if you type a search name that conflicts with the name of an existing saved search,

a version number is automatically added to the end of the name when your new search is saved.

3 Click OK to save the search.
The My Saved Searches page displays so you can see your saved search listed.

To learn more about working with saved searches, see Section 5.5, “Using saved searches,” on
page 73.

To export search results to a text file:
1 Click the Export Results button (at the bottom of the page).
The Export page displays:

Using Directory Search

7



© Export Portlet - Mozilla Firefox

| || http:{{vour.applicationservername.goeshere: 5080{10M/portaljportlet/ExportPortlet?novi-inst=I0M. ExportPortlet

Export Portlet gl

Chooze to wiew the data on screen, or export it, Select a format and click the continue button to proceed, Close the window when you are
finished,

Mode Format

) view on screen Csv i

O Export to disk

First Hame Last Hame Title Email Telephone Humber
Allizon, Blake, Creative Aszzistant, ablake@whateverco, com, [556]) hhh-1222
Kewin, Chester, Marketing Assistant, test@novell.com, (A66) ABA-1221

Close Window

Done

By default, the View on screen radio button is selected and CSV is chosen in the format
dropdown. Consequently, the Export page shows your current search results in CSV (Comma
Separated Value) format.

2 If you want to see what those search results look like in Tab Delimited format instead, select
Tab Delimited in the dropdown, then click the Continue button.

3 When you’re ready to export your current search results to a text file, select the Export to disk
radio button.

The Export page displays as follows:

€3 Export Portlet - Mozilla Firefox

| |_| http: ffyaur . applicationservername . goeshers :BDBD,I'IDM,I'portaI,l'portlet,l'ExportPortIet?novI—inst=I|

Export Portlet ik o)

Choose to view the data on screen, or export it. Select a format and click the
continue button to proceed, Close the window when you are finished.

Mode Format

O view on sereen S s Continue

@ Export to disk

Close Window

Dane

4 Use the format dropdown to select one of the following formats for the exported search
results:
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Export format Default name of generated file

CSv SearchListResult.date.time.csv
For example:
SearchListResult.27-Sep-05.11.21.47.csv
Tab Delimited SearchListResult.date.time.txt
For example:
SearchListResult.27-Sep-05.11.20.51.txt
XML SearchListResult.date.time.xml
For example:

SearchListResult.27-Sep-05.11.22.51.xml

Then click the Continue button.
5 When prompted, specify where to save the file of exported search results on disk.

6 When you’re finished exporting, click Close Window.

To revise a search (by changing its criteria):
1 Click the Revise Search button (at the bottom of the page).

This takes you to either the Basic Search page or the Advanced Search page, depending on
the complexity of the current search criteria. You’ll see those criteria on the page.

2 Make your revisions to the search criteria according to the instructions in these sections:

» Section 5.2, “Performing basic searches,” on page 57

» Section 5.3, “Performing advanced searches,” on page 58

5.5 Using saved searches

This section describes what you can do with searches once you save them, including:

* Listing your saved searches
* Running a saved search

+ Editing a saved search

* Deleting a saved search

When you go to Directory Search, the My Saved Searches page displays by default. It lists your
saved searches so you can run, edit, or delete them:
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Search List ' O RN |

by Saved Searches

All Marketing Managers “% Fun 7 Edit X Delete
Al Marketing Mon-managers “% RuR 4 Edit X Delate

i | Mew Search

If you want to return to My Saved Searches later (from another page of Directory Search), use the
following procedure.

To list your saved searches:
* Click the My Saved Searches button at the bottom of a Directory Search page.

The My Saved Searches page displays.

To run a saved search:
1 Inthe My Saved Searches list, find a saved search that you want to perform.
2 Click Run in the row for that saved search (or click the beginning of that row).
Your search results display.

To learn about what to do next, see Section 5.4, “Working with search results,” on page 68.

To edit a saved search:
1 In the My Saved Searches list, find a saved search that you want to revise.
2 Click Edit in the row for that saved search.

This takes you to either the Basic Search page or the Advanced Search page, depending on
the complexity of the saved search criteria. You’ll see those criteria on the page.

3 Make your revisions to the search criteria according to the instructions in these sections:

» Section 5.2, “Performing basic searches,” on page 57
* Section 5.3, “Performing advanced searches,” on page 58

4 To save your changes to the search, see Section 5.4, “Working with search results,” on
page 68.

To delete a saved search:
1 Inthe My Saved Searches list, find a saved search that you want to delete.
2 Click Delete in the row for that saved search.

3 When prompted, click OK to confirm the deletion.
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Performing Password
Management

This chapter tells you how to use the Password Management pages on the Identity Self-Service
tab of the Identity Manager user interface. Topics include:

» Section 6.1, “About Password Management,” on page 75

» Section 6.2, “Password Challenge Response,” on page 75

» Section 6.3, “Password Hint Definition,” on page 76

» Section 6.4, “Change Password,” on page 77

NOTE: This chapter describes the default features of the Password Management pages. Please be
aware that you may encounter some differences due to your job role, your level of authority, and
customizations made for your organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 23.

6.1 About Password Management

You can use the Password Management pages to do any of the following, as needed:

This Password Management page Enables you to

Password Challenge Response Set or change either of the following:

* Your valid responses to administrator-defined challenge
questions

» User-defined challenge questions and responses
Password Hint Definition Set or change your password hint

Change Password Change (reset) your password, according to the rules
established by your system administrator

6.2 Password Challenge Response

Challenge questions are used to verify your identity during login when you have forgotten your
password. If the system administrator has set up an appropriate password policy that enables this
feature for you, you can use the Password Challenge Response page to:

» Specify responses that will be considered valid for you when answering administrator-defined
questions

* Possibly specify your own question(s) and the valid responses for them (if your password
policy enables this)

Performing Password Management
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To use the Password Challenge Response page:

1 On the Identity Self-Service tab, click Password Challenge Response in the menu (under
Password Management).

The Password Challenge Response page displays. For example:

3 password Challenge Response - Mozilla Firefox

Ele Edit Yiew Go Bookmarks Tools  Help

<::| i L:)’ o g |7| @ ‘\_l http:/fvour. applicationservername . goeshere :8080/1IDM/portaljcnyDefaultContainerPagefChallengeResponsePortlet "‘ @ G0 “GL |
Novells Identity Manager N
Welcome, Alli . ‘

S mE Eor |dentity Self-Sendce Requests & Approvals Logout  Help
Infarmation lkanagement -3

?

Orzanization Chart IDM Challenge Response ? _ O
livy Profile Challenge Response

Directory Search . ) . . ) X X .
These questions are assigned to vour passward policy, For all Admin-Defined Questions, provide a response, For sl User-Defined
Y
Passward Management A| | Questians, create your own gquestion and provide 3 response.

* Password Challenge Response

Passward Hint Definttion Admin Defined Challenge Questions

Change Password Question: What iz vour mother's maiden name?
Response: |\ |
Question: What iz vour childhood pet's name?
Response; | |

User Defined Challenge Questions

Question: [what is mp favarite calor? |
Response; | |

Dane

Note that the Response textboxes display as blank (even if you have previously defined
responses).

2 Type an appropriate response in each Response textbox (they are all required).
Make sure you specify responses that you can remember later.

3 Specify or change any user-defined questions that are required.
4 Click Submit.

The status of your request displays. For example:

IDM Challenge Response ?

Challenge Response
Complete: Challenge responses are saved successfully

Change again

6.3 Password Hint Definition

A password hint is used during login to help you remember your password when you have
forgotten it. You can use the Password Hint Definition page to set or change your password hint.
To use the Password Hint Definition page:

1 On the Identity Self-Service tab, click Password Hint Definition in the menu (under Password
Management).

The Password Hint Definition page displays:
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) password Hint Definition - Mozilla Firefox

File Edit Vew Go Bookmarks Tools  Help

I s [ | [
@ <7 Ll«” T g =___| @ | L] http:fiyour.applicationservername, goeshere :8080/IDMjportalfcn/DefaultContainerPage/HintDefinitionPortlet hall @ Go | L

Novells Identity Manager

Welcome, Allison

Identity Self-Service Requests & Appraovals Logout  Help
Information Management 3
Ormertimien Char IDM Hint Definition i
My Profile Define Passward Hint

Directory Search
Paszward Management a Please enter a password hint to help you remember your password.
Passward Challenge Response

+ Password Hint Definition Create a Password Hint
Change Password Username: ablake
Passward Hint: |Mty favorite book

Daone

2 Type the new text for your hint.

NOTE: Your password cannot appear within the hint text.

3 Click Submit.
The status of your request displays. For example:

IDM Hint Definition ? =

Define Password Hint

Complete: Success
Change dgain

6.4 Change Password

You can use this page whenever you need to change your password (providing that the system
administrator has enabled you to do so).

To use the Change Password page:

1 On the Identity Self-Service tab, click Change Password in the menu (under Password
Management).

The Change Password page displays. If the system administrator has set up a password policy
for you, the Change Password page typically provides information about how to specify a
password that meets the policy’s requirements. For example:
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hange Password - Mozilla Firefox

Fle Edt ‘ew Go Bookmarks Tools Help

Qzl w ED) v @ @ ||_| http:ffwour .applicationservername. goeshere: B0S0IDMjportalfcn/Defaul ContainerPage/PasswaordChangePortlet V‘ @ G |@,

Welcome, Allison

Identity Self-Serce Requests B Approvals Logout  Help
Information Management &
O —r— IDM Change Password 7T -
My Profile Change Password
Directory Search
Passwaord WManagement R
Password Challenge Response Please change your password according to these rules.

Password Hint Definition
Your password must have the following properties:

+ Ch P. d it i
e ® jiinimum number of characters in password: 4

* jiacimum number of characters in password: 12
You may use numbers in your password.
The password is case-sensitive.
You may use special characters in your password.

You must use a unique password.

Old password:

Mew password:

Retype password:

Done

If no password policy applies, you’ll see the basic Change Password page:

&3 Change Password - Mozilla Firefox

File Edit Vew Go Bookmarks Tools  Help

@ < ED) 59 % @ ||_| hkkp: fiyour. applicationservername. goeshere : 080/ IDM/partalfcn/DefaultContainerPage PasswordChangePortlet V‘ @ G “Q,
Novells Identity Manager

Welcome, Margo

Identity Self-Service Requests & Appraovals Logout  Help
Information Management -3
T a——r— IDM Change Password 7T -
My Profile Change Password
Directory Search
Passweord Management ~
Passward Challenge Response
Passweard Hint Definition Old passweord:
+ Change Password Mew password:
Cirectory Management & Retype password:

Create User or Group

Done

2 Type your current password in the Old password textbox.

3 Type your new password in the New password textbox.

4 Type your new password again in the Retype password textbox.
5 Click Submit.

The status of your request displays. For example:
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IDM Change Password ? =l

Change Passward

Complete: Password Changed
Change Again
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Creating Users or Groups

This chapter tells you how to use the Create User or Group page on the Identity Self-Service tab
of the Identity Manager user interface. Topics include:

+ Section 7.1, “About creating users or groups,” on page 81

» Section 7.2, “Creating a user,” on page 82

» Section 7.3, “Creating a group,” on page 84

» Section 7.4, “Creating a task group,” on page 86

* Section 7.5, “Using the editing buttons,” on page 87

NOTE: This chapter describes the default features of the Create User or Group page. Please be
aware that you may encounter some differences due to your job role, your level of authority, and
customizations made for your organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 23.

7.1 About creating users or groups

You can use the Create User or Group page to create any of the following, as needed:

» Users
* Groups
* Task groups

A task group is a special kind of group that’s used to manage a set of tasks on the Requests &
Approvals tab of the Identity Manager user interface.

©) Create User or, Group - Mozilla Firefox |Z||E|E|
File Edit Wew Go Bookmarks Tools  Help o
<:| < LD’ - @ | _ | @ | | htkp:fivour. spplicationservernames . goeshers 15080/ I0MfportaljcryDefaulkCont sinerPageCreateUser V| @ Go ||G], |
Novelle Identity Manager N
Welcome, Adin Identity Seff-Service Requests B Approvals Administration Logout  Help

Information Management E

Organization Chart CLULRE ? -0

My Profile Select an object to create

Directory Search i .

Passwword Management F Object type : :

Passwiord Challenge Response E?;DSLILPGrDu Cunhr:a

Passuord Hint Definition mﬂ

Change Password

Directory danagement F

+ Create User or Group

Done
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7.1.1 Who can use this page

By default, only the system administrator can see and use the Create User or Group page. Where
appropriate, the system administrator can enable others (typically, selected people in
administration or management positions) to access this page too.

Note to the system administrator — Details on enabling access to the Create User or Group page are
presented in the Page Administration chapter of the Identity Manager User Application:
Administration Guide.

7.1.2 Listing existing users, groups, or task groups

If you want to check on which users, groups, or task groups already exist before creating new ones,
you can use the Directory Search page.

For more information, see Chapter 5, “Using Directory Search,” on page 55.

7.2 Creating a user

If you want to create a new user and are authorized to access the Create User or Group page for that
purpose, follow these steps.

To create a user:

1 On the Identity Self-Service tab, click Create User or Group in the menu (under Directory
Management, if displayed).

The Select an object to create panel displays.
2 Use the Object type dropdown to select User, then click Continue.
The Set attributes for this User panel displays:
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Create - ORI e

Set attributes for this User
* - indicates required.

Base Parameters

Chject D+ | |

Container 1 ¥ | |@

Object Attributes
Hide:

First Mame: * | |

Last Mame: * | |

Title: | |

Department: | |

Region: | |

Email: | |

Manager: [ [

=

Telephone Number: | |
- =
Biack. Continue

3 In the Base Parameters section, specify values for the following required attributes:

Attribute What to specify
Object ID The username for this new user.
Container An organizational unit in the identity vault under which you want the

new user stored (such as an OU named users). For example:
ou=users, ou=MyUnit, o=MyOrg

To learn about using the buttons provided to specify a container, see
Section 7.2, “Creating a user,” on page 82.

NOTE: You won't be prompted for Container if the system
administrator has established a default create container for this type of
object.

4 In the Object Attributes section, specify the details about this new user.
At minimum, you must fill in the required attributes: First Name and Last Name.

& To learn about using the buttons provided to specify values for certain attributes, see
Section 7.2, “Creating a user,” on page 82.

5 Click Continue.
The Create Password panel displays:
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Create o (PO |

Create Password

Paszmard :

Confirm Passimard :

- =

Biack Caontinue
If a password policy is in effect for the target container, this panel provides information about
how to specify a password that meets the policy’s requirements. The password is also validated
against that policy.
Type a password for the new user in the Password and Confirm Password textboxes, then
click Continue.

NOTE: This sets the new user’s initial password. When that user first logs in, the Identity
Manager user interface will prompt the user to change this password.

The user and password are created, then the Review panel displays to summarize the result:

Create e e
Review
Object Created : Frad, Quimbey
Pazsword Created : true
=5

Create dnother

The Review panel provides a couple of optional links that you might find handy. You can:

* Click the new user’s name to display the Profile page of detailed information for this user

TIP: From the Profile page, you can edit the user’s details to make changes (if needed) or
even delete the user (if the system administrator has given you this ability).

* Click Create Another to return to the initial panel of the Create User or Group page

7.3 Creating a group

If you want to create a new group and are authorized to access the Create User or Group page for
that purpose, follow these steps.

To create a group:
1 On the Identity Self-Service tab, click Create User or Group in the menu (under Directory

Management, if displayed).
The Select an object to create panel displays.

2 Use the Object type dropdown to select Group, then click Continue.

The Set attributes for this Group panel displays:
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Create ORI e

set attributes for this Group
* - indicates required.

Base Parameters

Chject D1 * ' |

Container : ¥ | | @

Object Attributes
Hide:

Diescription: | |

4= =

Back Continue

3 In the Base Parameters section, specify values for the following required attributes:

Attribute What to specify
Object ID The group name for this new group.
Container An organizational unit in the identity vault under which you want the new

group stored (such as an OU named groups). For example:
ou=groups, ou=MyUnit, o=MyOrg

To learn about using the buttons provided to specify a container, see
Section 7.2, “Creating a user,” on page 82.

NOTE: You won’t be prompted for Container if the system administrator
has established a default create container for this type of object.

4 In the Object Attributes section, specify the details about this new group.
There is one required attribute that you must fill in: Description.
5 Click Continue.

The group is created, then the Review panel displays to summarize the result:

Create . R
Review
Cbject Created ; Finance

=

Create dnother

The Review panel provides a couple of optional links that you might find handy. You can:

* Click the new group’s name to display the Profile page of detailed information for this
group

TIP: From the Profile page, you can edit the group’s details to make changes (if needed)
or even delete the group (if the system administrator has given you this ability).

* Click Create Another to return to the initial panel of the Create User or Group page
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7.4 Creating a task group

If you want to create a new task group and are authorized to access the Create User or Group page
for that purpose, follow these steps.

To create a task group:

1 On the Identity Self-Service tab, click Create User or Group in the menu (under Directory
Management, if displayed).

The Select an object to create panel displays.
2 Use the Object type dropdown to select Task Group, then click Continue.
The Set attributes for this Task Group panel displays:

Create ? [

Set attributes for this Task Group
* - indicates required,

Base Parameters

Ohject 1D : * | |

Container 1 * | | @

Object Attributes
Hide

Description: * | |
QI F

4= =

Back Continue

Task Manager: |

3 In the Base Parameters section, specify values for the following required attributes:

Attribute What to specify

Object ID The group name for this new task group.

Container An organizational unit in the identity vault under which you want the
new task group stored (such as an OU named groups). For
example:

ou=groups, ou=MyUnit, o=MyOrg

To learn about using the buttons provided to specify a container,
see Section 7.2, “Creating a user,” on page 82.

NOTE: You won'’t be prompted for Container if the system
administrator has established a default create container for this type
of object.

4 In the Object Attributes section, specify the details about this new task group.
At minimum, you must fill in the required attribute: Description.

To learn about using the buttons provided to specify values for certain attributes, see Section
7.2, “Creating a user,” on page 82.
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5 Click Continue.

The task group is created, then the Review panel displays to summarize the result:

Create . A |
Review
Object Created : Improve Product Quality
-

Create dnother
The Review panel provides a couple of optional links that you might find handy. You can:

* Click the new task group’s name to display the Profile page of detailed information for
this task group

TIP: From the Profile page, you can edit the task group’s details to make changes (if
needed) or even delete the task group (if the system administrator has given you this
ability).

* Click Create Another to return to the initial panel of the Create User or Group page

7.5 Using the editing buttons

This section describes the editing buttons you can use while specifying values for attributes:

What it does

Looks up a value to use in an entry

Displays a History list of values used in an entry

Displays a Calendar to pick a time to use in an entry (in date-time or date-only format)
Resets the value of an entry

Adds a new entry

Deletes an existing entry and its value

B EEBE & 5|2

The following procedures tell you more about using some of these editing buttons.

To look up a container:

1 Click the Lookup button to the right of an entry (for which you want to look up a container):

The Lookup page displays a tree of containers:
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©J Container Lookup - Mozilla Firefox

Container Lookup P Bl

Root Directory: ou=idmsample,o=novell

Search container list: [Example: A%, Lar®, D, 1)

| ;a Search

Select a container from the list
=l idmzample
dewices
aroups

H users

Done

You can expand or collapse the nodes in this tree (by clicking the + or - buttons) to look for
the container you want.

2 If necessary, specify search criteria for the container you want.

In the textbox, type all or part of the container name to search for. The search will find every
container name that begins with the text you type. It is not case-sensitive. You can optionally
use the asterisk (*) as a wildcard in your text to represent zero or more of any character.

For instance, all of the following examples will find the container named users:

Users
users
u

u*

*s
*r*

3 Click Search.
The Lookup page displays your search results:
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3 Container Lookup - Mozilla Firefox

Container Lookup P Bl ]

Root Directory: ou=idmsample,o=novell

Search container list: [Example: A%, Lar®, D, ™r)

u | < search

Select a container from the list:

H uzers

Done

4 Select the container you want from the tree.

The Lookup page closes and inserts the name of that container into the appropriate entry.

To look up a user:
1 Click the Lookup button to the right of an entry (for which you want to look up a user):

=

The Lookup page displays:

©J Object Lookup - Mozilla Firefox

Object Lookup D ol P

Search object list: [example: a% Lar®, 1D, *r)

First Mame + 4 Search

Done

2 Specify search criteria for the user you want:
2a Use the dropdown list to choose whether the search is by First Name or Last Name.
2b 1In the textbox next to the dropdown, type all or part of the name to search for.

The search will find every name that begins with the text you type. It is not case-
sensitive. You can optionally use the asterisk (*) as a wildcard in your text to represent
zero or more of any character.

For instance, all of the following examples will find the first name Chip:
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Chip
chip
c

C*
*p
*h*

NOTE: A manager lookup will search only for users who are managers. A task-manager
lookup will search only for users who are task managers.

3 Click Search.
The Lookup page displays your search results:

3 Object Lookup - Mozilla Firefox

Object Lookup i = L)

Search object list: [example; a% Lar®, 1D, *1)

FirstName |+ ”C | 2 search

Select an object from the list:

First Mame Last Mame
Chris Black
Cal Central
Chip Mamo
1-3of3
Done

If you see a list of users that includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

TIP: You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.

The Lookup page closes and inserts the name of that user into the appropriate entry.

To use the History list:

1 Click the History button to the right of an entry (whose previous values you want to see):

The History list displays, with values in alphabetical order:
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©J History - Mozilla ... E][E|E|
Y

Previous Selections
Chip Mano
Margo Mackenzie

Timothy Swan

Clear History ][ Cancel ]

W
£ ¥
Dane
2 Do one of the following:
If you want to Do this
Pick from the History list Select a value that you want from the list.

The History list closes and inserts that value into the appropriate
entry.

Clear the History list Click Clear History.

The History list closes and flushes its values for this entry.
Clearing the History list does not change the current value of the
entry.

To use the Calendar:

1 Click the Calendar button to the right of an entry (for which you want to pick a time):

=

The Calendar displays:
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©J Calendar, ... E|E|E|
<< October 2005 >
=M TW T F S
2526 27 2529 30 1
2 3 4 36 7 8
910111213 14 13
16 17 18 19 20 21 22
2324 25 26 27 28 29
1y I I B

<< < 1200AM > >

[ ik, ] [ Cancel ]

Done

2 To specify a year, month, and day:

2a At the top of the Calendar, use the << and >> buttons to scroll to the year and month you
want.

2b Select the day you want in that month.

3 To specify an hour and minute:
3a At the bottom of the Calendar, use the << and >> buttons to scroll to the hour you want.
3b Use the < and > buttons to scroll to the minute you want.

4 Click OK.

The Calendar closes and inserts the specified time into the appropriate entry.
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Using the Requests & Approvals
Tab

These chapters tell you how to use the Requests & Approvals tab of the Identity Manager user
interface.

* Chapter 8, “Introducing the Requests & Approvals Tab,” on page 95

* Chapter 9, “Managing Your Work,” on page 103

» Chapter 10, “Configuring Your Provisioning Settings,” on page 115

» Chapter 11, “Managing Your Team’s Work,” on page 135

* Chapter 12, “Configuring Your Team’s Provisioning Settings,” on page 151
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Introducing the Requests &
Approvals Tab

This chapter provides an overview of the Requests & Approvals tab. Topics include:

» Section 8.1, “About the Requests & Approvals tab,” on page 95

» Section 8.2, “Accessing the Requests & Approvals tab,” on page 95

» Section 8.3, “Exploring the tab’s features,” on page 96

» Section 8.4, “Requests & Approvals actions you can perform,” on page 98

» Section 8.5, “Understanding the Requests & Approvals legend,” on page 99

For more general information about accessing and working with the Identity Manager user interface,
see Chapter 1, “Getting Started,” on page 13.

8.1 About the Requests & Approvals tab

The purpose of the Requests & Approvals tab is to give you a convenient way to perform
workflow-based provisioning actions. These actions allow you to manage user access to secure
resources in your organization. These resources may include digital entities such as user accounts,
computers, and databases. For example, you might use the Requests & Approvals tab to:

* Make provisioning requests for yourself or your team
* Manage provisioning work (tasks and resource requests) for yourself or your team

» Configure provisioning settings for yourself or your team

When a provisioning request requires permission from one or more individuals in an organization,
the request starts a workflow. The workflow coordinates the approvals needed to fulfill the request.
Some resource requests require approval from a single individual; others require approval from
several individuals. In some instances, a request can be fulfilled without any approvals.

When a provisioning request is initiated, the Provisioning System tracks the initiator and the
recipient. The initiator is the person who made the request. The recipient is the person for whom the
request was made.

Your system administrator is responsible for setting up the contents of the Requests & Approvals
tab for you and the others in your organization. What you can see and do is typically determined by
your job requirements and your level of authority.

NOTE: The Requests & Approvals tab is available only if you have the Provisioning Module for
Identity Manager.

8.2 Accessing the Requests & Approvals tab

By default, after you have logged in to the Identity Manager user interface, the Requests &
Approvals tab opens and displays the My Tasks page:
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Novelle Identity Manager

Welcome, M
Sicoms, Mares Identity Self-Servce Requests & Approvals Loeolipticln

oy Wi ark,
+ My Tasks yaliashs

Request Resource Click on the task to wiew its details.

¥

Ay Requests
Task Resource Recipient Type Claimed Timeout

»

My Settings Single Approval Enable &ctive Directory Account (Mar Approve-No Timeout) Allison Blake ‘ Mever

Enter Proxy Mode
1-10of1
Edit Awailability

Moy Prowy Assignments

My Delegate Assignments

My Team's Wark R
Team Tasks
Request Team Resources

Team Requests

»

My Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team Availability

Dane

If you go to another tab in the Identity Manager user interface but then want to return, you just need
to click the Requests & Approvals tab to open it again.

8.3 Exploring the tab’s features

This section describes the default features of the Requests & Approvals tab. (Note that your tab
may look different due to customizations made for your organization; consult your system
administrator.)

The left side of the Requests & Approvals tab displays a menu of actions you can perform. The
actions are listed by category (My Work, My Settings, My Team’s Work, and My Team’s Settings):

Identity Manager User Application: User Guide



o

Sl Wk
+ My Tasks

Request Rezource

Ny Requests

bl

Ny Settings

Enter Proxy Mode

Edit fwailability

Ny Procey fzsignments
Ny Delegate Assignments

2

Ny Team's Wark
Team Tazks

Request Team Resources

Team Requests

ol

Ny Team'z Settings

Team Proxy fssignments
Team Delegate Azsignments

Team fvailability

When you click an action, it displays a corresponding page on the right. The page typically
contains a window that shows the details for that action. For example, it might display a list or a
form where you can enter data or make a selection, as shown below:

Novells Identity Manager n N
Peleens, Hhnke Identity Self-Service Requests B Approwals Logout  Help

Iy Worl Py

My Tasks Request Resource
+ Request Resource Step 1 of 3: Selact the category of the resource you are requesting,

iy Requests

Resource Category: All v

Iy Gettings A

Enter Proxy flode

Edit Auailability

iy Proxy dssignments

iy Delegate Assignments

Jivy Team's Work Py

Team Tasks

Request Team Resources

Team Requests

Iy Team's Settings A

Team Proxy Assignments

Team Delegate Assignments

Team Availability
< |

Most pages you work with on the Requests & Approvals tab include a button in the upper right
corner that lets you display the Requests & Approvals legend:

For details on the Requests & Approvals legend, see Section 8.5, “Understanding the Requests &
Approvals legend,” on page 99.
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8.4 Requests & Approvals actions you can

perform
Here’s a summary of the actions that are available to you by default on the Requests & Approvals
tab:
Category Action Description
My Work My Tasks Displays the approval tasks currently assigned to you in your
workflow queue.
For details, see Chapter 9, “Managing Your Work,” on
page 103.

Request Resource Lets you make a request for a resource
For details, see Chapter 9, “Managing Your Work,” on
page 103.

My Requests Displays the status of the resource requests made by or for
you. The list of requests therefore includes those in which
you are the initiator or the requestor.

For details, see Chapter 9, “Managing Your Work,” on
page 103.
My Settings Enter Proxy Mode Lets you act as a proxy for another user

Edit Availability

My Proxy Assignments

My Delegate
Assignments

For details, see Chapter 10, “Configuring Your Provisioning
Settings,” on page 115.

Lets you specify which resource requests you are available to
act on, and which resource requests you will let your
assigned delegates act on.

For details, see Chapter 10, “Configuring Your Provisioning
Settings,” on page 115.

Lets you view or edit your proxy assignments. To edit proxy
assignments, you must have the necessary authority.

For details, see Chapter 10, “Configuring Your Provisioning
Settings,” on page 115.

Lets you view or edit your delegate assignments. To edit
delegate assignments, you must have the necessary
authority.

For details, see Chapter 10, “Configuring Your Provisioning
Settings,” on page 115.
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Category Action Description

My Team’s Team Tasks Displays the approval tasks assigned to members of your
Work team

For details, see Chapter 11, “Managing Your Team’s Work,”

on page 135.
Request Team Lets you make a request for a resource for a member of your
Resource team

For details, see Chapter 11, “Managing Your Team’s Work,”
on page 135.

Team Requests Displays the status of resource requests made by or for
members of your team

For details, see Chapter 11, “Managing Your Team’s Work,”

on page 135.
My Team’s Team Proxy Lets you specify proxy assignments for members of your
Settings Assignments team

For details, see Chapter 12, “Configuring Your Team’s
Provisioning Settings,” on page 151.

Team Delegate Lets you specify delegate assignments for members of your
Assignments team

For details, see Chapter 12, “Configuring Your Team’s
Provisioning Settings,” on page 151.

Team Availability Lets you specify which resource requests your team
members are available to act on, and which resource
requests the team member’s delegates will act on

For details, see Chapter 12, “Configuring Your Team’s
Provisioning Settings,” on page 151.

8.5 Understanding the Requests & Approvals
legend

Most pages you work with on the Requests & Approvals tab include a button in the upper right
corner that lets you display the Requests & Approvals legend. To display the legend, click on this
button:

The legend provides a brief description of the icons used throughout the Requests & Approvals tab.
Here’s what the legend looks like:
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Legend

& Multiple Recipients Allowed
) Claimed

Available for ALL Requests
(9-._] MOT &vailable for Specified Requests

MOT Available for ANY Recguests

G Running: Processing

@ Completed: Approved

f,'_:; Completed: Fulfiled (Ertitlzmernts only)
€} Completed: Denisd

@ Terminated: Retracted

A Terminsted: Error

& Edit

R Celete

P tssigned to Delenste
P8 Sasigned to User
1B Assigned to Graup

The table below provides detailed descriptions of the icons in the legend:

Icon

Description

Multiple Recipients Allowed

Claimed

Available for ALL Requests

NOT Available for Specified
Requests

Indicates that this resource provides support for multiple
recipients. When a resource supports multiple recipients, the
Request Team Resources action lets you select multiple users as
recipients.

Appears on the Request Team Resources page.

Indicates whether a particular workflow task has been claimed by
a user.

Appears on the My Tasks page.

Indicates that a particular user is available for all kinds of resource
requests. This setting applies to delegation.

Appears on the Edit Availability and Team Availability pages.

Indicates that a particular user is not available for certain kinds of
resource requests during a particular period. This setting applies
to delegation. During the time period when a particular user is
unavailable for these requests, the user delegated to act on these
requests can work on them.

Appears on the Edit Availability and Team Availability pages.
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Icon

Description

NOT Available for ANY Requests

Running: Processing

Completed: Approved

Completed: Fulfilled (Entitlements
only)

Completed: Denied

Terminated: Retracted

Terminated: Error

Edit

Delete

Assigned to Delegate

Indicates that a particular user is not available for any resource
requests currently in the system. This setting applies to
delegation. During the time period when a particular user is
unavailable for a request, the user delegated to act on that
request can work on it.

Appears on the Edit Availability and Team Availability pages.
Indicates that a particular resource request is still in process.
Appears on the My Requests and Team Requests pages.

Indicates that a particular resource request has completed its
processing and has been approved.

Appears on the My Requests and Team Requests pages.

Indicates that a particular resource request has completed its
processing and has been fulfilled. This status applies only to
resource requests that have an entitlement provisioning step.

Appears on the My Requests and Team Requests pages.

Indicates that a particular resource request has completed its
processing and has been denied.

Appears on the My Requests and Team Requests pages.

Indicates that a particular resource request was retracted by a
user (either the user who submitted the request, an
Organizational Manager, or the User Application Administrator).

Appears on the My Requests and Team Requests pages.

Indicates that a particular resource request was terminated
because of an error.

Appears on the My Requests and Team Requests pages.

Lets you edit a proxy or delegate assignment. To edit the
assignment, click on the Edit icon.

Appears in the My Proxy Assignments, My Delegate
Assignments, Team Proxy Assignments, Team Delegate
Assignments, Edit Availability, and Team Availability pages.

Lets you delete a proxy or delegate assignment. To delete the
assignment, click on the Delete icon.

Appears in the My Proxy Assignments, My Delegate
Assignments, Team Proxy Assignments, Team Delegate
Assignments, Edit Availability, and Team Availability pages.

Indicates that a particular workflow task has been delegated by
another user. This task appears in the current user’s queue
because the original assignee has declared himself or herself
unavailable. Since the current user is the original assignee’s
delegate, this user sees the task.

Appears on the My Tasks and Team Tasks pages.
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Icon Description

Assigned to User Indicates that a particular workflow task was assigned to a user.
Appears on the My Tasks and Team Tasks pages.
Assigned to Group Indicates that a particular workflow task was assigned to a group.

Appears on the My Tasks and Team Tasks pages.

102 Identity Manager User Application: User Guide



Managing Your Work

This chapter provides instructions for managing your provisioning work. Topics include:

» Section 9.1, “About the My Work actions,” on page 103
» Section 9.2, “Managing your tasks,” on page 103
* Section 9.3, “Requesting a resource,” on page 108

» Section 9.4, “Checking the status of your requests,” on page 111

9.1 About the My Work actions

The Requests & Approvals tab in the Identity Manager user application includes a group of actions
called My Work. The My Work actions give you the ability to make resource requests, check the
status of requests you’ve made, and perform tasks that have been assigned to you or to a group to
which you belong.

The My Work actions also let you perform tasks as a delegate for another user. A delegated task
appears in your queue when the original assignee for the task has declared himself or herself to be
unavailable and has designated you as a delegate.

9.2 Managing your tasks

The My Tasks action lets you check your workflow queue for tasks that have been assigned to you.
When a task is in your queue, you need to perform one of the following actions:

 Claim the task so you begin working on it

» Reassign the task to another user

NOTE: You must have the appropriate authority to reassign tasks. To reassign a task, you must be
an Organizational Manager or User Application Administrator.

Once you’ve claimed a task to work on, you have the ability to take an action that will forward the
workitem to the next activity within the workflow. The actions you can perform on a claimed task
are described below:

Forward action Description

Approve Allows you to give your approval to the request. When you approve a request,
the workitem is forwarded to the next activity in the workflow.

Deny Allows you to explicitly deny your approval to the request. When you deny a
request, the workitem is forwarded to the next activity in the workflow and the
request is denied. Typically, the workflow process terminates when a request
is denied.
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9.2.1 Viewing your tasks

To see the tasks that have been assigned to you:
1 Click My Tasks in the My Work group of actions.
The list of tasks in your queue is displayed.

Novells Identity Manager

Welcome, Margo

Enter Proxy ilade
Edlit Availability

iy Proxcy Assignments

fivy Delegate Assignments

Nivy Team's Work
Team Tasks

»

Request Team Resaurces

Team Requests

»

Aivy Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team fvailability

|dentity Self-Service Reguests & Approvals Logout  Help
Jig Wark A
- My Tasks My Jasks
Reguest Resource Click on the task to view its details.
My Requests
Task Resource Recipient Type Claimed Timeout

; A

U PAT Fa Single Approval Enable Active Directory dccount [Afar Approve-Mo Timeout) dllison Blake ﬂ hever

1-10f 1

9.2.2 Selecting a task

To select a task in the queue list:

1 Click on the name of the task in the queue.
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Novells Identity Ma

Welcome, Margo

Nivy Wiark
+ My Tasks
Request Resource

iy Requests

My Settings

Enter Prosey ilode
Edit Availability

My Proxy Assignments

My Delegate Assignments

Dy Team's Work
Team Tasks
Request Team Resaurces

Team Requests

Nivy Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team #vailability

»

»

Identity Self-Sendce Requests & Approvals

My Tasks

Click on the task to wiew its details,

Task Resource

Logout  Help

Recipient Type Claimed Timeout

Single AEqual Enable #ctive Directory Account (fitgr #pprove-No Timeout) Allison Blake ‘ Mewer

The Task Detail form is displayed.

Novells Identity Manag
[ Wekome Mugol

Dy Work
* My Tasks
Request Resource

My Requests

Mivy Settings

Enter Proxy iode
Edit Availability

fivy Proxy Assiznments

fivy Delegate Assignments

Aivy Team's Work
Team Tasks
Request Team Resources

Team Requests

Aivy Team's Settings
Team Proxy Aszsignments
Team Delegate Assignments

Team fwailability

»

bl

»

»

|dentity Self-Service Reguests & Approvals

My Tasks
Task Detail

* - indicates required.

Logout Help

Resource: Enable Active Directory Account [(Mar Approwe-Mo Timeout] Recipient:  Allison Blake

Requested By:  #llizon Blake

InQueue since:  10/04/2006 12:33:39 Pif

Assigned Tos ﬂ Mhargo iacKenzie

Felease Reasgsign

Form Detail

Single Approval

Task: Single Approval
Timeout on:

Claimed By:

Please select the appropriate button to approve or reject the request.

Requested by: Allison Blake
Request Date: 10/04/2005

Reason: | need this acsount for my work |

Recipient: Allison Blake

Comment:

Wiew Comment History

2 To claim a task, follow the instructions under Section 9.2.3, “Claiming a task,” on page 105.

3 To reassign a task, follow the instructions under Section 9.2.4, “Reassigning a task,” on

page 107.

4 To return to the task list, click Back.

9.2.3 Claiming a task

To claim a task to work on:
1 Click the Claim button.
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Welcome, Margo

i W ark
+ My Tasks
Request Resource

fivy Requests

Nivy Settings

Enter Proxy mode
Edit Availability

iy Proocy Assignments

iy Delegate Assignments

My Team's Wark
Team Tasks
Request Team Resources

Team Requests

My Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team Awailability

»

Identity Self-Service Requests & dpprovals
My Tasks
Task Detail

- indicates required.

Resource: Enable Actiwe Directory Account (Mgr Approwe-Mo Timeout) Recipient:  Allizon Blake
Requested By:  allison Blake Task: Single Approval
InQueus since: 100472005 12:33:39 Pl Timeaut an:

Assigned To: T3 Margo Mackenzie Claimed By:

Fielease

Form Detail

Single Approval

Please select the appropriate button to approve or reject the request.
Requested by: Allison Blake

Request Date: 10/04,2005

Reaszon:

[ need this account far my werk |

Camment:

\iew Comment Histary

Logout  Help

Recipient: Allison Blake

The Form Detail section of the page is updated to include the Deny and Approve buttons, and
the appropriate fields become editable.

NOTE: The fields and buttons on the form will vary depending on which resource you
requested. Some forms may include a Refuse button.

2 To deny the request, click Deny.

entity Manager

Welcome, Margo
Ny Wi ok
* My Tasks

Request Rezource

My Requests

My Settings

Enter Proxy Maode
Edit Availability

My Proxy Assignments

iy Delegate fssignments

My Team's Work
Team Tasks
Request Team Resources

Team Requests

vy Team's Settings
Team Proxy Assignments
Team Delegate dssignments

Team fvailahility

»

»

»

|dentity Self-Sendce Reguests & Approvals
My Tasks
Task Detail

*- indicates required.

Logout  Help

Resource: Enable Active Directory Account (Wgr Approve-Mo Timeout) Recipient:  Allison Blake
Requested By:  Allison Blake Task: Single Appraval
In Queue since:  10/04/2005% 12:33:39 P, Timeout on:
dssigned 101 o jnareg Mackende Claimed Byt () jiargo Mackenzie
Claim [ Release ] [ Reassign ] [ Back ]
Form Detail

Single Approval

Please select the appropriate button to approve or reject the request.
Requested by: Alisan Blake

Request Date: 10/04/2005

Reason:

‘I need this account for my work, ‘

Comment:

igw Comment History

Recipient: Allison Blake

3 To approve the request, click Approve.
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Novells Idel
Welcome, Margo

Team Proxy Assiznments
Team Delegate Azsignments

Team #vailability

Requested by: Allison Blake
Request Date: 10/04/2005

Reason:

[ need this account for my work |

Identity Self-Service Requests & Approvals Logout  Help
iy Woark Py
- T My Tasks
Request Resource Task Detail
Ny Requests *- indicates required.
Ay Settings A
Enter Proxy Mode Rezaurce: Enable Active Directory Account (Mgr Approve-Mo Timeout] Recipient:  Allison Blake
Edit #wailability RequestedBy:  Allison Blake Task: Single Approval
vy Proxy Assignments In Queue since: 1070472005 12:33:39 P Timeout o
My Delegate Assignments . .
Assigned To: ‘ Margo Mackenzie Claimed By: () fhargo Mackenzie
vy Team's Work "
X Claim [ Feleass ] [ Reassign ] [ Back ]
Team Tasks
Form Datail
Request Team Resources
Team Requests Single Approval
Please select the appropriate button to approve or reject the request.
My Team's Settings E3

Recipient: &llison Blake

Comment:

\iews Comment Histary

The user application displays a message indicating whether the action was successful.

9.2.4 Reassigning a task

To reassign a task to another user:
1 Click the Reassign button.

Identity Manager
Welcome, Margo

Identity Self-Serice Reguests & Approvals Logout  Help

My W ark =
+ My Tasks

My Tasks

Request Resource Task Detail

vy Requests *- indicates required.

My Settings A
Enter Proxy ihode Resource: Enzble Active Directary Account (Mgr Approve-No Timeout] Recipient:  Allizon Blake
Edit #uailability Requested Byt Allison Blake Task: Single Approwal
Nivy Proxy Assignments In Queue since: 10,04/ 2005 12:33:39 P Timeout an:
My Delegate Assignments : . . 2

Assigned T i a0 Mackenzie Claimed By: () jharon Mackenzie
Ay Team's Work. F3

i 2 Felease Feasgign Back
Team Tasks
Form Detail

Request Team Resources
Team Requests Single Approval

Please select the appropriate button to approve or reject the request.
My Team's Settings P

Requested by: Allizon Blake
Request Date: 10/04/2005
Reason: ‘ ‘

Recipient: éllizon Blake
Team Proxy #ssignments

Team Delegate fssignments

Team dvailability

Comment:

Wi Comment History

The top section of the My Tasks page is updated to include the New Assigned To and
Comments fields, as well as a Submit button.
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Novells Identity Manager
Welcome, Margo

Identity Self-Senice Requests & Approvals Logout  Help

Nivy iork 3
My Tasks My Tasks
Request Resource Select the user to whom the task will be reassigned and optionally add comments.

iy Requests = indicates required,

My Settings A

Enter Prosy flode Resaurce: Enable Active Directary Account (gr Approve-No Timeout) Recipient:  Allison Blake

Edit Availability Requested By:  Allison Blake Task: Single Approval

Ay Proxy Assignments In Queue sinee: 1070472005 12:33:39 P, Timeout on:

My Delegate Assignments ) . y

Assigned To: o Margo Mackende Claimed By () hare MacKenzs
AL IR & e Assigned To:™ | Allison Blake ~
Team Tasks | Kievir Chester
| Margo Mack.enzie -

Request Team Resources

Team Requests

Comments: |

»

Nivy Team's Settings

Team Proxy fssignments

Team Delegate Assignments

Team dvailability

2 Seclect the user you want to assign the task to in the New Assigned To field.

NOTE: An Organizational Manager can only reassign a task to a member of his/her team.

3 Optionally type a comment to explain the reason for the reassignment in the Comments field.
4 Click Submit.

The user application displays a message indicating whether the action was successful.

9.3 Requesting a resource

The Request Resource action allows you to make a resource request. When you initiate the request,
the user application displays the initial request form. This form lets you specify all of the
information needed for the request.

When a resource request requires permission from one or more individuals in an organization, the
request starts a workflow. The workflow coordinates the approvals needed to fulfill the request.
Some resource requests require approval from a single individual; others require approval from
several individuals. In some instances, a request can be fulfilled without any approvals.

To request a resource:
1 Click Request Resource in the My Work group of actions.
The Request Resource page is displayed.
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Welcome, Allison

Identity Self-Serice
Mo Mok &

fiy Tesle Request Resource

+ Request Resource

fivy Requests
Resource Category: All

»

My Settings
Enter Proxy Mode
Edit Awailability

Ny Proxy Assignments

fivy Delegate Assignments

Requests & Approvals

Logout  Help

Step 1 of 3: Select the category of the resource you are requesting.

2 Select the category of the resource.
3 Click Continue.

The Request Resource page displays a list of resources available to the current user.

NOTE: The user application enforces security constraints to ensure that you see only those

request types to which you have access rights.

Novell

Identity Manager

Welcome, Allison

Identity Self-Service

iy Wark %
oo Tt Request Resource
+ Request Resource Step 2 of 3: Select the rezource from the list,
vy Requests
My Settings F3 Resource

Enter Proxy hode Enable Active Directory Account (gr Approve - §

Edit Awailability minute, 2 retry TA)

vy Proxy Assignments Enable Active Directory Account (Mgr Approve-No

Nivy Delegate Assignments Timsout]

Enable Active Directory Account (Mgrs Approve (3
Ser-Mo Timeout)

Enable Active Directory Account 2 Paralleliligr, HR
Group) Mo Timeout

Revoke Active Directory Account iigr Approve-MNo
Timeout]

“alue Adder(fngr Approve - 5 minute, 1 retry TD)

Requests & #pprovals

Logout Help

Resource

Category Description

Accounts Enable Active Directory Account (Manager Approve - & minute, 2
retry Timeout Approwes)

Accounts Enable Active Directory Account (WManager Approve, Mo Timeaout)

Accounts Enable Active Directory Account (Wlanagers Approve 3 times serally,
Mo Timeout)

Accounts Enable Active Directory Account 2 Parallelianager, HR Group) Mo
Timeout

Accounts Rewoke Active Directory Account (Wanager Approve, Mo Timeout)

Human Resources Value Adder(Manager Approve - & minute, 1 retry Timeout Denies)

1-tofé

4 Seclect the desired resource by clicking on the resource name.

Managing Your Work

109



Welcome, Allison

Identity Self-Service
i Wi ark A
iy Tasks Request Resource

+ Request Resource step 2 of 3: Select the resource from the list,

fivy Requests

Ny Settings A Resource
Enter Proxy mode

Edit Availability

Enable Active Directory Account [Wer Approve - §
minute, 2 retry TA)

My Proxy Assignments

Enable fctive Directary Account [War Approve-No
fity Delegate Assignments limeaut

Enable Active Directary Account [Wars Approve (3
Ser-Mo Timeout)

Enable Active Directory Account 2 Paralleliiar, HR.
Group) No Timeout

Revoke Active Directory Account (Mar Approve-Na
Timeout)

Walug Adderifgr hpprove - § minute, 1 retry TO)

Requests & Approvals

Logout  Help

Resource

Category Description

Accounts Enable Active Directory Account [#hanager pprove - 5 minute, 2
retry Timeout Approves)

Accaunts Enable Active Directary Account [#hanager Approve, No Timeout]

Accaunts Enable Active Directory Account [Mhanazers Approve 3 times serially,
Mo Timeout)

Accounts Enable Active Directory Accaunt 2 Parallel(Manager, HR Group) Mo
Timeout

Accounts Revoke #ctive Directory Account [Mansger Apprave, Mo Timeout)

Human Resources Walug AdderiManager hApprowe - § minute, 1 retry Timeout Denies)

1-6ofé

The Request Resource page displays the initial request form.

Welcome, Allison

|dentity Self-Service

Edit Availabilit:
Jis IRl Resource Category:  Accounts

My Proxy Assignments
Description:
My Delegate Assignments )
Form Detail

Press "Submit’ to request the entitlement.
Recipient: Allizon Blake

Requests & &pprovals

My Work E

ey Tasks Request Resource

* Request Resource Step 3 of 3: Confirm and complete resource request,
My Requests ™ - indicates required.

iy Settings 2 Resource:

SOT Recipient: #llison Blske

Logout  Help

Enable Active Directory Account (fitgr #pprove-Mo Timeout)

Enable Active Directory Account (hanager &pprove, Mo Timeout)

Enable Active Directory Account (Mgr Approve-No Timeout)

Reason for request: * |

Submit Cancel

5 Fill in the fields on the initial request form.

NOTE: The fields on the form will vary depending on which resource you requested.

6 Click Submit.

The Request Resource page displays a status message indicating whether the request was

submitted successfully.
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Novells Identity Manager

Welc 5 Al ’ 3
S SEme. Ltson Identity Self-Service Requests & Approvals Logout  Help

My Work
My Tasks

»

Request Resource

+ Request Resource Subrnission was successful

My Requests
Action: Submit Resource Request

»

Mietings Resource:  Enable Active Directory Account [Mer Approve-No Timeout)
Enter Proxy Mode

Reipient(s):  Allison Blake
Edit Availability

My Proxy Assignments

#iy Delegate Assignments Back to Request Resource

9.4 Checking the status of your requests

The My Requests action allows you to see the status of the resource requests you’ve made. It lets
you see the history and current state of each request. In addition, it gives you the option to retract a
request that is still in process in the event that you have changed your mind and do not need to have
the request fulfilled.

To view a list of your requests:
1 Click My Requests in the My Work group of actions.

The Request Resource page displays your requests. The list includes active requests, as well as
requests that have already been approved or denied. The Workflow system retains workflow
results for 120 days, and the Request Resource page will allow you to see these results.
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Welcome, Allison

Ny Tasks
Request Resaurce
+ My Requests
Ay Settings £

Enter Proxy Maode

Edit Awailability

N Proxy Assignments
My Delegate dssignments

My Work, R

Identity Self-Service Requests & Approvals

My Requests

Click on the workflow name to wiew its details,

Resource

Enable éctive Directory Account (fter pprove - § minute, 2 retry Ta)

Enable Active Directory Account (Mgr Approve-No Timeout)

1-Zof2

Recipient
Allison Blake

Allizon Blake

Logout  Help

Requested By  Status

Allison Blake @ completed: Approved

Allizan Blake ® Running: Processing

2 To view details about a particular resource request:

2a Select the request by clicking on the name.

Identity Manager

Welcome, Allison
My Work
iy Tasks
Request Resource

* My Requests

vy Settings

Enter Proxy fihade
Edit Availability

My Proxy hssignments

Moy Delegate #ssignments

»

Identity Self-Servce Requests & Approvals
My Requests
Click on the workflow name to view its details.
Resource
Enable Active Dirsctary Account (War Approve - 5 minute, 2 retry TA)

Enable Active Dirsctary #coount (er Approve-No Timeout)

1-20f2

Recipient
Allison Blake

Allison Blake

Lozout  Help

Requested By  Status

Allison Blake D Completed: Approved

Albson Blaks ® Running: Processing

The Request Resource page displays details such as when the request was initiated and
what the current state of the workflow is.
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Welcome, Allison

S Identity Self-Service Requests & Approvals Logout  Help
fivy Wik ok, A
iy Tasko My Regquests
Request Resource Request Detail
+ My Requests
Resource: Enahle Active Dirsctory Account itar Approve-Ho Timeout)
My attines A Recipient: Allisan Blaks

Enter Proxy flode
Status of Activities: P i

Edit Awailability rocessing
Single Approval

iy Proxy Assignments

Reex ted By: i
vy Delegate Assignments quested By illison Blake
Request Date: 10/04/2005 12:33:33 P
Comments:

[ “iew Comment and Flow Histaory

2b To retract the request, click Retract.

2c¢ To see the complete history of the workflow, including comments made at each stage of
processing, click View Comment and Flow History.

3 hitp:/itbattle

Process Comments

Date Activity User Comrments

10/0472005 12:33:39 P, Start System Warkflow Started

10/04/2005 12:33:39 Pk, Start System ‘Warkflow Forwarded
1-20f2

Done
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Configuring Your Provisioning
Settings

This chapter provides instructions for configuring your provisioning settings. Topics include:

» Section 10.1, “About the My Settings actions,” on page 115

» Section 10.2, “Acting as a proxy,” on page 116

» Section 10.3, “Specifying your availability,” on page 118

+ Section 10.4, “Viewing and editing your proxy assignments,” on page 123

* Section 10.5, “Viewing and editing your delegate assignments,” on page 127

10.1 About the My Settings actions

The Requests & Approvals tab in the Identity Manager user application includes a group of actions
called My Settings. The My Settings actions give you the ability to act as a proxy for another user.
In addition, they allow you to view your proxy and delegate assignments. If you are an
Organizational Manager or User Application Administrator, you can also define proxy and delegate
assignments.

10.1.1 About proxies and delegates

A delegate is a user authorized to perform work for another user. A delegate assignment applies to a
particular type of resource request.

A proxy is a user authorized to perform any and all work (and also define provisioning settings) for
one or more users, groups, or containers. Unlike delegate assignments, proxy assignments are
independent of resource requests, and therefore apply to all work and settings actions.

Proxy and delegate assignments have time periods Both proxy and delegate assignments are
associated with time periods. The time period for a proxy or delegate assignment can be as short or
as long as you need it to be. The time period can also have no expiration date.

Proxy and delegate actions are logged If logging is enabled, any actions taken by a proxy or
delegate are logged along with actions taken by other users. When an action is taken by a proxy or
delegate, the log message clearly indicates that the action was performed by a proxy or delegate for
another user. In addition, each time a new proxy or delegate assignment is defined, this event is
logged as well.

Only proxies receive e-mail notifications If the User Application Administrator configures a
provisioning request to generate e-mail notifications, proxies (as well as addressees) are notified by
e-mail when a task has been assigned to them. Delegates are not included in e-mail notifications.

10.1.2 Sample usage scenarios

This section describes a few business scenarios where proxies and delegates might be used.
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Proxy usage scenario

Suppose you are a manager who is responsible for approving (or denying) a large number of
workflow task on a daily basis. In addition, you are also responsible for editing provisioning settings
for a large number of users in your organization. In this situation, you might want to assign a proxy
so that some of your work can be off-loaded to a trusted member of your team.

Delegate usage scenario

Suppose you are a manager who is responsible for approving or denying requests for ten different
types of provisioned resources. All ten request types need regular attention, but you would rather
have another individual in your organization attend to six of them. In this case, you could define a
delegate for these six resource request types. If necessary, you could restrict this delegate
relationship to a period of hours, day, or weeks only. Alternatively, you could specify no expiration
for the delegate relationship, thereby establishing this relationship as a more permanent
arrangement.

10.2 Acting as a proxy

The Enter Proxy Mode action allows you to act as a proxy for another user.

To act as a proxy for another user:
1 Click Enter Proxy Mode in the My Settings group of actions.

If you are authorized to act as a proxy for at least one other user, the user application displays a
list of users.

Novelle Identity Manager
Welcome, Allison

|dentity Self-Service Requests & dpprovals Logout  Help

Ay Worl A
My Tasks Enter Proxy Mode
Reguest Resource Select a user for whorm vou would like to act as Proxy. 1f you can proxy for a group or container, first select the group or container, t
i Peauesis select the specific user in that group or container.
Ay Settings # Uset! | Margo MacKenzie A
+ Enter Proxy Mode -
Edit Availability i
Mo Proxy #ssignments

My Delegate Assignments

If you are not authorized to act as a proxy for any other user, the user application displays this
message:
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Novells Identity Manager
Welcome, Marics.

— |dentity Self-Service Requests & dpprovals Logout  Help
v Wi ark A
iy Tasks Enter Proxy Mode
Request Resource You are not assigned to act as a proxy for anyone.

fiy Requests

Nivy Settings R
+ Enter Proxy Mode

Edit Availability

iy Proxy Assignments

iy Delegate Assignments

Jivy Team's Work
Team Tasks

»

Request Team Resources

Team Requssts

My Team's Settings E
Team Proxy Assignments
Team Delegate Assignments

Team Awailability

2 Select the user for whom you want to act as proxy and click Continue.

NOTE: If you are designated as a proxy for a group or container, you must select the group or
container before you can select the user.

The user application refreshes the display and returns you to the My Tasks action, the default
action when you log on. The task lists shows tasks assigned to the user for whom you are acting
as proxy. A message appears above the My Work group (as well as in the title bar) indicating
that you are now acting as a proxy for another user.

Novells Identity Manager

Welcome, Allison

..... R—— Identity Self-Service Requests & Approvals Logout  Help

» Proxy for Margo MacKenzie [X]

g Wark P My Tasks ( Margo MacKenzie )
* My Tasks Click on the task to view its details.

Request Resource

Iy Requests Task Resource Recipient Type Claimed Timeout

Single Approwal Enable Active Directory Account (fgr Approve-No Timeout) Allison Blake ‘ @ Newer

Ay Settings

Exit Proxy Mode 1-1ef1

Edit Awailability

Mivy Proxy Assignments

Nivy Delegate Assignments

My Team's Wark 2
Team Tasks
Request Team Resources

Team Requests

My Team's Settings R
Team Proxy Assignments
Team Delegate Assianments

Team Availability

At this point, you are able to perform any action that the user for whom you are acting as proxy
could perform. The list of actions you see in the left-hand navigation pane may change,
depending on your authority and the authority of the user for whom you are acting as proxy.
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10.3 Specifying your availability

The Edit Availability action allows you to specify which resource requests with a delegate
assignment you are unavailable to work on during a particular time period. During the time period
when you are unavailable for a particular request, the user delegated to act on that request can work
on it.

If you prefer not to specify your availability for each request definition individually, you can use the
Edit Availability action to establish global settings pertaining to delegation.

TIP: Before using the Edit Availability action, you need to have at least one delegate assignment to
work on. If you’re an Organizational Manager, you can create delegate assignments yourself by
using the My Delegate Assignments action. If you are not a manager, you need to have your
manager (or the User Application Administrator) create delegate assignments for you.

10.3.1 Setting your availability status

To set your availability status:
1 Click Edit Availability in the My Settings group of actions.

The user application displays the Edit Availability page. If you do not have any existing
availability settings, the display list is empty:

Novells Identity Manager

Welcome llareo Identity Self-Senvice Requests & Approvals Logout  Help N
My Work A

My Tasks Edit Availability
Request Resource Edit, delete, or create a new "Selectively Available” setting, or change the status across all requests.

vy Requests User: Margo Mackenzie

FYRR R 7T Status: ivailable for ALL Requests

Enter Proxy Mode Change Status: | (Select One) v
» Edit Availability

Ay Proxy Assignments User Unavailable From Unavailable Until Resource

fivy Delegate Assignments Marza MacKenzie el o All

Dy Team's Work
Team Tasks

ER i —

Team Requests

»

0-0of0

»

My Team's Settings
Team Prowy #ssiznmants
Team Delegate #ssignments

Team #vailability

NOTE: If no delegates have been assigned for you, the user application displays a message
indicating that you can not change your status on the Edit Availability page.

If you have one or more availability settings, the display list shows these settings:
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Novells Identity Manager

Welc M N
SXoms, Nerks Identity Self-Service Requests & Approvals Logout  Help
Ay W ork £
by Tasks Edit Availability
Request Resource Edit, delate, or create a new "Selectively Available” setting, or change the status across all requests,
fivy Requests User: Aargo MacKenzie
Ay Settings A Status: é?) MOT &vailable for Specified Requests
Enter Proxy Mode Change Status: | (Select One) v
+ Edit Availability
My Proxy Assignments User Unavailable From Unavailable Until Resource
My Delegate Assiznments # % fhargo MacKends 10/05/2005 05:04:22 11/15/2005 12:00:00  Value Adder(igr Approve - 5 minute, 1 retry TO)
Pty L)
My Team's Wark R
Team Tasks & B Margo MacKenzde 10/04/2005 04:47:24 Ma Expiratian Enable Active Directory Account (Mar Apprave - 5 minute, 2 retry
P, Ta)
Request Team Resources
# % Margo Mackende 10/04/2005 04:47:24 Ma Expiratian Enable &ctive Directory Account (liar Approve-No Timeout)
Team Requests
Py
Ay Team's Settings £ 1-30f3

Team Proxy Assignments
Team Delegate Assignments

Team Availability

2 Specify your status by selecting one of the following options in the Change Status dropdown:

Status Description

Available for ALL Requests This is the default status. It indicates that you are globally
available. When this status is in effect, requests assigned to you
will not be delegated, even if you have assigned delegates.

NOTE: The Available for ALL Requests status overrides other
settings. If you change the status to one of the other settings,
and then change it back to Available for ALL Requests, any
Selectively Available settings previously defined will be
removed.

NOT Available for ANY Requests Specifies that you are globally unavailable for any request
definitions currently in the system.

Choosing the Not Available for ANY Requests status indicates
that you are unavailable for each existing delegate assignment
and changes the current status to Not Available for Specified
Requests. Assignments are effective immediately until the
delegate assignment expires. This setting does not affect
availability for new assignments created after this point.
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Status Description

NOT Auvailable for Specified
Requests

Specifies that you are not available for certain resource request
definitions. During the time period when you are unavailable for
a particular request, the user delegated to act on that request
can work on it.

The NOT Available for Specified Requests option takes you to
the Edit Availability screen. It is the same action as clicking the
New button.

10.3.2 Creating or editing an availability setting

To create or edit an availability setting

1 To create a new availability setting, click New (or select NOT Available for Specified Requests
in the Change Status dropdown).

2 To edit an existing setting, click the Edit button next to the setting you want to modify:
&

The user application displays a set of controls that allow you to specify the time period for
which you will be unavailable and choose the requests to which this setting applies.

NOTE: The list of requests displayed includes only those that have a delegate assignment.

Novelle Identity Manager
Welcome, Margo

Identity Self-3ervice Requests & Approvals Logout  Help

oy W aork
fivy Tasks

»

Edit Availability

Reguest Resource

fivy Requests

ey Settings
Enter Proxy mode
» Edit Availability
fivy Prowy Assignments

My Delegate Assignments

My Team's Work
Team Tasks
Request Team Resources

Team Requests

iy Team's Settings
Team Proxy Mssignments
Team Delegate Assignments

Team #vailability

»

»

Selective Availability

*-indicates required,

User: Margo MackKenzie

Unavailable From:* [10/04/2005 02:19:33 PM i
Unavailable Until:*
(O Duration; I:I
() EndDate; | | B

(& Mo Expiration

Request Typs Selection

Select the types of requests that you will not sccept during the time you are unavailsble, Only requests with 3 delegste assignment are

awailable for selection below,

Types of Requests:

Enable Active Directory Account (Mgr Approve - 5 minute, 2 retry TA)
Enable Active Directory Account (Mgr Approve-No Timeouf)

Add

Femove

Declined for the Specified Period.™
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3 Specify the time period during which you will be unavailable:

3a Specify when the time period begins by typing the start date and time in the Unavailable
From box, or by clicking the calendar button and selecting the date and time.

SMTWw T F 5
2R 36 7 28 29 30 1
234 58 a8 7 8
210 11 12 13 14 15
16 17 15 19 20 21 22
2324 38 26 27 25 29
o3 o1 2 3 4 8

=2 = 0447 PM = =r

Done

=z Qctober 2005 =: A

3b Specify when the time period ends by clicking one of the following radio buttons:

Radio button

Description

Duration

End date

No Expiration

Lets you specify the time period in weeks, days, or hours.

Lets you specify the end date and time. You can type the date and
time, or click the calendar button and select the date and time from
the calendar.

Indicates that this unavailability setting will not expire.

NOTE: The end date you specify must be within the time period allowed by the delegate
assignment. For example, if the delegate assignment expires on October 31, 2005, you can
not specify an expiration date of November 15, 2005 for the availability setting. If you
specify an expiration date of November 15, 2005, it will automatically be adjusted upon
submit to expire on October 31, 2005.

3¢ Select one or more requests in the Types of Requests list box, and click Add.

NOTE: On this screen, you select the types of requests that you will not accept during the
time you are unavailable. This has the effect of delegating these requests to other users.

Configuring Your Provisioning Settings

121



Novelle Identity Manager

Welcome, Margo

|dentity Self-Service Requests & 4pprovals Logout  Help
My Wark R
My Tasks Edit Availability
Request Resource Selective vailability
fivy Requests * - indicates required.
fivy Settings E
Enter Praxy iode User: IMargo MacKenzie
» Edit Availability Unavailable From:* 10/04/2005 02:19:33 P ‘ @
iy Proccy Assiznments Unavailabls Until*
iy Delegate #ssignments Oouraton: ||
End Date:
My Team's Wark R o) | | E
Mo Expiration
Team Tasks @Mt
Reguest Team Resources
Request Type Selection
Team Requests
Select the types of requests that you will not accept during the time you are unavailable, Only requests with a delegate assignment are
iy Team's Settings rS awailable for selection helow.

Team Proxy #ssignments

Types of Requests:

Team Delegate Assignments

Team Auailability

£

Declined for the Specified Period:*
~
-

Each request you add is included in the Declined for the Specified Period list box.

Novelle Identity M

Welcome, Margo

Identity Self-Service Requests & Approvals Logout  Help

Joy Wk A

Iy Tasks Edit Availability

Request Resource selective Availability

My Requests =~ indicates required.

Ay Settings Py

Enter Proxy Made User: ihargo MackKenzie
+ Edit Availability Unavailable From:* 1 0/04/2005 0215:32 PH =

Unawailable Until:*

Couton ||

() EndDate: | |

My Proxy Assignments

Miy Delegate Assiznments

Moy Team's Work E
Ho Expiration

Team Tasks @
Request Team Resources

Request Type Sslection
Team Requests . . . . . )

Select the types of requests that wou will not accept during the time you are unawailable. Only requests with a delegate assignment are
T R 2 auzilable for sslection belowr,

Team Proxy Assignments Types of Requests:

Teetn Beleie (nens Enahle Active Directory Account (Mgr Approve-No Timeout) -

Team Availability

2

Remove

Declined for the Specified Period*

Enahle Active Directory Account (Mgr Approve - 5 minute, 2 retry TA) 4

3d To remove a request from the list, click Remove.

3e Click Submit to commit your changes.
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10.3.3 Deleting an availability setting

To delete an existing availability setting:

1 Click the Remove button next to the setting:

x

10.4 Viewing and editing your proxy
assignments

The My Proxy Assignments action allows you to view and define proxy assignments. To define
proxy assignments, you must have the appropriate authority, as follows:

» The User Application Administrator has the ability to define proxy assignments for any user in
the organization.

* An Organizational Manager has the ability to define proxy settings only for users within his
scope of authority. The scope of authority is defined as the members of the group that report
directly to the manager and the manager himself. The proxies themselves must also be within
the manager’s scope of authority.

If an Organizational Manager needs to select a proxy who is not within his/her scope, he/she must
request that the User Application Administrator (or the Organizational Manager for the desired
proxy) define the proxy relationship.

NOTE: Task Group Managers and users without administrative privileges are not permitted to
define proxy assignments.

10.4.1 Displaying your proxy settings

To display your proxy settings:
1 Click My Proxy Assignments in the My Settings group of actions.

The user application displays your current settings. The proxy assignments displayed are those
that specify you as proxy for someone else, as well as those that specify someone else as proxy
for you.

If you are not an Organizational Manager or the User Application Administrator, you see a
read-only view of your proxy assignments:
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Novells Identity Manager

Welcome, Allison

. Identity Self-Service Requests & Approvals Logout  Help
My Work, R
fhy Tasks My Proxy Assignments
Request Resource Assignments are specified by your manager or administratar. Only they can add, edit, or remove them.
My Requests
User Proxy Assigned Expiration
E Py
Ay Setiines A Margo Mackenzie Allison Blake 12/31/2099 07:59:59 Pl
Enter Proxy Maode
Kevin Chester Allizon Blake Mo Expiration
Edit Awailability
. Allison Blake Maran Mackenme Mo Expiration
+ My Proxy Assignments
My Delegate dssignments 1-30f3

If you have administrative privileges, you are provided with a user interface that lets you create
and edit proxy assignments.

NOTE: If you are an Organizational Manager, you are not able to edit a proxy assignment that
defines you as a proxy for someone outside of your team. Only the User Application
Administrator or the user that created this proxy assignment can modify this assignment.
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Novells Identity Manager

Welcome, Margo

iy Delegate Assignments

iy Team's Work

Request Team Resources

»

Team Requests

»

Ny Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team vailability

Proxy Assigned

allison Blake

fhargo Ahackenzie

|dentity Self-Service Requests & Approvals

My Work E

My Tasks My Proxy Assignments

Request Resource Edit an existing assignment or create a new one.
My Requests

User
T ~
dlietdoes 2 7 Boion g e
Enter Proxy iode
p )

Edit Availability | Allison Blake
+ My Proxy Assignments Margo ackenzie

Timothy Swan

1-3of3

Logout  Help

Expiration

12/31/2093 07:59:59 P
Mo Expiration

No Expiration

2 To refresh the list, click Refresh.

10.4.2 Creating or editing proxy assignments

To create or edit a proxy assignment:

1 To create a new proxy assignment, click New.

2 To edit an existing proxy assignment, click the Edit button next to the assignment:

V4

If you are the User Application Administrator, the user application presents this interface to

allow you to define proxy assignments:
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dentity Manage

Welcome, Admin

|dentity Self-Service Requests & dpprovals

N W ark
iy Tasks
Request Resource

iy Requests

iy Settingsr
Enter Proxy mode
Edit Availability
- My Proxy Assignments

iy Delegate Assignments

iy Team's Work

Team Tasks

Request Team Resources
Team Requests
iy Team's Settines

Team Proxy Assignments
Team Delegate Assignments

Team Awailability

»

»

My Proxy Assignments

Complete and submit the assignment.

User: [ dmin dveample [
User: =
“
-
Group: =
w
-
Container: =
-
Proxy Assigned: | =y
Expiration: () | | @

@ Mo Expiration

Femove

Administration

QlEE
QlEE
QIEE

If you are an Organizational Manager, the user application presents this user interface:

Novells Identity Manag

Welcome, Margo

Identity Self-Serice Requests & Approvals

vy W ork
Moy Tasks
Request Resource

fivy Requests

iy Settingsr
Enter Proxy Mode
Edit Availability
+ My Proxy Assignments

iy Delegate Assignments

Nivy Team's Work
Team Tasks
Request Team Resources

Team Requests

Nivy Team's ﬁettings
Team Proxy dssignmants
Team Delegate Assignments

Team #vailability

»

»

My Proxy Assignments

Complete and submit the assignment,

*- indicates required.

User:* | Allison Blake |
Fewin Chester
i
Proxy Assigned:® Allison Blake |
Kevin Chester N
Margo MacKenzie =
Expiration:™*
O Endate: | =

(%) Mo Expiration

Femove
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3 Ifyou are the User Application Administrator, select one or more users, groups, and containers
for which you want to define a proxy.

Use the Object Selector or the Show History tool to select a user, group, or container.

4 If you are an Organizational Manager, select one or more users for whom you want to define a
proxy.

5 Specify the user who will be the proxy in the Proxy Assigned field.

6 Specify when the time period ends by clicking one of the following radio buttons:

Radio button Description

End date Lets you specify the end date and time. You can type the date and time,
or click the calendar button and select the date and time from the
calendar.

No Expiration Indicates that this proxy assignment will not expire.

7 Click Submit to commit your changes.
10.4.3 Deleting proxy assignments

To delete an existing proxy assignment:

1 Click the Remove button next to the assignment:

x

10.5 Viewing and editing your delegate
assignments

The My Delegate Assignments action allows you to view and define delegate assignments. To
define delegate assignments, you must have the appropriate authority, as follows:

» The User Application Administrator has the ability to define delegate assignments for any user
in the organization.

» An Organizational Manager has the ability to define delegate settings only for users within his
scope of authority. The scope of authority is defined as the members of the group that report
directly to the manager and the manager himself. The delegates themselves must also be within
the manager’s scope of authority.

If an Organizational Manager needs to select a delegate who is not within his/her scope, he/she must
request that the User Application Administrator (or the Organizational Manager for the desired
delegate) define the delegate relationship.

NOTE: Task Group Managers and users without administrative privileges are not permitted to
define delegate assignments.

TIP: Before using the Edit Availability action, you need to have at least one delegate assignment to
work on. If you’re a manager, you can create delegate assignments yourself by using the My
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Delegate Assignments action. If you are not a manager, you need to have your manager (or the User
Application Administrator) create delegate assignments for you.

10.5.1 Displaying your delegate settings

To display your delegate settings:
1 Click My Delegate Assignments in the My Settings group of actions.
The user application displays your current settings.

If you are not an Organizational Manager or the User Application Administrator, you see a
read-only view of your delegate assignments:

Novells Identity Manager

Welc Al N

bebmio el bl Identity Self-Senvice Requests & Approvals Logout  Help
My Work A
Wy Tasks My Delegate Assignments
Request Resource Assignments are specified by your manager or administrator, Only they can add, edit, or remove them,
iy Requests

User Delegate Assigned Expiration Resource
: ~

Seatiines £ Margo Mackendes  Allison Blake Mo Expiration  Enable dctive Directory Account (Mar Approve - 5 minuts, 2 retry TA)

Enter Proxy iode Enable dctive Directory Account (lkgr Approve-No Timeout)

Edit fvailability

Kenin Chester Alison Blske No Expiration  Ensble Active Directary Account (Wgr Approve - § minute, 2 retry TA]
iy Prosey Assignment
e Allison Blake Kevin Chester No Expiration  Enable Active Directory Account (Wer Approve - § minute, 2 retry T)
+ My Delegate Assignments
1-30f3

If you have administrative privileges, you are provided with a user interface that lets you create
and edit delegate assignments.
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Novells Identity Manager

Welcome, Margo

Request Team Resources

Team Requests

My Team's Settings A
Team Proxy Assignments
Team Delegate Assignments

Team Awailability

Identity Self-Service Requests & dpprovals
N Wi ark A
iy Tasks My Delegate Assignments
Request Resource Edit an existing assignment or create a new one.
fivy Requests
User Delegate Assigned  Expiration
i zettings 2 # W lhargo MacKenzie  Allison Blake Mo Expiration
Enter Proxy mode
Edit Availability
iy Proocy Assignments
+ My Delegate Assi Fefresh
fvy Team's Wark A
Team Tasks

Logout  Help

Enable Active Directary Account (hgr &pprove - & minute, 2 retry TA)
Enable Active Directory Account [er &pprove-No Timeout)

2 To refresh the list, click Refresh.

10.5.2 Creating or editing delegate assignments

To create or edit a delegate assignment:

1 To edit an existing delegate assignment, click the Edit button next to the assignment:

V4

2 To create a new delegate assignment, click New.

If you are the User Application Administrator, the user application presents this interface to

allow you to define delegate assignments:
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Welcome, Admin

Ay W ork
Nivy Tasks
Request Resource

Nivy Requests

My Settings

Enter Proxy Mode
Edit Awailability

My Prooy Assignments

* My Delegate Assignments

My Team's Wark
Team Tasks
Request Team Resources

Team Requests

Ay Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team Availability

¥

»

¥

Identity Self-Serice

My Delegate Assignments

Complete and submit the assignment,

User:

Delegate Assigned:

Delegate Relationship:

Requests & Approvals

Administration

Logout  Help

| fdmin idmeample
User:
| G E
Group: z
| Gl EE
cantainer: e
v Bl

@ |

| B

ol

Expiration: O |

| B

@ Mo Expiration

Select the tvpes of requests for this delegate assignment, Select a Resource Category to narrow the awailable requests,

(SelectOne) v

Resource Category:

Available Requests in Selected Category

Selected Requests:

3

£

3

2

Remove

If you are an Organizational Manager, the user application presents this user interface:
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Novelle Identity Manager
Welcome, Margo

Dy W ark
vy Tasks
Request Resource

My Requests

My Settings

Enter Proxy Mode
Edit Availability

My Proxy #ssignments

+ My Delegate Assignments

My Team's Work
Team Tasks
Request Team Resources

Team Requests

My Team's Settings
Team Proxy fAssignments
Team Delegate Assignments

Team Availability

»

»

|dentity Self-Service Requests & Approvals Logout  Help
My Delegate Assignments

Complete and submit the assignment.

* - indicates required.

User™ | Alison Blake N
Fevin Chester i
v

Delegate Assigned: (& | Allison Blake ~
Kewvin Chester
Marga Mackenzie v
Expiration:®
O End Date: ‘ | @

(%) Mo Expiration

Request Type Selection

Select the types of requests for this delegate assignment. Select a Resource Category to dizplay the available requests.

Resource Category: | (Select One) w

#wailable Requests in Selected Category:

Selected Requests™

If you are the User Application Administrator, select one or more users, groups, and containers
for which you want to define a delegate.

TIP: Use the Object Selector or the Show History tool to select a user, group, or container.

If you are an Organizational Manager, select one or more users for whom you want to define a

delegate.

Specify the user who will be the delegate in the Delegate Assigned field. Alternatively, specify
a relationship in the Delegate Relationship field.

To specify a delegate relationship, you need to type the LDAP name of a user object attribute
that resolves to a Distinguished name, for example, manager. This is an advanced feature and
should only be used by those familiar with the identity vault schema.

Specify when the time period ends by clicking one of the following radio buttons:

Radio button

Description

End date

No Expiration

Lets you specify the end date and time. You can type the date and
time, or click the calendar button and select the date and time from the
calendar.

Indicates that this delegate assignment will not expire.

Select the category of resource requests in the Resource Category field.
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8 Select one or more requests that you would like to delegate in the Available Requests in
Selected Category list box, and click Add.

Identity Manager

Welcome, Margo

|dentity Self-Serice Requests & Approvals Logout  Help
Ny i ok, F=3
iy Tasks My Delegate Assignments
Request Resource Complete and submit the assignment.
vy Requests * - indicates required.
My Settings &

User™ | Allison Blake ~

Enter Proxy Mode ¥evin Choster
Edit Availability b
vy Prosy dssignments Delegate Aszigned: (® | Allison Blake »~
+ My Delegate Assignments Margo MacKenzie 2

Team Tasks Expiration:*

Request Team Resources () End Date: ‘ | @
Team Requests () Mo Expiration

My Team's Settings A

. Re LT Select
Team Proxy Assignments Quest Type 2election

. Select the types of requests for this delegate assignment. Select a Resource Category to display the available requests.
Team Delegate Assignments

Team Awailability Resource Category:

fwailable Requests in Selected Category:

= &
Enable Active Directory Account 2 ParalleliMgr. HR Group)
Fevoke Active Directory Account (Mot Approve-No Timeouf) v

=y

Selected Pequests:®

|>

<

Each request you add is included in the Selected Requests list box.
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dentity Manager
Welcome, Margo

iy Wark
Ny Tasks
Request Resource

My Requests

Ay Settings

Enter Proxy Maode
Edit Awailability

My Proxy Assignments

+ My Delegate Assignments

iy Team's Wark
Team Tasks
Request Team Resources

Team Requests

Wiy Team's Settings
Team Proxy Assignments
Team Delegate Azsignments

Team #vailability

»

»

»

»

Identity Self-Senvice Requests & Approvals Logout  Help

My Delegate Assignments

Complete and submit the assignment,

* - indicates required.

User™ | Allison Blake A~
F.evin Chester H

~

Delegate ssigned: @ | Allison Blake o
Margo MacKenzie e

Expiration:®

O Endbate: |

| &

(%) Mo Expiration

Request Type Selection

Selact the types of requests for this delegate assignment, Select s Resource Categary ta display the svailsble requests.

#vailable Requests in Selected Category:

Enahble Active Directory Account (Mgr Approve-No Timeouf)
Enable Active Directory Account 2 Parallelitgr, HR Group) Mo Timeout
Rewvoke Active Directory Account (Mgr Approve-No Timeout) =

1>

<

LAdd!

Rermove

Selected Requests™

Enable Active Directory Account (Mgr Approve -5 minute, 2 retry TA)
Enahble Active Directory Account (Mors Approve (3 Ser-No Timeouf)

|>

</

If you add multiple requests, each request is treated as an individual object that can be edited

separately.

9 To remove a request from the list, click Remove.

10 Click Submit to commit your changes.

The user application displays a confirmation message indicating whether the delegate
assignment was successfully submitted:
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= ldentity Manager

Welcome, Margo

Identity Self-Serice Reguests & Approvals Logout  Help
Ay W ork £
by Tasks My Delegate Assignments
Request Rezource Subrnission was successful
Moy st Please note that any previous availability settings for users referenced in processed delegatee assignment will not be updated
autormatically, Please check and refresh any existing availability settings for the corresponding users in order to activate these changes.
My Settings A
Enter Proxy fiods Action: Submit
Edit fwailability User: argo Mackenzie
My Prooy Assignments Delegate Assigned:  Kewin Chester
* My Delegate Assignments
M leanisork & [ Back to My Delegate Assignments ]
Team Tasks
Request Team Resources
Team Requests
Ay Team's Settings £

Team Proxy Assignments
Team Delegate Assignments

Team Availability

10.5.3 Deleting a delegate assignment

To delete an existing delegate assignment:

1 Click the Remove button next to the assignment:

x
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Managing Your Team’s Work

This chapter describes how to use the Requests & Approvals tab to manage your team’s
provisioning work. Topics include:

» Section 11.1, “About My Team’s Work actions,” on page 135

+ Section 11.2, “Managing your team’s tasks,” on page 136

» Section 11.3, “Requesting resources for teams,” on page 144

» Section 11.4, “Managing your team’s requests,” on page 146

11.1 About My Team’s Work actions

The Requests & Approvals tab in the Identity Manager user application includes a group of actions
called My Team’s Work. The My Team’s Work actions give you the ability to work with group and
team member tasks and requests in a workflow. Some actions are the same as those described in
Chapter 9, “Managing Your Work,” on page 103.

Actions are available according to your role, as follows:

Action Organizational Task Group User Application
Manager Manager Administrator

View tasks assigned to a task group No Yes Yes

View tasks assigned to team members Yes No Yes

View tasks assigned to a group (non-task No No Yes

group)

Reassign team member tasks to other team Yes No Yes

members

Reassign tasks to task groups No No Yes

Reassign tasks to groups No No Yes

Release tasks Yes Yes Yes

Request resources for team members Yes No Yes

Request resources for groups (if multiple No No Yes

recipients are allowed)

Request resources for containers (if multiple  No No Yes

recipients are allowed)

View resource requests and status Yes No Yes

Retract resource requests Yes No Yes

NOTE: The Requests & Approvals tab works with existing users and groups. To add new users and
groups, refer to Chapter 7, “Creating Users or Groups,” on page 81.
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11.2 Managing your team'’s tasks

When a task is in a workflow queue, you can perform the following actions, as your role permits:

* View the task.
* Claim an unclaimed task and begin working on it.
» Reassign the task to another user or group.

» Release the task. It can then be reassigned or claimed by another team member.

11.2.1 Viewing tasks

View tasks by task group, team member, or group.

Viewing tasks by task group

Task Managers and User Application Administrators can view tasks by task group.

To see the tasks that have been assigned to a task group:
1 Click Team Tasks in the My Team’s Work group of actions.

2 If a Task Group radio button is present, click it to select Task Group. In the example that
follows, Jack sees Task Group because he is a Task GroupManager, and he sees Team Member
because he is also an Organizational Manager.

Novells Identity Manager

Welcome, Jack 9 y N
Identity Self-Service Requests & Approvals Logout  Help

Ay Wrark R
My Tasks Team Tasks
Request Resource Select a user to view his or her tasks. [or select a group, if applicable)
My Requests

Task Group: 8 |Improve Customer Service lask force 4 |
My Settings A | ol
Enter Proxy Mode )

Team Member: (O | Anthony Palani Al
Edit Availability | Chip Nano

| Jack Mill |
My Proxy Assignments [lack e )
hivy Delegate dssignments Timeout itfin: Weeks
iy Team's Wark E
1 3

+ Team Tasks
Request Team Resources

Team Reguests

»

Ay Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team Availability

Dane

3 Ifyou are a Task Group Manager, click a task group name to select it.

If you are a User Application Administrator, you see a Select Object icon [A] beside the Task
Group selection box. Click the icon. Optionally specify search criteria for finding the name of
the task group and click Search, or select a group from the list in the Object Selector window.
(By default, all task groups are displayed in the Object Selector window.)

4 Optionally, in the Team Tasks window, specify a Timeout within interval to find tasks that
expire (“time out”) within the time you choose. Enter one or more digits and select weeks,
days, or hours. For example, you could enter 10 and choose Days.
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5 Click Continue.

Novelle Identity Manager
Welcome, Jack

Identity Self-Semice Requests & Approvals Logout  Help

vy Work R
e Tl Team Tasks
Request Resource Select a user to view his or her tasks. [or select a group, if applicable)
iy Requests

Task Group: ®
iy Settings 2 2
Enter Proxy Mode

Team thember: [ 5] Anthory Palani
Edit Awailability Chip Nana T

Jack Wil
My Praxy dssignments ool

vy Delegate Assignments Timeout witfrin: | ‘ | Weeks ¥

My Team's Work A

v &
* Team Tasks

Request Team Resources

Team Requests
My Team's Settings R

Team Proxy dssignments
Team Delegate Assignments

Team Awailability

Done

6 The tasks in the task group’s queue are displayed.

Novelle Identity Manager
Welcome, Jack

|dentity Self-Service Requests & Approvals Logout  Help

iy Wark 2
My Tasks My Tasks

Request Resource Click on the task to view its details.

My Requests

Task Resource Recipient Type Claimed Timeout
: A
Aasttines S Single Approval Enable Active Directory Account (Mar Approve-hlo Timeout) Chip Mana ‘ Mever
Enter Proxy iode
1-10f1

Edit Awailability

Ay Praxy dssignments
efresh

Ny Delegate Assignments

Moy Team's Work A
Team Tacks

Request Team Resources

Team Requests

My Team's Settings R

Team Proxy dssignments
Team Delegate Assignments

Team Availability

Done

Viewing tasks by team member

Organizational Managers and User Application Administrators can view tasks by team member.

To see the tasks that have been assigned to a team member:

1 Click Team Tasks in the My Team’s Work group of actions. You will see the Team Tasks
window.
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Novelle Identity Manager

Welcome, Terry

Identity Self-Service Requests & Approvals Logout  Help
Nivy Wi ark R
oy Tasks Team Tasks
Request Resource Select 3 user to wiew his or her tasks. (or select a group, if applicabla)
iy Requests * - indicates required.
My Settings 2
Enter Proxy Mode Team dember:* Abby Spercer ~

Bill Brown

Edit Availability Teny Mellon v
iy Proxy Assignments Timeout within: | ‘ | “Weeks ¥

iy Delegate Assignmeants

Continue
Aivy Team's Work R

+ Team Tasks
Request Team Resources

Team Requests

»

My Team's Settings
Team Proxy Mssignments
Team Delegate Assiznments

Team Availability

Dane

2 If the Team Member radio button is present, click it to select Team Member.
3 Ifyou are an Organizational Manager, click a Team Member name to select it.
If you are a User Application Administrator, you see an Object Selector icon [A] beside the

Team Member selection box. Click the icon to open the Object Selector window. Specify
search criteria for the team member, click Search, and choose the team member.

4 Optionally, in the Team Tasks window, specify a Timeout within interval to find tasks that
expire within the time you choose. Enter one or more digits and select weeks, days, or hours.
For example, you could enter 10 and choose Days.

5 Click Continue.

The tasks in the team member’s queue are displayed.

Novelle Identity Manager

Welcome, Terry

|dentity Self-Service Requests & Approvals Logout  Help
Ny ik &
My Tasks Team Tasks
Request Resource Click on the task to view its details.
iy Requests
Task Resource Recipient Type Assigned Te Claimed By Timeout

: Y

dlycettines Z Single Approwal Enable Active Directory Account (Mar Approve-Mo Timsout)  Abby Spencer ‘ Bill Brown Mever

Enter Proxy Mode
1-1af1
Edit Availability

o Prever estenments

iy Delegate Assignments

Ny Team's Work

* Team Tasks

»

Request Team Resources

Team Requests

»

vy Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team fvailability

Done

Viewing tasks by group

The User Application Administrator can view tasks by group.
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To see the tasks that have been assigned to a group:

1 Click Team Tasks in the My Team’s Work group of actions.
2 Click the Group radio button.

Novelle Identity Manager
Welcome, Admin

iy Work
Ay Tasks
Request Resaurce

My Requests

oy Settings

Enter Proxy Mode
Edit Awailability

My Proxy Assignments

Ay Delegate Assignments

iy Team's Work
+ Team Tasks
Request Team Resources

Team Requests

iy Team's Settings
Team Proxy Assignments
Team Delegate Assignments

Team fwailability

|dentity Self-Service Requests & Approvals Administration
Team Tasks

Select a user to view his or her tasks. [or select a group, if applicable)

Task Group: o | | =]
i Team thember: () | | &l |
Group: [0 | | @

Timeaut within: l Weeks v

bl

»

Logout  Help

Dane

3 Click the Object Selector icon Al You can optionally specify search criteria for finding the
name of the task group and click Search, or select a group from the list in the Object Selector
window. (By default, all task groups and organizational groups are displayed in the Object
Selector window.)

4 Click a group name to select it.

€ http://cts10. galab.wal.novell.com:8080. - Para... \ZHEWZ|

Object Lookup

Search object list: [example: a*, Lar™, 1D, ™r)

Ta8_0

Description ”

| :‘s search

Dezcription
Accounting
Executive Management

group test

Human Resources

Impri sto
Information Technaology
Marketing

Sales

test

test task group

Select an object from the list:

1-100f 10

Done

5 Optionally, specify a Timeout within interval to find only those tasks that expire (“time out”)
within the interval you set. Enter one or more digits and select weeks, days, or hours. For
example, you could enter 10 and choose Days.

6 Click Continue.
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Identity Manager

Welcome, Admin Identity Self-Service Requests & dpprovals Administration Logout  Help N
A i ke F3

My Tasks Team Tasks
Request Resource Select a user to view his or her tasks. [or select a group, if applicable)

Iy Requests

Task Group: O
Ay, Settines & Team wember: ()
Enter Proxy Mode
Edit availability firoups ®
My Prozy Assignments Timeout witfin:
My Delegate Assignments
Ay Team's Wark F3
+ Team Tasks
Request Team Resources
Team Requests
iy Team's Settings 2a

Team Proxy Assignments
Team Delegate Assignments

Team dvailability

Dane

The list of tasks in the task group’s queue is displayed.

Identity Manager

Welc Admi
elcome, Admin Identity Self-Serdce Requests & Approvals Administration Logout  Help

Iy Wark
e Tl Team Tasks

Request Resource Click on the task to view its details,

»

iy Requests
L. : Claimed :

Task Fesource Recipient Type Assigned To By Timeout

Enter Proxy Mode Single Enable Active Directory dccount (fgr Anthony ﬁ Improve Customer Serdce Mever

Edit dvailability Approval Approve-Mo Timeout) Palani

»

My Settings

task force

My Prosy Assignments 1-1af1

My Delegate Assignments

Moy Team's Work

+ Team Tasks

»

Request Team Resources

Team Requests

»

My Team's Settings
Team Proxy Assignments
Team Delegate #ssignments

Team dvailability

Done

11.2.2 Selecting a task

To select a task in the queue list:

1 Click on the name of the task in the queue.
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Identity Manager

fialcume fliarze Identity Self-Senice Requests & Approvals Logout  Help
My W ark P23
My Tasks Team Tasks
Request Resource Click on the task to view its details.
Ay Requests
Task Resource Recipient  Type Assigned To Claimed By Tirmeout
: 2
drecatiies Zh First approval Enable Active Directory Account (Mars Approve (3 Kewin ‘ Margo Mever
Enter Proxy fode Ser-Wo Timeout) Chester Mhackenzie
Edit vailability Single Enable Active Directory dccount (har Approve-hao Allizan Blake ‘ inargo Marga Mever
fivy Praxy Assignments Approval Timeout) imackenzie Mackenzie
fivy Delegate Assignments First approwval Enable Active Directory dccount (igrs Approve (3 Kevin 2 Mhargo lhargo Mever
Ser-Mo Timeout] Chester ackenze Mackenzie
iy Team's Work F-3
. Team Tasks Single Er:\able Active Directory dccount (fhgr Approve-hao Allizan Blake ‘ inargo ) Mever
hpproval Timeout) iackenze
Request Team Resources
1-daofd

Team Requests

iy Teans Settings Py

Team Proxy dssignments
Team Delegate dssignments

Team #vailability

javascript:showT askDetail{"?a5495030c794dc4 9505 d8d2a2827Fh1")

The Team Tasks Task Detail form is displayed.

vella Identity Manager N &
Welcome, M
clcame, Mo Identity Self-Senice Requests & Approvals koeoutsagbialn

A W ark A

hy Tasks Team Tasks
Request Resource Task Detail

iy Proaesis - indicates required

fivy Settings F Resource: Enable Active Directory Account (Mars Approve (3 Ser-Mo Timeout] Recipient:  Kewin Chester

Enter Proxy Made Requested By:  Keuin Chester Taski First approwval

i (il In Queus since: 3727105 2:34 Pl Timeaut an:

My Proxy Assignments 2

assigned To: . Claimed By

My Delegate dssiznments fiareo Mackenae

T = (Reassign ]
+ Team Tasks Form Detail

Request Team Resources First approval

Team Requests Please select the appropriate button to approve or reject the request.

Requested by: Kewin Chester Recipient: Kewin Chester
- : Py

A Team's Settings A Request Date: | ‘

Team Proxy Assignments Ea | |

Team Delegate #ssignments

Team fAvailability Comment:

Wiew Comment History
v

Done

2 To claim a task, follow the instructions at Section 9.2.3, “Claiming a task,” on page 105.
3 To return to the task list, click Back.

11.2.3 Reassigning a task (for the User Application
Administrator)

This section details how the User Application Administrator reassigns tasks. Organizational
Managers can follow the instructions at Section 9.2.4, “Reassigning a task,” on page 107.

To reassign a task:

1 Click Reassign in the Team Tasks task detail window.
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Welcome, Admin

Ny Wark R
My Tasks
Request Resource

M Requests

iy Delegate Assignments

Team Proxy Assignments
Team Delegate Assignments

Team Availability

|dentity Self-Service Reguests & Approvals Administration Logout  Help

Team Tasks

Task Detail
™ - indicates required

My Settings P Resource: Enable Active Directory Account (Mer Approve-No Timeout) Recipient:  Abby Spencer
Enter Proxy tode Requested By:  dbby Spencer Task: Single Approval
i follfliiz In Queue since: 10/28/05 2:58 P Timeout on:

My Prosy hssignments
Assigned Ta: i Chip Nano Claimed By:

My Team's Work #
+ Team Tasks Form Detail
Request Team Resources Single Approval
Team Requests Please select the appropriate button to approve or reject the request.
Requested by: Abby Spencer Recipient: Abby Spencer
My Team's Settings A

Request Date: | |
Reasan: | |

Comment:

Wiew Comment History

Dane

2 Choose to reassign to a user (team member) or a group.

Welcome, Admin

Team Proxy Assignments
Team Delegate dssignments

Team Awailability

Identity Self-Service Requests & Approvals Administration Logout  Help
Mo Wiark A
i Tk Team Tasks
Request Resource Select the user to whom the task will be reassigned and optionally add comments.
- — - indicates required
filvy Settings Y Resaurce: Enable Active Directory Account (Mgr Approve-Mo Timeout) Recipient:  Abby Spencer
Enter Proxy Mode Requested By:  Abby Spencer Task: Single Approval
13z etz In Queue since:  10/28/05 2:58 P Timeout on:
Ny Proxy Assignments sssioned T 2
ssigned To: .
ihy Delegate ssignments Chip Hang
. useri O
iy Team's Work 3 Mew Assigned T
 Team Tasks Groups £33
Request Team Resources
Team Requests Comments:
iy Team's Settings &

Dane

3 Click the Object Selector icon A beside your chosen entry box.

4 Sclect the user or group to which to reassign the task. When you choose Groups, all groups are
listed, by default.
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Team Tasks

Select the user to whorn the task will be reassigned and optionally add comments,

* - indicates required

Rezource; Enable Active Directory Account (Wer Approwe-klo Timeout] Recipient:  &bby Spencer
Requested By:  Abbv Spencer Tazk.: Single Approwal
In Quewe since: 10728705 2:53 P Timeout on:
issigned To: (4 Chip Nano
Uzer Fed
Mew dzsigned To* o | | @
Comments: Object Lookup R
Search object st {example: a*, Lar®, 1D, ™)
[ Submit ] [ Cancal ] - -
Description % ||| | 4 Search

Description

Aocounting

Executive Management
group test

Human Resources

Information Technology
IT Task Group

5 Optionally type a comment to explain the reason for the reassignment in the Comments field.

= ldentity Manager
Welcome, Admin

Identity Self-Service Requests & Approvals
iy Wark

M Tasks

»

Team Tasks

Reguest Resource

iy Fieepuesies - indicates required

Resaurce:

»

Ny Settings Enzble Active Directory dccount (Mgr Approve-No Timeout)

Enter Proxcy iode Requested By:  Abby Spencer

Edit #vailability

In Queue since: 10728705 2:58 P

My Praxy #ssignments

Select an object from the list:

Improve Customer Service task force

Administration

Select the user to whom the task will be reassigned and optionally add comments.

Logout  Help

Recipient:  Abby Spencer

Task: Single Approval

Timeout on:

Assigned Ta: o
iy Delegate Assignments Chip Mano
' Y User: Ol
Moy Team's Wark A Mew Assigned Tor
+ Team Tasks Group: (&) |1
Request Team Resources Thizs work is for IT Task Group I
Camments:

Team Requests

»

My Team's Settings
Team Procy Assignments
Team Delegate Assignments

Team Availability

Dane

6 Click Submit.
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The user application displays a message indicating whether the action was successful.
11.2.4 Releasing a task
Release a task so that it can be assigned to or claimed by another team member.

To release a task:
1 Click Release in the Team Tasks Task Detail window.

Novelle Identity Manager N e
Welcome, T

SEEmE e |dentity Self-Semice Requests & Approvals [
Ay Wark A
hy Tashs Team Tasks
Request Resource Task Detail

My Requests - indicates required

iy Settings Y Resaurce! Enable dctive Directory dccount 2 Paralleligr, HR Group) Nao Timeout Recipient:  Bill Brown
Enter Proxy Mode Requested Byt Bill Brown Task: First appraval
133 Cralelliy In Queue since: 10/28/05 3:03 P Timeaut o
My Proxy Assignments ) ) )
. hssigned T o won Goencer claimed Byt L) gyl Brown,
fiy Team's Work =3
+ Team Tasks Form Detail
Request Team Resources First approval
Team Requests Please select the appropriate button to approve or reject the request.

Requested by: Bill Brown Recipient: Bill Brown

»

My Team's Settings Request Date:

Team Proxy Assignments [

Team Delsgate dssignments

Team Availability Comment;

View Comment History

Done

11.3 Requesting resources for teams

The Request Team Resources action enables you to request resources for groups or team members:

» The User Application Administrator can request resources for team members and — if multiple
selections are allowed for a resource — groups and containers.

» The Organizational Manager can request resources for team members.

To request a resource:
1 Click Request Team Resources in the My Team’s Work group of actions.

The Request Team Resources page is displayed.
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Novells Identity Manager

Welcome, Admin

ldentity Self-Service Requests & Approvals Administration Logout  Help
Ay Wiark #
Iy Tasks Request Team Resources
Request Resource Step 1 of 4: Select the category of the resource you are requesting,
Moy Requests
Resource Catsgary: All 9
iy Settinas Py

Enter Proxy Mode

Edit fvailability
My Proxy Assignments

My Delegate Assignments

fily Team's Work #
Team Tasks

+ Request Team Resources
Team Requests

My Team's Settings A

Team Proxy #ssignments
Team Delegate Assignments

Team Availability

Done

2 Select the category of resource.
3 Click Continue.

The Request Team Resources page displays a list of resources that you can request.

Novells Identity Manager N pa
Welcome, Admi " - S
Scome; Acmn ldentity Self-Service Requests & Approvals #dministration Logout  Help
Al Wiark E
ly Tasks Request Team Resources
Request Resource Step 2 of 4: Select the resource from the list,
My Requests
Resource
Ay Settings A Resource Categony Description
Enter Proxy ilode Enable Active Directory Account (itgr Approve - § Accounts Enable Active Directory Account (Manager Approve - § minute, 2
Edit Availability minute, 2 retry T4 retry Timeout Approves)
Moy Proxy Assignments Enable Active Directory Account (ihgr Approve-No Accounts Enable Active Directory Account (Manager Approve, Mo Timeout)
My Delegate Assignments Timeout)
Enable Active Directory Account (ihgrs Approve (2 Accounts Enable Active Directory Account (Managers Approve 3 times serally,
floy Team's Wark & Ser-No Timeout) No Timaout]
Team Tasks
Enable Active Directory Account 2 Paralleliligr, HR Accounts Enable Active Directory Account 2 Parallelithanager, HR Group) Mo
* Request Team Resources Graup] Mo Timeout Timeout
feenibotel Revoke Active Directory Account (ier Approverllo  Accounts Revake Active Directory Account (anager Approve, No Timeout]
Timeout,
iy Tamis Settings A ineau)
Team Proxy Assignments 1-5ofs
Team Delegate Assignments
Team Availability
v
Done

4 Click a resource name to select it. The Request Team Resources page appears. Choose a team
member to receive the resource. If you are the User Application Administrator, click the Object
Selection icon to search for and select a team member name.

5 Click Continue.

6 The Request Team Resources page displays the request form. Fill in the fields on the request
form. In the following example, the only required field is Reason for request.

NOTE: The fields on the form will vary depending on which resource you requested.
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Novells Identity Manager

Welcome, Admin
- ldentity Self-Service Requests & Approvals Administration Logout  Help

Ay Wiark #

y Tasks Request Team Resources
Request Resource Step 4 of 4: Confirm and complete resource request.

iy oS - indicates required

iy Settings ~ Resource: Enable dctive Dirsctory Account (Mar Approve-No Timeout)
Enter Praxy Mode Recipient (s): Mhargo Mackenzie

it (il Resource Category:  Accounts

Ay Proxy Assignments

Description: Enzble dctive Directory Account (Manager Approve, Mo Timeout)
My Delegate Assignments .
Form Detail
Ay Team's Work A Enable A D A Mar A o T
nable Active Directory Account T rove-No Timeout
Team Tasks i Y ( 2r App J
Press "Submit’ to request the entitlement.

* Requast Team Resources Recipient: Margo Mackenzie

Team Requests Resson for request: = | ]

submit || Cancel

e A

Team Proxy Assignments

Team Delegate Assignments

Team Availability

Done

7 Click Submit.
A workflow starts for the user.

The Request Team Resources page displays a status message indicating whether the request
was submitted successfully.

Novelle Identity Manager

Welc: , Admi
A=, L1t |dentity Self-Sendce Requests & Approvals Administration Logout  Help
Nivy Wark R
iy Tasks Request Team Resources
Request Resource Submission was successful
My Requests
Action: Submit Resource Request
i Py
Ly etlines A fesource:  Enable Active Directory kccount (figr Approve-No Timeout)
Enter Proxy Mode
Recipient(s): Aargo Mackende
Edit Availability
Hivy Proxy Assignments
iy Delegate Assignments Back to Request Team Resources
Nivy Team's Wark R
Team Tasks
+ Request Team Resources
Team Requests
My Team's Settings E

Team Proxy Assignments
Team Delegate Assignments

Team dvailability

Done

If your request requires permission from one or more individuals in an organization, the request
starts a workflow to obtain those approvals. See Chapter 8, “Introducing the Requests &
Approvals Tab,” on page 95 for details about workflows.

11.4 Managing your team'’s requests

The Organizational Manager and User Application Administrator can view status and history of
resource requests and retract resource requests.

To view a list of requests for a team member:
1 Click Team Requests in the My Team’s Work group of actions.
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The Team Requests page prompts you to select a Team Member, a Resource Category
(optionally), and a Request Date filter.

If you are an Organizational Manager, select a team member from the list box.

Novells Identity Manager
Welcome, iargo

Identity Self-Service Requests & &pprovals Logout  Help
Ay Wiork A
iy Tasks Team Requests
Request Resource Select a user to view his or her requests for resources,

My Requests
*- indicates required.

»

My Settings

Entter Proxy Mode Taam embar
Edit Availability e Chester
My Proxy Assignments Margo Mackenzie v

iy Delegate Assignments Resource Category: Al -

»

fiiy Team's Work
Team Tasks

Request Team Resources

+ Team Requests

Request Dste: [before | | |E=

Ay Team's Settings A
Team Proxy Assignments
Team Delegate Assignments

Team Awailability

Or, if you are the User Application Administrator, click the selection icon and search for and
select a team member.

Novells Identity Manager

Welcome, &dmin

Identity Self-Serice Requests & Approvals Administration Logout  Help
ity Work A
iy Tasks Team Requests
Request Resource select a user to wiew his or her requests for resources,

fivy Requests
* - indicatss required.

Jiby Settings ES

Enter Proxy fitode Team Member:™ | ‘@
Edit Awailability

By Proy Assianments Resource Category: All v

ity Delegate Assignments Request Date: [bsfors | | =

iy Team's Work A
Team Tasks
Request Team Resources

» Team Requests

»

Jity Team's Settings
Team Proxy #ssignments
Team Delegate #ssignments

Team fvailability

2 After you select a team member, you can optionally select a Resource Category and a Request

Date filter. Click continue.

The Team Requests page lists:

* Each requested resource
* Who is to receive it

* Who requested it

+ Status of the request
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Novelle Identity Manager

el 5 Admi N
£ come, e cmn Identity Self-Service Requests & Approvals Administration Logout  Help

M i k.
iy Tasks Team Requests

»

Request Resource Click on the workflow name to view its details,

My Requests
Resource Recipient Requested By  Status

%

Mettines Enable Active Directory dccount (Mgr dpprove-Mo Timeout) Abby Spencer Abby Spencer ﬁ Running: Processing
Enter Proxy Mods

1-1af1
Edit Availability

My ey RSt [ Refresh ] [ Revise Search I

Nivy Delegate Assignments

My Team's Wark
Team Tasks

»

Request Team Resources

+ Team Requests

%

My Team's Settings
Team Proxy fssignments
Team Delegate Assignments

Team fwailability

3 To view the details of a resource request, click the request name in the list.

The Request Detail page displays details such as

* Name of resource

* Recipient of resource

* Status of activities supporting the request
* Who requested the resource

* When the request was made

¢ Comments

Novelle Identity Manager

el Admi N
Sl sl |dentity Self-Service Reguests & Approvals Administration Logout Help
My ok =~
My Tasks Team Requests
Reguest Resource Request Detail
My Requests
Resoutce! Enable &ctive Directory Account (Mar Approve-Mo Timeout)
; Y
dlvasitines Ea Recipient: Abby Spencer
ISt Py el Status of Activities: Processing
Edit Availability Single dpproval
My Proxy #ssignments
Requested By: Abby Spencer
My Delegate Assignments
Request Date: 11/07 /2009 03:02:48 Pan
My Team's Work A c "
omments: i
Team Tasks [ “iew Comrment and Flow History ]

Request Team Resources

+ Team Requests

My Team's Settings

»

Team Proxy Assignments
Team Delegate Assignments

Team Availability

4 Click View Comment and Flow History in the Request Detail page to see the history of the
workflow and comments made at each stage of processing.
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%9 http:/icts10.galab.wal.novell.com: 8080 - Comments - Mozilla Firefox

Process Comments

Date Activity User Comments
1017405 5:11 First Margo Kewvin Chester is a new employee and needs an Active Directory
Py approwval Mackenzie account,

1-10f1

Daone

5 To retract the request, click Retract in the Request Detail page. Retract is enabled for running
processes. In processes that are no longer running, Retract is disabled.
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Configuring Your Team'’s
Provisioning Settings

This chapter tells you how to use the My Team’s Settings actions on the Requests & Approvals
tab of the Identity Manager user interface. Topics include:

* Section 12.1, “About the My Team’s Settings actions,” on page 151

» Section 12.2, “Viewing and editing your team’s proxy assignments,” on page 151

» Section 12.3, “Viewing and editing your team’s delegate assignments,” on page 154

» Section 12.4, “Specifying your team’s availability,” on page 157

12.1 About the My Team’s Settings actions

The Requests & Approvals tab in the Identity Manager user application includes a group of actions
called My Team’s Settings. The My Team’s Settings actions lets you:

* Create, view, and modify the current proxy assignments for your team.

* Create, view, and modify the current delegate assignments for your team.

* Define and view team member’s availability for delegate assignments.

12.2 Viewing and editing your team’s proxy
assignments

The Team Proxy Assignments action lets you manage the proxy assignment for any of your team
members (including yourself). The rules for defining proxies are:

* You, as the Organizational Manager, are allowed to define proxies for yourself and for the
members of the group that report directly to you.
» The people that you specify as proxies must also be within your team.

» If you need to assign a proxy who is not a member of your team, you must request the User
Application Administrator to define it. The User Application Administrator has the ability to
create proxy assignments for any user, group, or container in the organization.

NOTE: Task Group Managers and users without administrative privileges are not permitted to
define proxies.

To assign a proxy for a team member:

1 Click Team Proxy Assignments in the My Team’s Settings group of actions.
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My Team's Settings
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2 Choose a Team Member from the list, and click Continue.

Novells Identity Manager

il L Jack N
el |dentity Self-Service Regquests & Approvals Logout  Help
Mg Wk, Foy
My Tasks Team Proxy Assignments
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My Team's Work P23
Team Tasks

Reguest Team Resources

Team Requests

iy Team's Settings P23
+ Team Proxy Assignments
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Team Availability

¢ i |5

The proxy assignments for the selected team member, if any, are displayed.
3 Click New.

4 Complete the panel as follows:

Field What to do

User Select the team member for whom you want to assign a proxy. You
can select multiple users.

Proxy Assigned Select the team member that will act as proxy.
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Field What to do

Expiration * End Date—Click the Calendar and choose a date and time when
the proxy assignment expires.

* No Expiration—Choose No Expiration if you want the proxy
assignment to remain in effect until it is removed or modified.

5 Click Submit to save your selections.
If the assignment is successful, you’ll see a message like this:

Submission was successful
Changes will be reflected upon the assigned's next login.

6 Click Back to Team Proxy Assignments to create a new or edit an existing proxy assignment.

To change existing proxy assignments:
1 Click Team Proxy Assignments in the My Team’s Settings group of actions.
2 Choose the team member whose assignments you want to modify.
You’ll see both:

* The proxy assignments for the team member.
* The users assigned as proxy for the team member.

3 To change a proxy assignment, click the edit button next to the assignment you want to modify.
:;}’

4 Complete the panel as follows:

Field What to do

User Select the team member for whom you want to assign a proxy. You
can select multiple users.

Proxy Assigned Select the team member to act as proxy.

Expiration * End Date—Click the Calendar and choose a date and time when
the proxy assignment expires.

* No Expiration—Choose No Expiration if you want the proxy
assignment to be permanent.

5 Click Submit to save your selections.
If the change was successful, you’ll see a message like this:

Submission was successful
Changes will be reflected upon the assigned's next login.

To delete proxy assignments:
1 Click Team Proxy Assignments in the My Team’s Settings group of actions.

2 To remove a proxy setting, click the Delete button.
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x

You are prompted to confirm the delete. When the deletion is complete, you’ll see a
confirmation like this:

Submission was successful.Changes will be reflected upon the
assigned's next login.

NOTE: As an alternative, you can also delete a proxy assignment during the edit proxy
assignment process.

12.3 Viewing and editing your team’s delegate
assignments

The Team Delegate Assignments action allows you to manage the delegate assignments for you
and your team members. The rules for defining delegates are as follows:

* You are allowed to define delegates for yourself and for the members of the group that report
directly to you.
» The people that you specify as delegates must also be within your team.

 If you need to assign a delegate who is not a member of your team, you must request the User
Application Administrator to define the delegate relationship.

The User Application Administrator has the ability to define delegate assignments for any user,
group, or contain in the organization.

NOTE: Task Managers and users without administrative privileges are not permitted to define
delegate assignments.

To define a delegate assignment:
1 Click Team Delegate Assignments in the Team Settings group of actions.
2 Choose a team member from the list, and click Continue.
Any existing assignments for the team member are displayed.
3 Click New.

4 Complete the panel as follows:

Field What to do
User Select one (or more) user(s) from the list whose work you want
to delegate.
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Field What to do

Delegate Assign the user who can perform the delegated work by
selecting one of the following:

Delegate assigned—Select a user from the list.

Delegate relationship—Type the LDAP name of a user object
attribute that resolves to a Distinguished name, for example,
manager.

This is an advanced feature and should only be used by those
familiar with the identity vault schema.

Expiration Select one of the following:

* End Date—Choose the date and time when the delegate
assignment expires.

* No Expiration—Choose this option if you want the
delegation to remain in effect until you manually end it.
This, in effect, makes the delegation permanent.

Resource Category Choose a category from the list.

This populates the list of Available Requests in Selected

Category.
Available Requests in Selected Choose one or more resource requests from this list and
Category choose Add.
Selected Requests This list shows the resource request types that have been

delegated. To remove a request type, select it from the list and
click Remove.

Click Submit to save your assignments.
If the save is successful, you’ll see a message like this:

Submission was successful

Please note that any previous availability settings for users
referenced in processed delegatee assignment will not be updated
automatically. Please check and refresh any existing availability
settings for the corresponding users in order to activate these
changes.

To modify delegate assignments:

1
2

Click Team Delegate Assignments in the Team Settings group of actions.
Choose the name of the team member whose assignments you want to modify.

You will see a list of assignments for this team member that includes both their delegated
assignments and the assignments where they are the delegate.

To edit a delegate assignment, click the edit button in the same row as the assignment you want
to modify.

&

Complete the panel as follows:
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Field What to do

User Select one (or more) user(s) from the list whose work you want
to delegate.
Delegate Assign the user who can perform the delegated work by

selecting one of the following:
Delegate assigned—Select a user from the list.

Delegate relationship—Type the LDAP name of a user object
attribute that resolves to a Distinguished name, for example,
manager.

This is an advanced feature and should only be used by those
familiar with the identity vault schema.

Expiration Select one of the following:

* End Date—Choose the date and time when the delegate
assignment expires.

* No Expiration—Choose this option if you want the
delegation to remain in effect until you manually end it.
This, in effect, makes the delegation permanent.

Resource Category Choose a category from the list.

This populates the list of Available Requests in Selected

Category.
Available Requests in Selected Choose one or more resource requests from this list and
Category choose Add.
Selected Requests This list shows the resource request types that have been

delegated. To remove a request type, select it from the list and
click Remove.

5 Click Submit to save your selections.

To delete a delegate assignment:
1 Click Team Delegate Assignments in the Team Settings group of actions.

You will see a list of assignments for this team member that includes both their delegated
assignments and the assignments where they are the delegate.

2 Toremove a delegate assignment, click the delete button in the row of the assignment you want
to delete.

x

You are prompted to confirm the deletion. When the deletion is complete, you’ll see a
confirmation message.
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12.4 Specifying your team’s availability

The Team Availability action allows you to specify the resource requests you or your team
members are not available to work on. During the time period when you or your team members are
not available, any resource requests of that type are forwarded to the delegate’s queue.

You can specify availability for each resource request individually or globally. You can only specify
the availability for users who have delegates already assigned.

To specify availability:

1 Click Team Availability in the My Team’s Settings group of actions.

2 Select the name of the team member whose availability you want to specify. Click Continue.

3 Specify the status by selecting one of the options in the Change Status dropdown:

Status

Description

Available for ALL Requests

NOT Available for ANY Requests

NOT Available for Specified
Requests

This is the default status. It indicates that the team member is
globally available. When this status is in effect, requests
assigned to the team member will not be delegated, even if
there are delegates assigned.

NOTE: If you change the status and then change it back to
Available for ALL Requests, any Selectively Available settings
previously defined are removed.

Specifies that the team member is not available for any
resource requests currently in the system. (This is also known
as globally unavailable.)

Choosing this status indicates that the team member is
unavailable for each existing delegate assignment and
changes the current status to Not Available for Specified
Requests.

Assignments are effective immediately and last until the
delegate assignment expires.

NOTE: This setting does not affect availability for new
assignments created after this point.

When you select this option, you are prompted to specify the
team member’s availability. (This is the same as clicking the
New button.) You'll be prompted to specify:

» The types of requests the team member is not available
for.

* The time period when the team member is unavailable.

During the time period when the team member is unavailable

for a particular request, the user delegated to act on that
request can work on it.

4 Specify the time period when the team member is unavailable:
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4a Specify when the time period begins by typing the start date and time in the Unavailable
From box, or by clicking the calendar and selecting the date and time.

=< October 2005 == &
S M TW T F S
25 26 27 28 29 30 1
2345867 8
910 11 12 13 14 15
16 17 18 19 20 29 22
23 24 2R 26 27 25 29
o3 o1 2 3 4 8

=2 = 0447 PM = =r

Jox ] [cancel |

Done

4b Specify when the time period ends by clicking one of the following radio buttons:

Radio button Description
Duration Lets you specify the time period in weeks, days, or hours.
End date Lets you specify the end date and time. You can type the date

and time, or click the calendar and select the date and time from
the calendar.

No Expiration Indicates that this unavailability setting will not expire.

5 Select one or more requests in the Types of Requests list box, and click Add.

NOTE: On this screen, you select the types of requests that the team member will not accept
during the unavailable period. This has the effect of delegating these requests to other users.

Each request you add is included in the Declined for the Specified Period list box.

If you add multiple requests for this time period, each request is treated as an individual object
that can be edited separately.

6 To remove a request from the list, click Remove.

7 Click Submit to save your changes.
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