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About This Guide

The SecureLogin Installation Guide is for network administrators. It provides information on the
following:

¢ Chapter 1, “Overview,” on page 9

¢ Chapter 2, “Installing in Novell eDirectory Environments,” on page 17
¢ Chapter 3, “Installing in LDAP Environments,” on page 25

¢ Chapter 4, “Installing in Active Directory Environments,” on page 41

¢ Chapter 5, “Installing in Windows NT/2000 Domains,” on page 53

¢ Chapter 6, “SecureLogin on a Standalone Workstation,” on page 57

¢ Chapter 7, “Upgrading from Earlier Versions,” on page 59

¢ Chapter 8, “Installing and Configuring Secure Workstation,” on page 63
¢ Chapter 9, “Troubleshooting,” on page 81

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.

User Comments

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of this document, see Novell SecureLogin 3.51.2 on the Novell
documentation Web site (http://www.novell.com/documentation).

Additional Documentation

This Guide is part of a documentation set for SecureLogin 3.51.2. Other documents include the
following:

About This Guide 7


http://www.novell.com/documentation
http://www.novell.com/documentation

+ The Help systems in SecureLogin on the desktop as well as SecureLogin snap-ins to
ConsoleOne® or Microsoft* Management Console.

¢ The Nsure SecureLogin 3.51.2 Administration Guide (tools and tasks to manage SecureLogin
and configure terminal emulators)

¢ The Nsure SecureLogin 3.51.2 Scripting Guide (concepts concerning scripting, scripting
commands, and example scripts for applications)

¢ The Nsure SecureLogin 3.51.2 Terminal Services Guide (configuring Citrix servers)

¢ The Nsure SecureLogin 3.51.2 Configuration Guide for Terminal Emulation (how to
configure Terminal Launcher for selected terminal emulators)

¢ The Nsure SecureLogin 3.51.2 User Guide (using SecureLogin to enable applications for
single sign-on)

If you are running Novell® SecretStore® in your environment, make sure that you upgrade
SecretStore on your server before installing SecureLogin. For documentation on SecretStore, see
the SecretStore 3.3.3 Administration Guide (http://www.novell.com/documentation/secretstore33/
index.html).
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Overview

This section provides information on the following:
+ “Supported Platforms” on page 9
¢ “Deploying SecureLogin” on page 10
+ “Installing SecureLogin on Servers” on page 15

* “Some Tips Concerning Workstations” on page 15

Supported Platforms

Novell® SecureLogin 3.51.2 supports the following platforms. The latest support packs are
recommended for all platforms.

Servers
+ NetWare® 5.1 or later with Novell eDirectory™ 8.6.2 or later
+ Novell eDirectory on NetWare, Windows* NT*, Windows 2000, or Linux*

If you run Novell® SecretStore® on Linux, refer to the following table:

eDirectory Version Running on Linux Version of SecretStore to Use

eDirectory 8.6.2 SecretStore 3.0.5

eDirectory 8.7.0 Not supported. Upgrade to eDirectory 8.7.1.
eDirectory 8.7.1 or later SecretStore 3.3.3 or later

In the non-SecretStore mode, SecureLogin runs against eDirectory on any platform.
SecureLogin 3.51.2 for eDirectory supports only ConsoleOne® 1.3.2 or later.

+ Microsoft* Windows 2000 Server, Terminal Server, or Advanced Server with Active
Directory*

* Microsoft Windows NT4 Domains
+ Microsoft Windows NT4 Terminal Server
+ Microsoft Windows 2003 Server or Terminal Server with Active Directory

¢ Servers running LDAP-compliant directories

Overview



Browsers

Workstations

+ Internet Explorer 5.5 or later
¢ Netscape* 4.7.x

SecureLogin 3.51.2 provides legacy support, but with less functionality than provided for
Internet Explorer.

Depending on workstation configurations, the browsers might behave differently.

* Windows 98 SE

If SecureLogin is to access eDirectory over NetWare Core Protocols™, Windows 98
workstations should have Novell Client™ 3.33 or later. If you use LDAP, the Novell client
isn’t required.

* Windows NT 4.0 with SP6
* Windows 2000 Professional

Windows 2000 workstations using NetWare Core Protocols must have Novell Client 4.83 or
later.

+ Windows XP
SecureLogin supports the default Windows shell, explorer.exe.

The SecureLogin snap-in to ConsoleOne requires ConsoleOne 1.3.2 or later.

Deploying SecurelLogin

Installing Java

WARNING: The SecureLogin installation program overwrites the tlaunch.ini file. If you have enabled any
terminal emulator applications for single sign-on, copy tlaunch.ini from the active directory (for example,
Program Files\novell\securelogin) to a safe directory before upgrading or reinstalling SecureLogin. After
upgrading or installing, copy the saved tlaunch.ini file back to the original file.

This section provides information on the following:
+ “Installing Java” on page 10
If you want to enable Java applications for single sign-on, refer to this section. Otherwise, skip
it.
¢ “Using a Silent Install” on page 12

+ “Automating the Installation” on page 13

SecureLogin 3.51.2 supports Java applications. However, during installation the Java Applications
component is displayed and available only if Java is installed on your workstation. If the Java
Runtime Environment is not installed on your workstation, download and install it. To find out
whether the Java Runtime Environment is installed on a workstation, use Add/Remove Programs
in the Control Panel.

1 Go to the Java download Web page (http://www.java.com/en/index.jsp).

2 Click Free Download, then click Yes to install and run the Java plug-in.
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3 Click Yes to install and run jinstallerx.exe.

4 Accept the license agreement, select a setup type, then click Next.

5 Click Finish, then restart your workstation.

Selecting Modify, Repair, or Remove

If you previously installed SecureLogin, InstallShield detects the installation and displays the

following dialog box:
Securelogin - InstallShield Wizard [ x|
Welcome

e

YWelcome to the Securelogin Setup Maintenance program. This program lets pou modify the

curent inztallation. Select an option and click Mesxt.
f+ Modify

tadify, repair, or remove the progran,

Select new program components to add or select curently installed
components to remove,

" Repair

ﬁ Reinztall all pragram components installed by the prewvious setup.

" Remove

@ Remove all ingtalled components,

|rztallS hield

¢ Back | et » I Cancel

You can use the Modify operation to change components listed in the Select Components dialog
box.
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Securelogin - InstallShield Wizard E3
Select Components ‘W

Select the components setup will install. I T

Select the components pou want to install, and deselect the components yow do not want to
irztall.

— Diescription

Includes all the SecureLogin
P Fil filez. Each sybcampanent
I "rogiam Fles performs a zingle sign-oh task.

-] Intermet Browiser
-] Windowiz Applications
-] ava Applications
o] W indow Finder
-] Terminal Launcher
=] Secure Work station
- Program Files LI
10.91 ME of space required on the C drive
389919 MB of gpace awvailable on the C diive
|rztallS hield

¢ Back | et » I Cancel

However, you can’t change options that aren’t listed. For example, you can't use Modify to change
the platform.

Scenario: Changing a SecureLogin Platform. You previously installed the Standalone option to
evaluate SecureLogin. After a successful evaluation, you install SecureLogin throughout the
company, which is using eDirectory. Because you can’t migrate from Standalone to eDirectory,
you select Remove, uninstall SecureLogin, restart the workstation (if prompted), then reinstall.

To reinstall components, you select Repair. The installation program detects previously installed
components and reinstalls them.

Using a Silent Install

A silent install provides InstallShield* with instructions for installing SecureLogin. To use a silent
install, create and use a response file. The response file contains your responses to the dialog boxes
that you encounter during the installation.

1 Run the installation in the same environment that the silent installation will run.

Do this before you create a response file. You need to be familiar with the installation process
and options, so that you don’t capture unnecessary data or missteps in the response file.

Also, the data in the response file depends on the workstation and options that you select to
create the response file.

Scenario: Incompatible Workstations. You create the response file on a Windows 2000
workstation and then silently install on a Windows 98 workstation. The installation fails.

Scenario: Missing Software. You create a response file on a workstation that has the Novell
Client. You then install silently on a workstation that doesn’t have the Novell Client. The
installation fails.

2 Set up a response file by typing

Setup.exe -r —-fl”c:\setup.iss”

12 Nsure SecurelLogin 3.51.2 Installation Guide



The -r parameter instructs InstallShield to record the installation.

The -fl parameter specifies a filename and absolute path where the response file will be saved.
If you omit this parameter, InstallShield saves the file to a default directory.

Although the double quotation marks aren’t always required, they are required for long paths.
You’re safer by always including them.

No space exists between f1 and the first double quotation mark (f1"). Even if you choose not
to use double quotation marks, don’t place a space after f1.

The path must be absolute, rooted with a drive letter (for example, ¢). Don’t use a relative path.

The default filename is setup.iss. However, you can specify any name, including the
extension. Setup.iss is a text file.

3 (Optional) Set up a log file by adding the following parameters:
-f2”C:\setup.log”
The path to the log file is also absolute.

The complete entry, with the command, parameters for a response file, and parameters for a
log file, appears as follows:

Setup.exe —-s —-fl”C:\setup.iss” -f2”C:\setup.log”

A silent install doesn’t display the user interface. If problems arise, you need some mechanism
to identify what isn’t working as expected.

4 Run the installation.
InstallShield records all your responses to options in the dialog boxes.
8 Use the response file and log for silent installs.

A log file captures install information as result codes. If the result code is 0, the installation
was successful. If other result codes appear, refer to the InstallShield documentation.

If you run setup.exe on a workstation that already has SecureLogin, the installation program
goes to the Modify/Repair/Remove dialog box. Therefore, if you test the response file by
running the silent install on the same workstation, uninstall SecureLogin first. Otherwise, the
installation launches the maintenance dialog box and then writes an error code to the log file,
indicating that the .iss file wasn’t able to respond to the dialog boxes.

IMPORTANT: After a silent install, you have to reboot the system for SecurelLogin to take effect. Otherwise,
you might encounter the error message Unable to instantiate ScriptBroker module: 80040154.

Also, you can create silent Modify, Repair, and Remove response files.

Scenario: Using Silent Modify to Update Workstations. During a Phase 1 rollout, you silently
installed SecureLogin on users’ workstations, but didn’t install the Secure Workstation
component. Wanting users to have Secure Workstation functionality during the Phase 2 rollout,
you create a response file by selecting Modify and the Secure Workstation component. You then
update users’ workstations by running silent installs with the new response file.

Automating the Installation

By editing the automate.ini file, you can automate parts of the installation and customize it before
distributing SecureLogin to users or other installers.

1 Open automate.ini, found in the \securelogin\client directory.

2 Read the explanatory paragraphs so that you understand how to customize the installation.
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3 Make changes.

The following figure illustrates the dialog box that enables you to pre-select a Complete or
Custom installation.

Securelogin - InstallShield Wizard

Setup Type H

Select a zetup type and click Mext.

% Complete

All program features will be inztalled. [Requires the mozt disk space.]

" Custom

Select which program features vou want installed. Recommended for
advanced users.

The [SetupType] section in automate.ini determines whether the dialog box appears:

[SetupType]

; ShowDialog=No
;Selection=Complete
;Selection=Custom

By default, the dialog box displays. If you uncomment the ShowDialog line, the dialog box
doesn’t appear, and the installation program installs the Complete option by default.

The following figure illustrates the dialog box that enables users to select a platform:

“Wwhere do you want Securelogin to store itz data?

€ LD&P +3.0 [non eDirectary)]
" Microzoft Active Directon
" Microsoft NT, 2000 Domaing
€~ Standalone [dema)

The [Platform] section in automate.ini determines whether the dialog box appears:

[Platform]

; ShowDialog=No
;Selection=eDirectory
;Selection=LDAP
;Selection=ActiveDirectory
;Selection=NTDomain
;Selection=Standalone
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By default, the Choose a Platform dialog box displays. If you uncomment the ShowDialog
and Selection=eDirectory lines, the dialog box doesn’t appear. Instead, the installation
program installs the eDirectory option by default.

4 Save and exit.

Installing SecureLogin on Servers

SecurelLogin on Windows and NT Servers
You can install SecureLogin on a Windows NT or Windows 2000 server.

In fact, to administer SecureLogin in an Active Directory or NT Domain environment, you must
install SecureLogin on an NT or Windows 2000 server. The installation process is the same for
these servers as for installing SecureLogin on workstations.

If an error appears during an attempted login immediately after you install SecureLogin on an
Active Directory server, click OK in the error message, wait for a few minutes, then try again. This
error occurs because Active Directory takes time to synchronize. If the error continues, you might
need to restart the server.

SecurelLogin and SecretStore in NetWare Environments

You don’t install SecureLogin on a NetWare server. Instead, you install SecureLogin and snap-ins
to ConsoleOne on workstations. To administer SecureLogin, you use an administrative tool on the
desktop, ConsoleOne in eDirectory environments, or the Microsoft Management Console in
Active Directory environments.

SecureLogin has a SecretStore client option that you can use in Novell eDirectory environments.
The SecretStore option provides additional security. If you want to use the SecretStore option
along with SecureLogin, you install SecretStore server components on a NetWare server and then
install the SecretStore client on workstations.

You install SecretStore server components before installing SecureLogin on a workstation. You
install the SecretStore client while installing SecureLogin on a workstation. Also, make sure that
the current primary tree and server connections are set to the tree where the SecretStore service has
been installed. For information on installing SecretStore, see “Installing SecretStore” in the
SecretStore 3.3.3 Administration Guide (http://www.novell.com/documentation/secretstore33/
index.html).

Some Tips Concerning Workstations

SecureLogin does not support workstations running Windows 95 or 98 in Active Directory and NT
Domain environments.

For Windows 95/98 and Windows XP Pro workstations using NetWare Core Protocols, install the
latest Novell client.

NICI

The Novell International Cryptographic Infrastructure (NICI) is required for you to use
SecureLogin on the following:

¢ eDirectory LDAP platform
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+ A non-eDirectory LDAP platform
¢ The SecretStore Client feature

¢ The NMAS™ Client feature

You don’t need to install NICI separately. If NICI isn’t already installed on your workstation, the
installation program automatically installs it. If you have an earlier version of NICI, the installation
program detects it and then updates to the later version.

The path to the NICI installation is in the automate.ini file. You can turn off the NICI autolaunch
by commenting out the paths for NICI.

NMAS

When you install SecureLogin, the Novell Modular Authentication Service (NMAS) can be
installed as well. After NMAS is installed, the Novell Client changes. The password field
disappears.

If you uninstall SecureLogin, NMAS isn’t uninstalled.

To turn off the NMAS autolaunch, comment out the paths for NMAS in the automate.ini file.

NOTE: You do not have the option to install NMAS in a silent install of SecureLogin.
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Installing in Novell eDirectory Environments

This section provides information on the following:
+ “Extending the eDirectory Schema” on page 17
+ “Installing SecureLogin: eDirectory” on page 19
+ “Installing Administrative Tools for eDirectory” on page 23

WARNING: If you are upgrading and are using SecretStore, upgrade SecretStore on your server to version
3.3.2 before installing SecureLogin 3.51.2. Otherwise, secrets might be lost.

Extending the eDirectory Schema

So that SecureLogin can save users’ single sign-on information, the Novell® eDirectory™ schema
must be extended. Ndsschema.exe extends the eDirectory schema and grants rights to existing
users so that they can use SecureLogin.

The SecureLogin snap-in to ConsoleOne® automatically grants rights to objects that you create
after you run ndsschema.exe. Therefore, you don’t need to run ndsschema.exe again. You only
extend the eDirectory tree schema once for SecureLogin.

IMPORTANT: If you create objects by using ConsoleOne on a workstation that doesn’t have the SecureLogin
snap-in, those objects won’t receive rights.

To extend the schema of a given tree, you must have sufficient rights over the [root] of the tree.

IMPORTANT: Don’t run ndsschema.exe from a Windows 98 workstation. SecureLogin doesn’t support doing
this.

1 Run ndsschema.exe.

This file is available on your workstation after you run nsl351.exe from the CD or download.
Typically, this file is in the c:\securelogin\tools directory. However, if you unzipped to the
Temp directory on a Windows 2000 workstation, you might need to unhide the Local Settings
directory and then locate ndsschema.exe in the following path:

c:\Documents and Settings\Administrator\Local Settings\Temp\SecureLogin\Tools

Extending the schema might take some time to filter throughout your network, depending on
the size of your network and the speed of the links.

When the NDS® or eDirectory schema is extended, the following attributes are added:
¢ Prot:SSO Auth

¢ Prot:SSO Entry

¢ Prot:SSO Entry Checksum

¢ Prot:SSO Profile

¢ Prot:SSO Security Prefs

Installing in Novell eDirectory Environments 17



¢ Prot:SSO Security Prefs Checksum
For information on these attributes, see “Extending the Active Directory Schema’ on page 44.
2 Specify an eDirectory context so that SecureLogin can assign rights to User objects.

You will be prompted to define a context where you want the User objects' rights to be
updated, allowing users access to their own single sign-on credentials. The following figure
illustrates this prompt:

Aszsign User Rights E3

For uzers to be able to zave ther Securelogin details into
HDS they will need rights to the Securelogin attributes on
their user objects.

This tool will azzign the appropriate rights to all users in
the containter specified and below. & null string will add
the attributes ztarting fram [Root].

Context: I

K I Cancel

If you don’t specify a context, rights begin at the root of the eDirectory tree.

Rights on Container objects are inherited. These rights flow to subdirectories, so that users
can read attributes. User rights aren’t inherited.

If the installation program displays a message similar to -601 No Such Attribute, you have
probably entered an incorrect context or included a leading dot in the context.

3 (Conditional) Grant rights to local cache directories.

Users on Windows NT, Windows 2000, and Windows XP must have workstation rights to
their local cache directory locations. To grant rights, do one of the following:

¢ QGrant rights to the user’s cache directory (for example, c:\program
files\novell\securelogin\cache\v2slc\username)

The default location is the user’s profile directory. By default, the user already has rights
to this directory. However, if the user specified an alternative path during the installation,
you might need to grant rights to the cache directory.

+  During the installation, specify a path to a location that the user has rights to (for example,
the user’s documents folder).

If You Plan to Use the SecretStore Client

18

You can use SecureLogin along with the patented Novell SecretStore® client/server system to
provide the highest possible level of security for user login data. SecretStore requires server
components on the eDirectory server and SecureLogin client software on workstations.

To find out whether SecretStore is installed on a NetWare server:
1 At the server console, type nwconfig, then press Enter.
2 Seclect Product Options > View/Configure/Remove Installed Products, then press Enter.

3 Scroll to find the SecretStore product (for example, SS 3.3.0 Novell SecretStore).
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You can also use ConsoleOne. If SecretStore is installed, the SecretStore object displays in the
Security container.

If SecretStore isn’t installed, see “Installing SecretStore™ in the SecretStore 3.3.3 Administration
Guide (http://www.novell.com/documentation/secretstore33/index.html).

To install the SecretStore client:
1 Upgrade SecretStore on the server.

If you are upgrading and are using SecretStore, upgrade SecretStore on your server to version
3.3.2 or later.

WARNING: If you don’t upgrade SecretStore on your server, secrets might be lost.

2 Seclect the SecretStore option when you install SecureLogin on workstations.

Installing SecureLogin: eDirectory

The Novell eDirectory option installs SecureLogin onto networks that are running eDirectory. This
option provides secure, centralized storage of user login data by performing encryption once on
the workstation before the data is saved to eDirectory.

1 Make sure that you are authenticated to an eDirectory tree.

In Step 5 below, you select an installation option. If you are authenticated to an eDirectory tree
and select to install SecureLogin along with SecretStore, installation proceeds as expected. If
you are not authenticated, the following scenario occurs.

Scenario: Unusable Login Prompt. You are not authenticated to an eDirectory tree. You
select to install the SecureLogin client along with SecretStore. During the installation, you
select default settings. The installation program prompts you for a username and password.
However, the username field cannot be edited, and no password has been set.

Until you authenticate to eDirectory and set a passphrase or password, SecureL.ogin continues
to display this "unusable" prompt each time that SecureLogin is started.

2 Run setup.exe, found