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About This Guide

This Mobile Management Reference includes information to help you successfully use the Mobile
Management feature within ZENworks Configuration Management.

The information in this guide is organized as follows:

+ Part |, “Getting Started,” on page 11

+ Partll, “Enrolling Mobile Devices,” on page 65

+ Part lll, “Managing Mobile Devices,” on page 133

+ Appendix A, “Best Practices,” on page 245
Audience

This guide is intended for ZENworks administrators and end users.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks 2017 is supported by other documentation (in both PDF and HTML formats) that you can
use to learn about and implement the product. For additional documentation, see the Online
Documentation site.

About This Guide
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Getting Started

The following sections provide information on how to get started with the Mobile Management
feature in ZENworks Configuration Management. You should already have installed your ZENworks
system. If not, see the ZENworks Server Installation Guide.

*

*

*

*

Chapter 1, “Supported Devices for Mobile Management,” on page 13
Chapter 2, “Overview,” on page 15

Chapter 3, “ZENworks Mobile Management Workflow Configuration Tasklist,” on page 17
Chapter 4, “Feature List,” on page 19

Chapter 5, “Using the Mobile Management Getting Started Page,” on page 23
Chapter 6, “Configuring User Sources,” on page 25

Chapter 7, “Configuring an MDM Server,” on page 29

Chapter 8, “Enabling Push Notifications,” on page 41

Chapter 9, “Creating and Assigning a Mobile Enrollment Policy,” on page 53
Chapter 10, “Configuring an ActiveSync Server,” on page 57

Chapter 11, “Creating and Assigning a Mobile Email Policy,” on page 61

Getting Started
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Supported Devices for Mobile

Management

Mobile Management capabilities are supported on the following devices:

Device

Functionality

Android 5.0 or newer (Work Profile enrollment)

Android 6.0 or newer (Work-managed device
enrollment)

NOTE: The ZENworks 2017 Update 4 release is

backward compatible with the 17.2 and 17.3 versions

of the ZENworks Agent app.

iOS version 9.3 and newer

*

*

Security Policy Enforcement
Device Control Policy Enforcement

Email synchronization for Exchange ActiveSync
accounts

Device Management: Refresh Device, Send
Message, Lock Device, Unlock Device, locating
the device and Unenroll (Full Wipe and Selective
Wipe)

Remote configuration and installation of apps
through bundles

Enrollment as work profile mode, work-
managed device mode.

The ZENworks Agent app installed on Android devices
enables in managing these devices.

*

*

*

Security Policy Enforcement
Device Control Policy Enforcement

Remote configuration and email synchronization
of Exchange ActiveSync accounts

Installation of Apps through bundles
Installation of Configuration Profile

Managing Intune Apps (enrollment is not
required to use this feature)

Subscription to Apple Volume Purchase Program

Enrollment through the Apple Device
Enrollment Program

Enrollment using Apple Configurator

Device Management: Refresh Device, Send
Message, Lock Device, Unlock Device, enabling
lost mode, locating the device, reboot/
shutdown of the device, enabling activation lock
bypass and Unenroll (Full Wipe and Selective
Wipe)

The MDM profile installed on iOS devices enables in
managing iOS devices.

Supported Devices for Mobile Management
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Device

Functionality

Devices using Exchange ActiveSync version 12.0 and
newer

Apple TV (Experimental)

*

Email synchronization for Exchange ActiveSync
accounts

Security Policy Enforcement
Device Control Policy Enforcement

Device Management: Unenroll Device (Full
Wipe)

ActiveSync enrollment for the following device
platform is also included:

+ Windows version 8 and newer

The following features are supported on Apple TV on
an experimental basis and should be used for
evaluation purposes only:

*

*

Enrollment of Apple TV devices using the Apple
Device Enrollment Program

Assignment of iOS profile bundles to Apple TV
devices.

We do not support deployment of these features in a
production environment. Technical support will not
be provided for any issues reported on these
features.

Supported Devices for Mobile Management



Overview

Mobile device management helps you to secure and manage any corporate or employee-owned
mobile devices that are being used in the workplace. Mobile management in ZENworks uses the
capabilities of ZENworks Configuration Management, which is the same management console and
system infrastructure that has been managing laptops, desktops and servers over the years. By
leveraging the features of ZENworks, you can perform multiple management operations on mobile
devices:

+ Enroll (register) mobile devices to your ZENworks Management Zone. Users can enroll their
devices as:

+ Fully Managed: Android and iOS devices are supported. Full management of an Android
device is enabled using the ZENworks Agent App that is installed on the device. Full
management of an iOS device is enabled using the MDM profile that is installed on the
device.

+ Email Only: Devices with native Exchange ActiveSync capabilities are supported, that is,
i0S, Android, and Windows devices.

+ Manage Android devices using Android enterprise that lets you securely manage corporate
data by enrolling devices in the work profile or work-managed device mode.

+ Utilize Apple Device Enrollment Program (DEP) and Apple Configurator to streamline
deployment of multiple corporate owned iOS devices.

+ Enforce security and mobile control policies on Fully Managed (Android and iOS devices) and
Email-only (that include Windows devices) devices. With a security policy, you can set password
restrictions, inactivity timeout, and enforce encryption on the device. With a device control
policy, you can control the use of applications such as the device camera, voice assistant, web
browser, and other applications installed on the device.

+ Install Apps on Fully Managed iOS devices and Android devices. You can distribute free App
Store Apps to iOS devices and work apps from Google Play to Android devices, using the existing
bundles feature.

+ Distribute and manage Apple VPP apps on Fully Managed iOS devices purchased with your
organization’s Volume Purchase Program (VPP) account, by using the existing Bundles and
Subscription workflow in ZENworks.

+ Distribute Configuration Profiles to Fully Managed iOS devices to manage certain features on
the device such as access to VPN. You can also distribute Wi-Fi configuration profile to both iOS
and Android devices, using the Wi-Fi bundles feature.

+ Synchronize email from ActiveSync servers on Fully Managed (Android, iOS) and Email-only
devices (that include Windows devices). You can also remotely configure the default email
client on iOS devices.

Overview 15



* Support for Direct Boot is also included for Android 7.0+ devices. This feature enables the
ZENworks Agent to always be active on an Android device even before the device is unlocked
after a reboot. Administrators can enforce policies such as the Compliance policy, remove the
Work Profile or factory reset the device, even if the device has not been unlocked.

+ Secure apps that use the Intune SDK without the users having to enroll their devices ZENworks
Management Zone.

For more information on the complete set of features supported by ZENworks, see Feature List.

16 Overview



ZENworks Mobile Management Workflow
Configuration Tasklist

To use the Mobile Management feature, refer to the following workflow in the order of the listed

tasks:
Task Details
O Review concepts essential to understand the For information, see “Overview” on page 15.

a

Mobile Management feature.

Configure a user source in the ZENworks
Management Zone.

Configure an MDM Server to enable
communication with mobile devices.

Enable push notifications on Android and iOS
devices.

(Optional) Configure a proxy server for all mobile
management related communication.

Configure and manage email access on mobile
devices by configuring an ActiveSync Server and by
creating and assigning a Mobile Email Policy.

Create and assign an enrollment policy.

Enroll devices using:
i0S
+ Apple Device Enrollment Program

* Apple Configurator

+ Manual enrollment using the ZENworks User
Portal

Android

* Work Profile: Download ZENworks app
directly from Google Playstore or through the
ZENworks User Portal.

+ Work-managed device mode: Through the
ZENworks Agent App.

Create and assign device control and mobile
security policies to secure the mobile devices.

For instructions, see “Configuring User Sources”
on page 25.

J

For instructions, see “Configuring an MDM Server’
on page 29.

For instructions, see “Enabling Push Notifications”
on page 41.

g

For instructions, see “Configuring an MDM Server’
on page 29.

For instructions, see “Configuring an ActiveSync
Server” on page 57.

For instructions, see “Enrolling Mobile Devices” on
page 65.

For instructions, see “Enrolling Mobile Devices” on
page 65.

For instructions, see “Securing a Device” on
page 137.

ZENworks Mobile Management Workflow Configuration Tasklist

17



Task Details

J Provision and manage apps on iOS and Android For instructions, see “Provisioning Applications”

devices. on page 175.
0 Manage and maintain mobile devices in the For instructions, see “Managing Mobile Devices”
ZENworks Management Zone. on page 133.

18 ZENworks Mobile Management Workflow Configuration Tasklist



Feature List

Based on the platform, that is iOS and Android devices that are enrolled as fully managed devices,
ZENworks Configuration Management supports the following features as a part of managing mobile

devices:

Feature

Android

Details

Enrollment of Android
devices in the work
profile and work-
managed device modes
(Android in the
enterprise).

Enrollment of iOS devices
using Apple Device
Enrollment Program

Enrollment of iOS devices
using Apple Configurator

Setting up and managing
ActiveSync email account

Provisioning of work apps
from managed Google
Play using Android in the
enterprise

Provisioning of VPP apps

Provisioning of Apple App
Store Apps

Provisioning of
Configuration Profiles

Provisioning custom in-
house apps

Provisioning Wi-Fi
configuration settings

v

For more information, see
Enrolling Mobile Devices.

For more information, see
Enrolling Mobile Devices.

For more information, see
Enrolling Mobile Devices.

For more information, see
Configuring an ActiveSync
Server.

For more information, see
Provisioning Applications.

For more information, see
Provisioning Applications.

For more information, see
Provisioning Applications.

For more information, see
Provisioning Applications.

For more information, see
Provisioning Applications.

For more information, see
Provisioning Applications.

Feature List 19



Feature Platform Details

ioS Android

Pre-configuring App 4 o For more information, see

Parameters. Specifying App
Configuration Parameters
For iOS, this feature is
applicable for only, App
Store, Enterprise, and
VPP bundles.

Applying Password, J < For more information, see

Encryption and Device Securing a Device.

Inactivity restrictions

Placing restrictions on v o For more information, see

specific features of the Securing a Device.

device

Enabling factory reset v For more information, see

protection Enabling Factory Reset
Protection on Android
Work-Managed Devices.

Protecting Intune Apps 4 For more information, see
Enabling Factory Reset
Protection on Android
Work-Managed Devices.

Bypassing Activation Lock ,( For more information, see

Code Bypassing Activation
Lock.

Direct Boot Support v This feature is supported
from Android 7.0+
devices. If any compliance
or unenroll actions are
initiated on a device, then
these actions will be
applied even before the
device is unlocked after a
reboot.

Collecting hardware and J < For more information, see

software inventory details Collecting Mobile Device

of a device Inventory.

Monitoring compliance of W For more information, see

a device. Monitoring Device
Compliance.

Locating a Device v o For more information, see
Locating a Device.

Locking a Device 4 v For more information, see

Initiating Quick Tasks.

Feature List



Feature Platform Details
iOS Android

Unlocking a Device J J For more information, see
Initiating Quick Tasks.

Enabling Lost Mode v For more information, see
Initiating Quick Tasks.

Rebooting a device J < For more information, see
Initiating Quick Tasks.

Shutting down a device v For more information, see

Initiating Quick Tasks.

Feature List
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Using the Mobile Management Getting
Started Page

ZENworks Control Center (ZCC) includes a Getting Started with Mobile Management page that guides
you through the tasks that you need to complete in order to enroll and manage mobile devices in
your zone.

To access the Getting Started with Mobile Management page:

1 In ZCC, click Mobile Management (in the left navigation pane).

Each configuration task on this page includes an icon with a @ or & mark indicating its
completion status and one or more links to the page where you complete the task.

You can refer to the following sections within this guide to understand the procedure to
complete each configuration task:

+ User Sources: “Configuring User Sources” on page 25
+ Enrollment Policy: “Enrolling Mobile Devices” on page 65

¢+ MDM Servers: “Configuring an MDM Server” on page 29

*

Android Devices: “Enabling Push Notifications” on page 41

+ Apple Devices: “Enabling Push Notifications” on page 41
Additionally, you can click the icon appearing against each task or the Help link provided at
the top right corner of each page for information on the task.

2 Complete the Configuration tasks that are required to enroll the devices to the zone.
Subsequently, you can complete the tasks listed in the What’s Next section to manage these
devices.

You can refer to the following sections within this guide to understand the procedure to
complete each ask:

+ ActiveSync Servers: “Configuring an ActiveSync Server” on page 57

+ Email Policy: “Creating and Assigning a Mobile Email Policy” on page 61
+ Apple VPP Subscription: “Provisioning Applications” on page 175

+ Apple DEP Configuration: “Enrolling Mobile Devices” on page 65

+ Mobile Security and Control: “Securing a Device” on page 137

+ Deploy Mobile Applications: “Provisioning Applications” on page 175

+ Android Enterprise: “Enrolling Mobile Devices” on page 65.
Prior to using the Mobile Management feature, ensure that the following requirement is met:

+ Install and Configure ZENworks: The Mobile Management feature is integrated with ZENworks
Configuration Management. To install and configure ZENworks Configuration Management, see
ZENworks Server Installation Guide.

Using the Mobile Management Getting Started Page 23
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6.1

6.1.1

Configuring User Sources

User-based management is an important facet of mobile management in ZENworks. A device that is
enrolled (registered) to the ZENworks zone must have a user associated with it. Therefore, for users
to enroll their mobile devices, a user source must be configured in ZENworks and this user source
must be configured to support mobile device enrollment. A user source is an LDAP directory that
contains the user accounts of users to whom you want to distribute ZENworks content, in order to
manage their devices. While configuring a user source you must define the enrollment options,
which will be applied while enrolling the device, for example; you can enroll a device with or without
providing the registration domain.

This chapter explains how a user source that you have already configured in ZENworks can be
enabled for mobile device enrollment. For more information on adding a user source, see ZENworks
User Source and Authentication Reference.

+ Section 6.1, “Enabling a User Source for Mobile Device Enrollment,” on page 25

+ Section 6.2, “Configuring the Attribute for ActiveSync Server Authentication,” on page 26

Enabling a User Source for Mobile Device Enrollment

Procedure

1 In ZENworks Control Center, click Users (in the left navigation pane) to display the list of User
Sources.

2 Next to the user source, click Details to display its property pages.
3 Inthe Summary tab, do one of the following:

Allow simple enrollment: Simple enrollment removes the domain requirement and enables
users to enroll devices by providing only their user name.

Simple enrollment is allowed for only one user source. To allow simple enrollment, next to the
Simple Enrollment field click Yes. After you enable simple enrollment for one user source, it is
not available for any other user source. Also, if you change this setting from one user source to
another, then you might have to re-configure the email accounts, as it might not work properly.

NOTE: If you are configuring a user source for the first time, then simple enrollment will be
enabled by default.

Domain Alias: As simple enrollment is allowed for only one user source, if you have multiple
user sources in the zone, you can authenticate the user by providing the domain alias, specified
in this setting. To edit the default domain alias, click Edit, specify the domain name and then
click OK.

NOTE: The domain name is pre-populated as soon as you add a user source.

Configuring User Sources 25
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6.2

You can decide what to use as your domain name. For example, you can use your organization’s
name, your organization’s domain name, or your ActiveSync server domain name (if applicable).
Since users need to supply the domain name on their mobile devices, it is recommended that
you make it as easy as possible for them to remember and type. The following are valid domain
name examples: myconpany, myconpany. com You should avoid using ZENwor ks_Def aul t
as the domain name.

If you have multiple user sources, you cannot use the same domain name in more than one
user source. Domain names must be unique across user sources. Also, if you change this setting
from one user source to another, then the email accounts on mobile devices enrolled using the
earlier user source might not work properly. For fully managed iOS devices, re-apply the Mobile
Email Policy to automatically re-configure the email account. For fully managed Android
devices, re-apply the Mobile Email Policy after which the email settings are sent to the device
for the user to manually re-configure the email account.

NOTE: If a configured user source is deleted and the same user source is configured again, then
all those mobile devices that were enrolled using the earlier user source, would have to be re-
enrolled to the ZENworks Management Zone. However, before re-enrolling these devices
ensure that the respective device objects are deleted from ZCC.

Configuring the Attribute for ActiveSync Server
Authentication

While configuring an email account on a device by using a Mobile Email Policy, the user is
automatically authenticated to the ActiveSync Server that is configured in the zone. ZENworks
initially obtains the user credentials (such as the user’s Email ID) from the associated user source
(LDAP directory configured in the zone) and using these credentials the user is authenticated to the
ActiveSync Server to which the user belongs. The user is logged in to the email account, if the
credentials provided in the user source match with the ones configured in the Activesync Server.
However, the user credentials with which the user logs into the ActiveSync Server to retrieve emails
might be different from the credentials that he/she uses to login to the LDAP directory. In such cases,
you can define the LDAP attribute that ZENworks must query and use as the user name while
retrieving emails from the ActiveSync Server.

For example: consider that the configured LDAP directory is the NetlQ eDirectory and the email
application is GroupWise. The default attribute that is used to authenticate a user to GroupWise is
the Mail attribute. The preferred email address of a user published in the NetlQ eDirectory is in the
format first name.last name@domain.com, due to which authentication to GroupWise might fail. In
this scenario, you can edit the ActiveSync Logon Attribute and select UniquelD, which can be the user
name of the GroupWise user.

The default attribute is Mail but you can modify this attribute. You can define attributes for a specific
user or for a user folder. These attributes differ based on the LDAP directory configured in the zone.

To edit the attribute:

1 Navigate to Users on the left pane in ZCC.

2 Click a User Source Folder or drill down to a specific user. Click Details next to the User Source
Folder or the User.

3 Click Edit next to the ActiveSync Server Logon Attribute.
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The various attributes that can be defined are:
+ NetlQ eDirectory: If the NetlQ eDirectory is configured in the zone, then you can define the
following attributes to authenticate to the ActiveSync Server:
¢ CN: The common name of the user.

+ Mail: The email address of the user.

*

UniquelD: The unique user identifier.

*

Other: Specify the custom attribute defined in the configured LDAP directory.

+ Active Directory: If Active Directory is configured in the zone, then you can define the following
attributes to authenticate to the ActiveSync Server:

+ UserPrincipalName: An Internet-style login name for a user based on the Internet standard
RFC 822.

+ sAMAccountName: The logon name used to support clients and servers running earlier
versions of the operating system, such as Windows NT 4.0, Windows 95, Windows 98, and
LAN Manager.

+ Mail: The email address of the user.
¢ Other: Specify the custom attribute defined in the configured LDAP directory.

For either of these LDAP directories, you can also select Inherited, to inherit the attribute defined at
the user folder level.

If you modify these settings and if the assigned Mobile Email Policy does not use the ZENworks
Server as the proxy server, then you need to republish or reassign the Mobile Email Policy. The
modified settings are automatically applied on the email accounts configured with Mobile Email
Policies that use the ZENworks Server as the proxy server.
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1.1

7.1.1

Configuring an MDM Server

An MDM Server is a ZENworks Primary Server with an MDM role, that acts as a gateway server and is
the sole access point for managing mobile devices. To ensure that the ZENworks Server and the
enrolled mobile devices can communicate with each other at all times, an MDM role must be
assigned to at least one Primary Server in the zone. Apart from allowing devices to contact
ZENworks, MDM Servers allow ZENworks to establish outbound connections to perform activities
such as contact the push notification server to send relevant notifications to devices and manage
VPP subscriptions. If the outbound connection is initiated from ZENworks Control Center (ZCC)
whose ZENworks Server does not have outbound access, then this server will route these requests
through one of the MDM Servers.

NOTE: If there are multiple MDM Servers in the zone, all these would be used for outbound
connections, but inbound connections will be limited to those servers to which devices have
enrolled.

+ Section 7.1, “Firewall Configuration,” on page 29

+ Section 7.2, “Adding an MDM Server,” on page 35

¢ Section 7.3, “Testing the Outbound Capability of MDM Servers,” on page 35
+ Section 7.4, “Securing MDM Servers,” on page 36

+ Section 7.5, “MDM Servers and APNs Configuration,” on page 37

+ Section 7.6, “Removing MDM Servers,” on page 37

¢ Section 7.7, “Configuring a Default DNS Name,” on page 38

+ Section 7.8, “Configuring a Proxy Server,” on page 38

Firewall Configuration

Typically, MDM Servers must reside in the DMZ thereby allowing mobile devices to make inbound
connections even when they are outside the firewall. Like other external-facing servers, the
ZENworks MDM Server faces the Internet from within the DMZ. This lets the enterprise firewall
protect the MDM Server from external attacks.

Firewall Ports

To enable both internal and external access to the MDM server, certain firewall ports must be open.
The ZENworks MDM Server accepts most inbound connections using HTTPS on port 443.

Apple Push Notification service: Both the MDM server and the iOS clients communicate with each

other using the Apple Push Notification service (APNs). For outbound connections, the MDM server
uses ports 443 and 2197 to Apple’s 17.0.0.0/8 block. Port 5223 must be open in the firewall to enable
mobile devices to connect to the APNs server, so that the APNs can send messages to these mobile

devices that are within your network.
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Firebase Cloud Messaging: Both the MDM server and the Android clients communicate with each
other using the Firebase Cloud Messaging (FCM) service. For outbound connections, open port 443
to connect to the FCM service from the MDM Server as well as the Android clients. For mobile
devices that are within your network, to receive messages, FCM typically uses port 5228, but it
sometimes uses 5229 and 5230.

A detailed list of the ports to be to enabled for each ZENworks feature is provided in the next
section.

7.1.2 Endpoint URLs

The MDM Server and the end-user devices must be able to reach certain endpoints to access apps
and services. The endpoint URLs are listed below:

Apple
Feature URL Port Additional Information
Server Connections
Apple Push https:// TCP 443
Notification api.push.apple.com/
Service
See Enabling Push
Notifications for
iOS Devices
Apple Device https:// HTTP/HTTPS 80 or
Enrollment mdmenrollment.apple.co | 443
Program m/session
See Enrolling
devices using the
Apple Device
Enrollment
Program
Apple Volume https:// HTTP/HTTPS80o0r | Thisis a static URL based on which
Purchase Program | vpp.itunes.apple.com/ 443 the dynamic URLs to perform
o WebObjects/ specific VPP operations can be
See Distributing MZFinance.woa/wa/ retrieved.
VPP Apps VPPServiceConfigSrv
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Feature URL Port Additional Information
iOS App Store App | *.apple.com TCP 443 App Store apps
Bundle

See Provisioning
Applications

*.mzstatic.com
itun.es
appsto.re
macappsto.re
apps.itunes.com

apps.itunes-
nocookie.com

Device Connections

Apple Push
Notification
Service

See Enabling Push
Notifications for

courier.push.apple.com(1
7.0.0.0/8)

TCP 5223 and 443

iOS Devices
Android
Feature URL Port Additional Information
Server Connections
Firebase Cloud https:// TCP Port 443,
Messaging fcm.googleapis.com/ 5228-5230
fcm
See Enabling Push
Notifications
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Feature URL Port Additional Information
Android Enterprise https:// TCP 443 Used to invoke the Google EMM
) ] www.googleapis.com APl in the ZENloader and
See Enrolling Android ZENserver services.
Devices
play.google.com TCP 443 Google Play Store
www.google.com Play Enterprise re-enroll
fonts.googleapis.com TCP 443 Google fonts
* gstatic.com User Generated Content (e.g. app
icons in the store)
a