opentext-

GroupWise* Software Developer Kit
Administration REST API Guide

April 2024




Legal Notices

Copyright 1993 - 2024 Open Text.

The only warranties for products and services of Open Text and its affiliates and licensors (“Open Text”) are as may be set
forth in the express warranty statements accompanying such products and services. Nothing herein should be construed as
constituting an additional warranty. Open Text shall not be liable for technical or editorial errors or omissions contained
herein. The information contained herein is subject to change without notice.



Contents

2

3

A

About This Guide 7
Overview 9
INfOrmMation RESOUICES . . o\ttt ettt e e e e e e et e e et e e 9
GroupWise Administration Architecture. . ... .. i 10
GroupWise Admin CoNnsole .. ...ttt e e e e 10
GroupWise Admin APl ..o e e e 10
Directory Independence for Your GroupWise System . ... ...ttt e e 11
Sample Code for the Admin APl ... .. . e e e e e 11
Supported and Recommended GroupWise APIS . .. ... i e 12
Working with the GroupWise Administration Service 13
Admin API Resources 15
Sample Requests and Responses 17
Requesting a List of Domains in the GroupWise System .. ... ...t e 20
Requesting a List of Post OfficesinaDomain. ...t e e e 25
Requesting a List of Users in the GroupWise System. .. ... ... i 27
Requesting a List of Users in the GroupWise System Using a Wildcard Character .................... 33
Requesting a List of Users in @ Domain . .. ... .ottt e et e e e 34
Requesting a List of Usersina Post Office ....... ... it et e e 38
Requesting a List of User Attributes . ...... ... i e et 42
Requesting a List of Groups in the GroupWise System . ... ... ... i 45
Requesting a List of Groups in @ Domain . ..... ..ot e e e 46
Requesting a List of Groupsina Post Office . ....... ... i e 48
Requesting a List of Group MembershipsforaUser............ it 49
Requesting a List of Membersin a Group. .. ...t e e e e 50
Requesting a List of Resources in the GroupWise System. ...t 51
Requesting a List of Resources ina Domain . . ... ..ottt i ettt 52
Requesting a List of Resourcesina Post Office ........ ... i i 54
Requesting a List of Resources That a User OWNS .. ... ..ottt et et et e e 55
Requesting a List of Nicknames in the GroupWise System . ........ .. o i, 57
Requesting a List of NicknamesinaDomain . ...ttt ittt 59
Requesting a List of Nicknamesina Post Office. ........ ... i e 62
Requesting a List of Nicknames fora User ........ .. i e e et e e 65
Requesting Statistical Information about the GroupWise System . ........ ... ... ... 67
Requesting Configuration Information about the GroupWise System . ............................. 69
Requesting Configuration Information aboutaDomain ......... ... .. ... 74
Requesting Configuration Information aboutan MTA. . ... ... . i e 78
Requesting Configuration Information abouta POA . . ... ... .. i e e e 81
Creating @ GroUPWIise USer . ..ottt e e e e et et et et et e e 85

Contents 3



Creating an External User. .. ... i e e e e et e e e e e e e 86

Creating a GroupWise User with Chinese CharactersinthelastName............................. 87
Updating a User’s First Name That Has Chinese Characters...............c i, 88
RENAMING @ US B ittt et e et et e e e e e e e 88
Creating @ GroUPWISE GrOUP . . ottt ettt ettt e ettt et ettt et et et et e e 89
Adding @ Membert0 a GroUD . ...ttt ettt e e e e e e e e 89
Updating the Participation of a Memberof aGroup. ...t e 90
Requesting an Access Control List for a Group. . .....oo ittt e et 90
Creating @ GroUPWIise RESOUICE . ..ottt et e e e et e e et et et e et e e 92
Creating a GroupWise Nickname. . . ... .o e e 93
Findinga Domain by Name . ... ..o e et e e e 93
Finding @ Domain by Ty P . ..ottt e e e e 98
Finding @ Post OffiCe . . . ..ot e e e e e 100
Finding a User in the GroupWise System . ... ... ottt e e i 105
Finding a Userin a Domain . ... ..ttt e ettt et et e et et 107
Findinga Userin a Post Office . . . ... oot e e e e e e e e e 110
FINdINg @ USerin a GroUpP . . .o i ittt ettt e e et et ettt et et e et et e e 115
Finding a User’s Last Name That Has Chinese Characters. ...ttt 116
Finding a Group in the GroupWise System . ... .. ittt et et et et 118
Findinga Group ina Post Office. . ... . i e e e e e 119
Finding a Resource in the GroupWise System .. ... .. it i et et e e e 122
Finding a Resource in @ Post Office . .. ... .ot e e e e e 124
Finding a Nickname in the GroupWise System. .. ... ... it i e et 127
Finding a Nickname in a Post Office . ... ... . i e e e e 130
Moving Users to a Different Post Office . ... i e 133
Moving a Group to a Different Post Office ... ... . oo e e 134
Moving a Resource to a Different Post Office. . ... ... i e 135
Deleting a User from the GroupWise System . ... .. ittt et ettt et 136
Deleting a User That Owns Resources from the GroupWise System . .......... ... ..., 137
Deleting a User That Has Been Moved from the GroupWise System. ......... ... ... i, 138
Deleting a Group from the GroupWise System . ....... ...ttt et 138
Deleting a Member from @ GroUD . . .. oottt et e e e et e 138
Deleting a Resource from the GroupWise System . . ... .. i e e e e 139
Deleting a Nickname from the GroupWise System . ... .. it i i 139
Requesting the Client Options for a User ... .. it i e ettt et e 139
Updating the Client Options of aUser ... ... i e e e e et 197
Setting the GroupWise Password of alUser ... ... i e e e e 232
Clearing the GroupWise Password of a User . ... ..ttt et e e 233
Restoring the Compose Views Of @ USer. . ... ut ittt et e et et ettt 233
Modifying the Send Priority Settings of a User. .. ... . .ot i e et 234
Modifying the Calendar Settings of a User. ... . i i e 234
Modifying the Alarm Settings of @ User .. ... . i e e 235
Disabling and Locking the Publish Free Busy SettingofaUser........... ... .. ... 236
Enabling the Vibe Access and Configuring the Vibe URLofaUser............ ... ..., 237
Performing a Batch Operation to Add Memberstoa Group. .. ...t ii i i i 237
Performing a Batch Operation to Modify MembersofaGroup ........ ... ... o .. 238
Performing a Batch Operation to Add ACL Memberstoa Group .. .....ooovvi i iinin i ieienennnn 239
Performing a Batch Operation to Modify ACL Membersofa Group ..............coiiiiiiannan.. 240

Creating a Trusted Application Record . ... ... i e et et e et e 241



Updating a Trusted Application Record. . ... . i e e e e 242

Deleting a Trusted Application Record . . ... ... it e e e e 243
Valid and Invalid Characters 245
Invalid Characters in GroupWise Object Names. . . ..... ottt et et et e i e 245

Valid Characters in Internet Email Addresses . . ..ottt e et e e et e e 245






About This Guide

GroupWise Administration API provides GroupWise developers with access to events and actions
that occur at the GroupWise Administration console.

This guide contains the following sections:

+ Chapter 1, “Overview,” on page 9

*

Chapter 2, “Working with the GroupWise Administration Service,” on page 13

*

Chapter 3, “Admin APl Resources,” on page 15

*

Appendix A, “Sample Requests and Responses,” on page 17

*

Appendix B, “Valid and Invalid Characters,” on page 245

Audience

This guide is intended for GroupWise developers.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the comment on this topic feature at the bottom of each page
of the online documentation.

Documentation Updates

For the most recent version of this guide, see the GroupWise Documentation website.

Documentation Conventions

In Open Text documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

About This Guide
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Overview

In order for the GroupWise Administration console to be available, the GroupWise Administration
service must be running. The GroupWise Administration API provides GroupWise developers with
access to events and actions that occur at the GroupWise Administration console. The GroupWise
Administration API uses Representational State Transfer (REST) architectural principals.

*

*

*

*

“Information Resources” on page 9

“GroupWise Administration Architecture” on page 10
“GroupWise Admin Console” on page 10

“GroupWise Admin API” on page 10

“Directory Independence for Your GroupWise System” on page 11
“Sample Code for the Admin API” on page 11

“Supported and Recommended GroupWise APIs” on page 12

Information Resources

Before working with the GroupWise Admin API, you should be familiar with the following sources of
information:

*

*

Novell Developer Forum (http://forums.novell.com/forum.php)

GroupWise Documentation website (https://www.novell.com/documentation/groupwise18/)
REST (http://en.wikipedia.org/wiki/REST)

JSON (http://www.json.org)

jQuery (http://jquery.com)

AJAX (http://api.jguery.com/jQuery.ajax)

lersey (http://jersey.java.net)

Maven (http://maven.apache.org)

Open API Interface (http://en.wikipedia.org/wiki/Open_API)

CRUD Operations (http://en.wikipedia.org/wiki/Create, read, update_and_delete)
Token-based Authentication (http://en.wikipedia.org/wiki/Security_token)

Overview
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GroupWise Administration Architecture

Starting in GroupWise 2014, the GroupWise Admin service provides the GroupWise Admin console
for managing your GroupWise system. The GroupWise Admin console replaces ConsoleOne, which
was the GroupWise administration tool for earlier versions of GroupWise.

The GroupWise Admin service is automatically installed on each server where you create domains
and post offices and install the GroupWise agents:

+ Message Transfer Agent (MTA)

+ Post Office Agent (POA)

+ Document Viewer Agent (DVA)

+ Internet Agent (GWIA)

+ Monitor Agent
Because GroupWise administration is handled by a web service, you can access it from your web

browser. You do not need to be on a specific machine where specific administration software has
been installed. You do not need drive mappings to servers throughout your GroupWise system.

GroupWise Admin Console

The GroupWise agents have long had web consoles. The web-based GroupWise Admin console now
provides all required administration functionality that was provided by ConsoleOne in earlier
versions of GroupWise.

The GroupWise Admin console is available at the following URL:
https://ip_address: 9710/ gwadm n-consol e

The GroupWise Administration Guide details how to use the GroupWise Admin console to manage
your GroupWise system.

GroupWise Admin API

The GroupWise Admin API provides you with access to events and actions that occur at the
GroupWise Admin console.

The Admin APl is available at the following URL:

https://server_address: 9710/ gwadm n- servi ce/ stati ¢/ api docs/i ndex. ht m

Overview
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The main Admin API page appears:

Novell

The GroupWise Administration Service is a
wide and flexible array of APIs that allow
administration and custom built functionality
of Movell GroupWise systems into your own
website and applications.

Detailed Documentation
WADL (machine readable) Documentation
View Configuration

This guide details how to use the Admin API to customize GroupWise administration. In addition,
online documentation located on each GroupWise server provides a complete list of Admin API
resources through the Detailed Documentation links on the Admin API page.

Directory Independence for Your GroupWise System

Versions of GroupWise before GroupWise 2014 were dependent on NetlQ eDirectory for the storage
of object data. GroupWise can store all its object data internally (using no external directory
service), or it can be configured to integrate with NetlQ eDirectory, Microsoft Active Directory, or
any other LDAP directory service.

When you initially install GroupWise, it is not configured to integrate with any directory service.
When you update from an earlier version of GroupWise, you can configure GroupWise to continue
to integrate with eDirectory, or you can configure it differently as needed.

Although GroupWise can be configured to not use a directory service, directory services have
advantages:

+ User information such as login credentials can be accessed by GroupWise as well as by other
user applications across your network.

+ Administrative roles can be defined so that GroupWise administrators can be authorized to
perform various subsets of administrative tasks.

If you choose to use a directory service with GroupWise, object data can be synchronized from the
directory service to GroupWise as needed. Synchronization from GroupWise to the directory service
is not yet available in GroupWise.

Sample Code for the Admin API

Two Readmes help you use the sample code that is available for the Admin API:

+ GroupW!Ise Admin SDK Readme (gwsdk_gwadnmi nweb_r eadne. t xt)

Overview 11
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The SDK Readme covers the documentation and sample code that is included in the SDK.

+ GroupWise Admin APl Sample Code Readme (r eadn®. t xt )

The API Sample Code Readme is located in the docs subdirectory of the SDK download. It
covers system requirements and instructions for working with the sample code.

Sample Requests and Responses provides detailed examples of JSON and XML requests and
responses:

+ “Samples by GroupWise Object” on page 17

+ “Samples by Task” on page 19

Supported and Recommended GroupWise APIs

+ The GroupWise Administration (REST) APl is fully supported for use with GroupWise 18 and

Overview

beyond.

The GroupWise Web Service (SOAP) APl is fully supported for use with GroupWise 18 and
beyond.

It is also supported with GroupWise 2012 and GroupWise 8.

The GroupWise Administration Object API is no longer supported and has limited application in
GroupWise 18 and later versions.

As long as existing eDirectory objects are still present, the Admin Object APl will continue to
work with GroupWise 18 and later versions. We recommend moving to the new GroupWise
Administration (REST) API. The capabilities provided by the legacy Admin Object API are

provided much more effectively by the Administration (REST) API and the Web Service (SOAP)
API.


http://www.novell.com/developer/ndk/groupwise/groupwise_web_service_(soap).html
http://www.novell.com/developer/ndk/groupwise/groupwise_administrative_object_api.html

Working with the GroupWise
Administration Service

The GroupWise Administration service is installed and configured wherever you install the
GroupWise agents. For system requirements and installation instructions, see the GroupWise
Installation Guide.

Working with the GroupWise Administration Service 13
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Admin API Resources

Documentation for the GroupWise Admin API is available on the server where the Admin service is
installed:

https://server_address: 9710/ gwadm n- servi ce/ stati ¢/ api docs/i ndex. ht m

The Detailed Documentation link provides a complete resources listing of the APIs available.

IMPORTANT: Refer to the listing displayed on your GroupWise server for the most current
information. The information in this guide might not be as current as the information available on
your GroupWise server.

A copy of the GroupWise Admin REST API resource documentation can be found at the following
link: gwadmin-service

Admin API Resources
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A Sample Requests and Responses

Samples by GroupWise Object

GroupWise Objects

¢ GroupWise system

¢ Domains

+ Post offices

* Users

Tasks

Requesting Statistical Information about the GroupWise System
Requesting Configuration Information about the GroupWise System

Requesting a List of Domains in the GroupWise System
Requesting Configuration Information about a Domain

Finding a Domain by Name
Finding a Domain by Type

Requesting a List of Post Offices in a Domain
Finding a Post Office

Requesting a List of Users in the GroupWise System

Requesting a List of Users in the GroupWise System Using a Wildcard Character

Requesting a List of Users in a Domain
Requesting a List of Users in a Post Office
Requesting a List of User Attributes

Creating a GroupWise User

Creating an External User

Adding a Member to a Group

Renaming a User

Moving Users to a Different Post Office

Finding a User in the GroupWise System

Finding a User in a Domain

Finding a User in a Post Office

Requesting a List of Group Memberships for a User
Requesting a List of Nicknames for a User
Requesting a List of Resources That a User Owns
Requesting the Client Options for a User

Sample Requests and Responses
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GroupWise Objects

* Groups

+ Resources

+ Nicknames

+ Agents

+ Trusted applications

Tasks

Requesting a List of Groups in the GroupWise System
Requesting a List of Groups in a Domain

Requesting a List of Groups in a Post Office

Requesting a List of Group Memberships for a User

Requesting an Access Control List for a Group

Creating a GroupWise Group

Adding a Member to a Group

Updating the Participation of a Member of a Group

Moving a Group to a Different Post Office

Performing a Batch Operation to Add Members to a Group
Performing a Batch Operation to Modify Members of a Group
Performing a Batch Operation to Add ACL Members to a Group
Performing a Batch Operation to Modify ACL Members of a Group

Requesting a List of Resources in the GroupWise System
Requesting a List of Resources in a Domain

Requesting a List of Resources in a Post Office
Requesting a List of Resources That a User Owns
Creating a GroupWise Resource

Moving a Resource to a Different Post Office

Requesting a List of Nicknames in the GroupWise System
Requesting a List of Nicknames in a Domain

Requesting a List of Nicknames in a Post Office
Requesting a List of Nicknames for a User

Creating a GroupWise Nickname

Requesting Configuration Information about an MTA
Requesting Configuration Information about a POA

Creating a Trusted Application Record
Updating a Trusted Application Record
Deleting a Trusted Application Record

Sample Requests and Responses



Samples by Task

Tasks

+ Requesting a list

* Requesting
information

¢ Creating

¢ Renaming

+ Finding

Related GroupWise Objects

Requesting a List of Domains in the GroupWise System
Requesting a List of Post Offices in a Domain
Requesting a List of Users in the GroupWise System

Requesting a List of Users in the GroupWise System Using a Wildcard Character

Requesting a List of Users in a Domain

Requesting a List of Users in a Post Office

Requesting a List of User Attributes

Requesting a List of Groups in the GroupWise System
Requesting a List of Groups in a Domain

Requesting a List of Groups in a Post Office

Requesting a List of Group Memberships for a User
Requesting an Access Control List for a Group
Requesting a List of Resources in the GroupWise System
Requesting a List of Resources in a Domain

Requesting a List of Resources in a Post Office
Requesting a List of Resources That a User Owns
Requesting a List of Nicknames in the GroupWise System
Requesting a List of Nicknames in a Domain

Requesting a List of Nicknames in a Post Office
Requesting a List of Nicknames for a User

Requesting Configuration Information about a POA

Requesting Statistical Information about the GroupWise System
Requesting Configuration Information about the GroupWise System
Requesting Configuration Information about a Domain

Requesting Configuration Information about an MTA

Requesting the Client Options for a User

Creating a GroupWise User

Creating an External User

Creating a GroupWise Group
Creating a GroupWise Resource
Creating a GroupWise Nickname
Creating a Trusted Application Record

Renaming a User

Finding a Domain by Name

Finding a Domain by Type

Finding a Post Office

Finding a User in the GroupWise System
Finding a User in a Domain

Finding a User in a Post Office

Sample Requests and Responses
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Tasks Related GroupWise Objects

+ Moving Moving Users to a Different Post Office
Moving a Group to a Different Post Office
Moving a Resource to a Different Post Office

+ Deleting Deleting a User from the GroupWise System
Deleting a User That Owns Resources from the GroupWise System
Deleting a User That Has Been Moved from the GroupWise System
Deleting a Group from the GroupWise System
Deleting a Member from a Group
Deleting a Resource from the GroupWise System
Deleting a Nickname from the GroupWise System

+ Modifying Client Requesting the Client Options for a User
Options Updating the Client Options of a User

Setting the GroupWise Password of a User
Clearing the GroupWise Password of a User
Restoring the Compose Views of a User
Modifying the Send Priority Settings of a User
Modifying the Calendar Settings of a User
Modifying the Alarm Settings of a User
Disabling and Locking the Publish Free Busy Setting of a User
Enabling the Vibe Access and Configuring the Vibe URL of a User

* Working with Creating a GroupWise User with Chinese Characters in the Last Name
double-byte Updating a User’s First Name That Has Chinese Characters
characters

Finding a User’s Last Name That Has Chinese Characters

¢ Performing batch  Performing a Batch Operation to Add Members to a Group
operations Performing a Batch Operation to Modify Members of a Group
Performing a Batch Operation to Add ACL Members to a Group
Performing a Batch Operation to Modify ACL Members of a Group

Requesting a List of Domains in the GroupWise System

Request :
GET https://1ocal host: 9710/ gwadm n- servi ce/ donmai ns

Response St at us:

200 - &K
JSON Response:
[ {
"id* : "DOVAIN. testDoml",
"guid" : "BC755C40- 086F- 0000- AE24- CEFE66AF19D4" ,
"nane" : "testDonl",
"l'inks" : null,
"timeCreated" : null,

"timelLast Mod" : 1370885999000,
"l egacyDn" : null,

Sample Requests and Responses



"] ast Modi fi edBy" : "Unknown admi n",

"] ast Modi fi edOp" : "ADD',

"pendi ngOp" : null,

"al | onedAddr essFor mats" : nul |,
"addr essBookVi ew' : null,

"al t er nat el nt er net Agent Nane" : nul |,
"enabl el Cal Browse" : null,

"dat abaseVersion" : null,

“def aul t | nt ernet Agent Name" : null,
"def aul t WebAccess" : nul |,
"description” : null,
“directoryName" : null,

"di rect orySyncDonmai nName" : "testDonl",
"domai nRebui | dCount™ : O,

"domai nType" : "PRI MARY",

"domai nVersion" : 1212,

"external Sync" : null,

"fileld" : "tesf6f",

"gwid" : null,

"hi deUser Comrent s" : nul |,

"internet Domai nNane" : null,

"l anguage" : "English - US",

"l anguagel d" : "0",

"li nkedDomai nNane" : null,

"l ockout d dAdm n" : nul |,

"m ni mumAdm nRel easeDate"” : null,
"m ni mumAdm nVersion" : null,
"platforni : null,
"preferredAddressFormat” : null,
"tinmezone" : "(GMI-07:00) Mountain Tinme (US & Canada)",
"timezoneld" : "MNMST",

"path” : "C\\Novel I\\ G oupW se\\test Domai n1\\ ",
"adm nChanges" : null,

"nt aAddress" : null,
"mamMpPort” : null,
"maH tpPort" : null,
"“maAdm nPort" : null,
"renoteCreation” : null,
"notifyUser"” : null,
"clearNotifyUser" : fal se,

"connected" : true,
"@ype" : "domain",
“@url" : "/gwadm n-service/domai ns/test Doml"
{
"“id" : "DOVAIN.testDonR",
"guid" : "5FC6CEEO- 08FE- 0000- 8A08- 5BB4E7CABABY9",
“name" : "testDonmk",
"l'inks" : null,

"tinmeCreated" : 1370968862000,
"timeLast Mod" : 1370968863000,

"l egacyDn" : null,

"l ast Modi fi edBy" : "Unknown admin",
"l ast Modi fi edOp" : "MODI FY",

“pendi ngOp" : " MODI FY",

"al | ownedAddr essFormats” : null,

Sample Requests and Responses
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"addr essBookVi ew' : null,

"al t er nat el nt er net Agent Nane" : nul |,
"enabl el Cal Browse" : null,

"dat abaseVersion" : null,

"def aul t | nt er net Agent Name" : null,

"def aul t WebAccess" : nul |,
"description" : null,

"directoryNane" : null,

“di rectorySyncDomai nName" : "testDonR",
"domai nRebui | dCount™ : 1,

"domai nType" : " SECONDARY",

"domai nVersion" : 1212,

"external Sync" : null,

"fileld" : "tesfebe",

"gwd" : null,

"hi deUser Comrent s" : nul |,

"internet Domai nNane" : null,

"l anguage" : "English - US",

"l anguagel d" : "0",

"li nkedDomai nNane" : null,

"l ockout d dAdm n" : nul |,

"m ni mumAdm nRel easeDate"” : null,

"m ni mumAdmi nVersion" : null,
"platforni : null,
"preferredAddressFormat” : null,
"tinmezone" : "(GMI-07:00) Mountain Tinme (US & Canada)",
"timezoneld" : "MNMST",

"path” : "C\\Novel I\\ G oupW se\\t est Domai n2",
"adm nChanges" : null,

"nt aAddress" : null,
"mamMpPort” : null,
"maH tpPort" : null,
"maAdm nPort" : null,
"renoteCreation” : null,
"notifyUser"” : null,
"clearNotifyUser" : fal se,

"connected" : false,

"@ype" : "domain",

"@url" : "/gwadm n-service/ domai ns/test Don2"
oA

"id" : "DOVAIN.testExt Donl",

"guid" : "7F95C180-0904- 0000- 8A08- C421ECE16D93",

"name" : "testExtDonml",

"l'inks" : null,

"timeCreated" : 1370971492000,
“timeLast Mod" : 1370971492000,
"l egacyDn" : null,

"l ast Modi fiedBy" : "admn.testSystenl",
"] ast Modi fi edOp" : "ADD',

“pendi ngOp" : null,

"al | owedAddr essFormats" : null,

"addr essBookView' : null,

"al t er nat el nt er net Agent Nanme" : nul |,
"enabl el Cal Browse" : null,

"dat abaseVersion" : null,
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"def aul t | nt er net Agent Name" : nul |
"def aul t WebAccess" : null,
"description" : null
“directoryNane" : null,

“di rect orySyncDomai nName" : "test Ext Donml",
"domai nRebui | dCount" : 0,

"domai nType" : "EXTERNAL_ GROUPW SE',
"dommi nVersion" : 1212

"external Sync" : null

"fileld" : "tes904",

"gwd" : null,

"hi deUser Comrent s" : nul |
"internet Domai nNane" : null,

"l anguage" : "English - US",

"l anguagel d" : "0Q"

"l i nkedDonmai nNane" : null,

"l ockout A dAdm n" : nul |

"m ni numAdm nRel easeDate"” : null
"m ni mumAdmi nVersion" : null,
"platforni : null,
"preferredAddressFormat” : null
"tinmezone" : "(GMI-07:00) Mountain Tinme (US & Canada)",
"timezoneld" : "MNMST",

"path" : null,

"adm nChanges" : nul |

"nt aAddress" : null,

"mamMpPort” : null,

"maH tpPort" : null

"mtaAdm nPort" : null,
"renoteCreation” : null,
"notifyUser"” : null,
"clearNotifyUser" : fal se,

"connected" : fal se,

"@ype" : "domain",

“@url" : "/gwadm n-service/ domai ns/test Ext Doml"
o
XM. Response
<list>

<donai n>

<i d>DOMAI N. t est Doml</i d>

<gui d>BC755C40- 086F- 0000- AE24- CEFE66AF19D4</ gui d>
<name>t est Donil</ nane>

<obj Type>donai n</ obj Type>

<ur | >/ gwadm n- servi ce/ donmai ns/t est Doml</ ur | >

<ti meLast Mbd>1370885999000</ ti neLast Mod>

<l ast Modi fi edBy>Unknown admni n</| ast Modi fi edBy>

<l ast Modi fi edOQp>ADD</ | ast Modi fi edOp>
<forceNul | OnAttrs/>

<di r ect or ySyncDonai nNane>t est Doml</ di r ect or ySyncDomai nNane>
<domai nRebui | dCount >0</ domai nRebui | dCount >

<domai nType>PRI MARY</ domai nType>

<domai nVer si on>1212</ domai nVer si on>
<fileld>tesf6f</fileld>

<l anguage>Engl i sh - US</| anguage>
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<l anguagel d>0</ | anguagel d>

<timezone>(GMI-07:00) Mountain Tinme (US &anp; Canada)</tinezone>
<ti mezonel d>MST</ti mezonel d>

<pat h>C: \ Novel | \ G oupW se\ t est Domai nl\ </ pat h>

<cl ear Noti fyUser>f al se</cl earNoti fyUser>
<connect ed>t rue</ connect ed>

</ domai n>
<donmi n>

<i d>DOMAI N. t est DonR</i d>

<gui d>5FC6CEEO- 08FE- 0000- 8A08- 5BB4E7CABAB9</ gui d>
<name>t est Don2</ nane>

<obj Type>donai n</ obj Type>

<ur | >/ gwadmi n- servi ce/ donmai ns/t est Don</ ur | >

<ti meCreat ed>1370968862000</ti meCr eat ed>

<ti meLast Mbd>1370968863000</ti neLast Mod>

<l ast Modi fi edBy>Unknown admi n</| ast Modi fi edBy>

<l ast Modi fi edQp>MIDI FY</ | ast Mbdi fi edOp>

<pendi ngCp>MDI FY</ pendi ngOp>

<forceNul | OnAttrs/ >

<di r ect or ySyncDonai nNane>t est Don</ di r ect or ySyncDomai nNane>
<donmai nRebui | dCount >1</ domai nRebui | dCount >

<domai nType>SECONDARY</ domai nType>

<donmai nVer si on>1212</ domai nVer si on>
<fileld>tesfebe</fileld>

<l anguage>Engl i sh - US</| anguage>

<l anguagel d>0</ | anguagel d>

<ti mezone>( GMI-07: 00) Mountain Tine (US &np; Canada)</tinmezone>
<ti mezonel d>M5T</ti nezonel d>

<pat h>C: \ Novel | \ G oupW se\ t est Domai n2</ pat h>

<cl ear Noti fyUser>f al se</cl ear Noti fyUser >
<connect ed>f al se</ connect ed>

</ domai n>
<domai n>

<i d>DOMAI N. t est Ext Donmil</ i d>

<gui d>7F95C180- 0904- 0000- 8A08- C421ECE16D93</ gui d>
<name>t est Ext Donil</ name>

<obj Type>donai n</ obj Type>

<ur | >/ gwadmi n- servi ce/ domai ns/t est Ext Donil</ ur| >
<ti meCreat ed>1370971492000</ti meCr eat ed>

<ti meLast Mbd>1370971492000</ ti neLast Mod>

<l ast Modi fi edBy>adm n. t est Syst enml</ | ast Modi fi edBy>
<l ast Modi fi edOQp>ADD</ | ast Modi fi edOp>
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<forceNul | OnAttrs/>
<di r ect or ySyncDonai nNane>t est Ext Doml</ di r ect or ySyncDonai nNane>
<domai nRebui | dCount >0</ domai nRebui | dCount >
<domai nType>EXTERNAL_GROUPW SE</ domai nType>
<domai nVer si on>1212</ domai nVer si on>
<fileld>tes904</fileld>
<l anguage>Engl i sh - US</| anguage>
<l anguagel d>0</ | anguagel d>
<timezone>(GVI-07:00) Mountain Time (US &anp; Canada)</tinezone>
<ti mezonel d>M5T</ti nezonel d>
<cl ear Noti fyUser>f al se</cl ear Noti fyUser >
<connect ed>f al se</ connect ed>
</ domai n>
</list>

Requesting a List of Post Offices in a Domain

Request :
GET https://1ocal host: 9710/ gwadm n-servi ce/ domai ns/t est Donil/ post of fi ces

Response St at us:

200 - &K

JSON Response

[ {
"id" : "POST_OFFICE. testDonl.test POL",
"guid" : "56A986B0-0870- 0000- 8A08- FB644894ACEL",
"name" : "testPOl",

"l'inks" : null

"timeCreated" : 1370907858000,
"tinmeLast Mod" : 1370907860000,

"l egacyDn" : null,

"l ast Mbdi fiedBy" : "Unknown admi n",
"] ast Modi fi edOp" : "MODI FY"

"pendi ngOp" : null

"adm nChanges" : null

"accessMode" : "CLI ENT_SERVER',
"al | onedAddr essFormats" : nul |,
"archi veServi ceTrust edAppNarme" : nul |,
"clientLockout" : null,
"clientLockoutDate" : null,
"clientLockout Version" : null
"defaul t I nternet Agent Name" : nul |
"description" : null

"domai nNanme" : "testDoml"

"del i veryMode" : "APP_THRESHOLD'
"di sabl eDel t aRecords" : null

"di sabl eLdapPasswor dChange" : nul |
"di sabl eLi veMove" : null

"di sabl eLogi ns" : fal se,

"del t aRecor dsMaxAge" : null,
"enabl el Cal Browse" : null
"external Record" : fal se

"external Sync" : null
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"fileld" : "tesl072",

"gw d" : null,

"int er net Domai nNane" : null,
"intruderDetection" : true,

“i ntruder Lockout Attenpts" : 5,

“i ntruder Lockout Attenptslnterval" : 30,
"intruder Lockout ResetInterval" : 30,

"l anguage" : "English - US",

"l anguagel d" : "0",

"l dapDefaul tDirectory” : null,

"l dapUser" : null,

"l dapPassword" : null,

"1 dapl nacti veConnecti onTi neout” : null,
"1 dapPool Server Reset Ti meout” : nul I,

"I dapQuar antineThreshol d" : null,
"linkAddress" : "C\\Novel I\\ G oupWse\\test PostOficel",
"l'i nkAddr essType" : "TCP_IP",

"mt pAppNane" : "PQA",

"t pMaxSendSi ze" : nul I,

"platforni : null,

"postOFficeVersion" : 1212,

"preferredAddressFormat” : null,

"renoteUser” : null,

"renot ePassword" : null,

"restoreAreaNane” : null,

"securitySettings" : [ "HGI ],

"sof twar eAreaGui d" : null,

"sof twareVersion"” : null,

"syncContext" : null,

"tinmezone" : "(GMI-07:00) Mountain Tinme (US & Canada)",
"tinmezoneld" : "MST",

"path" : "C\\Novel I\\ G oupW se\\testPostOfficel",
"associ ati onsUpdate" : null,

"poaAddress” : null,

"poaCsPort" : null,

"poaM pPort” : null,
"poaHttpPort" : null,
"tinmeStanp" : null,

"cl i ent Updat eBunpNunber"” : 0,

"poaAdm nPort" : null,

"renmoteCreation” : null,

“di spl ayNane" : "testPOL",

"draggabl e" : true,

"@ype" : "postOffice",

"@url" : "/gwadm n-service/domai ns/test Doml/ postoffices/testPOL"
Pl
XML Response:
<list>

<post O fi ce>
<i d>POST_OFFI CE. t est Dont. t est POL</ i d>
<gui d>56A986B0- 0870- 0000- 8A08- FB644894ACE1</ gui d>
<nane>t est POL</ name>
<obj Type>post O f i ce</ obj Type>

<ur | >/ gwadmi n- servi ce/ donmai ns/t est Donil/ post of f i ces/t est POL</ ur| >
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<ti meCreat ed>1370907858000</ti meCr eat ed>

<ti meLast Mbd>1370907860000</ti neLast Mbd>

<l ast Modi fi edBy>Unknown admi n</| ast Modi fi edBy>
<l ast Modi fi edOp>MODI FY</ | ast Modi fi edOp>
<forceNul | OnAttrs/>

<accessMbde>CLI ENT_SERVER</ accesshbde>

<domai nName>t est Donil</ donai nName>

<del i ver yMbde>APP_THRESHCOLD</ del i ver yMode>

<di sabl eLogi ns>f al se</ di sabl eLogi ns>

<external Entity>fal se</external Entity>

<ext er nal Recor d>f al se</ ext er nal Recor d>
<fileld>tesl072</fileld>

<i ntruderDetection>true</intruderDetection>

<i ntruder Lockout At t enpt s>5</i nt ruder Lockout At t enpt s>

<i ntruder Lockout At t enpt sl nt er val >30</i nt ruder Lockout At t enpt sl nt erval >

<i ntruder Lockout Reset | nt er val >30</i nt ruder Lockout Reset | nt er val >
<l anguage>Engl i sh - US</I anguage>
<l anguagel d>0</ | anguagel d>
<l i nkAddr ess>C. \ Novel | \ G oupW se\t est Post O fi cel</| i nkAddress>
<l i nkAddr essType>TCP_I P</| i nkAddr essType>
<mt pAppNanme>PQOA</ nt pAppNane>
<post O fi ceVersi on>1212</ post O fi ceVer si on>
<securitySettings class="AttrNoUsed">H G/ securitySettings>
<ti mezone>( GMI-07: 00) Mountain Tine (US &np; Canada)</tinmezone>
<ti mezonel d>M5T</ti nezonel d>
<pat h>C: \ Novel | \ G oupW se\t est Post O fi cel</ pat h>
<cl i ent Updat eBunpNunber >0</ cl i ent Updat eBunpNunber >
</post O fice>
</list>

Requesting a List of Users in the GroupWise System

JSON Request:
GET/ XML https://|ocal host: 9710/ gwadmi n-service/list/USER

Response St at us:

200 - &K

JSON Response:

[ {
"id" : "USER testDonll.testPOlL.test Chi neseUser 1",
"guid" : "3D438970- 09EF- 0000- 8A08- 20888CC82C5A",
"nanme" : "testChi neseUser1",

"l'inks" : null,

"timeCreated" : 1371072312000,
"tinmeLast Mod" : 1371072312000,
"l egacyDn" : null,

"l ast Mbdi fi edBy" : "admi n.testSystenl",
"] ast Modi fi edOp" : "ADD',

"pendi ngOp" : null,

"domai nNane" : "testDoml",

"post O fi ceNane" : "testPOL",
"description" : null,

"emui | Addresses”" : null,
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"visibility" : "SYSTEM,

"def aul t | nt ernet Agent Name" : null,
"al | onedAddr essFor mats" : nul |,
"int er net Domai nNane" : null,
"preferredAddressFormat” : null,
"preferredEmai l I d" : null,
"nmoveStatus" : null,

"I dapDn" : null,

“I'dapld" : null,

"directoryld" : null,

"enabl el Cal Browse" : null,
"restoreArea" : null,
"expirationbDate" : O,
"external Record" : null,
"external Sync" : null,
"fileld" : "77i",

"account!ld" : null,

"city" : null,

"conpany" : null,

"country" : null,

"department” : null,

"external Entity" : null,
"external SyncOverride" : null,
"faxNunber" : null,

"gat ewayAccess" : null,
"givenNane" : null,

"gwid" : null,
"honmePhoneNunber” : nul |,

"1 dapAut hentication" : null,
"l ocation" : null,
"lastCientLoginTime" : null,
"lastClientType" : null,

"1 ogi nDi sabl ed" : null,

"mai | boxld" : null,
"mddlelnitial" : null,

"nmobi | ePhoneNunber™ : nul |,
"networkld" : null,

"ot her PhoneNunber" : null,
"pager Nunber"” : null,

"post al Zi pCode" : null,

"post O ficeBox" : null,
"stateProvince" : null,

"street Address" : null,

"suffix" : null,

“surname" : "????",

"t el ephoneNunber™ : null,

"title" : null,

"groupAccessControl UpdateList” : null,
"groupMenber sUpdat eList” : null,

"adm nDefinedl" : null,

"adm nDefined2" : null,
"adm nDefined3" : null,
"adm nDefined4" : null,
"adm nDefined5" : null,
"adm nDefined6" : null,
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"adm nDefined7" : null,

"adm nDefined8" : null,

"adm nDefined9" : null,

"adm nDefi ned10" : null,
"adm nDefined11" : null,
"adm nDefinedl12" : null,
"adm nDefined13" : null,
"adm nDefined14" : null,
"adm nDefinedl15" : null,
"adm nDefined16" : null,
"adm nDefinedl7" : null,
"adm nDefined18" : null,
"adm nDefined19" : null,
"adm nDefined20" : null,

"mai | boxSi zeM" : nul |,

"mai | boxLi censeType" : null,

"nmoveConpl ete" : null,

"directoryUser" : fal se,

"@ype" : "user",

"@url" : "/gwadm n-service/ domai ns/test Donl/ postof fices/test POL/ users/
t est Chi neseUser 1"
H

"id" : "USER testExtDoml.testExtPOL testExtUserl",

"guid" : null,

"nanme" : "testExtUserl",

"l'inks" : null,

“timeCreated" : 1371072312000,
“timeLast Mod" : 1371072312000,
"l egacyDn" : null,

"l ast Modi fiedBy" : "adm n.testSysteml”,
"] ast Modi fi edOp" : "ADD',

"pendi ngOp" : null,

"domai nNane" : "testExtDonl",
"post O fi ceName" : "testExtPOL",
"description"” : null,

"enmuai | Addresses”" : null,
"visibility" : "SYSTEM,

"def aul t I nt er net Agent Nane" : nul |,
"al | owedAddr essFormats" : null,
"internet Domai nNane" : null,
"preferredAddressFormat” : null,
"preferredEmai I 1d" : null,
"moveStatus" : null,

"l dapDn" : null,

"“ldapld" : null,

“directoryld" : null,

"enabl el Cal Browse" : null,
"restoreArea” : null,
"expirationbDate" : O,

"ext ernal Record" : true,
“external Sync" : null,

“fileld" : null,

"accountld" : null,

“city" o null,

“conpany" : null,
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"country"

"departnent"”
"external Entity"
"ext ernal SyncOverri de"
"f axNunber "

nul |

" gat ewayAccess"

" gi venNang"

"gMﬂd"

"lastdientLoginTinme"

nul |,
"homePhoneNunber "

"| dapAut henti cati on"”
"l ocation"

nul |,

nul |,
nul |,

nul |,

nul |,

nul |,

nul |,
nul |,

nul |,

nul |,

"lastCient Type" nul |,
"1 ogi nDi sabl ed" nul |,
"mai | box! d" nul |,
"mddlelnitial” nul |,
"nmobi | ePhoneNunber " nul |,
"networkld" : null,

"ot her PhoneNunber " nul |,
" pager Nunber " nul |,
"post al Zi pCode" : null,
"post O fi ceBox" nul |,
"st at eProvi nce" nul |,
"street Address" : null,
"suffix" nul |,

"sur nanme" nul |,

"t el ephoneNunber” nul |,
"title" nul |,
"groupAccessControl Updat eLi st ™
"groupMenber sUpdat eLi st " nul |,
"adm nDefi nedl" nul |,
"adm nDefi ned2" nul |,
"adm nDefi ned3" nul |,
"adm nDefi ned4" nul |,
"adm nDefi ned5" nul |,
"adm nDefi ned6" nul |,
"adm nDefi ned7" nul |,
"adm nDefi ned8" nul |,
"adm nDefi ned9" nul |,
"adm nDefi ned10" nul |,
"adm nDefi ned11" nul |,
"adm nDefi ned12" nul |,
"adm nDefi ned13" nul |,
"adm nDef i ned14" nul |,
"adm nDefi ned15" nul |,
"adm nDef i ned16" nul |,
"adm nDefi nedl17" nul |,
"adm nDefi ned18" nul |,
"adm nDefi ned19" nul |,
"adm nDefined20" : null,
"mai | boxSi zeM" : null,
“mai | boxLi censeType" nul |,
“nmoveConpl et e" nul |,
“directoryUser” fal se,

"@ype"

uusern,
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"@rl" : "/gwadm n-service/ domai ns/test Ext Donll/ post of fi ces/t est Ext POL/

user s/t est Ext User 1"

b

{
"id" : "USER testDomnl.testPOlL.testUserl",
"guid" : "3COBF3D0-09EF- 0000- 8A08- 20888CC82CHA",
"name" : "testUserl",

"l'inks" : null,

"timeCreated" : 1371072310000,
"tinmelLast Mod" : 1371072310000,
"l egacyDn" : null,

"l ast Modi fiedBy" : "adm n.testSysteml”,
"] ast Modi fi edOp" : "ADD',
"pendi ngOp" : null,

"domai nNane" : "testDoml",
"post OFficeNane" : "testPOL",
"description” : null,

"enui | Addresses”" : null,
"visibility" : "SYSTEM,

"def aul t I nt er net Agent Nanme" : nul |,
"al | owedAddr essFormats" : null,
"internet Domai nNane" : null,
"preferredAddressFormat” : null,
"preferredEmai I 1d" : null,
"moveStatus" : null,

"l dapDn" : null,

"“ldapld" : null,

"directoryld" : null,

"enabl el Cal Browse" : null,
"restoreArea" : null,
"expirationbDate" : O,
"external Record" : null,
"external Sync" : null,
"fileld" : "fri",

"account!ld" : null,

"city" : null,

"conpany" : null,

"country" : null,

"department” : null,

"external Entity" : null,
"external SyncOverride" : null,
"faxNunber" : null,

"gat ewayAccess" : null,
"givenNane" : null,

"gwid" : null,
"honmePhoneNunber” : nul |,

"1 dapAut hentication" : null,

"l ocation" : null,
"lastientLoginTime" : null,
"lastClientType" : null,

"1 ogi nDi sabl ed" : null,

"mai | boxld" : null,
"mddlelnitial" : null,

"mobi | ePhoneNunber” : nul I,
"networkld" : null,

"ot her PhoneNunber" : null,
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"pager Nunber" : null,
"post al Zi pCode" : null,

"post Offi ceBox" : null,
"stateProvince" : null,
"street Address" : null,
"suffix" : null,

"surnanme" : "testSurnanmel",
"t el ephoneNunber” : null,
"title" : null,

"groupAccessControl UpdateList” : null,

"groupMenber sUpdat eList” : null,

"adm nDefinedl" : null,

"adm nDefined2" : null,

"adm nDefined3" : null,

"adm nDefined4" : null,

"adm nDefined5" : null,

"adm nDefined6" : null,

"adm nDefined7" : null,

"adm nDefined8" : null,

"adm nDefined9" : null,

"adm nDefined10" : null,

"adm nDefinedl11" : null,

"adm nDefined12" : null,

"adm nDefined13" : null,

"adm nDefined14" : null,

"adm nDefinedl15" : null,

"adm nDefined16" : null,

"adm nDefinedl7" : null,

"adm nDefined18" : null,

"adm nDefined19" : null,

"adm nDefined20" : null,

"mai | boxSi zeM" : nul |,

“mai | boxLi censeType" : null,

"nmoveConpl ete" : null,

"directoryUser" : fal se,

"@ype" : "user",

"@url" : "/gwadm n-service/ domai ns/test Donl/ postof fices/test POL/ users/
test User 1"

b

XM. Response:
<list>
<user >
<i d>USER t est Dont. t est POL. t est Chi neseUser 1</ i d>
<gui d>D9ACBC50- 09EF- 0000- 8A08- 20888CC82C5A</ gui d>
<name>t est Chi neseUser 1</ nane>
<obj Type>user </ obj Type>
<ur | >/ gwadm n- servi ce/ donmai ns/t est Doml/ post of fi ces/t est POL/ users/
t est Chi neseUser 1</ url >
<ti meCreat ed>1371072575000</ti meCr eat ed>
<ti meLast Mbd>1371072575000</ti neLast Mod>
<l ast Modi fi edBy>admi n. t est Systenil</| ast Modi fi edBy>
<l ast Modi fi edQp>ADD</ | ast Modi fi edOp>
<forceNul | OnAttrs/ >
<domai nNane>t est Donil </ domai nNane>
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<post O fi ceName>t est POL</ post O f i ceNane>
<visibility>SYSTEMK/visibility>
<fileld>iit</fileld>
<sur name>???7?</ sur nane>
</ user >
<user >
<i d>USER. t est Ext Domll. t est Ext POL. t est Ext User 1</ i d>
<nane>t est Ext User 1</ name>
<obj Type>user </ obj Type>
<ur | >/ gwadmi n- servi ce/ domai ns/t est Ext Donil/ post of fi ces/ t est Ext POL/
users/test Ext User 1</ url >
<ti meCreat ed>1371072575000</t i meCr eat ed>
<ti nelLast Mod>1371072575000</ ti neLast Mod>
<l ast Modi fi edBy>adm n. t est Syst eml</ | ast Modi fi edBy>
<l ast Modi fi edQp>ADD</ | ast Modi fi edOp>
<forceNul | OnAttrs/ >
<domai nNane>t est Ext Donil </ donai nNanme>
<post O f i ceNanme>t est Ext POL</ post O f i ceNanme>
<visibility>SYSTEMK/visibility>
<ext er nal Recor d>t r ue</ ext er nal Recor d>
</ user>
<user >
<i d>USER t est Dont. t est POL. t est User 1</ i d>
<gui d>D8C01260- 09EF- 0000- 8A08- 20888CC82C5A</ gui d>
<name>t est User 1</ nanme>
<obj Type>user </ obj Type>
<ur | >/ gwadmi n- servi ce/ domai ns/t est Donil/ post of fi ces/t est POL/ user s/
test User 1</ url >
<ti meCreat ed>1371072573000</ti meCr eat ed>
<ti nelLast Mod>1371072573000</ ti neLast Mod>
<l ast Modi fi edBy>adm n. t est Syst enml</ | ast Modi fi edBy>
<l ast Modi fi edQp>ADD</ | ast Modi fi edOp>
<forceNul | OnAttrs/>
<domai nNane>t est Donil </ donmai nNanme>
<post O f i ceNanme>t est POL</ post O fi ceNane>
<visibility>SYSTEMK/visibility>
<fileld>g2t</fileld>
<sur name>t est Sur nanel</ sur nanme>
</ user>
</list>

Requesting a List of Users in the GroupWise System Using a
Wildcard Character

Request :
GET https://1ocal host: 9710/ gwadni n-servi ce/ | i st/ USER?name=t est G- oupMenber *

Response St at us:
200 - &

NOTE: The ?namne query automatically does end of name wildcard searching.
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Requesting a List of Users in a Domain

Request :
CGET https://1ocal host: 9710/ gwadmi n-service/list/USER/ DOVAI N. t est Doml

Response St at us:

200 - &K

JSON Response:

[ {
"id" : "USER testDonl.testPQOlL. testChi neseUserl"”,
"guid" : "3D438970-09EF- 0000- 8A08- 20888CC82C5A",
"name" : "testChi neseUserl",

“links" : null,

"timeCreated" : 1371072312000,
"timeLast Mod" : 1371072312000,
"l egacyDn" : null,

"l ast Modi fi edBy" : "admn.testSysteml”,
"l ast Modi fi edOp" : "ADD',
“pendi ngOp" : null,

“domai nNane" : "testDoml",
"post O fi ceName" : "testPOL",
“description” : null,

“enmui | Addresses” : null,
"visibility" : "SYSTEM,

“def aul t | nt ernet Agent Name" : null,
"al | ownedAddr essFormats” : null,
"i nt er net Donai nNarme” : nul |,
“preferredAddressFormat” : null,
“preferredEmail 1 d" : null,
"nmoveStatus" : null,

"1 dapDn" : null,

“I'dapld” : null,

“directoryld" : null,

“enabl el Cal Browse" : null,
"restoreArea” : null,
“expirationDate" : O,
"external Record” : null,
"external Sync" : null,
“fileld" : "77i",

“account1d" : null,

"city" @ null,

“conpany" : null,

“country" : null,

“departnent” : null,

"external Entity" : null,
"external SyncOverride" : null,
“faxNunber” : null,

"gat ewayAccess" : null,
"givenNane" : null,

"gw d" : null,
"honePhoneNunber” : nul |,

"| dapAut hentication" : null,
“location" : null,
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"lastdientLogi nTineg" : null,
"lastdient Type" : null,

"l ogi nDi sabl ed" : null,
"mai | box!d" : null,
"mddlelnitial" : null,
"mobi | ePhoneNunber" : nul I,
"networkld" : null,

"ot her PhoneNunber"” : null,

"pager Nunber" : null,
"post al Zi pCode" : null,
"post O ficeBox" : null,
"stateProvince" : null,
"street Address" : null,
"suffix" : null,
"“surname" : "????",

"t el ephoneNunber™ : null,
"title" : null,
"groupAccessControl UpdateList” : null,
"groupMenber sUpdat eList” : null,
"adm nDefinedl" : null,
"adm nDefined2" : null,
"adm nDefined3" : null,
"adm nDefined4" : null,
"adm nDefined5" : null,
"adm nDefined6" : null,
"adm nDefined7" : null,
"adm nDefined8" : null,
"adm nDefined9" : null,
"adm nDefined10" : null,
"adm nDefinedl11" : null,
"adm nDefined12" : null,
"adm nDefined13" : null,
"adm nDefined14" : null,
"adm nDefinedl15" : null,
"adm nDefined16" : null,
"adm nDefinedl7" : null,
"adm nDefined18" : null,
"adm nDefined19" : null,
"adm nDefined20" : null,

"mai | boxSi zeM" : nul |,

“mai | boxLi censeType" : null,

"nmoveConpl ete"” : null,

"directoryUser" : fal se,

"@ype" : "user",

“@url" : "/gwadm n-service/ domai ns/test Donl/ postof fices/test POL/ users/
t est Chi neseUser 1"
HoA

"id" : "USER testDontl.testPOL. testUserl",

"guid" : "3COBF3DO- 09EF- 0000- 8A08- 20888CC82C5A" ,

"nanme" : "testUserl",

“links" : null,

"timeCreated" : 1371072310000,
"timeLast Mod" : 1371072310000,

"l egacyDn" : null,

"l ast Modi fi edBy" : "admin.testSysteml”,
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"l ast Modi fi edOp" : "ADD',
"pendi ngOp" : null,
"donmai nNane" : "testDoml",

"post Of fi ceName" : "testPOLl",

"description" : null,

"emai | Addresses" : null,
"visibility" : "SYSTEM,
"def aul t | nt er net Agent Nane"

"int ernet Domai nNane" : null
"pref erredAddr essFor mat "
"preferredEmai I 1d" : null,
"moveStatus" : null,

"l dapDn" : null,

"“ldapld" : null,
"directoryld" : null,
"enabl el Cal Browse" : null,
"restoreArea" : null,
"expirationbDate" : O,
"external Record" : null,
"external Sync" : null,
"fileld" : "fri",
"account!ld" : null,

"city" : null,

"conpany" : null,
"country" : null,
"department” : null,
"external Entity" : null,

nul |,
"al | ownedAddr essFormats" : null,

nul |,

"external SyncOverride" : null,

"faxNunber" : null,

"gat ewayAccess" : null,
"givenNane" : null,

"gwid" : null,
"honmePhoneNunber” : nul |,
"1 dapAut hentication" : null
"l ocation" : null,
"lastdientLogi nTine" : nul
"lastClientType" : null,

"1 ogi nDi sabl ed" : null,
"mai | boxld" : null,
"mddlelnitial" : null,
"nmobi | ePhoneNunber™ : nul |,
"networkld" : null,

"ot her PhoneNunber" : null,
"pager Nunber” : null,

"post al Zi pCode" : null,

"post O ficeBox" : null,
"stateProvince" : null,
"street Address" : null,
"suffix" : null,

“surname" : "testSurnamel",
"t el ephoneNunber™ : null,
"title" : null,

"groupAccessCont r ol Updat eLi st ™

" groupMenber sUpdat eLi st "
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"adm nDefinedl" : null,
"adm nDefined2" : null,
"adm nDefined3" : null,
"adm nDefi ned4" : null,
"adm nDefi ned5" : null,
"adm nDefi ned6" : null,
"adm nDefi ned7" : null,
"adm nDefined8" : null,
"adm nDefined9" : null,
"adm nDefined10" : null,
"adm nDefined11" : null,
"adm nDefined12" : null,
"adm nDefined13" : null,
"adm nDefined14" : null,
"adm nDefinedl15" : null,
"adm nDefined16" : null,
"adm nDefinedl7" : null,
"adm nDefined18" : null,
"adm nDefined19" : null,
"adm nDefined20" : null,
"mai | boxSi zeM" : nul |,
“mai | boxLi censeType" : null,
"nmoveConpl ete" : null,
"directoryUser" : fal se,
"@ype" : "user",
“@url" : "/gwadm n-service/ domai ns/test Donl/ postof fices/test POL/ users/
test User 1"

b

XM. Response:
<list>
<user >
<i d>USER t est Dont. t est POL. t est Chi neseUser 1</ i d>
<gui d>D9ACBC50- 09EF- 0000- 8A08- 20888CC82C5A</ gui d>
<name>t est Chi neseUser 1</ nane>
<obj Type>user </ obj Type>
<ur | >/ gwadmi n- servi ce/ domai ns/t est Donil/ post of fi ces/t est POL/ user s/
t est Chi neseUser 1</ url >
<ti meCreat ed>1371072575000</t i meCr eat ed>
<tinelLast Mod>1371072575000</ ti neLast Mod>
<l ast Modi fi edBy>adm n. t est Syst enml</ | ast Modi fi edBy>
<l ast Modi fi edOQp>ADD</ | ast Modi fi edOp>
<forceNul | OnAttrs/ >
<domai nNane>t est Donil </ donmai nNanme>
<post O f i ceNanme>t est POL</ post O fi ceNane>
<visibility>SYSTEMK/visibility>
<fileld>iit</fileld>
<sur name>???7?</ sur nane>
</ user>
<user >
<i d>USER t est Dontl. t est POL. t est User 1</ i d>
<gui d>D8C01260- 09EF- 0000- 8A08- 20888CC82C5A</ gui d>
<name>t est User 1</ nane>
<obj Type>user </ obj Type>
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<ur | >/ gwadm n- ser vi ce/ donmai ns/ t est Doml/ post of fi ces/t est POL/ user s/
t est User 1</ url >

<ti meCreat ed>1371072573000</ti meCr eat ed>

<ti melLast Mbd>1371072573000</ti neLast Mod>

<l ast Modi fi edBy>adm n. t est Syst enil</ | ast Modi fi edBy>

<l ast Modi fi edOp>ADD</ | ast Modi fi edOp>

<forceNul | OnAttrs/>

<domai nName>t est Donil</ donai nName>

<post Of fi ceName>t est POL</ post O f i ceNane>

<visibility>SYSTEMK/ visibility>

<fileld>q2t</fileld>

<sur nanme>t est Sur nanel</ sur nanme>

</ user>

</list>

Requesting a List of Users in a Post Office

Request :
GET https://1ocal host: 9710/ gwadmi n-service/li st/ USER/
POST_OFFI CE. t est Dont. t est POL

Response St at us:

200 - &K

JSON Response:

[ {
"id" : "USER testDonll.testPOlL.test Chi neseUser 1",
"guid" : "3D438970- 09EF- 0000- 8A08- 20888CC82C5A",
"nanme" : "testChi neseUser1",

"l'inks" : null,

"timeCreated" : 1371072312000,
"tinmeLast Mod" : 1371072312000,
"l egacyDn" : null,

"l ast Modi fi edBy" : "admi n.testSystentl",
"l ast Modi fi edOp" : "ADD',

"pendi ngGp" : null,

"domai nNanme" : "testDonl",

"post O ficeName" : "testPOL",
"description" : null,

"emai | Addresses” : null,
"visibility" : "SYSTEM',

"defaul t1nternet Agent Name" : nul |,
"al | onedAddr essFormats" : nul |,
"internet Domai nNanme" : nul |,
"preferredAddressFormat” : null,
"preferredEmail Id" : null,
"nmoveStatus" : null,

"l dapDn" : null,

"“ldapld" : null,

"directoryld" : null,

"enabl el Cal Browse" : null,
"restoreArea” : null,
"expirationbDate" : O,

"external Record" : null,
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"ext er nal Sync"
“fileld"

"account | d"
nul |,

" Ci t ylI :
" Corrpanyll
"country"

"department”
"external Entity"
"ext ernal SyncOverri de"
"faxNumber "

m 77i n ,
nul |,
nul I,

nul |,
nul |,

" gat ewayAccess"

"gi venNane"

" gV\A dll

nul |,
"homePhoneNunber "

"| dapAut henti cati on"
"l ocation"
"lastdientLogi nTi ne"

nul |,

nul |,

nul |,
nul |,

nul |,

nul |,

nul |,

nul |,
nul |,

nul |,

"lastCient Type" nul |
"1 ogi nDi sabl ed" nul |,
"mai | box! d" nul |,
"mddlelnitial" nul |,
"nmobi | ePhoneNunber " nul |,
"net wor k1 d" nul |

"ot her PhoneNunber" : null
"pager Nunber " : I,
"post al Zi pCode" nul |,
"post O fi ceBox" nul |,
"st at eProvi nce" nul |,
"street Address" : null,
"suffix" nul |,

"sur nanme" "0,

"t el ephoneNunber” nul |,

"titl

ell

nul |,

"groupAccessControl Updat eLi st ™

"groupMenber sUpdat eLi st "

"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm
"adm

nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef
nDef

nedl”
ned2"
ned3"
ned4"
ned5"
ned6"
ned7"
ned8"
ned9"
ned10"
nedl11"
nedl12"
ned13"
ned14"
ned15"
ned16"
nedl17"
ned18"
ned19"
ned20"

nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,

nul |,

nul |,
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"mai | boxSi zeMd" : null,

“mai | boxLi censeType" : null,

"nmoveConpl ete" : null,

"directoryUser" : false,

"@ype" : "user",

"@rl" : "/gwadm n-service/ domai ns/test Donil/ post of fi ces/test POL/ users/
t est Chi neseUser 1"
boA

"id" : "USER testDonl.testPOL.testUserl",

"guid" : "3COBF3D0- 09EF- 0000- 8A08- 20888CC82C5A",

"name" : "testUserl",

"l'inks" : null,

"timeCreated" : 1371072310000,
"tinmelLast Mod" : 1371072310000,
"l egacyDn" : null,

"l ast Modi fiedBy" : "adm n.testSysteml”,
"] ast Modi fi edOp" : "ADD',
"pendi ngOp" : null,

"domai nNane" : "testDoml",
"post O ficeNane" : "testPOL",
"description” : null,

"enui | Addresses”" : null,
"visibility" : "SYSTEM,

"def aul t I nt er net Agent Nane" : nul |,
"al | owedAddr essFormats" : null,
"internet Domai nNane" : null,
"preferredAddressFormat” : null,
"preferredEmai I 1d" : null,
"moveStatus" : null,

"l dapDn" : null,

“ldapld" : null,

"directoryld" : null,

"enabl el Cal Browse" : null,
"restoreArea” : null,
"expirationbDate" : O,
"external Record" : null,
"external Sync" : null,
“fileld" : "fri",

"account!ld" : null,

"city" : null,

"conpany" : null,

"country" : null,

"department” : null,

"external Entity" : null,
"external SyncOverride" : null,
"faxNunber" : null,

"gat ewayAccess" : null,
"givenNane" : null,

"gwd" : null,
“honmePhoneNurber" : nul |,

"1 dapAut hentication" : null,
“location" : null,
“lastdientLogi nTine" : null,
“lastdient Type" : null,

"1 ogi nDi sabl ed" : null,
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"mai | boxld" : null,

"mddlelnitial" : null,
"mobi | ePhoneNunber" : nul I,
"networkld" : null,

"ot her PhoneNunber"” : null,

"pager Nunber" : null,
"post al Zi pCode" : null,

"post Offi ceBox" : null,
"stateProvince" : null,
"street Address” : null,
"suffix" : null,

"surnanme" : "testSurnamel",
"t el ephoneNunber™ : null,
"title" : null,

"groupAccessControl UpdateList” : null,

"groupMenber sUpdat eList” : null,

"adm nDefinedl"” : null,

"adm nDefined2" : null,

"adm nDefined3" : null,

"adm nDefined4" : null,

"adm nDefined5" : null,

"adm nDefined6" : null,

"adm nDefined7" : null,

"adm nDefined8" : null,

"adm nDefined9" : null,

"adm nDefined10" : null,

"adm nDefinedl11" : null,

"adm nDefined12" : null,

"adm nDefined13" : null,

"adm nDefined14" : null,

"adm nDefinedl15" : null,

"adm nDefined16" : null,

"adm nDefinedl7" : null,

"adm nDefined18" : null,

"adm nDefined19" : null,

"adm nDefined20" : null,

"mai | boxSi zeM" : nul |,

“mai | boxLi censeType" : null,

"nmoveConpl ete" : null,

"directoryUser" : fal se,

"@ype" : "user",

“@url" : "/gwadm n-service/ donmai ns/test Donl/ post of fices/test POL/ users/
test User 1"

b

XM. Response:
<list>
<user >

<i d>USER t est Dont. t est POL. t est Chi neseUser 1</i d>

<gui d>D9ACBC50- 09EF- 0000- 8A08- 20888CC82C5A</ gui d>

<name>t est Chi neseUser 1</ nane>

<obj Type>user </ obj Type>

<ur | >/ gwadmi n- servi ce/ domai ns/t est Donil/ post of fi ces/t est POL/ user s/
t est Chi neseUser 1</ url >

<ti meCreat ed>1371072575000</ti meCr eat ed>
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<ti nelLast Mod>1371072575000</ ti neLast Mod>
<l ast Modi fi edBy>adm n. t est Syst enil</ | ast Modi fi edBy>
<l ast Modi fi edOp>ADD</ | ast Modi fi edOp>
<forceNul | OnAttrs/ >
<donai nNane>t est Doml</ donai nNanme>
<post Of fi ceName>t est POL</ post O f i ceNane>
<visibility>SYSTEMK/visibility>
<fileld>iit</fileld>
<sur name>???7?</ sur nane>

</ user>

<user >
<i d>USER t est Dont. t est POL. t est User 1</ i d>
<gui d>D8C01260- 09EF- 0000- 8A08- 20888CC82C5A</ gui d>
<name>t est User 1</ nanme>
<obj Type>user </ obj Type>
<ur | >/ gwadmi n- servi ce/ domai ns/t est Donil/ post of fi ces/t est POL/ user s/

test User 1</ url >

<ti meCreat ed>1371072573000</t i meCr eat ed>
<ti nelLast Mod>1371072573000</ ti neLast Mod>
<l ast Modi fi edBy>adm n. t est Syst eml</ | ast Modi fi edBy>
<l ast Modi fi edQp>ADD</ | ast Modi fi edOp>
<forceNul | OnAttrs/ >
<domai nNane>t est Donil </ donmai nNanme>
<post O f i ceNanme>t est POL</ post O fi ceNane>
<visibility>SYSTEMK/visibility>
<fileld>g2t</fileld>
<sur name>t est Sur nanel</ sur name>

</ user>

</list>

Requesting a List of User Attributes

Request :
GET https://1ocal host: 9710/ gwadni n-servi ce/ di agnosti cs/ obj ect/
USER. t est Donl. t est POL. t est User 1

Response St at us:

200 - K
JSON Response:
{
"attr" o [ {
"@d" : "50073",
"$" : "testUserl"
boA
"@d" "50072",
g "4
boA
"@d" : "58014",
" "t est Dontl"
oA
"@d" "59019",
"$" : "admin.testSystenl"
oA
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"@d" : "50101",

"ot o"
oA
"@d" : "50087",
R
|
"@d" : "50080",
"$" : "3COBF3D0- 09EF- 0000- 8A08- 20888CC82C5A"
|
"@d" : "50144",
R
b A
"@d" : "50038",
"o "fri"
b A
"@d" : "50035",
"$" : "testDoml"
boA
"@d" : "50064",
"$" : "1371072310"
b A
"@d" : "50001",
o2
beoAq
"@d" : "50062",
"$" : "testPOL"
b A
"@d" : "50093",
"$" : "testSurnanel"
b A
"@d" : "63096",
R
b A
"@d" : "61109",
"$" : "1371072310"
oA
"@d" : "50076",
e oom2n
b A
"@d" : "50075",
"$" o "e"
1
"@d" : "USER testDonl.testPOL.testUser1"

}

XM. Response:
<obj ect Attri butes>
<i d>USER. t est DommlL.. t est POL. t est User 1</ i d>
<attr>
<obj ect Attri but es>
<i d>50073</i d>
<val ue>t est User 1</ val ue>
</ obj ect Attributes>
<obj ect Attri butes>
<i d>50072</i d>
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<val ue>4</val ue>
</ obj ect Attributes>
<obj ect Attri but es>
<i d>58014</i d>
<val ue>t est Doml</ val ue>
</ obj ect Attributes>
<obj ect Attri but es>
<i d>59019</i d>
<val ue>admi n. t est Syst enml</ val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50101</i d>
<val ue>0</val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50087</i d>
<val ue>1</val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50080</i d>
<val ue>D8C01260- 09EF- 0000- 8A08- 20888CC82C5A</ val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50144</i d>
<val ue>1</val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50038</i d>
<val ue>q2t </ val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50035</i d>
<val ue>t est Doml</ val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50064</i d>
<val ue>1371072573</ val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50001</i d>
<val ue>2</val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50062</i d>
<val ue>t est POL</ val ue>
</ obj ect Attri but es>
<obj ect Attri butes>
<i d>50093</i d>
<val ue>t est Sur nanel</ val ue>
</ obj ect Attributes>
<obj ect Attri butes>
<i d>63096</i d>
<val ue>1</val ue>
</ obj ectAttributes>
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<obj ect Attri but es>
<i d>61109</i d>
<val ue>1371072573</ val ue>
</ obj ect Attributes>
<obj ect Attri but es>
<i d>50076</i d>
<val ue>2</val ue>
</ obj ect Attributes>
<obj ect Attri but es>
<i d>50075</i d>
<val ue>6</ val ue>
</ objectAttributes>
</attr>
</ objectAttributes>

Requesting a List of Groups in the GroupWise System

Request :
GET https://1ocal host: 9710/ gwadm n-service/list/GROUP

Response St at us:

200 - K

JSON Response

[ {
"id" : "GROUP.testDonl.testPOL testGoupl",
"guid" : "3D593450- 09EF- 0000- 8A08- 20888CC82C5A"
"nane" : "testGoupl",

"l'i nks" : null

"timeCreated" : 1371072313000,
"tinmeLast Mod" : 1371072313000,

"l egacyDn" : null,

"] ast Modi fi edBy" : "adm n.testSysteml",
"| ast Modi fi edOp" : "ADD'

"pendi ngOp" : null

"domai nNane" : "test Doml"
"post Offi ceName" : "testPOL",
"description" : null
"emai | Addresses" : null
"visibility" : "POST_OFFI CE"

"def aul t | nt er net Agent Name" : nul |
"al | onedAddr essFormats" : null,

"I nt er net Domai nNane" : null,
"preferredAddressFormat" : nul |
"preferredEmai l I d" : null,
"moveStatus" : null,

"I dapDn" : null,

“I'dapld" : null,

"directoryld" : null

"postOFfice" : null,

“groupType" : "DI STRI BUTI ON_LI ST"
"replicationQverride"” : null,
"excl usi vel nt ernet Domai n" : fal se,
"groupAccessControl UpdateList” : null,
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"groupMenber shi pUpdat eList" : null,

"external Sync" : null,
"nmoveConpl ete" : null,
"directoryUser" : false,
"@ype" @ "group",
"@url" : "/gwadm n-service/ domai ns/test Doml/ post of fi ces/test POL/ gr oups/
test G oupl"
}l
XM. Response:
<list>
<gr oup>

<i d>GROUP. t est Donl. t est POL. t est G oupl</i d>

<gui d>D9C2B550- 09EF- 0000- 8A08- 20888CC82C5A</ g