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About This Guide

This guide describes how to install, configure, and customize Novell iPrint on Novell Open Enterprise
Server 2015 or later.

¢ Chapter 1, “Overview,” on page 11

+ Chapter 2, “What's New or Changed in Novell iPrint,” on page 21

+ Chapter 3, “Installing and Setting Up iPrint on Your Server,” on page 27

¢ Chapter 4, “Installing and Setting Up iPrint on Client Workstations,” on page 45

¢ Chapter 5, “Migrating iPrint from NetWare 6.5 SP8 to OES 2015 SP1,” on page 91

+ Chapter 6, “Running iPrint in a Virtualized Environment,” on page 93

+ Chapter 7, “Customizing iPrint,” on page 95

¢ Chapter 8, “Configuring iPrint with Novell Cluster Services,” on page 99

+ Chapter 9, “Managing Your Print System,” on page 107

+ Chapter 10, “Setting Up a Secure Printing Environment,” on page 137

+ Chapter 11, “Troubleshooting iPrint,” on page 143

+ Appendix A, “Supported Browsers for iPrint,” on page 153

+ Appendix B, “iPrint Log Files,” on page 155

+ Appendix C, “iPrint Commands and Utilities,” on page 157

+ Appendix D, “Configuring the iPrint HTML Interface,” on page 179

+ Appendix E, “Disabling iPrint,” on page 189

+ Appendix F, “Error Codes,” on page 191

+ Appendix G, “TIDs for iPrint,” on page 193

Audience

This guide is intended for anyone involved in installing, managing, and using iPrint or NDPS for a
print system.

Feedback

We want to hear your comments and suggestions about this manual and other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation to submit your comments.

Documentation Updates

For the latest version of the iPrint Administration Guide, visit the Novell Open Enterprise Server
documentation Web site.

Additional Documentation

For documentation on installing and running the iPrint Manager Health Monitor, visit the Novell Open
Enterprise Server documentation Web site.
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Overview

Novell iPrint is a component of Open Enterprise Server 2015. iPrint lets mobile employees, business
partners, and customers access printers from a variety of remote locations using existing Internet
connections. This section describes the benefits and key features of iPrint.

+ ‘“Introduction to iPrint” on page 11

+ “iPrint Component Overview” on page 12

+ “Understanding Port Usage” on page 16

+ “iPrint Solutions” on page 17

+ “What's Next” on page 19

Introduction to iPrint

iPrint is Novell's solution to seamless integration of printing services. Regardless of whether users
are working in an office building, telecommuting from home, or attending a sales meeting in another
country, iPrint ensures that they can print documents quickly, easily, and reliably.

Using a web browser, users point to a Web page that displays the available printers to install. They
click a printer to install the iPrint Client, download the printer’s driver, and create a printer on the
user’s workstation. Then users can send documents to the printer from any application on the
desktop.

With iPrint, mobile users no longer need to contact a busy network administrator to find out a printer’s
name, context, and the required printer driver. Instead, mobile users work within a familiar web
browser to locate nearby printers through iPrint’s Printer List Web page or maps created by the
administrator. Companies can also reduce communication costs by printing documents to remote
printers.

iPrint Uses Industry Standards

iPrint uses the Internet Printing Protocol (IPP), an industry standard, to eliminate the complexities of
printing over the Internet and to make location-based printing a reality.

The benefits of IPP include the following:

+ Uses the IP protocol

+ Provides broad vendor support

+ Works over local networks and the Internet

+ Provides print data encryption (SSL, TLS)

+ Provides a standard print protocol for all platforms (Linux, Macintosh, Windows, and so forth

For more information about IPP, see the documents on the Printer Working Group Website (http://
www.pwg.org/ipp/index.html).
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iPrint Benefits
In addition to the benefits of IPP, the Novell implementation of iPrint adds the following value:

+ Printer driver download and installation

+ Location-based printing

+ Browser-enabled printer installation interface
¢ Customizable user interface

¢ Secure information transfer

+ Universal Printer Driver (UPD) support

+ Print accounting

For secure printing needs, iPrint integrates with NetlQ eDirectory to ensure that only authorized users
can access the printer. A user is required to authenticate with an eDirectory username and password.
The print data is also encrypted to ensure that sensitive print data is kept secure and unaltered.

IPrint Component Overview

+ “Print Manager” on page 13

+ “Driver Store” on page 13

+ “iPrint Client” on page 14

+ “iManager” on page 15

+ “Apache Web Server” on page 16

iPrint consists of three main components: the Print Manager, the Driver Store, and the iPrint Client.
Other supporting components include the Apache Web Server, iManager, and eDirectory.

Figure 1-1 iPrint Component Overview

Print Manager
:
= = LbAP: = IPP
eDirectory Server
LDAP server ./
/\ oy .
Apache Server \L—7 4
Tomcat 6 iy ;
Printer Pt :
A Gatewa
o ) : Agents y
iPrint client on the - :
User’s Workstation : Driver Printer LPR-SNMP ;
P, H H S
['3 : Store w»
IPP-HTTP : i i
. 4 .............................. i / 4 4 ......
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Print Manager

The Print Manager, which is an object in the eDirectory tree as well as software that runs on an OES
server, provides a platform for Printer Agents on the server. As print jobs are submitted to the Print
Manager, the print job is forwarded to a printer when the printer is ready.

A single Print Manager can handle print jobs for multiple printers. Depending on your network
configuration (for example, remote locations), you can create additional Print Managers on other
servers, but only one Print Manager can exist on any one server. The Print Manager user access
control allows authorized users to print.

Figure 1-2 Workflow through a Print Manager

Browser

ad

~</"
o ‘:‘) iPrint

User iPrint Manager

Server

Network

Printer

@ 4

Printer Agent: The Printer Agent is an entry in the Print Manager database that represents the
physical printer. When you create a printer, a Printer Agent is created in the Print Manager’s database
and a Printer object is added to eDirectory. The Printer Agent manages the processing of print jobs;
answers queries from network clients about a print job or attributes of a printer; and provides SNMP
information that is displayed in the Print Manager Health Monitor.

IPP server: The IPP server’s main function is to handle IPP requests from the Web server and
deliver the requests to the Print Manager or to the Broker.

iPrint Gateway: The gateway maintains communication with the printers. When a printer is ready,
the gateway requests print jobs from the Print Manager for the printer. The print jobs are sent to the
printer through LPR and the TCP/IP protocol. The gateway also uses SNMP to query printers to get
their status and other printer information.

Driver Store

The Driver Store is an eDirectory object. Only one Driver Store is required on a network; however,
depending on your network configuration, you can create additional Driver Stores. The fewer Driver
Stores that are running, the better. With more Driver Stores, you need to keep track of which drivers
run on which driver store.

The Driver Store is a repository of printer drivers for your print system. When the first user of a printer
installs the printer, the Print Manager requests the associated printer driver from the Driver Store, and
the Print Manager saves the printer driver to disk for future use. When the same printer is installed by
another user, the Print Manager checks to see if there is an updated printer driver in the Driver Store.
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If an updated driver exists, the Print Manager caches it and subsequent printer installations use the
newer drivers. However, printers already installed on workstations with the older driver are not
updated. For additional information on the Driver Store, see TID 3281477 on the Novell Support Site.

iPrint Client

The iPrint Client is available on the following platforms:
+ Windows
+ Macintosh
¢ Linux

Windows iPrint Client

The Windows iPrint Client lets you install iPrint printers and configure iPrint on your workstation. It
includes the following components:

iPrint Print Providers

.| Devices and Printers - SIEN
‘T a4 » Control Panel » Hardware and Sound » Devices and Printers » v & Search Devices and Printers P
Add a device Add a printer = - o
4 Py )
Printers (5) r \
T ] ] | T
. | |
Uy Sy sy Sy
Fax Microsoft XPS Send To secure printer 2 TEST PRINTER
Document Writer OneNote 2010 on TEST 1 on
ipp (Mir7-server2- ipp:/ffir8-server1-
blr.novell.com bir.novell.com

+ Print Provider: The iPrint Print Provider communicates directly with the Windows spooler, which
takes print jobs from applications and delivers them to a print provider. Upon startup, the iPrint
Client ensures that the iPrint Print Provider is the first one in the list of providers. When a print
job is intended for an iPrint printer, the iPrint Print Provider delivers the print job to the Print
Manager.

+ Browser plug-in: The iPrint Client contains a browser plug-in for Mozilla-based browsers and
Internet Explorer. The IE plug-in is an OCX-based plug-in that lets you install printers through
your |IE browser.

+ Client configuration: Through the iPrint Client configuration screen, you can take advantage of
several advanced client features. For more information on each of these features, see the
associated documentation. These features include the following:

+ “Using a Proxy Server” on page 67
+ “Setting Up iPrint on Terminal Servers” on page 68
+ “Managing Passwords for Remote iPrint Servers” on page 67
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¢ Command line utilities: The iPrint MS-DOS commands let you install iPrint printers without a
web browser and capture LPT ports to iPrint printers. These commands are useful when you
have legacy applications that require output to an LPT port, or when you want to add printers
through a login script.

For more information, see “Implementing iPrint by Using the Command Line” on page 69.

For more information, including client requirements, see “Windows: iPrint Client” on page 50.

Macintosh iPrint Client

The Macintosh iPrint Client contains a browser plug-in for the Safari web browser that lets you install
printers through your web browser. For more information, see “iPrint Client Supported Browsers” on
page 153.

The client integrates with CUPS and uses the CUPS local spooler to send print jobs to the Print
Manager.

For more information, including client requirements, see “Macintosh: iPrint Client” on page 49.

Linux iPrint Client

This client lets Linux workstations install iPrint clients. It includes the following components:

+ Browser plug-in: The iPrint Client contains a browser plug-in for Mozilla-based browsers. This
plug-in lets you install printers through your web browser.

+ Console utility: The Linux iPrint Client includes the i pr nt cnd utility that lets you install printers,
print test pages, and upload drivers to a driver store from a console prompt. For more
information, see “Using iprntcmd on Linux and Macintosh” on page 75.

¢ CUPS Integrator: The client integrates with the CUPS (Common UNIX Printing System)
software and uses the CUPS local spooler to send print jobs to the Print Manager.

For more information, including client requirements, see “Linux: iPrint Client” on page 45.

iIManager

You use iManager to create, configure, and manage your iPrint system. For complete management,
including, uploading printer drivers and PostScript Printer Description (PPD) files, you must access
iManager from a workstation on which the iPrint Client is installed. For more information, about iPrint
tasks in iManager, see Chapter 3, “Installing and Setting Up iPrint on Your Server,” on page 27 and
Chapter 9, “Managing Your Print System,” on page 107. For more information about iManager, see
the NetlQ® iManager Administration Guide.
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Figure 1-3 iManager Web Interface
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Printer Driver Profile
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Apache Web Server

Apache 2.2.12 is the Web server for iPrint. The Web server serves up HTML pages, handles secure
(SSL/TLS) and non-secure requests, and utilizes LDAP for authentication.

Understanding Port Usage

iPrint can use any port specified on Apache; however, iPrint defaults to two primary ports:

+ Port 443: All secure printing occurs through SSL over port 443.
+ Port 631: All non-secure printing occurs over port 631.
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The iPrint Client also supports TLS. If your system is configured to use TLS, all secure and non-
secure printing occurs over port 631.

During the OES install of the iPrint software, the CUPS back-end components are disabled on
the server to avoid port 631 conflicts. This is because iPrint uses CUPS to render print jobs
before sending a job to the Print Manager, printing from the server itself by using CUPS, or if
iPrint is not available.

IPrint Solutions

The following examples demonstrate how iPrint solves current business needs.

*

“Printing Across the Internet” on page 17
“Printing at a Remote Office” on page 17
“Printing Instead of Faxing” on page 18
“Accounting With iPrint” on page 19

Printing Across the Internet

Juan is an employee working at home who wants to send a document to a printer at his office. Juan
does not want to dial in to the company’s network, but he has access to the Internet.

Figure 1-4 How iPrint Helps You Print Across the Internet

= . Wy
&/ ’.“;’ .V
Q
Company’s Network Drivers and
Print URL Printers iprint Client

1. Juan points his web browser to the company’s print URL.

2. From the Web page, Juan selects the printer to install. The iPrint Client is automatically

downloaded and is installed on his computer. The printer driver is also downloaded and the
printer is installed on his computer.

From any application on his home computer, Juan can now print documents directly on his
company’s printer.

Printing at a Remote Office

Olga is visiting her company’s branch office in Paris. She needs to print a handout for an upcoming
meeting. Olga knows she can print to the branch office printer, even though she does not know the
printer’s name, eDirectory context, make, model, or required printer driver.
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Figure 1-5 How iPrint Helps You Complete Print Jobs at a Remote Office

Branch Office Network Drivers and
Print URL Printers iprint Client

Olga connects her laptop to the company network, clicks the iPrint link on the company’s intranet
Web page, then clicks a link for the branch office she is visiting. A map displays the branch office
and the iPrint printers.

2. Olga locates the office she is using and clicks the icon for the printer just outside her office.

3. The printer driver is downloaded and a printer is created in her laptop’s Printer folder. She didn’t

need to install the iPrint Client software again because she had used iPrint previously at a
different branch office.

From her application, Olga prints her handouts for the upcoming meeting.

Printing Instead of Faxing

Dan has just returned to his hotel room in Chicago after visiting with some clients. While checking his
e-mail, he is reminded that he needs to submit a report to his manager in the corporate office in New
York. The report is due by 8:00 a.m. Although he could send the report by fax, he wants a high-quality
printout in color and he does not want to incur long-distance telephone charges.

Figure 1-6 How iPrint Helps you Print Documents to Another Printer Instead of Faxing Them
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1. Dan uses his laptop to dial in to a local Internet Service Provider.

2. Using his web browser, Dan accesses the company’s intranet Web page. Using the iPrint map

Overview

pages, he locates an iPrint color printer adjacent to his manager’s office.

After downloading and installing the printer driver, Dan uses his application to send the report to
the printer.

Dan returns to the iPrint Web page and clicks the printer again to display printer management
options. He monitors the printer job list to verify that his print job is complete.

Dan sends an e-mail to his manager telling him that the report is available at the printer.



Accounting With iPrint

Print Accounting: Novell iPrint integrates with third-party print accounting solutions to provide full
support for accounting the print jobs including tracking all the print jobs and keeping a tab on the
paper consumption. The print accounting feature enables the print administrator to have a clear
understanding of who is printing what and when, and apply charge back capabilities if required.

Direct Print Accounting: A printer that is enabled for iPrint Direct sends print jobs directly to the
printer instead of sending the job to the print server first. The print job is sent to the printer in LPR or
raw 9100 format, depending on the setting in the gateway autoload command for the printer. Although
this greatly reduces server communication, the ability to audit print jobs is lost. However, if you are
running a third-party print accounting solution, Novell iPrint client can integrate with the third-party
print accounting solution to provide support for accounting print jobs to direct printers.

To install and configure third-party print accounting solution, refer to their documentation.

What's Next

¢ Chapter 3, “Installing and Setting Up iPrint on Your Server,” on page 27: Helps you install the
server software and configure your print system.

+ Chapter 4, “Installing and Setting Up iPrint on Client Workstations,” on page 45: Helps you
deploy the iPrint Client to workstations and explains the features of the client.

¢ Chapter 7, “Customizing iPrint,” on page 95: With your print system set up and the client
distributed to the workstation, you can focus on how your users can access and install iPrint
printers.
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2 What's New or Changed in Novell iPrint

This section describes enhancements and changes to Novell iPrint from Novell Open Enterprise
Server (OES) 2015.

*

*

“What's New (OES 2015 SP1 January 2018 Update 26)” on page 21

“What's New (OES 2015 SP1 December 2017 Patch)” on page 21

“What's New (OES 2015 SP1 September 2017 Patch)” on page 21

“What's New (OES 2015 SP1 and OES 2015 March 2017 and July 2017 Patches)” on page 22
“What's New (OES 2015 SP1 - iPrint for OES Enabler Patch)” on page 22

“What's New (OES 2015 SP1 and OES 2015 November 2016 Patches)” on page 22
“What's New (OES 2015 and OES 2015 SP1 August 2016 Patches)” on page 22
“What's New (OES 2015 SP1)” on page 23

“What's New (OES 2015 March 2016 Patch)” on page 23

“What's New (OES 2015 November 2015 Patch)” on page 24

“What's New (OES 2015 September 2015 Patch)” on page 24

“What's New (OES 2015)” on page 24

What's New (OES 2015 SP1 January 2018 Update 26)

The patch provides the following enhancements to Micro Focus iPrint;

iPrint Client 6.10 for Mac

The iPrint Client is upgraded to version 6.10. This client is available on macOS High Sierra (10.13),
macOS Sierra (10.12), OS X El Capitan, 10.8 or later versions. For more information, see Installing
the iPrint Client.

What's New (OES 2015 SP1 December 2017 Patch)

The patch provides the following enhancements to Micro Focus iPrint:

iPrint Client 6.11 for Windows

The iPrint Client is upgraded to version 6.11.This client is available on Windows 10, Windows 8.x,
Windows 7, Windows Vista, Windows Server 2008 R2, and Windows Server 2012 R2. For more
information, see Installing the iPrint Client.

What's New (OES 2015 SP1 September 2017 Patch)

The patch provides the following enhancements to Micro Focus iPrint:
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iPrint Client 6.09 for Windows

The iPrint Client is upgraded to version 6.09.This client is also available on Windows 10, Windows
8., Windows 7, Windows Vista, Windows Server 2008 R2, and Windows Server 2012 R2. For more
information, see Installing the iPrint Client.

iPrint Client 6.08 for Mac

The iPrint Client is upgraded to version 6.06. This client is also available on macOS High Sierra
(10.13), macOS Sierra (10.12), OS X El Capitan, 10.8 or later versions. For more information, see
Installing the iPrint Client.

What’s New (OES 2015 SP1 and OES 2015 March 2017
and July 2017 Patches)

The patch provides the following enhancements to Micro Focus iPrint:

iPrint Client 6.09 for Windows

The iPrint Client is upgraded to version 6.06.This client is also available on Windows 10, Windows
8.x, Windows 7, Windows Vista, Windows Server 2008 R2, and Windows Server 2012 R2. For more
information, see Installing the iPrint Client.

iPrint Client 6.08 for Mac

The iPrint Client is upgraded to version 6.06. This client is also available on macOS Sierra (10.12),
OS X El Capitan, 10.8 or later versions. For more information, see Installing the iPrint Client.

What's New (OES 2015 SP1 - iPrint for OES Enabler
Patch)

This patch creates the infrastructure that is required before installing i Pri nt for OES. For more
information abouti Print for CES, see Feature Tour.

What’s New (OES 2015 SP1 and OES 2015 November
2016 Patches)

The patch provides the following enhancements to Micro Focus iPrint;

iPrint Client 6.06 for Mac

The iPrint Client is upgraded to version 6.06. This client is also available on macOS Sierra (10.12),
OS X El Capitan, 10.8 or later versions. For more information, see Installing the iPrint Client.

What's New (OES 2015 and OES 2015 SP1 August
2016 Patches)

In addition to bug fixes, the patch provides the following enhancements to Micro Focus iPrint:
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iPrint Client 6.06 for Windows

The iPrint Client is upgraded to version 6.06.This client is also available on Windows 10, Windows
8., Windows 7, Windows Vista, Windows Server 2008 R2, and Windows Server 2012 R2. For more
information, see Installing the iPrint Client.

iPrint Client 6.04 for Mac

The iPrint Client is upgraded to version 6.04. This client is also available on OS X El Capitan, 10.8 or
later versions. For more information, see Installing the iPrint Client.

Support for Driver Package on Mac

A new option is added to associate driver packages for Mac operating system. Using iManager, you

can now associate driver package to a selected driver. The associated package will be automatically
installed on the workstation when a user installs the printer. For more information, see the Managing
Printer Drivers.

This option is available with OES 2015 or later and iPrint Mac client 6.04.

What’s New (OES 2015 SP1)

In addition to bug fixes, OES 2015 SP1 provides the following enhancements to Novell iPrint:

iPrint Client 6.05 for Windows

The iPrint Client is upgraded to version 6.05. This client is available on Windows 10, Windows 8.x,
Windows 7, Windows Vista, Windows Server 2008 R2, and Windows Server 2012 R2. For more
information, see Installing the iPrint Client.

iPrint Client 6.03 for Mac

The iPrint Client is upgraded to version 6.03. This client is available on Mac 10.11 (El Capitan), OS X
10.10, OS X 10.9, and OS X 10.8. For more information, see Installing the iPrint Client.

Novell iPrint Rebranded as Micro Focus iPrint

Novell is now part of Micro Focus, so the iPrint clients (Windows and Mac) are rebranded as Micro
Focus iPrint, there is no functionality impact.

What’s New (OES 2015 March 2016 Patch)

In addition to bug fixes, OES 2015 provides the following enhancements to Novell iPrint:

iPrint Client 6.04 for Windows

The iPrint Client is upgraded to version 6.04. This client is available on Windows 10, Windows 8.x,
Windows 7, Windows Vista, Windows Server 2008 R2, and Windows Server 2012 R2. For more
information, see Installing the iPrint Client.

iPrint Client 6.03 for Mac

The iPrint Client is upgraded to version 6.03. This client is available on Mac 10.11 (El Capitan), OS X
10.10, OS X 10.9, and OS X 10.8. For more information, see Installing the iPrint Client.
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Novell iPrint Rebranded as Micro Focus iPrint

Novell is now part of Micro Focus, so the iPrint clients (Windows and Mac) are rebranded as Micro
Focus iPrint, there is no functionality impact.

What's New (OES 2015 November 2015 Patch)

In addition to bug fixes, OES 2015 provides the following enhancements to Novell iPrint:

iPrint Client 6.01 for Mac

The iPrint Client is upgraded to version 6.01 and is available for Mac 10.11 (El Capitan). This client is
also available on Mac OS X 10.8, OS X 10.9, and OS X 10.10. The users can now install printers
using the Google Chrome browser and get an improved installation experience with the Safari and
Firefox browsers. For more information, see Installing the iPrint Client.

What's New (OES 2015 September 2015 Patch)

In addition to bug fixes, OES 2015 provides the following enhancements to Novell iPrint:

iPrint Client 6.02 for Windows

The iPrint Client is upgraded to version 6.02 and is available for Windows 10.This client is also
available for Windows 8.x, Windows 7, Windows Vista, Windows Server 2008 R2, and Wi