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About This Guide

Novell® Sentinel™ 6.1 Rapid Deployment is a security information and event management solution
that receives information from many sources throughout an enterprise, standardizes it, prioritizes it,
and presents it to you to make threat, risk, and policy-related decisions. This guide is divided into
the following sections:

¢ Chapter 1, “Managing Sentinel 6.1 Rapid Deployment Through the Web Interface,” on page 19

¢ Chapter 2, “Sentinel Control Center,” on page 41

¢ Chapter 3, “Active Views Tab,” on page 53

¢ Chapter 4, “Correlation Tab,” on page 83

¢ Chapter 5, “Incidents Tab,” on page 109

¢ Chapter 6, “iTRAC Workflows,” on page 123

¢ Chapter 7, “Work Items,” on page 161

¢ Chapter 8, “Analysis Tab,” on page 167

¢ Chapter 9, “Event Source Management,” on page 171

¢ Chapter 10, “Administration,” on page 219

¢ Chapter 11, “Sentinel Data Manager,” on page 267

¢ Chapter 12, “Utilities,” on page 285

¢ Chapter 13, “Quick Start,” on page 293

¢ Chapter 14, “Solution Packs,” on page 311

¢ Chapter 15, “Action Manager and Integrator,” on page 341

¢ Chapter 17, “Advisor Usage and Maintenance,” on page 379

+ Appendix A, “Sentinel 6.1 Rapid Deployment Architecture,” on page 385

¢ Appendix B, “System Events for Sentinel,” on page 413

Audience

This documentation is intended for information security professionals.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation or go to Novell Documentation Feedback (http://www.novell.com/
documentation/feedback.html) and enter your comments there.

Additional Documentation
Sentinel technical documentation includes several different volumes:

¢ Novell Sentinel 6.1 Rapid Deployment Installation Guide (http://www.novell.com/
documentation/sentinel61rd/s61rd_install/data/index.html)

About This Guide
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http://www.novell.com/documentation/sentinel61rd/s61rd_install/data/index.html

Novell Sentinel 6.1 Rapid Deployment User Guide (http://www.novell.com/documentation/
sentinel61rd/s61rd_user/data/index.html)

Novell Sentinel 6.1 Rapid Deployment Reference Guide (http://www.novell.com/
documentation/sentinel61rd/s61rd_reference/data/index.html)

Sentinel 6.1 Install Guide (http://www.novell.com/documentation/sentinel6 1/pdfdoc/
sentinel 61 installation_guide.pdf)

Sentinel 6.1 User Guide (http://www.novell.com/documentation/sentinel61/pdfdoc/
sentinel 61 user guide.pdf)

Sentinel 6.1 Reference Guide (http://www.novell.com/documentation/sentinel61/pdfdoc/
sentinel 61 reference guide.pdf)

Sentinel SDK (http://developer.novell.com/wiki/index.php?title=Develop to Sentinel)

The Sentinel SDK site provides the details about developing Collectors (proprietary or
JavaScript*) and JavaScript correlation actions.

Documentation Conventions

In this documentation, a greater-than symbol (>) is used to separate actions within a step and items
within a cross-reference path.

A trademark symbol (®, ™, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party

trademark.

When a single path name can be written with a backslash for some platforms or a forward slash for

other platforms, the path name is presented with forward slashes to reflect the Linux* convention.

Users of platforms that require a backslash, such as NetWare®, should use backlashes as required by

your software.

Contacting Novell

*

*

*

Novell Web site (http://www.novell.com)
Novell Support (http://support.novell.com/phone.html?sourceidint=suplnav4 phonesup)

Novell Self Support (http://support.novell.com/
support_options.html?sourceidint=suplnav_supportprog)

Patch Download Site (http://download.novell.com/index.jsp)
Novell 24x7 Support (http://www.novell.com/company/contact.html)
Sentinel TIDS (http://support.novell.com/products/sentinel)
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Managing Sentinel 6.1 Rapid
Deployment Through the Web
Interface

This section discusses how to manage the services for Novell® Sentinel™ by using the Sentinel Web
interface.

¢ Section 1.1, “Accessing the Novell Sentinel Web Interface,” on page 19

¢ Section 1.2, “Applications and Installers,” on page 19

¢ Section 1.3, “Reporting,” on page 21

¢ Section 1.4, “Searching Events,” on page 31

1.1 Accessing the Novell Sentinel Web Interface

Use the Novell Sentinel Web interface to manage, run, schedule, and search reports, launch the
Sentinel Control Center (SCC), the Sentinel Data Manager (SDM), and the Solution Designer, and
download the Collector Manager installer and the Client installer. You can also perform full-text
search on events by using the Web interface.

1 Open a Web browser to the following URL:
https://svrname.example.com: port/sentinel

Replace svrname.example.com with the actual DNS name or IP address (such as
192.168.1.1) of the server where Sentinel is running.

IMPORTANT: The URL is case sensitive.

2 Ifyou are prompted to verify the certificates, review the certificate information, then click Yes
if it is valid.
3 Specify the username and password for the Sentinel account you want to access.

4 Use the Languages drop-down list to specify which language you want to use.

This is typically the same language as the language code of the Sentinel server and your local
computer. Make sure to configure your browser's Languages setting to support the desired
language.

5 Click Sign in.

1.2 Applications and Installers

Click Applications in the left panel of the Novell Sentinel 6.1 Rapid Deployment Web interface to
download the Sentinel components.

Managing Sentinel 6.1 Rapid Deployment Through the Web Interface
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Figure 1-1 WebStart
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Table 1-1 Downloading Options

Options Description Action

The Sentinel Control  The Sentinel Control Center 1. Click Launch Control Center.
Center (SCC) allows you monitor, configure, 2. Open SCC with the Java* Web Start

and control most features of Launcher.

the Sentinel system.

3. Specify the user credentials and click Login.

The SCC interface helps you

manage and monitor the

security information received

from different network

resources. It creates and

deploys rules to detect

suspicious or malicious

patterns of events, provides

real-time indication of attacks

and related risks, and

manages and monitors

connections between

Sentinel and its event

sources.
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Options Description Action

—_

The Sentinel Data The Sentinel Data Manager Click Launch Data Manager.

Manager (SDM) allows you manage the 2. Open SDM with the Java Web Start
Sentinel database.

Launcher.
You can monitor database 3. Specify the server, database, host, and port
space utilization, view and number.
mangge database paﬂltlons, 4. Specify the user credentials and click
configure auto-archives, and
) - Connect.
configure auto-addition of
partitions.
The Solution Designer
Collector Manager The Collector Manager Click download Collector Manager installer and
Installer Installer allows you install the follow the on-screen instructions.
Sentinel Collector Manager
on any machine where you
want to forward the events
from.
Client Installer The Client Installer allows Click download Client installer and follow the on-
you install the Sentinel screen instructions.

Control Center, Sentinel
Collector Builder, Sentinel
Solution Designer, and
Sentinel Data Manager on
any client machine.

1.3 Reporting

You can upload, run, view, and delete reports or report definitions by using the Sentinel 6.1 Rapid
Deployment Web interface. You can run a report by using the desired parameters (such as start and
end date) as given in the report definition. The report results are saved with a name of your choice.
After the report runs, you can retrieve the results and view them as a PDF file.

Reports are organized by category.

¢ Section 1.3.1, “Running Reports,” on page 21

¢ Section 1.3.2, “Viewing Reports,” on page 24

¢ Section 1.3.3, “Scheduling a Report,” on page 26
¢ Section 1.3.4, “Managing Reports,” on page 27

1.3.1 Running Reports

Sentinel 6.1 Rapid Deployment is installed with a set of reports organized into several product
categories. Reports run asynchronously, so you can continue to do other things in the application
while the report is running. You can view the PDF report results after the report finishes running.

Many report definitions include parameters. You are prompted to set them before running the
reports. Depending on how the report developer designed the report, the report parameters can be
text, numbers, Boolean values, or dates. A parameter might have a default value or a list based on
values in the Sentinel RD database.

Managing Sentinel 6.1 Rapid Deployment Through the Web Interface
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IMPORTANT: If a report in progress is canceled by using the Cancel link, the query on the
database is canceled.

Manually Running a Report
1 Click Reports to display the available reports.

Reports

NOVELL ACCESS MANAGER Hide

» Novell Access Manager Event Count Trend 6.1r1

» Novell Access Manager Top 10 Dashboard 6.1r1

NOVELL EDIRECTORY Hide

» Novell eDirectory Account Trust Assignments 6.1r1

» Novell eDirectory Authentication by Server 6.1r1

» Novell eDirectory Authentication by User 6.1r1

» Novell eDirectory Event Count Trend 6.1r1

2 Tf desired, click a report definition to expand it. If you see a Sample Report link, you can click
View to find out how the completed report looks with a set of sample data.

3 Select the report you want to run and click Run.

Run Novell Access Manager Event Count Trend

6.1r1
Run Opti0n| Mo V|
MName: Report 1
Language:| English hd
Date Range:| Daily V|

From Date:|Oct 27, 2008 5:09:22 PM

To Date:|Dct 27, 2008 5:09:22 P

Minimum Severity:|0
Maximum Sewarity:|5
Ernail Report To:

4 Specify the following:

The report parameters are specific to the report definition. Therefore, the report parameters
might vary based on the report definition you select.
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Report Parameters Description

Run Option Set the schedule for running the report. If you want the report to
run later, you must also enter a start time.

+ Now: This is the default. It runs the report immediately.
+ Once: Runs the report once at the specified date and time.
+ Daily: Runs the report once a day at the specified time.

+* Weekly: Runs the report once a week on the same day at
the specified time.

+ Monthly: Runs the report on the same day of the month
every month, starting at the specified date and time. For
example, if the start date and time is October 28 at 2:00 p.m,
the report will run on the 28th day of the month at 2:00 p.m
every month.

All time settings are based on the browser’s local time.
Name Specify a name to identify the report results.

Because the username and time are also used to identify the
report results, the report name does not need to be unique.

Language Choose the language in which the report labels and descriptions
should be displayed (English, French, German, Italian, Japanese,
Traditional Chinese, Simplified Chinese, Spanish, or Portuguese).

The data in the report is displayed in whatever language was
originally used by the event source.

Date Range If the report includes time period parameters, choose the date
range. You can also set start and end dates for all the time
periods. All time periods are based on the local time for the
browser.

¢ Current Day: Shows events from midnight of the current
day until 11:59 p.m of the current day. If the current time is 8
a.m, the report shows 8 hours of data.

+ Previous Day: Shows events from midnight yesterday until
11:59 p.m yesterday.

+ Week To Date: Shows events from midnight Sunday of the
current week until the end of the current day.

+ Previous Week: Shows seven days of events, from
midnight Sunday of the previous week until 11:59 p.m
Saturday of the previous week

+ Month to Date: Shows events from midnight the first day of
the current month until the end of the current day.

¢ Previous Month: Shows a month of events, from midnight
of the first day of the previous month until 11:59 p.m of the
last day of the previous month

+ Custom Date Range: For this setting only, you also need to
set a start date and end date below.

From Date and To Date Set the start date (From Date) and the end date (To Date) for the
report.
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Report Parameters Description

MinSev Specify the minimum severity of events to be included in the
report. The range is 0-5.

MaxSev Specify the maximum severity of events to be included in the
report. The range is 0-5.

Email Report To If the report should be mailed to a user or users, specify their e-
mail addresses, separated by commas.

To enable mailing reports, the administrator must configure the
mail relay under Rules > Configuration.

5 Click Run.

A report results entry is created and mailed to the designated recipients.

1.3.2 Viewing Reports

You can view the reports for different applications in the Sentinel Rapid Deployment Web interface
for reports. The report GUI by default shows up to 10 report results for any given report definition.
The 10 report results displayed are the 10 most recent report results for that report definition.

If there are more than 10 report results for any given report definition (that is, the report has been run
more than 10 times), a Show all x reports link is displayed after the 10th report, where x is the total
number of results available for that given report definition.

1 To view the list of report results, click View.

All previously run reports are shown with the user-defined report name, the user who ran them,
and the time the report was run.

IMPORTANT: The default number of report results to be displayed for each report definition
is managed by the reporting.reportResultsDisplayed property specified in the
das_core.xnl file.

<obj-component id="JasperReportingComponent">

<class>esecurity.ccs.comp.reporting.jasper.JasperReportingComponent</
class>

<property name="reporting.reportResultsDisplayed">10</property>
</obj-component>

You can change the reporting.reportResultsDisplayed property value. After changing
this value, ensure that you restart the das_core to apply the changes.
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RepOrtS Latest Reports =~ All Reports

IDENTITY MANAGER

v Report Definition 1 | Run |

© runs daily at 10:11 PM edit
@ runs weekly on Sunday at 2:00 AM edit

| Report 1A View
'll ran at 4/2/2008 10:11 PM by jgassner
" show paramelers

show all 500 reports. Multi-delete
» Report Definition 1 | Run |
» Report Definition 1 | Run |
ACCESS MANAGER hide

» Report Definition 1

@ runs daily at 10:11 PM edit

» Report Definition 1

2 Click show parameters to see the exact values used to run the report.

NOVELL ACCESS MANAGER Hide

¥ Novell Access Manager Top 10 Dashboard 6.1r2

¥ Report2
' rur at 54008 B:15 am by admin

Language: en

Date Range: DR

To Date: May 4, 2009 11:18:41 A
Email Report To:  xn@esec.com

Fram Date: Wlay 4, 2009 11:18:41 A

Maximum Severity: 5

Minimum Sewverity: 2

¢ For Date Range, D=Current Day, PD=Previous Day, W=Week To Date, PW=Previous
Week, M=Month To Date, PM=Previous Month, and DR=Custom Date Range.

¢ For Language, en=English, fr=French, de=German, it=Italian, ja=Japanese, pt=Brazilian
Portuguese, es=Spanish, zh=Simplified Chinese, and zh TW=Traditional Chinese.

3 Click View for the report results you want to see. The report results are displayed in a new
window in .pdf format.
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MNovell Identity Audit Report as run on Oct 26, 2008 at 08:32:22 PM MD Page 1 of 1

Event Count Trend: Daily

Novell eDirectory
October 26, 2008 12:00:00 AM to October 26, 2008 11:59:59 PM MDT

Severity: All Severities

This report shows event count trends for events captured by Movell eDirectory. The graph below
shows event trends fior each selected severity within the selected date range.

Grouped by Severity Level

75 Severity

50

Event Count

25

BOOO@DO

Hourly Trend

This cross chart summary indicates the number of events in each Severity category per hour

Event Date/Time

10/26/08 7:00 PM

10/26/08 8:00 PM

TIP: Report results are organized from newest to oldest.

1.3.3 Scheduling a Report

When you run a report, you can run the report immediately or schedule it to be run later, either once
or on a recurring basis. For scheduled reports, you must choose a frequency and enter a time at
which the report should run.

¢ Now: This is the default. It runs the report immediately.

¢ Once: Runs the report once at the specified date and time.

+ Daily: Runs the report once a day at the specified time.

¢ Weekly: Runs the report once a week on the same day at the specified time.

¢ Monthly: Runs the report on the same day of the month every month, starting at the specified
date and time. For example, if the start date and time is October 28 at 2:00 p.m, the report runs
on the 28th day of the month at 2:00 p.m.every month.

NOTE: All time settings are based on the browser’s local time.
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Figure 1-2 Scheduled Reports

NOVELL EDIRECTORY Hide

¥ MNovell eDirectory Account Trust Assignments 6.1r2

YWeekly Report runs every Monday at 11:47 Ak Delete  Edit
Manthly Report runs 4th day of every maonth at 1151 Al Delete  Edit

"l Monthly Report
—28 run at 54009 6:47 am by admin
show pararneters

'll Monthly Report
— 28 run at 54009 6:45 am by admin
show parameters

"l Report1
—28 run at 554009 615 am by admin
show pararneters

Sampie Report

Report schedules can be removed or modified by using the Delete and Edit links.

1.3.4 Managing Reports

Sentinel Rapid Deployment users can add, delete, update, and schedule reports.
+ “Adding Reports” on page 27
¢ “Creating New Reports” on page 29
¢ “Renaming Report Results” on page 29
+ “Deleting Reports and Report Definitions” on page 29
¢ “Updating Report Definitions” on page 31
Adding Reports
Any user can add or update reports in Sentinel 6.1 Rapid Deployment.
+ “Downloading New or Updated Reports™ on page 27
+ “Adding New Reports” on page 27
Downloading New or Updated Reports

New or updated reports by Novell can be downloaded from the Novell Content Web site (http://
support.novell.com/products/sentinel/secure/identityaudit.html).

Adding New Reports

Sentinel Rapid Deployment comes preloaded with reports, but new report plug-ins (special .zip
files that include the report definition plus metadata) can be uploaded into Sentinel 6.1 Rapid
Deployment. If there are no reports in the system, the following screen displays:
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Figure 1-3 No Reports Loaded

The system currently has no report definitions. Please begin by uploading one or more report zip files.

To add a report:

1 Click the Reports button on the left side of the screen.

2 Click the Upload Report button.

3 Browse and select the report plug-in .zip file on your local machine.
4 Click Open.

5 Click Save.

6 If the same report already exists in the report repository (based on the report’s unique ID),
decide whether to replace the existing report.

Sentinel Rapid Deployment displays the details of both the report in the system and the one
being imported. In the example below, the imported report is the same version as the existing
report.

Replace Report Definition

There is an existing report definition has the same D with the
oneyau are uploading, do you want to replace ity

Mavell- Mawell-

Marne eDirectory_FPassword- eDirectory_Password-
Resets 5.1r1 Resets B.1r1

Type JASPER_REFPORT JASPER_REFORT

ersion 6.1 B.1r1

Felease  Tue Oct 21 07:09:28 MOT  Tue Oct 21 07:09:29 MDT

Diate 2008 2008
This report shows all This report shows all
passward changes on password changes on
users by administrators users by administrators
captured by Movell captured by Novell
eDirectory within the eDirectory within the

Descriptionselected date range, selected date range,
grouped by the domain grouped by the domain
within which the target within which the target
account exists and then  account exists and then
grouped by the account grouped by the account
name. narme.

.
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The new report definition is added to the list in alphabetical order and can be run immediately, if
desired.

Creating New Reports

Users can modify or write reports by using JasperForge iReport. a graphical report designer for
JasperReports. iReport is an open source report development tool that is available for download
from JasperForge.org (http://jasperforge.org/plugins/project/project_home.php?group id=83) (as of
the time of this publication).

New or modified reports can include additional database fields that are not presented in the Sentinel
Rapid Deployment Web interface. They must adhere to the file and format requirements of the
report plug-ins. For more information about database fields and file and format requirements for
report plug-ins, see the Sentinel SDK Web site (http://developer.novell.com/wiki/
index.php?title=Develop_to_Sentinel).

Renaming Report Results

Report results (but not report definitions) can be renamed in the interface.

1 Click the Reports button on the left side of the screen.

2 Click a report name to expand it.

3 Click the name of the report results you want to rename.
4 Specify the new name.

5 Click Rename.

Deleting Reports and Report Definitions

¢ “Deleting Report Definitions” on page 29
+ “Deleting Report Results” on page 30

Deleting Report Definitions

You can delete either a set of report results or a report definition by using the button at the right
side of the report definition. If a report definition is deleted, all associated report results are also
deleted.

IMPORTANT: Only the users with Manage Reports permissions can delete the report definitions.

For more information on permissions, see “Reporting” in the Sentinel 6.1 Rapid Deployment
Reference Guide.
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Deleting Report Results
There are two ways to delete report results.

¢ Delete a single report by using the button at the right side of the report result.

IMPORTANT: Users with the Run/View Reports or Manage Reports permission can delete
the report results. For more information on permissions, see “Reporting” in the Sentinel 6.1
Rapid Deployment Reference Guide.

¢ Delete multiple report results by using the Multi-delete option at the bottom right side of the
report results for each report definition.

NOTE: If the number of report results you have created for a report definition is less than or
equal to the default value, you need to use the  button to delete each report result.

However, you can change the default value by editing the following property of the
JasperReportingComponent in the config/das core.xml file:

<property name="reporting.reportResultsDisplayed">10</property>

After you modify this property value, restart the Sentinel services to apply the changes.

Using the Multi-delete Option
The Wutti-delete  option is displayed only if:

* You have either Run/View Reports or Manage Reports permissions.
¢ The number of report results created for a report definition is higher than the default value
specified in the Jasper Reporting component.
1 Click the Multi-delete option to:
+ Expand the Multi-delete panel to list Select all and delete reports options.
¢ Display a check box next to each report result.
2 Select the report results for deletion.
You can also use the select all or unselect all options from the Multi-delete options panel.

3 Click delete # reports to delete the selected report results, where # is the number of report result
selected for deletion.

For example, if you select 3 reports for deletion, a delete 3 reports option displays under Multi-
delete panel. Click delete 3 reports to delete all the selected reports. Click Select all and select
delete reports to remove all the reports for a selected report definition.

Click cancel to remove the Multi-delete panel and the check boxes for all the report results.
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Figure 1-4 Multi-delete

IDENTITY MANAGER

v Report Definition 1
runs daily at 10:11 PM edit
runs weskly on Sunday at 2:00 AM edit

W Report 1A [ view |
'll ran at 4/2/2008 10:11 PM by jgassner
"~ show parameters

show all 500 reports... Multi-delete

select all  delete 3 reports cancel
» Report Definition 1 | Run |
» Report Definition 1 En

ACCESS MANAGER hide

» Report Definition 1 | Run |
runs daily at 10:11 PM edit
| Run_|

» Report Definition 1

Updating Report Definitions

Users can upload updated reports to replace an existing report. For more information, see “Adding
Reports” on page 27.

1.4 Searching Events

Novell Sentinel Rapid Deployment provides the ability to perform a search events. The search
includes all online data currently in the database, but internal events generated by the Sentinel
system are excluded unless you select Include System Events. By default, events are sorted based on
the search engine’s relevancy algorithm.

Basic event information includes event name, source, time, severity, information about the initiator
(represented by an arrow icon), and information about the target (represented by a bull’s-eye icon).

1.4.1 Running an Event Search

You can run simple and advanced searches.

¢ “Basic Search” on page 32

¢ “Advanced Search” on page 33
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Basic Search

A basic search runs against all of the event fields in Table 1-2 on page 37. Some sample basic
searches include the following:

*

*

*

*

root
127.0.0.1
Lock*

driverset0

NOTE: If time is not synchronized between the end user machine and the Sentinel Rapid
Deployment server (for example, one machine is 25 minutes behind), you might get unexpected
results from your search. Searches such as Last I hour or Last 24 hours are based on the end user’s
machine time.

32 Sentinel 6.1

Click the Search link on the left.

Sentinel Rapid Deployment is configured to run a default search for non-system events with
severity 3 to 5 the first time you the Search link. Otherwise, it defaults to the last search term
you entered.

sev[3 TO 5] Search Tips

Last30 days v
[dinclude System Events [ Sort By Time

Mo events found for "sew:[3 TO 5]"

For a different search, type a search term in the search field (for example, admin). The search is
not case sensitive.

Select a time period for which the search should be performed. Most of the time settings are
self-explanatory, and the default is Last 30 Days.

* Custom allows you to select a start date and time and an end date and time for the query.
The start date must be before the end date, and the time is based on the browser’s local
time.

+ All time searches all the data in the database.

Select Include System Events to include events that are generated by Sentinel Rapid
Deployment system operations.

Select Sort By Time to arrange data with the most recent events at the beginning.
Sorting by time takes longer than sorting by relevance, which is the default.
Click Search.

All fields in the index are searched for the specified text. A spinning icon indicates that the
search is taking place.
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The event summaries are displayed.

Set Password (NMAS)
SYSTEM OBJECT == MODIFY

10/30/08 .
e Ch=adrnin.dc=user.dc=system

Advanced Search

details+

An advanced search can search for a value in a specific event field or fields. The advanced search
criteria are based on the short names for each event field and the search logic for the index. To view
the field names and descriptions, the short names that are used in advanced searches, and whether
the fields are visible in the basic and detailed event views, see Table 1-2 on page 37.

To search for a value in a specific field, use the short name of the field, a colon, and the value. For
example, to search for an authentication attempt to Sentinel RD by user2, use the following text in

the search field:
¢ evt:authentication AND sun:user?2
Other advanced searches might include:

¢ pn:NMAS AND sev:5

¢ sip:123.45.67.89 AND evt:“Set Password”

Figure 1-5 Advanced Search Example

admin and sev: 1|

Last? days ¥
Include Systemn Events [ Sort By Time

1 - 25 of 154423 1 2 3 4 5 6 7 .. 4000 Mext=

Authentication (Interal}

51709

5:57.20 FM admin

164.99.18.162

Message: User admin has passed Authentication to SentinelWizard, reqid{8C32E3A0-{8C8-{02C-4 D55-000C20205582)
Event i0: QDM00EFG-18C8-102C-2164-000C29208882

UserLoggedin (Intemal}

5109
55720 PM Systern
164.88.18.162

Message: User admin with OF name nuil at null logged in; currently { active Lsers, reqid(8C32E3A0-18C8-{02C-4 D55-000C292D5582)

Eventif): SOH00EFI-{ BCE-102C-8160-000029208882

Search Tips

Per page |25 v

all details--

details-

details-

Multiple advanced search criteria can be combined by using the following Boolean operators:

¢ AND (must be capitalized)
OR (must be capitalized)

*

*

* +

NOT (must be capitalized and cannot be used as the only search criterion)
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Special characters must be escaped by using a \ symbol:
S 2 I O R O N N R T R

The advanced search criteria are modeled on the search criteria for the Apache* Lucene* open
source package. More detail about the search criteria is available on the Web: Lucene Query Parser
Syntax (http://lucene.apache.org/java/2 3 2/queryparsersyntax.html).

1.4.2 Viewing Search Results

Searches return a set of events. Users can view basic or detailed event information and configure the
number of results per page. Search results are returned in batches. The default batch size is 25
results, but this is easily configured.

When results are sorted by relevance, only the top 100,000 events can be viewed. When they are
sorted by time, this limitation does not exist.

+ “Basic Event View” on page 34

+ “Event View with Details” on page 35

¢ “Refining Search Results” on page 35

Basic Event View

The information in each event is grouped into initiator information and target information. If data
isn’t available for a particular event field, the fields are labeled Unknown.

Figure 1-6 Basic Event View

Set Password (NMAS) details+
SYSTEM OBJECT == MODIFY
10130108

99555 B CN=adrmin. de=user.de=system

Occasionally, the search engine might index events faster than they are inserted into the database. If
you run a search that returns events that have not been inserted into the database, you get a message
that some events match the search query but could not be found in the database. If you run the search
again later, the events are usually in the database and the search is successful.
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Figure 1-7 Events Indexed but Not Yet in Database

sev:[0[TO 5) Search Search Tips

{)

Last 30 days +
Linclude System Events Sort By Time

1 - 25 of 65689 1 2 3 4 5 68 7 .. 2628  Mext>= Perpage |25 v

all details++

25 more matching events were found in the event index but details of the event cowld not be found in
the database. Tny the search again a little later to see the detalls of these events. If you still cannot
see them, check the server logs for errors.

1 - 25 of 65689 1 2 3 4 5 68 7 .. 2628  Mext>= Perpage |25 v

Event View with Details

You can view additional details about any event or events by clicking the details link on the right
side of the page.The details for all events on a page can be expanded or collapsed by using the all
details ++ or details-- link. This preference is retained as you scan through multiple pages of results
or execute new searches.

Figure 1-8 Event View

Authentication {nternal details-

5109

5:57:20 PM ey

164 89918162

Message: User adimin has passed Authentication to SentineWizard, reqfd(SC32E 34 0-§ SCE T 0 2C-A055-000C 29 208582)
Event [0 041 O00FFO-F 8CE102C-BT6A-000C 25 208882

The event in Figure 1-8 shows the same event as in Figure 1-6 on page 34, but with an expanded
view that shows additional data fields that might have been populated.

Refining Search Results

After viewing the results of a search, it might be necessary to refine the search results and add
additional search criteria. For example, you might see one initiator user’s name appear several times
in the search results and want to see more events from that initiator.

To filter the search results using a specific value appearing in the search results:

1 Identify the desired filter criteria in the search results.

2 Click the value (for example, target hostname test 1900) by which you want to filter the results.
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36

admin
Last 30 days |+
Cinclude System Events [ Sart By Time

1-25 of 136 1 2 3

Adid Value (EDIRECTORY)
SYSTEM LUSER MODIFY

102608 .
admin

2:38:26 PM

Search Tip:

4 5 B Maxt =

Per page | 2!

all detai

det

testi i%ﬂﬂ

TIP: This adds the value to your filter with an AND operator. To add the value to your filter
with an NOT operator, press the Alt key as you click the value.

3 Click Search.

admin AND dun:"test19000"

L Include System Events [ Sort By Time

1-23 of 36 1

Add Value (EDIRECTORY)
SYETEM USER MODIFY

102608 .
admin

2:30:26 PM

Search Tip:

2 MNext= Fer page | 2!

all detai

det

test18000

Some fields cannot be selected to refine a search this way:

¢ EventTime

+ Message

+ Any field related to the Reporter
¢ Any field related to the Observer
¢ Any field related to TargetTrust

¢ Any field with a value Unknown
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1.4.3 Event Fields

Each event has fields that might or might not be populated, depending on the specific event. The
values for these event fields can be viewed by using a search or running a report. Each field has a
short name that is used in advanced searches. The values for most of these fields are visible in the

detailed event view; other values are also visible in the basic event view.

Table 1-2 Event Fields

T Visible in
Field ﬁhm Description Visiblein —py 4 ied
ame Basic View "
View
Severity sev  Normalized severity of the eventon ascale X X
of 0 (informational) to 5 (critical).
EventTime dt Time stamp of the event. Can be the X X
Sentinel Rapid Deployment server time
stamp or the time stamp from the original
event source (if trust event time is
enabled).
EventName evt  Short name of the event. X
Message msg Detailed event message. Invisible
ProductName pn Product that generated the event; the X
event source.
Displayed after the event name.
InitUserName sun  Username of the user who initiated the X X
event.
InitUserID iuid  User ID of the user who initiated the event, Invisible X
based on the raw data reported by the
device.
InitUserDomain rv35 Domain of the user who initiated the event. Invisible Invisible
Searchable but not displayed in either
event view.
InitHostName shn  Hostname of the machine from which the X X
event initiated.
InitHostDomain rv42 Domain of the machine from which the X X
event initiated.
InitIP sip IP address of the machine from which the Invisible X
event initiated.
InitServicePort spint  Port number from which the event initiated Invisible X
(for example, HTTP)
InitServicePortName sp Type of port from which the event initiated Invisible X
(for example, HTTP).
TargetUserName dun  Username of the user who was the target X X

of the event.
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Visible in

. Short A Visible in .
Field Name Description Basic View D_etalled
View
TargetUserID tuid  User ID of the user who was the target of  Invisible X
the event, based on the raw data reported
by the device.
TargetUserDomain rv4d5 Domain of the user who was the target of  Invisible X
the event.
Searchable but not displayed in either
event view.
TargetHostName dhn  Hostname of the machine that was the X X
target of the event.
TargetHostDomain rvd1 Domain of the machine that was the target X X
of the event.
TargetlP dip IP address of the machine that was the Invisible X
target of the event.
TargetServicePort dpint Port number that was the target of the Invisible X

event (for example, 80).

TargetServicePortName dp Type of port that was the target of the event Invisible X
(for example, HTTP).

TargetTrustName ttn Role of the user that was a target of the Invisible Invisible
event (for example, FinanceAdmin).

Searchable but not displayed in either
event view.

TargetTrustID ttid Numerical ID representing the role of the  Invisible Invisible
user that was a target of the event.

Searchable but not displayed in either
event view.

TargetTrustDomain ttd Domain (namespace) within which the Invisible Invisible
target trust exists.

Searchable but not displayed in either
event view.

EffectiveUserName euna Name of the user that the InitUser is Invisible X
me impersonating (root using su, for
example); follows Initiator Username
(Initiator User ID) as in the detailed event
view.

EffectiveUserlD euid Numerical ID of the user that the InitUser is Invisible X
impersonating (root using su, for
example), based on the raw data reported
by the device.
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Field

Short
Name

Description

Visible in
Basic View

Visible in
Detailed
View

ObserverHostName

ObserverHostDomain

ObserverlP

ReporterHostName

ReporterHostDomain

ReporterlP

SensorType

DataName/Filename

SN

obsd
om

obsip

m

repd

om

repip

st

fn

Hostname of the machine that forwarded
the event to the security information event
management system (for example, the
hostname of a syslog server).

Searchable but not displayed in either
event view.

Domain of the machine that forwarded the
event to the security information event
management system (for example, the
domain of a syslog server).

Searchable but not displayed in either
event view.

IP address of the machine that forwarded
the event to the security information event
management system (for example, the IP
address of a syslog server).

Searchable but not displayed in either
event view.

Hostname of the machine that reported the
event to an observer.

Searchable but not displayed in either
event view.

Domain of the machine that reported the
event to an observer.

Searchable but not displayed in either
event view.

IP address of the machine that reported the
event to an observer.

Searchable but not displayed in either
event view.

The single character designator for the
sensor type (N=network, H=host,
O=operating system, A and I=Sentinel
Rapid Deployment auditing events,
P=Sentinel RDSentinel Rapid Deployment
performance events).

Searchable but not displayed in either
event view.

Data object name reported in the event (for
example, the file name or database table
name).

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

X
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_ . Visible in
Field Short Description V|S|ple in Detailed
Name Basic View View

DataContext rv36 Container for the FileName data object (for X
example, a directory for a file or a database
instance for a database table)

x
x

TaxonomyLevel1 rv60 Target classification for event. Displayed
under the event name in the format:

TaxonomyLevel1>> TaxonomyLevel2>>
TaxonomylLevel3>> TaxonomyLevel4

TaxonomyLevel2 rv61  Subtarget classification for the event. X X
Displayed under the event name in the
format:

TaxonomyLevel1>> TaxonomyLevel2>>
TaxonomyLevel3>> TaxonomylLevel4

X
X

TaxonomyLevel3 rv52  Action information for the event. Displayed
under the event name in the format:

TaxonomyLevel1>> TaxonomyLevel2>>
TaxonomyLevel3>> TaxonomylLevel4

TaxonomylLevel4 rv63 Detail information for the event. Displayed X X
under the event name in the format:

TaxonomyLevel1>> TaxonomyLevel2>>
TaxonomyLevel3>> TaxonomylLevel4

Some fields are tokenized. Tokenizing the fields makes it possible to search for an individual word
in the field without a wildcard. The fields are tokenized based on spaces and other special
characters. For these fields, articles such as “a” or “the” are removed from the search index.

+ EventName

+ Message

¢ ProductName

+ FileName

¢ DataContext

¢ TaxonomyLevell

¢ TaxonomyLevel2

¢ TaxonomyLevel3

¢ TaxonomyLevel4
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Sentinel Control Center

Novell® Sentinel™ gathers and correlates security and non-security information from across an
organization's networked infrastructure, as well as third-party systems, devices, and applications.
Sentinel presents the collected data in an richly functional interface, identifies security or
compliance issues, and tracks remediation activities, streamlining previously error-prone processes
and building a more rigorous and secure management program. The Sentinel Control Center (SCC)
is the main user interface for viewing and interacting with this data.

¢ Section 2.1, “Log In to the Sentinel Control Center,” on page 41

¢ Section 2.2, “About Sentinel Control Center,” on page 42

¢ Section 2.3, “Introduction to the User Interface,” on page 45

2.1 Log In to the Sentinel Control Center

¢ Section 2.1.1, “Linux,” on page 41

¢ Section 2.1.2, “Windows,” on page 41

2.1.1 Linux

1 As the Sentinel Administrator (admin), change directory to:
<Install directory>/bin

2 Run the following command:
./control center.sh

3 Specify your username and password, then click OK.
A Certificate window displays.

4 Sclect Accept, if you want this message to display every time you start Sentinel on your system.
To avoid this, you can select Accept Permanently.

2.1.2 Windows

1 Perform either of the following:

¢ Go to Start > Programs > Sentinel and select Sentinel Control Center. The Sentinel Login
window displays.

* Click Applications in the left panel of the Novell Sentinel 6.1 Rapid Deployment Web
interface, then click Launch Control Center:

Sentinel Control Center
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42

EE&

N Sentinel Login

€1) Sentinel”from Novell
v 6.1
Username: | |
Pigmmymr . | |
& 1963-2008 Nuve_ll_ Inc. Al righE FEEarad N Ove I I

2 Specify your username and password.
3 Click Login.

On the first login, the following warning message displays. You must accept the certificate in
order to securely log in to the Sentinel Control Center

N Warning - Security = IEI

An untrusted certificate has been detected. Do you a
want to run the application?

Certificate Type: x.504

Issued To: desk.domain.com
Issued By: desk.domain.com
Fingerprint: TEDA2:49:41: 7563, 3C:.C8: 7601 2:49:41.78.63:3C
[ Accept ] [ Accest Permanertly ] [ Cancel ]

4 Sclect Accept, if you want this message to display every time you start Sentinel on your system.
To avoid this, you can select Accept Permanently.

2.2 About Sentinel Control Center

The Sentinel Control Center includes the following functional tabs and interfaces:

¢ Section 2.2.1, “Active Views,” on page 43
¢ Section 2.2.2, “Incidents,” on page 43
¢ Section 2.2.3, “iTRAC,” on page 43
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¢ Section 2.2.4, “Analysis,” on page 44

¢ Section 2.2.5, “Admin,” on page 44

¢ Section 2.2.6, “Correlation,” on page 44

¢ Section 2.2.7, “Event Source Management,” on page 44
¢ Section 2.2.8, “Solution Packs,” on page 45

¢ Section 2.2.9, “Identity Integration,” on page 45

2.2.1 Active Views

The Active Views tab presents events in near-real time.
In the Active Views tab, you can:

¢ View events occurring in near-real time

¢ Investigate events

¢ QGraph events

¢ Perform historical queries to collect data for a specified period
+ Invoke right-click functions

+ Initiate manual incidents and remediation workflows

2.2.2 Incidents

An incident is a set of events that require attention (for example, a possible attack). Incidents
centralize the data and are typically made up of a correlated event, the associated events that
triggered a correlation rule, asset details of the affected systems, vulnerability state of the affected
systems, and any remediation information, if known. Incidents can be associated with a remediation
workflow in iTRAC™, if specified. An incident associated to an iTRAC workflow allows users to
track the remediation state of the incident.

In the Incidents tab, you can:

¢ Manage incident views
+ View and manage incidents and their associated data

+ Switch between existing incident views

2.2.3 iTRAC

The iTRAC stateful incident remediation workflow capability allows you to incorporate your
organization’s incident response processes into Sentinel.

In the iTRAC tab, you can:

¢ Create custom workflow templates
+ Edit workflow templates
+ Create custom activities

+ Edit activities

Sentinel Control Center
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+ Associate activities with workflow steps

+ Initiate and execute processes

2.2.4 Analysis

The Analysis tab is used to run and save an offline query for later quick retrieval of search results.

2.2.5 Admin

The Admin tab provides you access to perform the administrative actions and configuration settings
in Sentinel. In the Admin tab, you can:

¢ Create and modify filters

+ Use filters to format data

¢ Use filters to determine event routing

+ View system statistics about the Data Access Service

¢ Start and stop system components

¢ Configure Sentinel event fields

¢ Configure the mapping service

¢ Create new options for right-click event menus

+ Aggregate data for reporting

¢ Create users and assign them to roles for workflows

¢ Manage user sessions

2.2.6 Correlation

The Correlation tab provides an interface to create and deploy rules to detect suspicious or
malicious patterns of events.

In the Correlation tab, you can:

* Create and edit rules
¢ Deploy/undeploy rules
+ Add an action and associate it to a rule

¢ Configure dynamic lists

2.2.7 Event Source Management

The Event Source Management (ESM) interface is available through the Sentinel Control Center
menu. It allows you to manage and monitor connections between Sentinel and its event sources by
using Sentinel Connectors and Sentinel Collectors.

In the ESM, you can:

+ Import/export Connectors and Collectors from and to the centralized repository available in
ESM
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¢ Add/edit connections to event sources through the configuration wizards
+ View the real-time status of the connections to event sources

¢ Monitor data flowing through the Collectors and Connectors

Sentinel Collectors

The Collectors parse the data and deliver a richer event stream by injecting taxonomy, exploit
detection, and business relevance into the data stream before events are correlated and analyzed and
sent to the database.

Sentinel Connectors

The Connectors use industry standard methods to connect to the data source to get raw data.

2.2.8 Solution Packs

You can use the Solution Packs interface through the 7ools menu in the Sentinel Control Center.
Solution Packs provide a framework within which sets of content can be packaged into controls,
each of which is designed to enforce a specific business or technical policy.

2.2.9 Identity Integration

The Sentinel integration framework for identity management systems provides functionality on
several levels. When identity integration is implemented, you can:
+ Look up the following information about a user from the Identity Browser:
+ Contact information
¢ Accounts associated with that user
+ Most recent authentication events
+ Most recent access events
+ Most recent permissions changes

¢ Look up user information by right-clicking an event

2.3 Introduction to the User Interface

In the Sentinel Control Center user interface, you can perform the activities through the following
components:

+ Section 2.3.1, “Menu Bar,” on page 46

¢ Section 2.3.2, “Toolbar,” on page 46

¢ Section 2.3.3, “Tabs,” on page 48

¢ Section 2.3.4, “Frames,” on page 48

Sentinel Control Center provides you the “dockable” framework, which allows you to move the
toolbars, tabs or frames from their default location to user-specific locations for ease of use.

Sentinel Control Center
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Figure 2-1 Sentinel Control Center
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2.3.1 Menu Bar

The menu bar has the menus required to navigate, perform activities, and change the appearance of
the Sentinel Control Center.

Figure 2-2 Menu Bar

Hovel Sentinel Control Center - losged in as esecadm

The File, Options, Event Source Management, Windows, and Help menus are always available. The
availability of other menus depends on your location in the console and the permissions you have.

2.3.2 Toolbar

The toolbar allows you to perform tab-specific functions. There are four system-wide toolbar
buttons that are always displayed: View Sentinel Help, Cascade All Display Windows, Tile All
Display Windows, and Save User Preferences. The availability of other toolbar buttons depends on
your location in the console and the permissions you have.

+ “System-Wide Toolbar” on page 47

¢ “Tab-Specific Toolbar Buttons” on page 47
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System-Wide Toolbar
The system-wide toolbar buttons are:

Figure 2-3 Toolbar Buttons

Cascade
All Display Save Action
Reset Lavout Windows Preferences Debugging

I —
A ]ieHDE @ %)

Undo Dragging  Redo
Frames

Online  Tile All Display Solution Packs  Identity

Help  Window Browser

Tab-Specific Toolbar Buttons

Tab-specific toolbar buttons allows you to perform the functions related to each tab.

Table 2-1 Tab-Specific Toolbar Buttons

Toolbar View

Create Active View Snapshot

HL S

Manage Columns

Active Views

Event Query

Correlation Iﬂ w ‘:’
Incidents @ E:a
iTRAC :
QR B, =
{8t e’
Analysis 0 Oueries
Admin Filter Configuration
Report Data  Servers
Menu Configuration Configuration  \iew

| | |
[ERNT S ORF

Colour Filter Glabal Filter User
Caonfiguration Configuration Configuration
Event Menu Map Data
Configuration Caonfiguration

For more information on tab-specific toolbar buttons, see the sections on each of the tabs listed in

Section 2.3.3, “Tabs,” on page 48.
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2.3.3 Tabs

Depending on your access permissions, Sentinel Control Center displays the following tabs.

¢ Active Views tab. For more information, see Chapter 3, “Active Views Tab,” on page 53
¢ Correlation tab. For more information, see Chapter 4, “Correlation Tab,” on page 83

¢ [Incidents tab. For more information, see Chapter 5, “Incidents Tab,” on page 109

¢ iTRAC tab. For more information, see Chapter 6, “iITRAC Workflows,” on page 123

¢ Analysis tab. For more information, see Chapter 8, “Analysis Tab,” on page 167

¢ Admin tab. For more information, see Chapter 10, “Administration,” on page 219

2.3.4 Frames

Sentinel provides a dockable framework that allows you to drag frames on the screen to place them
in your preferred locations. The following buttons allow you to drag and/ hide frames.

+ Toggle Floating
+ Toggle Auto-hide

Figure 2-4 Navigator Frame
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To drag a frame to any location:

1 Click the Toggle Floating icon on the frame or hold the frame and drag it to the desired
location.

To hide a frame:

1 Click the Toggle Auto-hide icon.

NOTE: You can undo dragging or reset the framework to the default position by using the toolbar
buttons.

2.3.5 Using the Sentinel Control Center to Navigate

To navigate by using the toolbar:

1 Click the tab you need to use.

2 Click toolbar buttons to perform the actions.
To navigate by using the menu bar:

1 Click the tab menu in the menu bar.

2 Select an action you need to perform.
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NOTE: This procedure is generic for all the tabs in the Sentinel Control Center. Navigation
procedures for tabs are discussed in the relevant sections.

2.3.6 Changing the Appearance of the Sentinel Control Center

You can change the Sentinel Control Center’s look by:

*

*

“Setting the Tab Position” on page 49

“Cascading Windows” on page 49

“Tiling Windows” on page 49

“Minimizing Windows” on page 49

“Restoring Windows to Original Size” on page 49

“Closing all Open Windows” on page 49

Setting the Tab Position

1
2

Click Options > Tab Placement.

Select either Top or Bottom.

Cascading Windows

1

Click Windows > Cascade All. All open windows in the right panel cascade.

Tiling Windows

1
2

Click Windows > Tile All.

Select from the following options:
¢ Tile Best Fit
+ Tile Vertical

¢ Tile Horizontal

Minimizing Windows

1

Click Windows > Minimize All. All open windows in the right panel minimize.

Restoring Windows to Original Size

1

Click Windows > Restore All. All open windows in the right panel are restored to their original
size.

NOTE: Use the Minimize and Restore options provided on the top right corner of the tab to
minimize individual tabs.

Closing all Open Windows

1

Click Windows > Close All.

Sentinel Control Center
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2.3.7 Saving User Preferences

If the user has permissions to save the workspace, they can save the following preferences:

¢ Permanent windows that are not dependent on data that was available at the time of their
original creation.

*

Active Views™

*

Summary displays

*

Window positions

+ Window sizes, including the application window

*

Tab positions

*

Navigator docked or floating and showing or hidden

The following preferences are not saved when the user logs out:

*

Snapshots

*

Historical event queries

*

Secondary windows opened from one of the primary windows in the Admin Navigator

*

Column widths in Active Views
To save your preferences:

1 Click File > Save Preferences or click

2.3.8 Changing Password

1 Click Options > Change Password.

2 Provide the old password.

3 Provide the new password and confirm it.
4 Click OK.

For more information on password security, see the Sentinel 6.1 Rapid Deployment Reference
Guide.

2.3.9 Configuring the Attachment Viewer

1 On the Tools menu, click Attachment Viewer Configuration or alternatively click the Configure
Attachment Viewers button. The Attachment Viewer Configuration window displays.

50 Sentinel 6.1 Rapid Deployment User Guide



{2 Attachment Yiewers

X
Attachment Yiewers
Extension | Type | Subtype | Appl

e DEFALLT DEFALLT C\Program Files! Wi

.heml ESEC ADYWISOR C:YProgram Files! Inl =

doe DEFALLT DEFALLT CiProgram Filesii Edif |
Uelete |

Rl | i

Ok |

2 Click Add. The Attachment Identification window displays.

(3 Attachment ¥iewer Configuration

~Attachment Identification

Extension: ||

Type: {pEFALLT

Subtype:  [DEFALLT

~Attachment Yiewer

Application: I

Browse |

Pararneters: I%FILE%

Ok, | Cancel |

Specify the extension type (such as .doc, .x1s, .txt, .html and so on) and click Browse or

type in the application program to launch the file type (such as notepad.exe for Notepad).
3 Click OK.
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Active Views Tab

The Active Views tab presents events in near-real time.

Section 3.1, “Understanding Active Views,” on page 53

Section 3.2, “Introduction to the User Interface,” on page 54

Section 3.3, “Reconfiguring Total Display Time,” on page 57

Section 3.4, “Viewing Real-Time Events,” on page 57

Section 3.5, “Showing and Hiding Event Details,” on page 61

Section 3.6, “Sending Mail Messages about Events and Incidents,” on page 62
Section 3.7, “Creating Incidents,” on page 63

Section 3.8, “Viewing Events That Trigger Correlated Events,” on page 64
Section 3.9, “Investigating an Event or Events,” on page 65

Section 3.10, “Viewing Advisor Data,” on page 70

Section 3.11, “Viewing Asset Data,” on page 71

Section 3.12, “Viewing Vulnerabilities,” on page 72

Section 3.13, “Ticketing System Integration,” on page 77

Section 3.14, “Viewing User Information,” on page 77

Section 3.15, “Using Custom Menu Options with Events,” on page 77

Section 3.16, “Managing Columns in a Snapshot or Navigator Window,” on page 78
Section 3.17, “Taking a Snapshot of a Navigator Window,” on page 79
Section 3.18, “Sorting Columns in a Snapshot,” on page 79

Section 3.19, “Closing a Snapshot or Navigator,” on page 79

Section 3.20, “Adding Events to an Incident,” on page 79

3.1 Understanding Active Views

In the Active Views tab, you can:

*

*

*

*

*

*

View events occurring in near-real time
Investigate events

Graph events

Perform historical statistical analysis
Invoke right-click functions

Initiate manual incidents and remediation workflows

An event represents a normalized log record reported to Sentinel™ from a third-party security,
network, or application device or from an internal Sentinel source. There are several types of events:

*

External events (event received from a security device), such as:

+ An attack detected by an intrusion detection system
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+ A successful login reported by an operating system

+ A customer-defined situation such as a user accessing a file
+ Internal events (an event generated by Sentinel), including:

+ A correlation rule being disabled

¢ The database filling up
¢ Correlated events

You can monitor the events in a tabular form or you can use several different types of charts to
perform queries for recent events. Access to these features can be enabled or disabled for each user.

3.2 Introduction to the User Interface

In an Active Views™, you can see Create Active View, Event Real Time, and Event Query. You can
navigate to these functions from:

Table 3-1 Active Views User Interface

User Interface Description
Active Wisws The Active Views menu in the menu bar
Properties

Create Active Wiew

Afive e | When you create a filter, the Active Views menu
has these additional options.

v [T N
ﬁ Crae Sete o extents | 37 TR | Ui e

\4\% Event JLey _""'\\

The Navigation tree in the Navigation pane

0y
+

Mavigator

= _I Active Views

""" 1 Resl Time

e ] Shap Shat
—_I Hiztorical Queries
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User Interface Description

Create Active View Snapshol The toolbar buttons

s

Event Query Manage Columns

i

Active Views provides two types of views that display the events in tables and graphs.

¢ The Table format displays the variables of the events as columns in a table. You can sort the
information in the grid by clicking the column name.

Figure 3-1 Active View Tabular Format
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¢ The Graphical format displays events as graphs. You can change the chart types to display
other chart types.

Figure 3-2 Active View Graphical Format
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There are two types of Active Views:

+ Near Real Time Event Table:

+ Holds up to 750 events per 30-second period. If there are more than 750 events, the events
are displayed in the following priority order: correlated events, events that are sent to the
GUI by using a global filter, and all remaining events.

¢ By default, the client maintains a 24-hour period of cached events. This is configurable
through Active View Properties.

¢ By default, the smallest possible display interval of an active view is 30 seconds. This is
represented by a gray line in the event table.
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Figure 3-3 Gray Line Smallest Possible Display Interval

) [2005.06.21 ] 06:34:38 EDT ; Threshold_ef
EE} 2005 06,21 § 06:34:38 EDT | 10.0.0.1 10.0.0.12 Password_ex
@  |2005.06.21 | 06:34:28 EDT 10.0.0.22 10.0.0.9 Program_exe

If there are more than 750 events per 30-second time period, a red separation line displays
indicating that there are more events than are displayed. The other events can be viewed
by using Historical Queries.

Figure 3-4 Red Line More Events Displayed

*

3)  [2005.06.21 { 07:07:00 EDT | 10.0.0.11 10.0.0.21 | unsuccessful
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1) |2005.06.21 ] 07:06:58 EDT 10.0.0.54 10.0.0.25 successful-a|

+ On saving user preferences, the system continues to collect data for four days. For
instance, if you save your preferences, log out, and log back in the following day, your
Active View displays data as if you never logged off.

+ Ifan Active View is created and not saved, it continues to collect data for an hour. If an
identical Active View is created within that hour, the Active View displays data for the last
hour.

Snapshot: Time-stamped views of a Real Time Event View table.

Active View provides you the following unique features:

*

*

*

Filter assigned to an Active View
The z-axis attribute

The security filter assigned to a user

The Active Views tab allows you to:

*
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Reconfigure total display time

Add events to an incident

Close a Snapshot or Navigator window
Create an incident

Custom menu options with events
Investigate an event query

Investigate a graph map

View Advisor data

Manage columnsSend messages about events by e-mail
Show or hide event details

Take a Snapshot of a Navigator window
View events that triggered a correlated event
View vulnerability visualization

View asset data

Integrate with the ticketing system
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You can change labels (column names) to user-friendly names and the new names are populated
throughout the system. For more information, see Section 3.15, “Using Custom Menu Options with
Events,” on page 77.

3.3 Reconfiguring Total Display Time

Active View Properties allows you to configure the cached time in each client. The default cache
time value in an Active View is 24 hours.

To configure Maximum Total Display Time:

1 Click the Active Views tab.
2 Click Active Views > Properties.

3 Make your changes, then click OK.

Active Views Properties E|

[
Thiz walue will not take effect until you restart Sertinel Cortrol Center.

"Maximum Total Display Time

The new values do not take effect until you restart the Sentinel Control Center.

3.4 Viewing Real-Time Events

1 Click the Active Views tab.
2 Click Active Views > Create Active View or click the Create Active View icon .

3 In the Event Visualization Wizard window, click the down-arrows to select your Event
Attribute (Z Axis), Filter, and to Display Events (Yes or No).

In the Filter Selection window, you can build your own filter or select one of the already built
filters. Selecting the All filter allows all events to display in your window. When you are
creating an Active View, if the filter assigned to the Active View is changed or deleted after
creation of the Active View, the Active View is unaffected.
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Active Yiews™ Wizard s x|

Step 1. Event Collection Parameter Setup -
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| =
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After making your selection, you can click Next or Finish. If you select Finish, the following
default values are selected:

*

Display Interval and Refresh rate of 30 seconds

*

Total Display Time of 15 minutes
+ Y-axis as Event Count
¢ Chart type of Stacked Bar 2D
4 If you click Next, click the down-arrows and fill in the fields:
+ Display Interval and Refresh rate:
+ Display Interval is the time interval to display events.
¢ Refresh Rate is the rate at which Active Views should refresh.
+ Total Display Time: Amount of time to display the chart.
¢ Y-axis: Either the total Event Count or Event Count per Second.
5 Click Next.
6 Select your chart type from the drop-down list and click Finish.

Your graph looks similar to:
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The five buttons to the left of the chart perform the following functions:

Table 3-2 Functions of the Buttons

Buttons Description

Lock/Unlock the Chart Used when performing a drill-down, zoom in, zoom out, and
zoom to selection, and saving a chart as an HTML file.

Increase Display Interval Increases the display time interval for the incoming events.
Decrease Display Interval Decreases the display time interval for the incoming events.
Increase Display Time Increases the time interval along the x-axis.

Decrease Display Time Decreases the time interval along the x-axis.

When you click the Lock button, additional available buttons are the following:

Table 3-3 Additional Buttons

Buttons Description

Lock/Unlock the Chart Used when performing a drill-down, zoom in, zoom out, and zoom to
selection, and saving a chart as an HTML file.

Zoom In Zooms in without changing any of the time settings of the chart.

Zoom Out Zooms out without changing any of the time settings of the chart.

Zoom to Selection Zooms in on a selection of time intervals of events.

Snapshot Active View Save as an HTML file with chart as images and events in a tabular
format.
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3.4.1 Resetting the Parameters and Chart Type of an Active
View
When viewing an Active View, you can reset your chart parameters and change your chart type.

1 Within an Active View displaying a chart, right-click and select Properties.

& g q g
] 5ar 20 crart Active Views™ Properties
Hé; itacl::e: :ar 2D Chart Parametersl Chart Types
ine: Chaf
49| Ribbon Chart - Time Intervals
[+ Properties :
Display Interval 30 Second w
-leard
Refresh Rate 30 Second A
Total Display Time 19 Minute b
&z Valle
Y Axis Ewert Count per Second w

2 Under the Parameters tab, set the following options:
Display Interval: Time between each interval.

Refresh Rate: Number of seconds for the event rate to be updated.

*

*

Total Display Time: Amount of time to display the chart.

*

Y-axis: Either total Event Count or Event Count per Second.

*
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3 Under the Chart Types tab, set your chart to Stacked Bar2D, Bar 3D, Line, or Ribbon.

Active Views™ Properties

Parameters | Chart Types |

—Chart Property

Type:

Stacked Bar 2D i
Stacked Bsr 2D

3.4.2 Rotating a 3D Bar or Ribbon Chart

1 Click anywhere on the chart and hold the mouse button.

2 Reposition the chart as desired by moving the mouse and holding the button.

3.5 Showing and Hiding Event Details

To show event details:

1 In a Real Time Event Table of the Navigator or in a Snapshot, double-click or right-click an
event and click Show Details. The event details displaying the left panel of the Real Time
Event Table.
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EveriName S ngePersistenth O |EvertTaxanamy Dirn 1K in 5 entries (
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SenscrType P 2 ‘?.121'.'[ T 'erz.mm Map Status ‘D'ﬂmcdDﬂ\ D.V.B in J anriss
CollectorSc... Performance D777 ersistentivap Status_LserDim 1kBinSentries __
C1855550-3607- v 7R Email hedPealTimeSummeri... Total 3 Active Views and combined car
EventID 1026-B864-0015 L e Creste Incidert [hroughput Capacy | Event throughgput capaciy is at D% for
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To hide event details:

1 In a Real Time Event Table of the Navigator or in a Snapshot, with event details displayed in
the left panel, right-click an event and click Show Details. The Event Details window closes.

3.6 Sending Mail Messages about Events and

Incidents

IMPORTANT: Before you send a mail by using the Sentinel Control Center, ensure that you have
an SMTP Integrator configured with connection information and with the
SentinelDefaultEMailServer property SentinelDefaultEMailServer set to true.

To send an event message by e-mail:

1 In a Real Time Event Table, select an event or a group of events, then right-click and select

Email.

-Selected Events: 10

I | Resource |

Message |

37FF1006-2EF3-1026-,., |FRWL_Res

GFFEEY3A-ZEFE-1026-,.. |FRWL_Fes

udp drop detected FR...

57083324-2EF8-1026-, .. |FRWL_Res

udp drop detected FR.., :l

tcp drop detected FR...

G7DSADDE-ZEFS-1026, ., |FRWL_Res

udp drop detected FR...

G7AETEZ4-2EFS-1026-,.. |FRWL_Res

tcp drop detected FR...

RTOFEARRA-PFFR-1N7A FRWI Rec

nidn dvnn Astarkad FR LI

Email Compasition

Email Address: |

Email Subject: I

Email Message:

Ok

Cancel

2 Provide the following information:
¢ Email Address
+ Email Subject
+ Email Message

3 Click OK.
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To e-mail an incident:

1 After you save your incident, click the Incidents tab, Incidents > Incidents View.

2 Click the All Incidents option in the Switch View drop-down list located at the bottom right
corner.

3 Double-click an incident.

4 Click Email Incidend 2] icon.

5 Provide the following information:
+ Email Address
+ Email Subject
+ Email Message

6 Click OK.

The e-mail messages have HTML attachments that address incident details, events, assets,
vulnerabilities, advisor information, attachment information, incident notes, and incident
history.

3.7 Creating Incidents

To perform this function you must have user permission to create incidents.

This is useful in grouping a set of events together as a whole representing something of interest
(group of similar events or set of different events that indicate a pattern of interest such an attack).

If events are not initially displayed in a newly created incident, it is probably because of a lag in the
time between display in the Real Time Events window and insertion into the database. If this occurs,
it takes a few minutes for the original events to be inserted into the database and display in the
incident.

To create an incident:

1 In a Real Time Event Table of the Navigator or a Snapshot Real Time Event Table, select an
event or a group of events, then right-click and select Create Incident.

S PUBLIC:ALL @ XAA07 123006 P Snapshot

e ——

0 seria)
1) juartha sppiabe et a7 12 [2] srow etass e
] SAR7 11 Wi in Active Browser Soppad
L ariha appistis rel Amnri
E :e:-.-: Shecriid AEOT 12 Ivestigaia r Eistireylatn :
¥ i ] 3”07 12 Aralyz 4 E
Y esectiessd LT 12
U emerTessd amoTi2 a0 |
v epectiessd 3mo7 12 Emad gExistrgain |
Ll o ] aori2 i " din |
M esectestd a7 12 0
¥ lemectiesEd 380713 Ot |
é ezec Tesid 3m07 12 ping E-::

ST 11
L] ot Senid 0T 11 sy -
® | a7 11 traceroute

. :_ Ie!et'Sle:E-l .J.ElCl:' 11 ity 7

2 In the New Incident window, fill in the necessary information in the following tabs:
+ Events: Shows which events make up the incident

+ Assets: Show affected assets
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¢ Vulnerability: Show related asset vulnerabilities

+ Advisor: Asset attack and alert information

¢ iTRAC: Under this tab, you can assign a WorkFlow (iTRAC™)
¢ History: Incident history

¢ Attachments: You can attach any document or text file with pertinent information to this
incident

+ Notes: You can specify any general notes regarding this incident.
3 In the Create Incident dialog box, specify:

+ Title

+ State

+ Severity

¢ Priority

+ Category

¢ Responsible

¢ Description

+ Resolution

4 Click Create. The incident is added under the Incidents tab of the Sentinel Control Center.

3.8 Viewing Events That Trigger Correlated
Events
You must right-click a correlated event in order to view the events that triggered the correlated

event. In the event table from which you are selecting the event, look in the summary display panel
on the right for an event that has a property of SensorType with a Value of C (C: correlated event).

To view events that triggered a correlated event:

1 In aReal Time Event Table of the Navigator or Snapshot, or in an event query table, right-click
a correlated event and select View Trigger Events.

A window opens, showing the events that triggered the rule and the name of the correlation

rule.
N Correlated Events For 9FB1FE2C-4630-1026-BE0F-080020AD! =101 x|
Everd Id Correlation rubs Batch size O
[wa-.rs:-: -4530-1026-6E0F -050020406488 I _quick_ome Fout |1C'1J L] > x ’
A DeteTime | severty | Evertname | Sowcer | Destration
2004 02 26 § 03053 EST | .i) Pazsword_svpired AnnnA | nnnag
J| | 2
,Q,Seuch complete Court: 1
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3.9 Investigating an Event or Events

The right-click option /nvestigate allows you to:

¢ Perform an event query for the last hour on a single event for:
¢ Other events with the same target IP address
¢ Other events with the same source (initiator) IP address

¢ Other targets with the same event name

NOTE: You cannot perform a query on a null (empty) field.

¢ Graphically display the mappings between any two fields in the selected events. This is
particularly useful to view the relationship between the initiators (IP, port, event, sensor type,
Collector) and the targets (IP, port, event, sensor type, Collector name) of the selected events,

but any fields can be used

Figure 3-5 is an illustration of initiator IP addresses mapped to target IP addresses.

Figure 3-5 Graph Mapper

N Graph Mapper = [=] B3
Apply Layout |[elgeensd IALL 'l & | = | $ |
E
10.0.0. T8
| 10.0.0.254 10.0.0.80 ,45
- L’ ! 1 T 10.00.48
10.00 135 3 / A
1 D n ,IQ 1 10jo2
10.0.0.82 1 A
10.0.0.242 =4
10.0.0.248 ’4, 10.0.0.164
10.0.0.122 /1'000133 10.0.0.156
10 ol \
1 A
s A %
= 10.0.0.208
10.0.0.238 X
-3
10.0.0.68

*

Section 3.9.1, “Investigate: Event Query,” on page 66

*

Section 3.9.2, “Investigate: Graph Mapper,” on page 66

*

Section 3.9.3, “Historical Event Query,” on page 67

*

Section 3.9.4, “Active Browser,” on page 68
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3.9.1 Investigate: Event Query

This function allows you to perform an event query within the last hour for events similar to the
selected event.

1 In a Navigator or Snapshot window, right-click an event, click Investigate, and select one of

three options given below:

Option

Function

Show More Events to this target

Show More Events from this source

What are the target objects of this event?

Events with the same destination IP address
Events with the same initiator IP address

Events with the same event name as the
selected event

An event table opens, showing the chosen event information.

3.9.2 Investigate: Graph Mapper

To create a graph map:

1 In a Real Time Event Table, right-click an event or events and select Investigate >Show Graph.

Severity EvertTine SourcelP - Destination P EventMame

) ST T287 35 AW OO TOOOTS6 TEST EVErT
[] SS2207 12:47:04 Al 10.0.0.2 10.0.0.70 Test Event

2

2

2

y

g Show Details

Wigw in Active Browser

2

3 Investigate 4 | Show Graph...

= Analyze L Show More Events to this target

[0] 5122007 12:42:50 AN Wiew Trigger Everts .

‘ ST 12:41 20 b . Show Maore Everts from this source

[ ] BI22107 12:40:35 A Ernail ikt are the terget objects of this evert?
- e

The following is a graphic depiction of Sensor Name to Event Name of severity 5 in an organic
format. You can view a graphic mapping in the following formats:

+ Circular

+ Hierarchical

¢ Organic

¢ Orthogonal
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2 You must specify the From and To fields and click Finish. The Graph Mapper window
displays.

N Graph Mapper(1]) - M I‘?S’I
Apply Layout |Hierarchial [v] | ALL[V] ’ & ] [ EY ] [ ] [ i ]
[A

UpdateDataObject FRiChatCreated

< | 0

3.9.3 Historical Event Query

You can query the database for the past events through a historical event query. The events can be
queried according to the filter and severity criteria in required batch size. You can export the results

in HTML or CSV file format.
To query events in the Historical Event Query window:

1 In the Active Views tab, select Active Views > Event Query. You can also open the Historical
Event Query window by clicking the Historical Query icon on the toolbar. The Historical Event

Query window displays.
N Historical Event Query
T e[ @
Fier. Severfty: O From B To Batch size
v E TR2MB10:2206 AM W 72208103705 AM % 100 v A | @ | T HTML
Severity  EwentTime EvertMame Message

| %

<!
%, Enter search criteria.

2 Click Filter. In Filter Selection window, select a filter from the list of available filters.
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3 Click Severity icon. The Select Severity Values window displays.

N Select Severity values

Zelect Al Clear &l

[#a
[w]1
[ 2
[w] 3
[+] &
[¥a

Select one or more values for Severity and click OK.
5 Select a From and To date and time.The time you select corresponds your system time.
6 Select a batch size. The events queried display in the batch size you specify.

If you select a batch size of 100, the first 100 events are displayed in the window. After the
query is processed, the Begin Searching icon changes to the More results icon. You can see next
100 events along with the previous events by clicking the More results icon.

7 Click the Begin Searching icon. The query is processed. You can cancel the search by clicking
the Cancel search icon.

N Historical Event Query

*. Query | o Active Browser
FiRer Sewerity: O From: O To: Batch size:
PUBLICIALL v " 722006102206 A | |70208 103705 M ¢ 100 v A | @ | B HTML -
Property alue Sewerty | EventTime Message
= A L A i Ok) B~
Severty 1 o) [7£22008 10:26:43 AM I Total 6 persistet maps with 0
EvertTing 7122108 o) (772208 10:26:32 AM CombinsdPersistenthéaps st (Total 5 persistent maps with 1
10:36:41 AM 0 7122008 10:26:32 AM SinglePersistenthéap Status | EventName Dim 10KE in 50 e
Everthame UpdateData Obj ) 7/22/38 10:26:32 AM |SinglePersistertMap Status | CustomerDim 048 in 2 entries
ect o [7/220810:2632 AM alePersi EventTaxonomyDim 1KE in 5+
[pdating Cerfig 1) [IR20810:2632 AM SingleParsistertMapStafus | AgentDim 20KB in 34 eriries ¢
— - oy o (12208102632 AM ‘SnglePersistentMapStatus _|EventXDAS TaxonomyDim OKI
sar- soecadn v (72208102632 AM SinglePersistertiap Status  |UiserDim 1 KE N6 eriries (ot
reuld(Lhknown‘J [} 7722008 10:26:32 AM SinglePersistertiapStatus R Dim 15KE in 46 enfri
Rasorca |Cora (] 12206 1002632 AM |CombinzdPersisteriMapsSt... | Total 8 persistent maps with 5
SubReso... Preferences o [7220810:2632 AM |SngleParsi n Dim 0K3 in 2 erfries
SensorTy... A U [7r223810:2632 AM SingleParsisterthapStatus | UserDim 1 KB i entries
CollectorS. .. Audit 0 7122038 10:2553 AM |CombiredRealTimeSummari... |Total 3 Active Miews and comt
CE707010-3607 o) (712208 10:2552 AM |EventThroughputCapacity  |Event throughput capacty is ¢
EwenliD =102 B=431 3-001 ) 722000 1 0:25-01 AM Ewert Throughput Capacity Cvert throughpid copaciy is ¢
SFESSBADE D /22038 10:26:28 AM Engine Performance Summary | Engine esecslestid ~
CETOTDI0-3607 o ([ ¢ 5
% Search complte, Court: 18

TIP: Select HTML or CSV from the drop-down list to export query results.

3.9.4 Active Browser

The Active Browser provides the ability to browse through a selected set of data to look for patterns
and perform investigation. You can view the selected events in the Active Views in the Active
Browser. When you open the Active Browser using Analysis > Offline Query and click Browse
against a specific offline query, the events table is displayed only when the number of events is less
than or equal to1000.
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The events are grouped according to the meta tags. In these meta tags, various sub categories are
defined. The numbers in the parentheses against these sub categories displays the total number of
event counts corresponding to the value of the meta tag.

To view events in Active Browser:

1 In the Active Views tab, select the event or events you want to view in Active Browser.

2 Right-click the event or events and select View in the Active Browser. The selected event/s
displays in the Active Browser window.

or

In the Active Views tab, select Active Views > Event Query. Historical Event Query window

displays.

3 In the Historical EventQuery window, run a query and click the Active Browser tab. The
selected query displays in the Active Browser window.

NOTE: The Active Browser tab is enabled only if the query results in at least one event display.

To view events in Active Browser in the Analysis tab:

1 In the Analysis tab, select the query you want to view in the Active Browser.

2 Click Browse. The selected query result displays in the Active Browser window.

N Active Browser

Total: 146

= Collector Scripl =
Aucit (148)

= Eventidame

LostConnection (98]
HewrConnection  (49)
ProcessStop (1)

Select Mutiple Vakes...

= InitIP
<emgty= (146)

= Resource

Auck Connector  (145)
Sentinel (1)

= SensorType o
A 145
= Severity u
4 (148)

To search in the Active Browser:

¥

Active Browser
16- PUBLIC: High_Severity 18
E
3
Q 10 10
=
]
E
fir}
L &
o 0
§ $ 3 3 5
= v o w 5
Time
: Severy  EveniTime Evertiame Messane
712108 6:16.56 PM ProcessStap Sentinel Service A |
L 7i21108 538101 PM LostConnection A Moved applical — |
[ 7021108 6:38:01 PM WewConnection Anew Novel ap
{72108 5:37 48 PM Lost Connection & Naved applical
) [7r2108 53523 PM Lost Connection A Navel apglical
L 72108 5:35:23 PM NewConnection Anew Novell ap
) 712108 63513 PM Last Connection A Novel applical
& 7210863451 PM LostConnection A Noved applical
@ Feens coac nha e Py |

1 Specify the value or text you want to search for in the Search field.

2 Press Enter or click the Search icon next to the Search field to search.

NOTE: You can move between the various searches by using the Forward and Backward buttons

above the Search field.
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To add attributes in Active Browser:

1 Click the Add an attribute for categorization icon as shown below:

N Historical Event Query

A aquery [ 0

Fiter execty: B From B Te: Betch size

PUBLIC Frenal_Everts g AN L R L G E. ML -
Property Walue : SEJ Click for details l‘ne Ewerthlams Message

< | == ¥

., Enter search criteria

2 Select an attribute in the Add an Attribute for categorization window that displays.

Add an attribute for categorization E|

li'gﬂ Chooze the attribute name

18]} 3

EedginTime

Collector
Callectorld
Collector ManagerId
Conrectar i
ControlMonitor
CortralPack
Criticality

ct1 -

3 Click OK.

3.10 Viewing Advisor Data

The Advisor provides a cross-reference between real-time intrusion detection systems attack
signatures and the Advisor's knowledge base of vulnerabilities. The Advisor feed has an alert and
attack feed. The alert feed contains information about vulnerabilities and viruses. The attack feed
lists the exploits associated with vulnerabilities. The Advisor data is updated on a regular basis if
you have opted for the optional Advisor data subscription service.

To View Advisor Data:

1 In a Real Time Event Table of the Navigator or Snapshot, right-click an event or a series of
selected events, then click Analyze > Advisor Data.
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If the DeviceAttackName field is properly populated, a report similar to the one below displays.
This example is for a WEB-MISC amazon 1-click cookie theft.

|

Advisor Summary

Attack Attack ID Alert IDs
WEB-#ISC arnazon 1-click cookie theft 2991272, 1087, 1194, 8835, 9010
WEB-8ISC arnazon 1-click cookie theft 2992801 1194, 8835, %010

Advisor Report
Microsoft Excel XLM Arbitrary Macro Execution (id 9991272) top

3 4 t4icrosoft Excel contains a flaw that may allow a malicious user to rui
warning the user. 1he issue is triggered when a malicious usar creat
Excel macro commands, and embed commands in a spreadsheet that
launch the macro without asking the user for permission. If may be [
user to persuade the user to launch the file containing embedded ma
loss of integrity and/or availability of data.

Urgency Severity

Scenario:

Impact:
Lozz of Intagrity

Safeguards: ;J

3.11 Viewing Asset Data

This function allows you to view and save your view as an HTML file of your Asset report. You
must run your asset management Collector to view this data. The available data for viewing are:
¢ Hardware
+ MAC Address
¢+ Name
+ Type
+ Vendor
+ Product
+ Version
+ Value
¢ Criticality
+ Sensitivity
¢ Environment
+ Location
¢ Network
¢ [P Address
¢ Hostname
¢ Software
¢ Name

* Type
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+ Vendor

¢ Product

+ Version
¢ Contacts

¢ Order

¢+ Name

+ Role

+ Email

*

Phone Number
¢ Location

+ Room

+ Rack

+ Address

To view Asset Data:

1 In a Real Time Event Table of the Navigator or a Snapshot window, right-click an event or
click events >Analyze >Asset Data.

A window similar to the one below displays.

Asset
Report
Hardware MAC Address  04:73:4%:44:h5:87
Hame Value LINEMWH
Type HESKTOR Criticality LINENCW N
Yender UMRHOWN aensiTiny [ ]
Froduct Environment  LINKMOWH
Nersion Lecation LINENOW N
A R R
142, 65010
devboxi)
Software Hame Type  Vendar PFraduct |Version.
Contacts drder  Hame Rale Email Phone Mumber
DwrsirrFirs EName W O L as N ame 10 ARSET_OWNER DrwrierE mail i) Dharaer PhsaaniasMcsmbior 8
Seinkinatioblame 12 ASSET_MAINTAINERMaIntaina Enisil10 MaicitsinerPhanetlumbertd
MaintainarLasthamed)
BusinessUiniL 10 BUSINESS UNIT
e Q D i verss 102 LIME_QF_DUZINESS
Division 10 DraaonN
Departrment10 CEPARTMENT
Lecation Reom o8
Rack ]
Addres: HQ
1921 Galloars, R
Sulto 700
Yienno V& 22132 USa
Hardware MAC Address  D9:73:43:44: 0070
Hama Vakus AzzatValus
Type DESKTOR Criticality Criticality

Wendsr Vandar Senzitivity So

Froduct okt Nami Enviranment  Eryirommuntidentity

Yersion Lecatien Metworkldentity
Hetwork [

192 R

3.12 Viewing Vulnerabilities

Vulnerability Visualization provides a textual or graphical representation of the vulnerabilities of
selected destination systems. Vulnerabilities for the selected destination IPs can be seen for the
current time or for the time of the selected events.
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Vulnerability Visualization requires that a vulnerability Collector is running and adding

vulnerability scan information to the Sentinel database. The Novell Sentinel Content (http://
support.novell.com/products/sentinel/secure/sentinel61.html) provides Collectors for several
industry-standard vulnerability scanners, and additional vulnerability Collectors can be written by
using the Sentinel SDK (http://developer.novell.com/wiki/index.php?title=Develop to Sentinel).

NOTE: Vulnerability Collectors are distinct from Event Collectors and use different commands.

There are several Vulnerability Visualization views:

¢+ HTML

¢ Graphical
¢ Circular
¢ Organic

+ Hierarchical

*

Orthogonal

The HTML view is a report view that lists relevant fields, depending on which vulnerability scanner

you have:

¢ IP

+ Host

¢ Vulnerability
¢ Port/protocol

Figure 3-6 Viewing Vulnerability

Vulnerabllily Summary
L - Host Yulnerobilifies Port/Probocol
17216013 18 O[)rTCR, 21 (L) TCR, 21 (Ftp)¢ TCR, 21(Ftp)/ TCR, Z3(ssh|TCR, Z2(ssh) TOR, 22|ssh)rTCR, 23(telnet|/Top, 3a[telnet) TCP,

28(smtp|ITCR, 26{srip| FTCR, 26{smip| ITCF, S&T = TR, 557 TCF, 1241 [nessus]FTCR,

1241 |nessus| JTCR, 3306 (gl T OF

17216071 49 G[IFTER, GO TCR, 24 (Fp)ATCR, 21 (Fpl/TCP, 23 (ssh) (TCP, Z3(tlna/TCR, 23 |talet)(TCP, 23{talnet)/ TCA, 25 [smipl/TCP,
Z6(smtp| ITER, 2{sralp| ITCR, 26{sttp| (TOF, BE|Sntp)/TCP, 36|smip) TeR, 35|smip)/ TCR, 26{smip) (TCR, 26 (smtp)/TCR,
25(srtp| TP, 25{sratp| FTCR, %0fdnsls)A TCP, 9finste| ITCP, 20(dnsl) TP, 90(dnsi) FTCP, S0fdnsta)/ TCP, S0jdnst) FTCP,

sn[dnsix]ncu A0 dnsiy)FTCR, 111 (sunmc) FTCP, 117 |sunme) FTCP, 1ﬁ1|snmp]{UDP 5|2(nxen|.‘TCF 513(logIn)/ TGP, 514 |shel| STCR,
CH, § TCP,

ITCE, 5 ITCR, 587 TCP, 687 TCP, 587
iTen, is sion| (TR, iesion)/ T, & s -rrn G000t 1)/ TCR, FA{font-sarvics) TCR,
a et 8/ TER, 2 r2] TCR, 27T trmes-+pr21]) TOR, 12778 (sometimes e L TeR
IEABQAT 18 GIIFTCR, 21 (P TEP, 21 (P TEP, 21 (Al TEP, T{ssh|I TSR, zz[ssh]rrcp 22[seh)r TCe, ZS[IBLna'.IfTCF 23|tainet)F TOF,
2E(smtp| I TLP, 25{smip|/TCH, 26(smip| i TCH, TR, 6 TCR, 1241 [nessus) FTEP,
1241 |nessus| I TCR, 2308 (mysql/ T CP
IZARDTL a3 O[JFTER, GWTCF, 21(Fp)#TCR, 21 (Fip)sTOP, 22(sth) (TCF, 23(telna 4 TCR, 23[talnet) (TGP, 23(telnat]/TCR, 25[smipléTCP,

Z5[srtp|ITEF, 25(3mitp| ITCR, 25(stntp| FTCR, 25|3ntp)d TR, 25 |Smip)/ TGP, 25 |smip)# TCP, 25(smip] FTCR, 25 (sritp]f TP,
Z6(smip| FTEP, 26{smip| /TCH, ¥(dnsix)/ TCP, Bfinsiz/TCR, $0dnsix)/TCP, I0(insiu) (TP, S(dnsix)/ TCR, 0 jdnsie] (TCR,
So{dnstxl/ TCR, 90 |dnzie) TER, 111 jsunrpc) ¢ TCP, 111 |sunrpc)¢ TCP, 161 snmg) (DR, 5|z(m:|ncn 513{login)/ TEP, 514\shan|ncn

57 ITEF, 5&7 ITCP, 587 TCH, 587 TCR, 567
5& ITCF, 587 ITCP, 5&T TC, 5&T TCP su:o[m]f'rtp F100{font- serulce]m:n
= Tt 8] TEF, 21)F TG, T77: Hrmes-rp21)/ TOF, 312778 (somatimes-rpe21 /TGP

The graphical display is a rendering of vulnerabilities that link them to an event through common

ports. Below are the examples of the four available views:
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Figure 3-7 Organic View
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Figure 3-8 Hierarchical View
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Figure 3-9 Circular View

4OTER

/elnet
FAATCR
sometimes- rch AR T0TE 24

32779/TCP ﬁ /93’158 1has

1891581023 ﬂ i:

64—5 nnévxtl:mg.we.ﬂ.ﬂ dnsix
/ anTCR
E]: 199.168.10.22 @

i 19916810022
dnsix }\g
anTCR 19016581221

E]: n
21TCPR

fip
21TCP

Figure 3-10 Orthogonal View
[F —e J—
dnglx 18916810.22 dnsix 1891681023 =ometimes-rpc21
anaqce anTCR F2TTAUTCR
-

EN =

183:168.1.22 v Ha-Seahner-01 180:163.12.21
g-~—0

*‘— tp 1991851022 [ﬁ]:*—g
11TCP

telnet 1991631025 dnsix 19016312.24
Z3MCP TR

21."TCP

The graphical display has four panels:

¢ Graph panel
¢ Tree panel
¢ Control panel

¢ Details/events panel

The graph panel display associates vulnerabilities to a port/protocol combination of a resource (IP
address). For example, if a resource has five unique port/protocol combinations that are vulnerable,
there are five nodes attached to that resource. The resources are grouped together under the scanner
that scanned the resources and reported the vulnerabilities. If two different scanners are used (ISS
and Nessus*), there are two independent scanner nodes that have vulnerabilities associated with

them.
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NOTE: Event mapping takes place only between the selected events and the vulnerability data
returned.

The tree panel organizes data in same hierarchy as the graph. The tree panel also allows users to
hide/show nodes at any level in the hierarchy.

The control panel exposes all the functionality available in the display. This includes:

¢ Four different algorithms to display
¢ The ability to show all or selected nodes which have events mapped to them
¢ Zooming in and out of selected areas of the graph
There are two tabs in the Details/Events panel. When you are in the Details tab, clicking a node

displays node details. When you are in the Events tab, clicking an event associated with a node
displays the node in tabular form as in a Real Time or Event Query window.

To run a Vulnerability Visualization:
1 In a Real Time Event Table of the Navigator or Snapshot, right-click an event or a series of

selected events and click Analysis.

¢ Current Vulnerability: Queries the database for vulnerabilities that are active (effective)
at the current date and time.

¢ Event Time Vulnerability: Queries the database for vulnerabilities that were active
(effective) at the date and time of the selected event.

N PUBLIC: Correlation @ 23/23/07 7:16:17 B Snapshot

DateTime Destination|P
3023007 6:06:30 P

07 5:16:47 P

SourcelP

Sewerity

Show Details

Yiew in Active Browser

Investigate r

Analyze »

Wiew Trigier Ewerts Asset Data

Ernail Current Vulherakitty

Create Incidert Evert Time Wulnerakilty
Add To Incidert

nzlookup
ping
traceroute

Whaiz?

2 At the bottom the vulnerability results window, click one of the following:
¢ FEvent to Vulnerability Graph
¢ Vulnerability Report

3 (For Event to Vulnerability Graph) Adjust the display as desired:

+ Move nodes and their labels
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*

Use one of four different layout algorithms to display the graph

*

Show all nodes or only those nodes that have events mapped to them

*

Use in-line tree filtering if a large number of resources are returned as vulnerable

*

Zoom in and out of selected areas

3.13 Ticketing System Integration

Novell provides optional integration modules for BMC Remedy* that allow you to send events from
any display screen to one of these external ticketing systems. You can also send incidents and their
associated information (asset data, vulnerability data, or attached files) to Remedy.

For more information on Remedy integration, see the Remedy Integration Guide, available at the
Novell Sentinel Content Web site (http://support.novell.com/products/sentinel/sentinel61.html) for
users with a Remedy integration license.

NOTE: The permission to create Remedy incidents is controlled by the administrator on a user-by-
user basis.

3.14 Viewing User Information

Novell provides optional integration with identity management systems, specifically Novell Identity
Manager. With this integration, user identity information is added to incoming events when the
account name matches one from Novell Identity Manager. When the InitUserldentity or
TargetUserldentity column is populated in an event, a right-click option menu option is enabled to
open the user’s page in the Identity Browser.

4 Severity | EwventTime Eu.u.\!.uama-—b Message
-.‘ @ 71608 11:11:53 AM RiChatlt ¥ Show Details Active View with filter _SYSTEM:ALL and atiribute sey = |

@ [TEDS 11:11:06 AM DemoE e
@ 7608 111106 AM [DemoEy SHOW Identity Details ¥ Initiator
@  |7/16/08 11:11:08 AM |DemoEy View in Active Browser | Target
| L TNEDS 11:11:06 AM DemoEy i ¥ Both

L 711608 11:11:06 AM |DemoEv o) » TCunETIoT

7416708 11.11.06 A SlupCully ANAVIE #2B77370-039A-1028-8009-0018FEEIGADE, reylufd
@ [H6/08 11:10:63 AM ImpartIy dentity_Injection_Demo_collector (D SE37B4F6-5970
§ 7AG/0B 11:10:53 AM UpdateD: oo on_Demo_Collector (D 9B37B4F6-597C-7729-9850
s |718/08 11:06:14 AM |RtChath 3 Active View with filter _SYSTEM:High_Severity and &
@  [716108 11:06:14 AM |RtChat)| &reate Incident b Active View with filter_SYSTEM:Intemal_Events and| |
@  |716/08 11:06:09 AM |UserLog( Add To Incident with OS name esecadm at 10.0.0.101 Inte Jogged in; o
[ ] 7416/08 11:06:09 AM A uthertic has passed Authentication to Sentineliwizard, reqld{f
1) |716i08 11:05:34 AM Combing B'"8 Brt maps with 1KB in 20 entries; total of 0 fetched and

When you select Show Identity Details, you can choose to view the identity of the Initiator user, the
Target user, or both. The Identity Browser opens and shows identifying information about the user
(or users) from the identity management system, all the accounts to which the user is provisioned,
and the recent activity by that user. For more information on the Identity Browser, see Chapter 16,
“Identity Integration,” on page 369.

3.15 Using Custom Menu Options with Events

1 In an existing Real Time Event Table of the Visual Navigator or Snapshot, right-click an event
and select a menu option. The default custom menu options are as follows:

¢ ping

+ nslookup
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¢ tracert
+ Whois?

You can further assign user permissions to view vulnerability and to perform HP actions. You
can add options by using the Event Menu Configuration option on the Admin tab.

5 PUBLIC:Internal_Events, Resource

EvertTime

Severity Eventhame Message XDAS TaxonomyName

M
[ (5720109 9:44.39 AN Show Detels
@  |520109 9:44:25 AW |UserLoggedin

@ kpone 94425 am [suthertication

ith fiter _SYSTEM.Internal_Ewerts and attrioute res...
BLR-PRADHIKAprachika at 163 264 21 235 logged |

hentication to SertinelWizard, reqid (40S3AEE0-274

Wiew in Active Browser
Investigate »
snalyze »

Email

Creats Incidert
Addd To Incident
ping

nslookup
tracert

itz ?

Updlate: 5720009 9:45:00 AM Received: 2 (of 2) Displaying: 2

3.16 Managing Columns in a Snapshot or
Navigator Window

To select and arrange columns in a Snapshot or Navigator:
1 With a Snapshot or Navigator window open, click Active View > Event Real Time > Manage
Columns or click the Manage Columns icon of a Real Time Event Table.

2 Use the Add and Remove buttons to move column titles between the Available Columns list and
the Show these columns in this order list. The Insert button can be used to insert an available
column item into a specific location.

For example, in the illustration below, clicking Insert places Attackld above DateTime.

M Manage Columns

Auailable columns: Show these columns in this arder:

- severtty Al

Colector EvertTime

Collectoril Cweithame

Colector Marager i Message

Colector Script FDASTaxonomy MName

Connactor kd HDASOutcomeMams

Contralfdanitor Init Userrame E]

CortrolPack Init Uz2r Domait

Correlated Event Lids Init Lzer Fullame

Criticaliy - Remave Init Uzer Department B

ctl EffectiveUserMame

ct2 Init Hosthame

13 InitIF

Customer Hierarchy |d InitAzset Function

Cusztomer Hierarchy Lewvell Init Service Port Name

Customer Hierarchy Level2 b TaraetUserbame |
Cancel

%]
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Use the up-arrow and down-arrow buttons to arrange the order of the columns as you want
them to display in the Real Time Event Table. The top-to-bottom order of column titles in the
Manage Column dialog box determines the left-to-right order of the columns in the Real Time
Event Table.

3 In the Manage Column dialog box, click OK.

4 Tf you want your columns to display the next time you open the Sentinel Control Center, click
File > Save Preferences or click the Save User Preference [€2] icon.

3.17 Taking a Snapshot of a Navigator Window

It is useful to study events this way because the Navigator refreshes automatically and the alert or
alerts of interest scroll off the screen. Also, within a Snapshot, you can sort by column.

To perform this function, you must have the Snapshot user permission.

1 With a Navigator window open, click Active Views > Event Real Time > Snapshot or click the
Snapshot Event Real Time Table icon.

A Snapshot window opens and is added to the Snap Shots folder list under Active Views in the
Navigator. The graphical display is not part of the Snapshot.

3.18 Sorting Columns in a Snapshot

1 Click any column header once to sort by ascending value and twice to sort by descending
value.

3.19 Closing a Snapshot or Navigator

1 When a Snapshot or Navigator is open, close it by using the Close button in the upper right
corner.

NOTE: The view or Snapshot does not redisplay when you close and reopen the Sentinel Control
Center.

3.20 Adding Events to an Incident

To perform this function you must have user permissions to Modify Incident(s) and Add to existing
Incident(s).

1 In a Real Time Event Table or a Snapshot, select an event or a group of events and right-click.
Click Add To Incident.

2 In the Add Events To Incident dialog box, click Browse to list the available incidents.
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(& Add Events (1) = [=] B3
Al Bvents To Incident

: Severity | DateTime I SourcelP
3] [2006.04.17 ] 13:51:25EDT [10.0.20.5

Kill i
Selected Incident: Browse |

ok Cancel |

The Select Incident window displays.
3 Click Search to view a list of incidents with the selected criteria.

You can define your criteria to search for a particular incident or incidents in Select Incident

window.
©5elect Incident B3
Select Data
Severity I CateCreated I Priarity | Criticality Ra...I Severity Rat...l
Medium [0417}2006 ... [Nane 0.0 0.0 |
Medium [04/17/2006 ... [Nore oo oo |
I — i

Search Add | Cancel |

~Show tems that match these criteria:

Add criteria from below to this list>

Remove |

~Define more criter a:

Relations

INone LI

Field Condition Value
INone LI INDne j I

Add ko List |

4 Select an incident and click Add.
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5 Click OK. The event or events selected are added to the incident in the Incidents Navigator.

If events are not initially displayed in a newly created incident, it is probably because of a lag in
the time between displaying in the Real Time Events window and insertion into the database. If
this occurs, it takes a few minutes for the original events to be inserted into the database and
display in the incident.
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Correlation Tab

Sometimes, an event viewed in the system might not necessarily draw your attention. However,
when you correlate a set of similar or comparable events in a given period, it might lead you to a
significant event. Sentinel™ helps you correlate such events with the rules you create and deploy in
the Correlation engine so you can take appropriate action to mitigate any alarming situation.

¢ Section 4.1, “Understanding Correlation,” on page 83

¢ Section 4.2, “Introduction to the User Interface,” on page 85

*

Section 4.3, “Correlation Rules,” on page 85

*

Section 4.4, “Dynamic Lists,” on page 98

*

Section 4.5, “Correlation Engine,” on page 102

*

Section 4.6, “Correlation Actions,” on page 102

4.1 Understanding Correlation

Correlation adds intelligence to security event management by automating analysis of the incoming
event stream to find patterns of interest. Correlation allows you to define rules that identify critical
threats and complex attack patterns so that you can prioritize events and initiate effective incident
management and response. Starting with Sentinel 6.0, the Correlation engine is built with a
pluggable framework, which allows the addition of new Correlation engines in the future.

Correlation rules define a pattern of events that should trigger, or fire, a rule. Using either the
Correlation Rule Wizard or the simple RuleLG language, you can create rules that range from
simple to extremely complex, for example:

¢ High severity event from a finance server

+ High severity event from any server brought online in the past 10 days

*

Five failed logins in 2 minutes

*

Five failed logins in 2 minutes to the same server from the same username

*

Intrusion detection event targeting a server, followed by an attempted login to root originating
from that same server within 60 seconds

Two or more of these rules can be combined into one composite rule. The rule definition determines
the conditions under which the composite rule fires:

¢ All subrules must fire

+ A specified number of subrules must fire

¢ The subrules must fire in a particular sequence
After the rule is defined, it should be deployed to an active Correlation engine, and one or more

actions can be associated with it. After the rule is deployed, the Correlation engine processes events
from the real-time event stream to determine whether they should trigger any of the active rules.

NOTE: Events that are sent directly to the database or dropped by a global filter are not processed
by the Correlation engine.
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When a rule fires, a correlated event is sent to the Sentinel Control Center, where it can be viewed in
the Active Views window.

Figure 4-1 Active Views Window
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The correlated event can also trigger actions, such as sending an e-mail with the correlated event’s
details or creating an incident associated with an iTRAC™ workflow.

4.1.1 Technical Implementation

All correlation is done in-memory on the machine (or machines) that host the Correlation engine.
This model allows fast, distributed processing that does not contend with database operations such
as inserting events into the database.

For environments with large numbers of Correlation rules or extremely high event rates, it might be
advantageous to install more than one Correlation engine and redeploy some rules to the new
Correlation engine. The ability to deploy multiple Correlation engines provides the ability to scale
as the Sentinel system incorporates additional data sources or as event rates increase.

Sentinel correlation is nearly real-time and depends on the time stamp for the individual events. To
synchronize time, you can use an NTP (Network Time Protocol) server to synchronize the time on
all devices on your network, or you can rely on the time on the Collector Manager servers and
synchronize only those few machines.

Correlation relies on the data that is collected, parsed, and normalized by the Collectors, so a
working understanding of the data is necessary to write rules. Many Novell® Correlation rules rely
on an event taxonomy that ensures that a “failed login” and an “unsuccessful logon” from two
devices are classified the same.
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In the Correlation tab, you can:

¢ Create/modify Correlation rules and rule folders
¢ Deploy Correlation rules on the Correlation engine
¢ Create and associate an action to a rule

¢ Configure dynamic lists

NOTE: Access to the correlation functions can be enabled by the administrator on a user-by-user
basis.

4.2 Introduction to the User Interface

In Correlation, you can see the Correlation Rule Manager, Correlation Engine Manager, Correlation
Action Manager, and dynamic lists.

You can navigate to these functions from:

Table 4-1 Correlation User Interface

User Interface Description
Correlation The Correlation menu in the Menu bar

g Correlation Engine Manager

W Correlation Rule Manager

j Drynamic Lists

— = The Navigation tree in the Navigation pane

@ Correlation Engine Manager
- # Correlation Rule Manager
o M Dynamic Lists

) The Toolbar buttons
Correlation Rule Ilanager

Correlation Engine Ianager

4.3 Correlation Rules

Correlation rules are created, modified, renamed, deployed, and undeployed in the Correlation Rule
Manager. Correlation rules are organized into rule folders, which can also be managed in the
Correlation Rule Manager.

NOTE: There is no limit to the number of users that can access Correlation rules. When more than
one user is editing the same rule, the last person to save overwrites all previous saves.

¢ Section 4.3.1, “Opening the Correlation Rule Manager,” on page 86
¢ Section 4.3.2, “Creating a Rule Folder,” on page 86
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¢ Section 4.3.3, “Renaming a Rule Folder,” on page 86

¢ Section 4.3.4, “Deleting a Rule Folder,” on page 86

¢ Section 4.3.5, “Creating a Correlation Rule,” on page 86

¢ Section 4.3.6, “Creating Correlation Rules,” on page 87

¢ Section 4.3.7, “Deploying and Undeploying Correlation Rules,” on page 95
¢ Section 4.3.8, “Enabling and Disabling Rules,” on page 96

¢ Section 4.3.9, “Renaming and Deleting a Correlation Rule,” on page 96

¢ Section 4.3.10, “Sorting Correlation Rules,” on page 96

¢ Section 4.3.11, “Moving a Correlation Rule,” on page 97

¢ Section 4.3.12, “Importing a Correlation Rule,” on page 97

¢ Section 4.3.13, “Exporting a Correlation Rule,” on page 98

4.3.1 Opening the Correlation Rule Manager

1 Click the Correlation tab.

2 In the navigator, click Correlation Rules Manager. Alternatively, click the Correlation Rules
Manager button in the tool bar. The Correlation Rule Manager window displays.

N Correlation Rule Manager

EERY VI ER VR Correlation Rules List correlation rules in sub-folders Manage Folders  Impart/Export

W 1P ruie
@ et

Ready L?,:‘ Refresh Refreshed AL 52009 4.57.31 P

4.3.2 Creating a Rule Folder

1 Open the Correlation Rule Manager window and click Manage Folder.
2 Right-click a folder and select Add Folder.
3 Specify the Rule Folder name.

4.3.3 Renaming a Rule Folder

1 Open the Correlation Rule Manager window and click Manage Folder.

2 Select a folder and click Rename. Change the name of the folder.

4.3.4 Deleting a Rule Folder

1 Open the Correlation Rule Manager window and click Manage Folder.

2 Select a folder and click Delete. Click Yes when the system asks for confirmation.

4.3.5 Creating a Correlation Rule

1 Open the Correlation Rule Manager window and select a folder from the Folder drop-down list
to which this rule is added.

2 Click the Add button located on the top left corner of the screen.
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3 The Rule Wizard displays. Select one of the following rule types and follow the steps for that
particular rule type:

+ Simple
+ Composite
* Aggregate

+ Sequence

*

Custom/Freeform
4 Define the update criteria for the rule.

If you select Continue to perform actions every time this rule fires, the rule fires every time the
criteria is met. If you select Do not perform actions every time this rule fires for the next (t)
time, the event fires only once as per user-defined time period.

All the other events that match the Correlation rule within the specified time are grouped
together with this correlated event. This user-defined time period can be a certain number of
seconds, minutes, or hours.

Click Next.

Provide the rule name. The syntax of the rule is checked at the time it is created.
Under Namespace, select a Correlation rule folder in which to store the rule.
Type the description of the rule.

Click Next. The rule is created and displays in the Correlation Rules Manager window.

o ©W 0 N O O,

Select Yes if you want to create another rule or select No if you do not want to create another
rule. Click Next.

The rule types and the steps to create them are described in Section 4.3.6, “Creating Correlation

Rules,” on page 87.

4.3.6 Creating Correlation Rules

Correlation rules can be defined in the Correlation Rule Wizard by walking through the wizard or by
choosing the Custom/Freeform option to write the rule in the proprietary RuleLG language. All rule
definitions are stored in the database in RuleLG.

Correlation rules can be defined based on any populated event field.

NOTE: When creating a rule, you can refer to a dynamic list for it. For more information, see
Section 4.4.5, “Using a Dynamic List in a Correlation Rule,” on page 100.

+ “Simple Rule” on page 88

+ “Aggregate Rule” on page 90
+ “Composite Rule” on page 92
* “Sequence” on page 93

¢ “Custom or Freeform Correlation Rules” on page 94
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Simple Rule

A simple rule is defined by specifying the events that can trigger the rule to fire (For example,
firewall events, firewall events of severity 3 or higher). The filter criteria can be intersected (using
the “all”option in the GUI or the “AND” operator in RuleLG) or the filter criteria can be unioned
(using the “any” option in the GUI or the “OR” operator in RuleLG).

For example, a rule might be defined so that it fires anytime an event takes place on a server that is
on the critical list. Another rule might be defined to fire anytime an event of severity 4 or greater
takes place on a server that is on the critical list.

A simple rule requires only one event in order to fire.

For users familiar with the Correlation rule language (RuleLG), the defining operator for a simple
rule is the “filter” operator. For more information about RuleLG, see “Sentinel 6.1 Rapid
Deployment Correlation Engine RuleLG Language” in the Sentinel 6.1 Rapid Deployment
Reference Guide.

In Sentinel 6, filter criteria must be defined in the Correlation Rule Wizard. You cannot use existing
public filters.

To create a simple rule:

1 Open the Correlation Rule Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Simple Rule.

Correlation Rule
Simple Rule

Tire if of the following conditions are met:

attackid ™
Attackicd

EBoginTIiime

Collrezlir
CaollectorScrip:
CantralkAonito”
CantralPack

Curre e dEven U luids
Ciritir ality [ |

3]

adi || nelete |

NulelLg Mreview:

[ < Back ] [zt [ Canccl ]

3 In the Simple Rule window, define a condition for this rule. Select the Property and Operator
values from the drop-down lists and specify data in the value field.
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Correlation Rule

Simple Rule

Fire 1t ot the tollowing conoitions are met:

SRR Ml = M| - M

add || Delewe

Rulelg Preview.
fer e Severlty =31

cvack || mea | | carcel

4 Click Add to add additional definitions for this rule.
5 Preview the rule in the RuleLG preview window. For example, filter (e.sev=3).

6 Click Next.The Update Criteria window displays.

-

Correlation Rule E

Update Criteria

Atter rule fires:

) Corinue fo perfarm actions every time this rule fires

:thE nexti - {ﬁ

= Back " Mexd l’ Cancel ‘

7 Enable the update criteria for the rule to fire and click Next. The General Description window
displays.

P -

Correlation Rule

General Description

Mame
Sewratity
Namespace

|Dnrrelation Rules M

Description

| |

= Back ” [t ] [ Cancel l
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8 Provide a name for this rule. You have an option to modify the rule folder.
9 Provide rule description and click Next.

10 You have an option to create another rule from this wizard. Select your option and click Next.

Aggregate Rule

An aggregate rule is defined by specifying a subrule and the number of times the subrule must fire
within a specific time window in order to trigger the aggregate rule. For example, an aggregate rule
might require that a subrule fire 10 times within 5 minutes for the aggregate rule to fire.

Aggregate rules have an optional group by field, which can be any populated field from the events.
For example, an aggregate rule might require that a subrule fire 10 times within 5 minutes where
each of the 10 events has the same destination server.

NOTE: For users familiar with the Correlation rule language (RuleLG), the defining operator for an
aggregate rule is the “trigger” operator. The trigger clause might also use the “discriminator”
operator to define the group by field. For more information about RuleLG, see “Sentinel 6.1 Rapid
Deployment Correlation Engine RuleLG Language” in the Sentinel 6.1 Rapid Deployment
Reference Guide.

To create an aggregate rule:

1 Open the Correlation Rule Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Aggregate Rule.

Correlation Rule EJ
Aggregate Rule

Sub Rules:

-

fiter: Sewverity=2

AddBue [ WiewsEdi: ” Retame ” Delzte ]

For Aggregate Rule to fire:

The pattern should matea tirmes within | 1 :| |Min.1te{s}| v|

Group by these event tags in the following order:

RuleLpy Preview:
filter(e. Sewerity = "2") flow thigoerdl ,60)

[ = Back ][ Mt H Cancel
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3 In Aggregate Rule window, click the Add Rule button to select a sub rule to create an aggregate
rule. The Add Rule window displays.

1

Add Rulc ]

Add Saved Rule

Carrelation Rules
g IP

: w Sevw=1

----- a Sewerity

L] Severty

Rule Prewvlew:

Cancel

You can select only one sub rule when creating an aggregate rule.
4 Seclect a rule and click OK.
5 Set parameters for the rule to fire.

6 To group event tags according to the attributes, Click Add/Edit. The Attribute List window
displays.

< Attribute List

Select & Clear All

I SourceRackkMMumber 2
[] sourceroom

|:| SourceSensitivity
|:| Sourcestate

|:| SourceThresat Lewel
|:| Sourcelser Context
|:| Sourcellzerbame
|:| SourcedipCode

[] subresource

[ vendorEvert Code
|:| Virus Status
Wulnershility

<

7 Select the attribute you want, then preview the rule in the RuleLG preview window.
8 Click Next.The Update Criteria window displays.

9 Update the criteria for the rule to fire and click Next. The General Description window
displays.

10 Provide a name for this rule. You have an option to modify the rule folder.
11 Provide a rule description and click Next.

12 You have an option to create another rule from this wizard. Select your option and click Next.
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Composite Rule

A composite rule is comprised of two or more subrules. A composite rule can be defined so that all
or a specified number of the subrules must fire within the defined time frame. Composite rules have
an optional group by field, which can be any populated field from the events.

NOTE: When a subrule is used to create a composite rule, a copy of the subrule is added to the
composite rule’s definition. Because a copy is added, changes to the original subrule do not affect
the composite rule.

To create a composite rule:

1 Open the Correlation Rule Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Composite Rule.

Composite Rule
5ub Rules:

W fiter IF

" fitter Begn-=nd Tire

addRule ~ | viewEdt || Renare | Delete |

For Compasite Rule to fire:

) allsub-rules should tire withir | || | 0° each other

= Aany sub-rales skould fire within| 1 :||h.'1imte:s) v| of zach ocher

Group by these ewent tags in the following order:

Severty Wulneraaility [ AddiEdit

RulelLg Preview:

Jatefiker(e BaginTime = 11 76E98624 and & Severiy =="1"1fikere BeginTime =1- 73796322 and
2 EndTime = 11768827 41) any 60,discriminator{e. Severity, e Alnerabiliy’)

Ecit Ruiely = Jazk Wext Carcel
l ]| [ |

3 In the Composite Rule window, click Add Rule to select sub rules to create a composite rule.
The Add Rule window displays.

Select a rule or a set of rules nd click OK.

Set parameters for the rule to fire.

To group event tags according to the attributes, click Add/Edit. The Attribute window displays.
Select the attribute you want, then preview the rule in RuleLg preview box.

Click Next.The Update Criteria window displays.

Update criteria for the rule to fire and click Next.

o O 00 N o g »

Provide a name for this rule. You have an option to modify the rule folder.
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11 Provide a rule description and click Next.

12 You have an option to create another rule from this wizard. Select your option and click Next.

Sequence

A sequence rule is comprised of two or more subrules that must be triggered in a specific order
within the defined time frame. Sequence rules have an optional group by field, which can be any
populated field from the events.

NOTE: When a subrule is used to create a sequence rule, a copy of the subrule is added to the
sequence rule’s definition. Because a copy is added, changes to the original subrule do not affect the
sequence rule.

To create a sequence rule:
1 Open the Correlation Rule Manager window and select a folder from the Folder drop-down list
to which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Sequence Rule.

Sequence Rule

Sub Rules:

audiue | viewEdit || Rerame || Detzte |

All sl b-rulzs shatld tire wetiin Minuteisy % cfeaztohe:

Group by these svent tags in the following order:

Coiticality, Seve iy, wulrerab Hy

I

RuleLyg Preview:;

seqLenceditene Bacinlima = 1 /kkY3k 44 and e Seventy == 1 L lte e 5evarty =
10.62.d scrimiratora Crfica iy, e Severity e wulnershil t

[ < Baz« [ Mz ] Zencel ]

3 Inthe Sequence Rule window, click the Add Rule button to select a sub rule to create a
sequence rule. The Add Rule window displays.

4 Select a rule and click OK.

5 Set parameters for the rule to fire. To group event tags according to the attributes, click Add/
Edit. The Attribute List window displays.

6 Select the attribute you want, then You can preview the rule in RuleLg preview box.
7 Click Next.The Update Criteria window displays.
8 Update criteria for the rule to fire and click Next.

9 Provide a name for this rule. You have an option to modify the rule folder.
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1"

Provide rule description and click Next.

You have an option to create another rule from this wizard. Select your option and click Next.

Custom or Freeform Correlation Rules

The custom or freeform rule option is the most powerful option for creating a correlation rule. This
allows the user to create any of the previous types of rules by typing the RuleLG correlation rule
language directly into the Correlation Rule Wizard.

Freeform rules are the only way to include certain functionality in a correlation rule. Freeform rules
give you the ability to do the following:

+ Nest operations by using parentheses to specify order of operations

*

*

*

Use the inlist operator to refer to a dynamic list
Use the isnull operator to refer to unpopulated fields

Use the w. prefix for a field name in the window operation to compare an incoming event’s
value to a set of previous events

TIP: You can select the functions, operators, and meta tags from the drop-down list selection. Type
e. or w. in the Correlation Rule section to view the drop-down lists.

To create a custom or freeform rule:

1

0 N O 0 b
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Open the Correlation Rule Manager window and select a folder from the Folder drop-down list
to which this rule is added.

Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Custom/Freeform Rule.

E x

Custom/Freeform Rule
Correlalion Rule

filter{e BegirTime = 1176688624 ard e.Severity =="1") f ow trigger{1,60)

@ Rule Syntax is valid [ < Back ] [ Mext ] [ Zancel ]

In the Custom/Freeform Rule window, write the condition for the rule and click Validate to test
the validity of the rule.

After validation of the rule, click Next. The Update Criteria window displays.
Update the criteria for the rule to fire and click Next.

Provide a name for this rule. You have an option to modify the rule folder.
Provide rule description and click Next.

You have an option to create another rule from this wizard. Select your option and click Next.
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4.3.7 Deploying and Undeploying Correlation Rules

Correlation rules can be deployed or undeployed from the Correlation Engine Manager or the
Correlation Rule Manager. You can undeploy all rules or a single rule.

The rules can be associated with one or more actions. If no action is selected, a default correlated
event is generated with the following values:

Table 4-2 Default Correlated Event Details

Field Name Default Values

Severity 4

Event Name Same as the event name for the trigger event
Message Same as the message for the trigger event
Resource Correlation

SubResource <Rule Name>

Other types of actions can be configured in the Action Manager:

+ Configure a Correlated Event replaces the default correlated event settings

¢ Add to Dynamic List adds an element to a dynamic list

¢ Remove from Dynamic List removes an element from a dynamic list

+ Execute a Command executes a shell or batch script

+ Execute a Script executes a script; only available for actions created in Sentinel 6.0
¢ Send an Email by using default Sentinel mail settings

+ Create an Incident creates a Sentinel incident

¢ Configure any Action from the Action Manager that was created from an Action plug-in that
takes a correlated event as input. For more information on the Action Manager, see Chapter 15,
“Action Manager and Integrator,” on page 341.

To deploy correlation rules in the Correlation Engine Manager:

1 Open the Correlation Engine Manager window.

2 Right-click the engine you want to deploy the rule on and select Deploy Rule.

3 In the Rules tab, select the rule or rules you want to deploy.

4 1In the Actions tab, select the action or actions you want to associate with the rule.

5 Click Deploy. Rules are deployed in an enabled state.
To deploy correlation rules in the Correlation Rule Manager:

1 Open the Correlation Rule Manager window.
2 Select a rule and click the Deploy rules link. The Deploy Rule window displays.
3 In the Deploy Rule window, select the engine to deploy the rule from the drop-down list.

4 (Optional) Select an action or add a new action.
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If nothing is selected, a Correlated event with default values is created.
5 Click Deploy.

To undeploy a single rule:

1 In the Correlation Engine Manager, right-click the rule and select Undeploy Rule.
or

In the Correlation Rule Manager, select the rule and click the Undeploy rule link.
To undeploy all correlation rules:

1 Open the Correlation Engine Manager window.

2 Right-click the Correlation engine and select Undeploy All Rules.

4.3.8 Enabling and Disabling Rules

1 Open the Correlation Engine Manager window.

2 Right-click the rule or set of rules and select Enable Rule or Disable Rule.

|- Enable Enable Rule

| Dizakled

B Ermbled

B> Enabled Undeploy Rule
Action

4.3.9 Renaming and Deleting a Correlation Rule

To rename a correlation rule:

NOTE: You must undeploy a rule before you rename or delete the rule.

1 Open the Correlation Rule Manager window and select the rule you want to rename.
2 If the rule is deployed, click the Undeploy Rule link to undeploy the rule.

3 Click the View/Edit link. In the General Description tab, change the name of the Correlation
rule.

4 Click OK.
To delete a correlation rule:

1 Open the Correlation Rule Manager window and select the rule you want to delete.
2 If the rule is deployed, click the Undeploy Rule link to undeploy the rule.
3 Click the Delete link. Click Yes when the system prompts for confirmation.

4.3.10 Sorting Correlation Rules

To sort the list of correlation rules, click the [E Sort button at the top left of the Correlation Rule
Manager window.
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4.3.11 Moving a Correlation Rule

1 Open the Correlation Rule Manager window and click Manage Folder.

2 Drag a correlation rule from one folder to another.

4.3.12 Importing a Correlation Rule
1 Open the Correlation Rule Manager window and click the Import/Export Correlation Rul
icon.
The Import Export Rule window displays.

Impart Fxpart Rule B?l

Impurl Expurl Ruley
Irport Export Rules

Action D scription
Esxport et
linpaorl
FlG MG
" Browsc l
Diescription
I Pt I l Zancel I

2 Select the Import option from the Action pane. The description in the Description pane changes
to Import.

3 Click Browse to select the Correlation rule you want to import. Select the file and click Import,
then click Next. The Import Rule window displays.

Import Export Rule §|

Import Hule
Irnpport Fule

Irnparting Structure gresview

L1
el

_4 carr Rule

o
| B * dl

[ < Back ” Finizh ” Cancel ]|

4 Sclect the folder you want to import the Correlation rule into, then click Finish.

When importing a correlation rule in a folder, if a correlation rule with the same name exists,
the system displays a message and does not import the file.
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IMPORTANT: If you import a correlation rule using the inlist operator, the dynamic list
aligned to that rule must exist or you must create the dynamic list with the same name on the
system to which it is imported.

4.3.13 Exporting a Correlation Rule

1 Open the Correlation Rule Manager window and click the Import/Export Correlation Rule
icon. The Import Export Rule window displays.

2 Select the Export option from the Action pane. The description in the Description pane changes
to Export.d

3 Click Browse to export the rule. Specify a filename and click Export, then click Next. The
Export Rule window displays.

Import Export Rule ﬁl

Export Rule
Export Rule

|:| J Correlation Rules
+ |:| _| Corr Rule
@ al

| <eack || Finsh || concel |

4 Select the Correlation rule you want to export. Click Finish.

4.4 Dynamic Lists

Dynamic lists are distributed list structures that can be used to store string elements, such as IP
addresses, server names, or usernames. The lists are then used within a Correlation rule for a quick
lookup to see whether an incoming event includes an element from the dynamic list. Some examples
of dynamic list include:

+ Terminated user lists

+ Suspicious user watchlist

*

Privileged user watchlist

¢ Authorized ports and services list

¢ Authorized server list
A dynamic list can be built by using the text values for any event meta tag. Elements can be added to
the list manually (by an administrator) or automatically whenever a Correlation rule fires. Elements

can be removed from a list manually (by an administrator), automatically whenever a correlation
rule fires, when their time limit expires, or when the maximum list size is reached.

IMPORTANT: The Time To Live (TTL) must be between 60 seconds and 90 days and the
maximum list size is 100,000.
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Regardless of how the values were added, they can be persistent (active until manually removed or
until the maximum list size is reached) or transient (active only for a specified time frame after being
added to the list, also known as the Time to Live). The Time to Live can range from 60 seconds to 90

days.

NOTE: If the Time to Live period is updated on an active dynamic list, the change is not retroactive
to elements already on the list. Elements that are already added to the dynamic list retain their

original Time to Live.

4.4.1 Adding a Dynamic List

1 Click Correlation on the menu bar and select Dynamic Lists. Alternatively, you can click the

Dynamic Lists button on the toolbar.

2 Click the Add button located on the top left corner of the screen. The Dynamic List Properties

window displays.

3 Provide the name of the list.

Dynamic List Properties

List Name |

Lizt Elemerits

Guick Fitter: |

| @outormy

Persistent

Walle

Expires

Transient elemerts life span:
Macimum number of elements: |:|

— [

The name cannot contain special characters, such as quotations or hyphens.
4 Click Add. The Add Element window displays:

Add Element

|:| Make persisternt

Cancel

5 Provide the name of the Element. To make the Element persistent, select the Make Persistent
check box and click OK.
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To make an existing element persistent, select the check box next to the element name in the
Dynamic Properties window.

6 Select Transient elements life span, then specify the time the persistent values are active in the
list

7 Specify the maximum number of elements. The number defined here limits the number of
elements in the list.

8 Click OK.

Select a filter type from Quick Filter drop-down list and specify the name of the element, to
filter the available elements.

4.4.2 Modifying a Dynamic List

1 Click Correlation on the menu bar and select Dynamic Lists. Alternatively, you can click the
Dynamic Lists button on the toolbar.
2 Select a dynamic list and click the View/Edit link.

3 The Dynamic List Properties window displays. Edit the options as required and click OK.

4.4.3 Deleting a Dynamic List

WARNING: Do not delete a dynamic list that is part of a correlation rule or rules.

1 Click Correlation on the menu bar and select Dynamic Lists. Alternatively, you can click the
Dynamic Lists button on the toolbar.

2 Select a dynamic list and click the Delete link next to it. A confirmation message alert
displays.

3 Click Yes to delete the list.

4.4.4 Removing Dynamic List Elements

There are several ways an element can be removed from a dynamic list:

¢ A user can remove it manually
¢ The element can be removed by a Correlation rule action
¢ The transient element life span can expire

¢ [f the maximum number of elements for a dynamic list is reached, elements are removed from
the list to keep the list at or below the maximum list size. The transient elements are removed
(from oldest to newest) before any persistent elements are removed.

4.4.5 Using a Dynamic List in a Correlation Rule

Dynamic lists can be referenced in a Correlation rule by using the Custom/Freeform option of the
Correlation Rule Wizard. For example:

filter (e.<tagname> inlist <Dynamic List Name>)
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Where, e.<tagname> represents a meta tag in the incoming event, such as e. shn (Source Host
Name) or e.dip (Destination IP address)
<Dynamic List Name> is the name of an existing Dynamic List, such as CriticalServerList

The following instructions assume that a dynamic list already exists.
To add a dynamic list to correlation rule:
1 Open the Correlation Rule Manager window and select a folder from the drop-down list to

which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Custom/Freeform Rule.

3 In the Custom/Freeform Rule window, write the condition for the rule, including the name of
the dynamic list. For example, filter (e.sev inlist Severity) where Severity is the
dynamic list name.

Click Validate to test the validity of the rule.

After validation of the rule, click Next. The Update Criteria window displays.
Update the criteria for the rule to fire and click Next.

Provide a name for this rule. You have an option to modify the rule folder.

Provide a rule description and click Next.

© 0 N O O b

You have an option to create another rule from this wizard. Select your option and click Next.

NOTE: Users must have the permission to Start/Stop the Correlation engine to perform these
actions.

The two states of Correlation engine are:

Table 4-3 States of the Correlation Engine

States Icons
Enable |[3;,|
Disable

When the Correlation engine is enabled, it processes active Correlation rules. When it is in a
disabled state, all in-memory data is preserved and no new Correlation events are generated.
Disabling the Correlation engine does not affect other parts of the Sentinel system.

Correlation rules are stored in the Sentinel database. When you activate the Correlation engine in the
Sentinel Control Center, it requests the deployment information and rules from the database.
Changes to a rule are not reflected in the Correlation engine until one of the following things
happens:

¢ The rule is undeployed, edited, and redeployed.

¢ The rule is freshly deployed
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4.5 Correlation Engine

¢ Section 4.5.1, “Starting or Stopping a Correlation Engine,” on page 102

¢ Section 4.5.2, “Renaming a Correlation Engine,” on page 102

4.5.1 Starting or Stopping a Correlation Engine

1 Open the Correlation Engine Manager window.

2 Right-click a correlation engine and select Start Engine or Stop Engine.

Stop Engine
Deploy Rule
Undeploy Al Rules

Renames Engineg

4.5.2 Renaming a Correlation Engine

A Sentinel system can have one or more correlation engines. You can rename the engines if desired.

1 Open the Correlation Engine Manager window.
2 Right-click the correlation engine and select Rename Engine.

3 Modify the name of the engine and click OK.

4.6 Correlation Actions

The Action Manager allows you to configure repeatable actions. There are several different types of
actions that can be configured and then associated with a correlation rule deployment:

¢ Section 4.6.1, “Configuring a Correlated Event,” on page 103

¢ Section 4.6.2, “Adding to a Dynamic List,” on page 104

¢ Section 4.6.3, “Removing a Value from a Dynamic List,” on page 105

¢ Section 4.6.4, “Executing a Command,” on page 106

¢ Section 4.6.5, “Creating an Incident,” on page 107

¢ Section 4.6.6, “Sending an E-mail,” on page 108

¢ Section 4.6.7, “Imported JavaScript Action Plugins,” on page 108

NOTE: Although all of these actions can be used in Correlation rule deployments, only the
JavaScript actions can be used in other areas of the Sentinel Control Center. For more information,
see Chapter 15, “Action Manager and Integrator,” on page 341.

Actions associated with a Correlation rule are executed when the deployed Correlation rule fires
(with the frequency of the execution determined by settings on the Update Criteria window of the
Correlation Rule Wizard).

If no action is specifically selected when deploying a correlation rule, a correlated event with the
following default settings is created:

102 Sentinel 6.1 Rapid Deployment User Guide



Table 4-4 Default Settings

Field Name Default Values
Severity 4

Event Name Final Event Name
Message <message>
Resource Correlation
SubResource <Rule Name>

4.6.1 Configuring a Correlated Event

Figure 4-2 Configure Correlated Event

X

N Configure Action
LAction Mame

Lction
WL Corfigure Correlated Event v

Marne Walle
=
__E\u'ent Options Copy fields from trigger event
=

i}

EvertMame
heszage
Resource
SubResource

A Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments.

To override the default values for the correlated event created when a rule fires, an action can be
created to populate the following fields in the correlated event:

+ Severity

+ Event Name

+ Message

+ Resource

*

SubResource
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4.6.2 Adding to a Dynamic List

Figure 4-3 Adding to a Dynamic List

N Configure Action @

1iotion Mame
Wotion
Wb Add to Dynamic List w
Mame Walue
Element Yalues
Elernert Type Persistent
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Addd Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments.

This action type can be used to add a constant value or the value of an event attribute (such as Target
IP or Initiator User Name) to an existing dynamic list. Any values that are repeated across multiple
events are only added to the dynamic list once. The various parameters available are:

Table 4-5 Parameters

Option Function

Element Values (Optional) Specify a constant value to add to the dynamic list. If this is
blank, Attribute Name must be populated.

Element Type Persistent or Transient.
Dynamic List Name Select an existing dynamic list from the drop-down menu.
Attribute Names (Optional) For every event that is part of a correlated event, the value

or values of the selected event attribute are added to the dynamic list.
If this is blank, element values must be populated.

If there are entries for both Element Values and Attribute Names, both are added to the dynamic list
when the rule fires. If the Element Value is filled in and the Element Type is Transient, the time
stamp for the element in the dynamic list is updated each time the rule fires.
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4.6.3 Removing a Value from a Dynamic List
Figure 4-4 Removing a Value from a Dynamic List
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NOTE: This type of action can only be used in Correlation deployments

This action type can be used to add a constant value or the value of an event attribute (such as Target
IP or Initiator User Name) from an existing dynamic list. The various parameters available are:

Table 4-6 Parameters

Option Function

Element Values Specify a constant value to remove from the list.

Dynamic List Name Select an existing dynamic list from the drop-down menu.

Attribute Names For every event that is part of a correlated event, the value or values of

the selected event attribute are deleted from the dynamic list.
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4.6.4 Executing a Command

Figure 4-5 Executing a Command
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NOTE: This type of action can only be used in Correlation deployments

This action type can be used to execute a command when a correlated event triggers. You can set the
following parameters:

Command: Arguments: This can include constants or references to an event attribute in the last
event, the one that caused the rule to fire.

References to event attributes must use the values in the meta tag column enclosed in % or $
symbols. For example, %InitIP% represents the initiator IP address value from the Correlated event,
except in the Configure Correlated Event action. Because the Correlated event was not created
before the action is executed, the InitIP value comes from the trigger event. $InitIP$ always
represents the value from the current event. Both %all% and $all$ are the same, and they pass
information (a limited set of attributes from both the trigger event and the Correlated event along
with some Correlation rule data) to a Correlation action. They are provided primarily for backward
compatibility with existing Correlation actions. They cannot be used in JavaScript actions or in the
Configure Correlated Event action. For more information on meta tags, see “Sentinel 6.1 Rapid
Deployment Event Fields” in the Sentinel 6.1 Rapid Deployment Reference Guide.

Command actions can be created to perform a non-interactive action, such as modifying a firewall
policy, entering a record in a database, or deactivating a user account. For an action that generates
output, such as a command to run a vulnerability scan, the command should refer to a script that runs
the command and then writes the output to a file.

NOTE: By default, the action output is stored to the working directory, <Install directory>/
data. The action output can be written to a different directory by specifying a different storage
location for the output file in the script
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4.6.5 Creating an Incident

Figure 4-6 Configure Action:Create Incident
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NOTE: This type of action can only be used in Correlation deployments.

This action type create an incident whenever a correlated event fires. You can also initiate an
iTRAC™ workflow process for remediation of that incident. For more information about the values
of the following parameters, see Chapter 5, “Incidents Tab,” on page 109.

¢ Responsible

+ Title

+ Category

+ Severity

¢ Priority

+ State

*

(Optional) iTRAC Process list for configured iTRAC processes

*

(Optional) Action Plugin to Execute list for configured JavaScript actions

IMPORTANT: Do not enable the Create Incident action until the correlation rule has been tuned. If
the rule fires frequently, the system can create more incidents or initiate more iTRAC workflow
processes than desired.
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4.6.6 Sending an E-mail

Figure 4-7 Configure Action: Send Email
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NOTE: This type of action can only be used in Correlation deployments

This action type can be used to send an e-mail when a correlated event triggers. The various
parameters available are:

Table 4-7 Parameters

Option Function

To Specify the recipient e-mail address

Subject Specify the subject of the message

Formatter Name The format of the e-mail contains the correlated event formatted as “xml” or

“Name Value Pair”, depending on what you select

4.6.7 Imported JavaScript Action Plugins

For information on JavaScript actions and how to debug them, see Section 15.1, “Action Manager,”
on page 341. The JavaScript actions can be used in many places throughout the Sentinel interface.
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Incidents Tab

In Sentinel™, a set of related events (for example, a possible attack) can be grouped together to form
an incident. An incident in the Open state alerts you to investigate, resolve, and close the incident.
For example, the resolution to an attack might be to close a port, block a source IP, or rebuild a
machine.

¢ Section 5.1, “Understanding an Incident,” on page 109

¢ Section 5.2, “Introduction to User Interface,” on page 109

*

Section 5.3, “Manage Incident Views,” on page 111

*

Section 5.4, “Manage Incidents,” on page 115

*

Section 5.5, “Switch between Existing Incident Views,” on page 121

5.1 Understanding an Incident

Incidents can be created:

¢ Manually, by a security analyst monitoring incoming data or querying past data.
+ Automatically, as a result of a correlation rule being triggered. For more information, see
Chapter 4, “Correlation Tab,” on page §3.

In the Incidents tab, you can:

¢ Manage incident views
+ Manage incidents

+ Switch between existing incident views

NOTE: You need to have appropriate permissions to access this tab. Only an Administrator has
controls to enable/disable access to the features of incidents for a user.

5.2 Introduction to User Interface

In the Incidents tab, you see the Display Incident View, Create Incident, and Attachment Viewer
Configuration.

You can navigate to these functions from different places:

Table 5-1 Table 4-1: Incident Tab User Interface

User Interface Description
Incldenis The Incident menu in the menu bar

:j Cizplay Incident View Manages

B Create hcident
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User Interface Description

The Navigation Tree in the Navigation pane

0y
B

Ianvigator
# Incidonts Vicw
__| Incidernt Cretails
_ | Invesngste
I Analysis

| Actions

BB

Display Iucid?n View Manager The toolbar buttons

aFEs

Create Incident

5.2.1 Incident View

In the Incident View Manager, you can view the list of incidents and the parameters you specified
when adding an incident.

To open the Incident View Manager:

1 Click Incidents on the menu bar and select Display Incident Views or click the Display Incident
View button in the toolbar

(e i o d0e (|
1 State Severity Pricrity Id Responsikle
=[5 Incidert -
e [2) yu OPEN Mone (3] Mone i) 330
2] timecutz OPEM Nane (1) Mane (0) 410
i D abc OPEN Mone (07 Mone (01 200
b [E) Testnet OFEN Low 2) Mone () 423
2] ar OPEN More (0 Mone (0) 360
2] se OPEN Morie (3] Nore 1) 702
b2 ser OFEN Mone (0 Mone 10 700
SR GPEN Mo (0 Marne (D) 428
H hled NEhL hl, fanh hl, finl == Nul b
A0 of 50 EE‘ Refresh @ Manage View - @ Switch View -

5.2.2 Incident

When you add or edit an incident, you see the tabs listed where you can perform the incident-related
activities. As you investigate and remediate an incident, additional information can be added to
these tabs. Except for Events and History, entering information on the tabs is optional.

110 Sentinel 6.1 Rapid Deployment User Guide



Figure 5-1 Add/Edit Incident
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1851 23 @ 520109 5:2264 PM authentication failure | aLthentication failure; lo
@ 6/20i03 5:22:64 PM authertication failure  |authentication failure; lo
State:
QPEN v
Sewerity:
Low (2) v
Priority:
Maone () -
Category:
~I[]
Originator:
admin
Responsible:
v
Description:
Resolution:
< ¥

+ Events: Lists events attached to this incident. You can attach events to incidents in an Active
View™,

+ Assets: Lists assets affected by the events of this incident.

¢ Vulnerability: Lists asset vulnerabilities.

¢ Advisor: Displays asset attack and alert information.

¢ iTRAC: Allows you to add a workflow to an incident from the iTRAC™ tab.

¢ History: Lists activities performed on the current incident.

¢ Attachments: Allows you to add an attachment to the incident created in the system.

+ Notes: Allows you to add notes to the incident.

5.3 Manage Incident Views

Manage View allows you to:

*

Add views

*

Edit views

*

Delete views

* Mark a view as the default

5.3.1 Adding a View

1 Click Incidents > Display Incident View Manager. Alternatively, click the Display Incident
View button on the toolbar.
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2 Open the view options by doing one of the following:

¢ Click the down-arrow on the Manage Views button located in bottom right corner of the
window and select Add View.

+ Click the down-arrow on the Manage Views button located in the bottom right corner of
the window, select Manage Views and then click the Add View button.

Oiptinn karme |

|

Oiptions

Group By...

Fillezr ...

I

Loof Atribtc. .

Mane

[algl=

(][}

Category, Created By, Criticalty Rati...

Scloct Attributc for dizplay

SAuR ] [ Cln=e ]

3 Provide a name in the Option Name field. Click the buttons listed below to specify the options.

+ Fields: The variables of the events attached to incidents are displayed as fields. By
default, all the fields are arranged as columns in the Incident View. In the Field Options
window, you can add or remove columns that display and arrange the order of the columns
by using the up-arrow and down-arrow.

N Fields

Availzhle Colurmas

|

Inzert

Shawvy Colurnns hibis O

Calecory i
Crest=dd By

Crilicality Patrc

Dale Created

[ale vodifec
Diescripdian

H

B

Modified By |
Priority

Resoldion

Severity .

l Qk: l Cose l

+ Group By: Set rules to group incidents in the display view.
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+ Sort By: Set rules to sort the incidents in the display view.
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+ Filter: Set incident filters. Only the incidents that match your filter display in the view.

3

SrL

zhow tems that match thesa crterna:

Mo
CIeTIne more Criterls:
Fleld 1Zonditior Walue
Mone % |None |
&cld to List
[ ok || <oncet || cleor 2 |

+ Leaf Attribute: Select an attribute from the list that is displayed as the first column in the
incident view.

HMtributes

Cateqory
Crested By
Criticality Fating
Date Created
Date hodified
Description

Id

hodified By
Priority
Rezolution
Severity
Sewerity Rafting
State I

|

4 Click Save.

5.3.2 Modifying a View

1 Click Incidents > Display Incident View or click the Display Incident View Manager button on
the toolbar.

2 Open a view by doing one of the following:

¢ Click the down-arrow next to the Switch View button in the bottom right corner, then
select the view you want to edit. Click the down-arrow next to the Manage View button
located in bottom right corner of the screen and select Edit Current View from the list.

¢ Click the down-arrow next to the Manage Views button located in the bottom right corner
of the window, then select Manage Views. Select a view to edit and click View/Edit.

3 Edit the options as required and click Save.
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5.3.3 Deleting a View

1 Click Incidents > Incident View Manager or click the Display Incident View button on the
toolbar.

2 Click the down-arrow next to the Manage Views button located in bottom right corner of the
screen and select Manage View from the list. The Manage View window displays. Select a view
and click Delete. A confirmation message alert displays.

3 Click Yes to delete.

5.3.4 Default View

To mark a view as the default:
1 Click Incidents > Display Incident View Manager, or click the Display Incident View Manager
icon on the toolbar.

2 Click the down-arrow next to the Manage Views button located in bottom right corner of the
screen and select Manage Views from the list. The Incident View window displays.

3 Select the incident view you want as the default, and click Mark as Default.

5.4 Manage Incidents

You can perform the following activities related to incidents:

¢ Create an incident

+ Attach workflows to incidents
+ Add notes to incidents

¢ Add attachments to incidents
+ Execute an incident action

¢ E-mail an incident

+ Edit an incident

* Delete an incident

5.4.1 Creating Incidents

1 Click Incidents > Create Incident, or click the Create Incident button on the toolbar. The New
Incident window displays.
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N New Incident (1) E@

|

Title:

State:

File Actions  Options

Incident ID: MEWS .« Euents | Assets | Vulherabilty | Advisor | iTRAC | History | AMtachments | Notes 4 F B

Sewverity:|None (0) v

Priority: Mone (0} v

Category: w E

Originator: esecadm
Responsible v

Description:

Rasnlutinn-

D o3 a &

Associated Events:

: Severty DateTime  SourcelP Destination P EvertMarme

OFEM »

2 Specify the following information:

*

*

*

*

*

Title: Specify the title of the incident.

State: To set state of the incident, select from the drop-down list.

Severity: To indicate the severity of the incident, select from the drop-down list.
Priority: To indicate the priority of the incident, select from the drop-down list.
Category: Specify the category of the incident.

Responsible: To assign the responsibility to investigate and close the incident, select
from the drop-down list.

Description: Specify the description of the incident in the text area.

Resolution: Specify the resolution description in the text area.

3 Click Create.The incident ID automatically generates after you click Create.

For more information on creating an incident and grouping events, see Section 3.7, “Creating

Incidents,

” on page 63.

5.4.2 Viewing an Incident

1 Click Incidents > Display Incident View Manager or click the Display Incident View Manager
button on the toolbar.

2 Open an incident by doing one of the following:

*

*

Selecting a view from the Switch Views button in the bottom right corner.

Double-click an incident in the Incident View Manager window.

5.4.3 Attaching Workflows to Incidents

1 Open an incident.
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2 In the Incident window, click the iTRAC tab.
3 Select an iTRAC process from the drop-down list.
4 Click Save.

NOTE: You can attach only one process to an incident.

5.4.4 Adding Notes to Incidents

1 In the Incident window, click the Notes tab.

2 Click Add. The Add Notes to Incident window displays.
3 Provide your notes and click OK.

4 Click Save.

NOTE: To edit or delete the note, right-click a note in the Notes tab of the Incident window and
select Edit or Delete.

5.4.5 Adding Attachments to Incidents

1 In the Incident window, click the Attachments tab.
2 Click Add.The Add Attachment to Incident window displays.

Add Attachment To Incident E|

Attachment File Selection:

| | Browse

Attachment ldentification

ane | |
Type: | DEFAULT |
Subtype: | DEFAULT |

‘ Ok | | Cancel |

3 Click Browse, navigate to the attachment, and select it.
4 Provide the following information, or accept the default entries:
+ Name
¢ Description
* Type
+ Subtype
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5 Click OK, then click Save.

Right-click the attachment to view or save.

5.4.6 Executing Incident Actions

Any configured JavasScript action or iTRAC activity can be executed on an incident.
1 Open an incident.

2 Click Actions > Execute Incident Action or click Execute Incident Action Iﬁl icon.
The Execute Incident Action window displays.

x4
Incident Actions:
Name [ Description
7 CollectionActivity

\J CortainmentActivity [

5z| Dizable Account Sentingl Action
F EradicationActivity |

33| Mail to 2nd Tier Analysts Sentingl Action
5 Send Email |Sentinel Action

|

s Start User Deprovisioning Workdlow | Sentinel Action
| Start User Re-provisioning Workdlow |Sentinel Action

|

Ao Action,., Execute Cancel

3 Select an action or click Add Action to create a new one.
4 Click Execute. If the action is a JavaScript action, a window opens to show the progress of the
action.

M il to 2nd Tier Analysts =] |

Waiting for action output stream to connect..
Action output stream connected. Waating for action autput...

Constructing ermail...

End of action output.

Kl | H

Attach To Incident | Cloze |
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5 To add the command output to the incident, click Attach to Incident.

Add Attachment To Incident100 x|

~Attachment File Selection:

I Browvse |

-Attachment ldentification

Marme: IMaiI_tl:l_ErIEi_Tjer_Analysts.b:t
Description: IFle-sults of Mail to 2nd Tier Analysts
Type: |DEFAULT
Subtype: |DEFAULT
Ok Cancel

The action output is saved and can be viewed from the Attachments tab of the incident.

5.4.7 E-Mailing an Incident

To mail an incident by using the preinstalled Email Incident action, you must have an SMTP
Integrator configured with valid connection information and with the SentinelDefaultEMailServer
property set to “true”. For more information, see the SMTP Integrator documentation available at
the Novell Sentinel Content Web site (http://www.novell.com/documentation/sentinel61).

1 Open an incident.
2 Click the Email Incident | 2] button to display the Email Incident window.

Incidents Tab 119


http://www.novell.com/documentation/sentinel61

120

Email Incident &

Email Composition

Email Address: w
Email Subject:

Email Message:

Include Associated Data:

() Events () Assets (& Yulnerahilities
) Advisor Attacks &) Hislary (3 Attachments
& Motes
l Ok ] l Cancel

3 Provide the following:

*

*

*

Email Address
Email Subject

Email Message

4 Select which HTML attachments should be included in the mail message, such as the events
included in the incident, assets, vulnerabilities, Advisor attacks, incident history, attachments,
and notes.

5 Click OK.

5.4.8 Modifying Incidents

1 Click the Incident tab, then click Incidents > Display Incident View. Alternatively, click the
Display Incident View button on the toolbar. The Incident View window displays with the list of
incidents.

2 Right-click the incident you want to edit and select Modify.

3 The Incident window displays. Edit the following information:

*

*

*

*

*

Title

State
Severity
Priority
Category
Responsible
Description

Resolution

4 Click Save.

Save button is active only if you modify any information in the Incidents window.
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5.4.9 Deleting Incidents

1 Click the Incident tab, then.click Incidents > Display Incident View Manager, or click the
Display Incident View button on the toolbar. The Incident View window displays.
2 Right-click the incident you want to delete and select Delete.

3 A confirmation Message displays. Select Yes.

5.5 Switch between Existing Incident Views

1 Click the down-arrow on the Switch View button on the bottom right corner of the screen to
display a list of existing views.

2 Select a view.
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iTRAC Workflows

The iTRAC™ workflows are designed to provide a simple, flexible solution for automating and
tracking an enterprise’s incident response processes. iTRAC leverages the Sentinel™ internal
incident system to track security or system problems from identification (through correlation rules
or manual identification) through resolution.

¢ Section 6.1, “Understanding iTRAC Workflows,” on page 123

¢ Section 6.2, “Introduction to the User Interface,” on page 124

¢ Section 6.3, “Template Manager,” on page 125

¢ Section 6.4, “Template Builder Interface,” on page 126

¢ Section 6.5, “Steps,” on page 129

+ Section 6.6, “Transitions,” on page 141

¢ Section 6.7, “Activities,” on page 149

¢ Section 6.8, “Process Management,” on page 155

6.1 Understanding iTRAC Workflows

Workflows can be built using manual and automated steps. Advanced features such as branching,
time-based escalation, and local variables are supported. Integration with external scripts and plug-
ins allows for flexible interaction with third-party systems. Comprehensive reporting allows
administrators to understand and fine-tune the incident response processes.

NOTE: Access to manage iTRAC templates, activities, and processes can be enabled on a user-by-
user basis by any user with the ability to change user permissions.

The iTRAC system uses three Sentinel objects that can be defined outside the iTRAC framework:

Table 6-1 Sentinel Objects Used by iTRAC

Incident Incidents within Sentinel are groups of events that represent an actionable
security incident, plus associated state and meta-information.

Incidents are created manually or through Correlation rules, and can be
associated with a workflow process. They can be viewed on the Incidents tab.

Activity An Activity is a predefined automatic unit of work, with defined inputs, command-
driven activity, and outputs (for example, automatically attaching asset data to the
incident or sending an e-mail).

Activities can be included in a workflow template and executed during workflow
processes, or they can be executed within an incident.

Role Sentinel users can be assigned to one or more roles. Manual steps in the
workflow processes can be assigned to a role.

iTRAC Workflows have four major components that are unique to iTRAC:

iTRAC Workflows
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Table 6-2 Major Components of iTRAC

Step A step is an individual unit of work within a workflow; there are manual
steps, decision steps, command steps, mail steps, and activity-based
steps. Each step displays as an icon within a given workflow template.

Transition A transition defines how the workflow moves from one state (activity) to
another. This can be determined by an analyst action, by the value of a
variable, or by the amount of time elapsed.

Templates A template is a design for a workflow that controls the flow of execution of a
process in iTRAC.

The template consists of a network of manual and automated steps.
Activities and criteria for transition between them.

Workflow templates define how an incident is responded to after a process
based on that template is instantiated (see below).

A template can be associated with many incidents.

Processes A process is a specific instance of a workflow template that is actively
being tracked by the workflow system. It includes all the relevant
information relating to the instance, including the current step in the
workflow, the associated incident, the results of steps, attachments, and
notes.

Each workflow process is associated to one and only one incident.

6.2 Introduction to the User Interface

Within the Sentinel Control Center, you can access the iTRAC administrative functions by selecting
the iTRAC tab from the main screen. This tab gives you access to the Activity Manager (where you
define activities), the Template Manager (where you define templates), and the Process View
Manager (where you manage instantiated workflow processes).

You can navigate to these functions from:

Table 6-3 iTRAC User Interface

User Interface Description

TRAC | L The iTRAC menu in the menu bar

£ Dizplay Process Manage
3 Activity Manager

?_, Templste Marager
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User Interface Description

0
+

Mavigator

=l iT3AC Administration
. Activity Manager
# Template Mansger
o EL ] Templates
—J Frocess Managemert
“e b Process Wiew Manager

R 3

The toolbar buttons

The Navigation Tree in the Navigation pane

6.3 Template Manager

The Template Manager can be used to create, view, modify, copy, or delete a template. Within the
Template Manager you can add, delete, copy, view, and edit templates. Templates can be sorted into

folders for easy management
In the Template Manager, you can:

¢ Create new workflow templates
+ Edit or copy existing templates
¢ Define workflow steps
¢ Manual or Automated
¢ Description of step or instructions for iTRAC users
¢ Define transitions between steps
¢ Transition type
¢ Escalation procedures

+ Timeout and alert attributes
Figure 6-1 iTRAC Workflow

ac

—

Start autDCDIIM o investinate
err

o tr

manualCallect

6.3.1 Default Templates

End

iTRAC is shipped with the following templates to use as examples. The process and activity
attributes for these templates are set to predefined values. Users can modify these to suit their

requirements. The default templates are:

¢ AlertTimeoutExample

+ TwoStepSimpleExample
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¢ ConditionalTransitionExample

¢ CommandExample

6.4 Template Builder Interface
Figure 6-2 Template Builder Interface
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The following panes display in the Template Builder window:

¢ Process Tree: This pane displays the steps, transitions and variables added to the template.
Users can add steps or variables, and edit or remove steps, variables and transitions.

To perform an action on a step, variable or transition:
+ Expand the relevant group in the Tree.
+ Select and right-click an existing attribute.
+ Select action you want to perform.

¢ Process: This is the main GUI for viewing and creating a workflow template. For more
information on creating a workflow template, see “Section 6.4.1, “Creating Templates,” on
page 1277

+ Quick Edit: Select a step or transition to see its properties. This pane allows you to edit
process attributes.

To edit the details of steps using Quick Edit:
¢ Click the Process Attribute value in the Quick Edit pane.
+ The attribute values are selected, indicating Edit Mode.
+ Modify the value and click anywhere outside the Quick Edit frame to save the new value.

+ Messages: This pane displays messages if steps or transitions are incomplete. You must resolve
any issues listed here before saving the template.

¢ Overview: This pane displays an overview of the entire template.
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+ Step Palette: There are four types of steps in the Step Palette. You can drag and drop the steps
into the Process pane.

+ Decision Step
+ Mail Step
¢ Manual Step

¢ Command Step

¢ Activities: The activities added in the Activity Manager are shown in this pane and can be
added to a workflow template. The user can also add, edit and remove activities. For more
information, see Section 6.7.6, “Managing Activities,” on page 154.

WARNING: Use caution when editing or deleting an activity that is already in use.

The following icons are used in the Template Builder to represent the steps:

Table 6-4 Template Builder Icons

Icon

Description

O

J

Start Step: All workflow templates have a Start step.

Decision Step: This step provides different execution paths, depending on the value
of a variable defined in a previous step.

Mail Step: This step sends a prewritten e-mail.

Manual Step: This step indicates that manual work must be performed, often outside
the Sentinel system (For example, telephoning the owner of the affected system or
analyzing the results of a scan).

Activity Step: This step is a predefined set of activities.

Command Step: This step executes a command or script on the iTRAC workflow
server, usually installed in the same place as the Data Access Service (DAS). The
output of the command can be stored in a string variable and used as input to a
decision step.

End Step: This step signifies the completion of a workflow process.

6.4.1 Creating Templates

1 Click the iTRAC tab.
2 In the navigation pane, click iTRAC Administration > Template Manager.
3 Click Add. The iTRAC Template Builder window displays.

iTRAC Workflows
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4 In the Process Details window, provide a name and description (optional) of the template and
click OK.

5 Do one of the following:

¢ Drag and drop a step from the Step Palette or an activity from the Activities pane into the
Process window.

¢ Click the New Step drop-down button in the upper left corner and select one of the
following step types. Right-click Start step, select Insert New and select one of the
following step types.

¢ Decision Step
¢ Mail Step
¢ Manual Step

*

Command Step
6 Add as many steps and activities as needed to create the template.

7 Create transitions between each step. To create transitions, right-click the step after which you
need to add transition and click Add Transition.

Any step (except for the End step) might have one or more exit transition lines. A decision step
must have at least two exit lines.

8 Right-click each final step in the template and click Add End Transition.

On the bottom of the iTRAC Template Builder is a message pane that lists any warnings or
errors about incomplete steps during the construction.

9 To save your process, go to File>Save or click Save button.

6.4.2 Managing Templates

After creating a template, you can modify, copy, or delete it.

+ “Viewing/Editing Templates” on page 129
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¢ “Copying Templates” on page 129
¢ “Deleting Templates™ on page 129

Viewing/Editing Templates

1 In the Navigator, click iTRAC Administration > Template Manager.
2 Select a template and click View/Edit. The Template Builder displays.
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Copying Templates
One way to create a new workflow template is to copy one of the default templates and modify it.

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Select a template and click Copy. A Template Builder with the copied template displays.

4 Provide a new name, then save and edit the template as needed.

Deleting Templates

Even if you delete a template, any instantiated workflow processes that are based on that template
still completes normally.

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Select a template and click Delete.

6.5 Steps

Steps are the basic components of a template. Every template must have a Start step and an End step.
The Start step exists by default. You can also add the following types of steps to a template:

¢ Section 6.5.1, “Start Step,” on page 130
¢ Section 6.5.2, “Manual Step,” on page 130

iTRAC Workflows
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¢ Section 6.5.3, “Decision Step,” on page 134

¢ Section 6.5.4, “Mail Step,” on page 134

¢ “Command Step” on page 134

¢ Section 6.5.6, “Activity Step,” on page 135

¢ Section 6.5.7, “End Step,” on page 136

¢ Section 6.5.8, “Adding Steps to a Workflow,” on page 136
¢ Section 6.5.9, “Managing Steps,” on page 136

6.5.1 Start Step

Every workflow template must have one and only one Start step. The transition from a Start step is
always Unconditional.

6.5.2 Manual Step

-

&

This type of step indicates that manual work must be performed. Every manual step in a template
must be assigned to a role. The users in that role are notified through a worklist item when an
instantiated workflow process reaches the manual step. When a user accepts the worklist item, it is
removed from the queue of the other users in that role. For more information about worklists and
stepping through a workflow process, see Section 7.1, “Work Item Summary,” on page 161. section.

The description of the step should indicate what work needs to be performed. The user is expected to
perform that work and then acknowledge completion.

A manual step includes the following attributes:

¢ Name of step
+ Role
¢ Variables
¢ Delete
+ Add

¢ Description

From a manual step, you can set Conditional, Unconditional, Timeout, or Alert transitions.

Variables

The user can also be asked to set one or more variables to appropriate values. Four variable types
can be assigned to manual steps: Integer, Boolean, String, and Float. This variable can be set to an
explicit default value during the step definition, or the user can set the value at run-time as part of
the workflow process. The value can be optional or required.

The value of the variable can be used as part of a Conditional transition to determine the path the
workflow follows. It can also be used later as part of a Conditional transition from a decision step to
determine the workflow path.
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NOTE: If the value is going to be used later as part of a decision step, it should be marked
“Required.”

For example, an integer variable can be set by the user to hold the event rate. Output transitions from
the manual step can be defined so that if the event rate is greater than 500, one path is followed;
otherwise, another path is followed.

To create a variable:

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Click the Add button in upper left corner to open a new template or select an existing template,
then click View/Edit.

4 Right-click Variables in the Process Tree and select the type of variable to add, or right-click
the variable type and select Add Variable.

Process

Process
B2 Steps

1 okt arning
a Record
a Tirne Sensitivercrl
\3 Wiark Ezcalated

..... @ Step_u
i riahles,
i) it Adt BOOLEAN Variable
~b)boold  add FLOAT Variable
B strin | Add NTEGER variable
-] Transitio Adel STRING Wariable

5 Give the variable a name and specify the default value, if desired.

Boolean Variable:
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Process Yariables |

Mame |variabled

Yariable Type IBOOLEAN LI b

Defaultvalue ITrue LI

Description

6] 4 | Cancel |

Integer Variable:

Process Yariables

Mame [variablez

Wariahle Type

Defaultvalue 100

Cescription

Ok | Cancel |

String Variable:
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Process Yariables

Name |variabled
Wariahle Type ISTRING
Defaultvalue |Cr'rtica||
Description
Ok | Cancel |
Float Variable:

Process Yariables [ x|

Name  |variabizd

YWariahle Type |FLOAT j >

Default Value |55.3|

Description

1| ¥ DefaultWalue must be Float Ok | Cancel |

6 Click OK.
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6.5.3 Decision Step

@

This type of step selects between exit transitions depending on the values of variables defined in
prior steps. See Section 6.5.2, “Manual Step,” on page 130 for the available variable types. The
decision step itself is very simple; you can edit only the step name and description. The workflow
path is determined by the transitions.

From a decision step, you can set Conditional and Else transitions. Every decision step must have an
Else transition and at least one Conditional transition. The Else transition leads to a workflow path
that is followed if none of the criteria for the Conditional transitions is met.

6.5.4 Mail Step

>

'_,.'n-.’

This step sends a prewritten e-mail. A mail step includes the following attributes:

+ Name of step

¢ To addressee

¢ From addressee
¢ Subject of email
+ Body of email

From a mail step, you can set a Conditional, Unconditional, Timeout, Alert, or Error transition. An
Error transition should always be included so error conditions can be handled properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

6.5.5 Command Step
1

L

A command step is a step in which an operating-system level command or script (shell, batch, Perl
and so on) is executed. The name of the command can be provided explicitly or set as a string
variable, and parameters can be passed in the same manner. Output from the command can also be
placed back into a string variable.

A command step includes the following attributes:

+ Name of step
¢ Description

¢ Command (Can be explicit or variable-driven)
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¢ Arguments (Can be explicit or variable-driven)

¢ Output Variable

NOTE: The command must be stored in the <Install directory>/config/exec directory on
the iTRAC workflow server. Symbolic links are not supported

Variables

The command output can also be used to set a variable to the appropriate values. Command steps
must use String variable types.

The value of the variable can be used as part of a Conditional transition to determine the path the
workflow follows. It can also be used later as part of a decision step to determine the workflow path.

For example, a Command step can return a value of 0 for failure and 1 for success. This output can
be assigned to a variable, and then a Conditional transition or a decision step can use this value to
determine which workflow path to take.

The command and its arguments can each be specified explicitly by the person designing the
workflow or can be set as a string variable. If either one is set as a string variable, there must be a
previous step in the template where the variable is set to a string value.

From a command step, you can set Conditional, Unconditional, Timeout, or Alert, or Error
transitions. An Error transition should always be included so error conditions can be handled

properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

6.5.6 Activity Step
\

An activity step is a type of automated step that can be used in a workflow template. The activity
steps are created in the Activity Manager and can consist of internal Sentinel operations or external
scripted operations. After activity steps are created, the user can select from the library of these
activities and include them into in a workflow. For more information on creating each type of
predefined activity, see Section 6.7.5, “Creating iTRAC Activities,” on page 151.

An activity step includes the following attributes:

¢ Name
¢ Description
+ Activity Assignment

From an activity step, you can set Conditional, Unconditional, Timeout, or Alert, or Error
transitions. An Error transition should always be included so error conditions can be handled

properly.

iTRAC Workflows

135



NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

6.5.7 End Step

Every workflow template must have an End step to complete every branch of the workflow path.

6.5.8 Adding Steps to a Workflow

Steps can be added to a workflow by using the Step Palette or by using a right-click in the Process
Builder. When you are adding steps to a workflow, a yellow entry field indicates an invalid entry.

To add a step from the Step Palette:

1 Drag and drop a step from the Step Palette.
2 Right-click the step and select Edit Step.
3 Edit the details of the step and click Save.

To add a step using a right-Click:

1 Right-click an existing step in the Process Builder and select Insert New.
2 Edit the details of the step and click Save.

3 Select Manual, Decision, Mail, Command, or End Step.

4 Edit the details of the step and click Save.

To add an Activity step:
1 Click and drag an activity from the Activity pane to the Process Builder.
To add an End step:

1 Right-click a step with no transition and select Add End Transition.

f
&

INsert Mew r
hian -

wie 44 Edit Step

v Copy Step

g+ Delete Step

LA Add Transtion

F}r |E:',3 Add End Tranziticn
WorkEscalated

6.5.9 Managing Steps

Steps can be copied, edited, or deleted.

+ “Copying Steps” on page 137
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* “Modifying Steps” on page 137
+ “Deleting Steps” on page 140

Copying Steps

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Template Manager.

Select an existing template, then click View/Edit. The iTRAC Process Builder window displays.
Select an existing step, right-click, and select Copy Step.

The Step window opens in edit mode with all the attributes of the selected step.

Specify a name for the new step.

Edit step attributes as required. Click OK.

N OO g A WODN -

Modifying Steps
To edit a step:
1 Click the iTRAC tab.

2 In the Navigator, click iTRAC Administration > Template Manager.

3 Select an existing template, then click View/Edit. The iTRAC Process Builder window
displays.

4 Seclect an existing step, right-click, and select Edit Step.
5 Edit the step attributes. Click OK.

To edit a manual step:

1 Right-click a manual step and select Edit Step.
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Manual Step
Manual Step

iz assighed to a rale. Yariahles may be associsted with &
manual step to get input from users

]

Mame ||

< General | Description

Role |

Azzociate Wariahlzs

=& Associate @

MName
Type
Default

# Mame is Invalid.

;:':_),, Presview

Cancel

2 Provide a name for the step.

3 Attach arole to this step by selecting a role from the drop-down list. For more information on
roles, see Chapter 10, “Administration,” on page 219.

4 Click Associate to associate a variable; select the variable from the list or create new variables

to be associated. Set a default value as desired.

Click Preview to preview the step you created.
Click OK.

0 N O O

To edit a decision step:

1 Right-click a decision step and select Edit Step.

Decision Step

Decision Step

iz used (o creste decision points for conditionasl transtions

Select the Read-Only check box if this variable is to be forced to the default value.
Click the Description tab to provide description for this step.

3

Mlame ||

s
|

< General | Description

X MName is Invalid.

cancel
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2 Provide a name.
3 Click the Description tab to provide a description for this step.
4 Click OK.

To edit a mail step:

1 Right-click a mail step and select Edit Step.

Mail Step

Wail Step %
E il will ke sent to corfigured sddrasses b E]

Marme ||

< General | Body

To |

Frarm |

Suhject

¥ Subject shouldn't be ern... [¥] lo]’3

2 Provide a name for the step.

3 Provide To and From mail addresses and a Subject in the General tab.

4 Click the body tab and type the message.
5 Click OK.

To edit a command step:

1 Right-click a command step and select Edit Step.
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Command Step P§|

Command Step
Command step executes the configured command. The output E E]
of the command may be mapped to process variable

Mame ||

A General | Description

|:| Use Variahles

o id | |

|:| Uze Variables

Argumetts | |

CutputWariable | v|

M Outputvariahle not set [¥)

2 Provide a name for this step.

3 Specify the path and name of the command or script to execute (relative to the
<Install directory>/config/exec)

4 If you want to run a command or script referenced in a variable that is populated during the
workflow process, select the Use Variables check box.

5 Specify any command-line arguments to pass to the command or script. If you want to use the
contents of a variable that is populated during the workflow process, select the Use Variable
check box.

6 Specify a variable to hold output from the command or script. Any standard output is placed
into these variables.

7 Click Description tab to provide a description for this step.
8 Click OK.

Deleting Steps

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Select an existing template, then click View/Edit. The iTRAC Process Builder window
displays.

4 Right-click an existing step, then click Delete Step.
5 In the Alert Message window, select Yes to delete.
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6.6 Transitions

Transitions are used to connect steps. There are several types of transitions:

+ Unconditional

*

Conditional
¢ Timeout

* Alert

+ Else

* Error

A transition can have the following attributes:

¢ Name

¢ Description
¢ Destination
+ Expression

+ Timeout Values

Different steps have different properties and therefore they are associated with different transition

types.

Table 6-5 Steps and Valid Transition

Step Type Valid Transitions

+ Decision + Conditional
* Else

+ Manual + Unconditional
+ Timeout
+ Alert

¢ Command + Unconditional

+ Mail + Timeout

* Activity * Alert
¢ Error

6.6.1 Unconditional Transitions

An unconditional transition must always be used from a start step. manual, command, activity, and
mail steps can also have unconditional transitions. The only parameter for an unconditional

transition is the next step.

This path is taken when the current step is completed (unless a timeout transition is configured and

the timeout period elapses).
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To add an unconditional transition:

1 Open the Process Builder.
2 Right-click an existing step and select Add Transition.
3 Specify a name for the transition.

4 Select Unconditional from the Transition Type list.

karme Istert

Type Unconditional E>
Source  jskatt T Cestination |NameIT ':!

Desciption

5 Click the down-arrow for the Destination field and select a step.

Diestination INEmeIT v|
SEartNOTEPAD
—————erraillH

6 Provide a description for this transition and click OK.

6.6.2 Conditional Transitions

Select an exit path based on an expression using iTRAC variables set in a manual or command step.

NOTE: You can add Conditional transitions only from a decision step to any other step.

When creating a Conditional transition, the conditional expressions can be based on comparing a
variable that is populated during the workflow process to a specific value or to another variable
populated during the workflow process. Multiple conditional expressions can be combined or nested
using the AND and OR operator.

To add a Conditional transition:

1 Open the Process Builder.
2 Right-click an existing decision step and select Add Transition.
3 Provide a name for the transition.

4 Select the Conditional transition type from the list.

142 Sentinel 6.1 Rapid Deployment User Guide



Transitions

Mame Idfafweafewafewa

Type IConditiDnal LI _(:
Source Isdfasdfa... "I

Destination |AEERSS

Expression
et |
Clear |
Descripton

0] 34 | Cancel |

5 Specify the destination step.

6 Click Set to add an expression. The empty Expression window displays.

£ Fxpression

o AND 2E OR

Carplats Exprassion

% e0im @ DEL

Sl | Cancel |

7 Click EXP to add the first expression. The evaluation expression is an expression that evaluates
to TRUE or FALSE during the workflow process. Select the appropriate drop-down list under
Relations to compare a variable to a constant value (Variables and Values) or to another

variable (Variables and Variables).
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Relations:

Aftribute Condltion Walue

= =l

Ok | Cancel |

8 Select a variable from the Attribute drop-down list or add a new one if desired.

9 Select a condition from the Condition drop-down list. The condition list varies depending on
the type of Attribute variable chosen.

String Variable Conditions:

< Expression

B sno bon SEufer=
| Relations
I‘Jariables and Yalues - |
Atribute Condlition Walue
ISampIeString\u‘arisble LI IS‘tar’(S'u'u"rth LI I
| starts itk
=ncsirith Ok | Cancel |
equals
Euals lgnore Case
matches
i= ermpty
1 i= not emply
Corplste Exprassol
QK | Cancel |

Integer and Float Variable Conditions:
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< Expression

#EXP <@ AND g OR % enm @ DEL
| Relations
I\fariables and Values Ll
] Atribute Condition Walue
ISampIeImegerVarable LI Iis exactly LI I

Corplsts Exprassok

Ok | Cancel |

Boolean Variable Conditions:

; Expression
! EEXP cgAND OB OR % e @ DEL
| Relations
I\.fariahIF!R and Vales - |
Aitribute Condition Walue
ISampIeBooIean\fariable LI quuals LI ITrue ll
hot equss Ok | Cancel |
Corplste Exprassol
Ok | Cancel |

10 Set the value.
11 Click OK.

12 If a second expression is desired, select the root folder.
."_'.‘.; m

13 Repeat steps 7-12 as needed.

14 By default, all expressions at the root level are separated by AND operators. To nest
expressions or to use the OR operator, click the appropriate operator button and drag and drop
expressions onto that operator.
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M < Expression

$ e ReanD A oOR # Epm @ DEL

s {3

= ;J; SampleStringWariable matches virus

,r?.’ Samplelrtegervariable is < 100

=5 OR.
; ,{ SampleFlostvarisble iz exactly SampleFlostvarisble2
.-t Sample Booleanvariable equals False

Commlste Exprassion

{ZamplesStringVariable matches (Mvirus") AND Samplelrtegeryariable is < 100 ANE { SampleFlostVarishle is
sxacily SampleFloatVariable2 OR SampleBooleanariable squsls Falseld

Ckl | Cancel |

15 When the expression is complete, click OK.

You can edit/delete an existing expression using the Edit and Delete buttons in the Expression
window.

16 Click OK. The expressions you provided displays in the Transition window under the
Expression section.

17 Provide a description for your transition and click OK.

6.6.3 Else Transitions

An Else transition leads to a path that is taken from a decision step when the criteria for the
Conditional transitions are not met. This transition only applies to decision steps, and every decision
step must have an Else transition. The workflow path with the Else transition is only followed if
none of the criteria for the Conditional transitions are met.

NOTE: You can add Else transitions only from a decision step to any other step.

To add an Else transition:

1 Open the Process Builder.

2 Right-click an existing decision step and select Add Transition.
3 Select the Transition type Else from the list.

4 Specify the destination step.

5 Provide a description for this step and click OK.

6.6.4 Timeout Transitions
A Timeout transition leads to a path that is taken when a user-specified amount of time (minutes,

hours or days) elapses after a Base Time, which is either step_activated time or step accepted time.
Step_activated time is the time that iTRAC activates this step within the workflow process.

146 Sentinel 6.1 Rapid Deployment User Guide



Step_accepted_time is the time when a user accepts (or takes ownership) of the worklist item for this
step. If the timeout time period passes without the step being completed, control moves to the next
step.

Timeout transitions can be set for a manual step or a command step. Step_accepted_time is only
relevant for manual steps and should not be selected for a command step.

This transition is represented by a red line.
To add a Timeout transition:

Open the Process Builder.
Right-click an existing decision step and select Add Transition.
Select the transition type timeout from the list.

Specify the destination step.

1
2
3
4
5 Click Set to specify the Timeout details. The timeout details window displays.
6 Specify the timeout value in minutes, hours, or days. Click OK.

7 Select Base Time.

8

Provide a description for your transition and click OK.

6.6.5 Alert Transitions

An Alert transition leads to a path that is taken when a user-specified amount of time (minutes, hours
or days) elapses after step_activated time or step_accepted _time. At this point, the workflow
process is usually escalated to a user who can intervene and take action.

Step_activated_time is the time that iTRAC activates this step within the workflow process.
Step_accepted_time is the time when a user accepts (or takes ownership) of the worklist item for this
step.

If the alert time period passes without the step being completed, the workflow process branches into
two active paths. The original step remains active for user intervention. The alert path is also
initiated. For example, the alert path might escalate the workflow process to the attention of a
supervisor, although the main path is still open and the original owner still has the option to
complete the worklist item. Another example is that if a command is taking too long to run, you
might want to alert an analyst to investigate the delay or possibly run the command manually.

Alert transitions can be set for a manual step or a command step. Step_accepted_time is only
relevant for manual steps and should not be selected for a command step.

This transition is represented by a yellow line.
To add an Alert transition:

1 Open the Process Builder.

2 Right-click an existing decision step and select Add Transition.

3 Select the Alert transition type from the list.

4 Specify the destination step.

5 Click Set to provide the Alert details. The Alert details window displays.
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6 Specify the Alert Time value, in minutes, hours, or days. Click OK.

7 Provide a description for your transition and click OK.

6.6.6 Error Transition

An Error transition leads to a path that is taken if an automated step cannot successfully complete.
Error transitions can be used for command, mail, and activity steps (for example, if a command step
fails to execute).

Error transitions should typically lead to some kind of notification. For example, an Error transition

might lead to a manual step in which the user is instructed to manually run a process that previously
failed.

NOTE: The Error transition is only taken if the iTRAC call to the command, mail, or activity step
fails. If there is an internal error with the command script or the mail server fails, this does not
satisfy the conditions for an Error transition.

Only the destination step can be specified, along with a description.
To add an Error transition:

1 Open the Process Builder.

2 Right-click an existing decision step and select Add Transition.
3 Select the Error transition type from the list.

4 Specify the destination step.

5 Provide a description for this step and click OK.

6.6.7 Managing Transitions

After creating a transition, you can edit or delete the transition.

¢ “Modifying Transitions” on page 148

¢ “Deleting Transitions” on page 149

Modifying Transitions

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Select an existing template, then click View/Edit. The iTRAC Process Builder window
displays.

4 Double-click an existing transition line. The Transitions window displays.
5 Edit the transition as needed.

6 If you are editing an expression from a decision step, click the button and double-click the
expression.
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kame I2E| tmin Tirneout

Type ITimeDut ;I @

Source  [File name | Destination [Time out =]

Timeout Details

Timeout will fire in 20 minutes after I

ACTHITY ACCEPTED TIME Clear I

Timeout Details E3

Diescripti

Time [ Unt  Mintes =]
=

Ease Time IStep Accepted Time

il | Cancel |

7 Edit as needed.
8 Click OK until you exit the Transitions window.
9 Click Save.

Deleting Transitions

1 Click iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Select an existing template, then click View/Edit. The iTRAC Process Builder window
displays.

4 Right-click an existing step and select Remove Transition.

5 Inthe Alert Message window, click Yes.

6.7 Activities

An activity is very similar to a command step, except that activities are reusable and cannot use
input or output variables. The Activities pane shows a library of user-defined, reusable activities that
can reduce the amount of configuration necessary when building templates.

Activities are exported or imported as XML files. These files can be exported or imported from one
system to another.

¢ Section 6.7.1, “Incident Command Activity,” on page 150

¢ Section 6.7.2, “Incident Internal Activity,” on page 151

¢ Section 6.7.3, “Eradication Activity,” on page 151

+ Section 6.7.4, “Incident Composite Activity,” on page 151

iTRAC Workflows

149



¢ Section 6.7.5, “Creating iTRAC Activities,” on page 151

¢ Section 6.7.6, “Managing Activities,” on page 154

Figure 6-3 Activity Pane

Activites

|Ac:ti\r'rties w9 O M

F collectionactivity
B cortainmentActity
7 Eradicationfctivity
3 Internal Activity

iTRAC activities can be used in iTRAC templates to define a workflow step, or they can be
manually executed from within an incident. Sentinel provides three types of actions that can be used
to build Activities:

*

*

*

*

*

*

Section 6.7.1, “Incident Command Activity,” on page 150
Section 6.7.2, “Incident Internal Activity,” on page 151
Section 6.7.3, “Eradication Activity,” on page 151
Section 6.7.4, “Incident Composite Activity,” on page 151
Section 6.7.5, “Creating iTRAC Activities,” on page 151
Section 6.7.6, “Managing Activities,” on page 154

6.7.1 Incident Command Activity

An incident command activity enables you to launch a specific command with or without
arguments. The following fields from the incident associated with the workflow process can be used
as input to the command:

*

*

*

*

*

*

DIP (Target IP)

DIP : Port

RT1 (DeviceAttackName)
SIP (Initiator IP)

SIP : Port

Text (incident information in name value pair format)

NOTE: The command must be stored in the <Install directory>\config\exec directory on
the iTRAC workflow server, usually the same machine where the Data Access Server (DAS) is
installed.
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6.7.2 Incident Internal Activity

An incident internal activity enables you to mail or attach information from the Sentinel database to
the incident associated with the workflow process. Each of these options has a prerequisite.

¢ Vulnerability for the Initiator IP address (SIP) or the Target IP address (DIP): This
requires that you run a vulnerability scanner and bring the results of the scan into Sentinel by
using a Vulnerability (or “information’) Collector.

¢ Advisor attack-related data: This requires the purchase and installation of the optional
Advisor data subscription service.

¢ Asset data This requires that you run an asset management tool such as NMAP and bring the
results into Sentinel by using an Asset Collector.

To send mail messages from within the Sentinel Control Center, you must have an SMTP Integrator
that is configured with connection information and with the SentinelDefaultEMailServer property
set to true.

6.7.3 Eradication Activity

The eradication activity is used to run the arp command. The arp command displays and modifies
the IP-to-Physical address translation tables used by the Address Resolution Protocol (ARP).

The arp -a command displays the current ARP entries by interrogating the current protocol data. If
inet addr option is specified, the IP and physical addresses for only the specified computer are
displayed. If more than one network interface uses ARP, entries for each ARP table are displayed.

6.7.4 Incident Composite Activity

An incident composite activity enables combine one or more existing command and internal
activities.

6.7.5 Creating iTRAC Activities

1 Click the iTRAC tab.

2 Inthe Navigator, click iTRAC Administration > Activity Manager or click the Add button in the
Activity pane.

3 Select an existing activity and click the Add button. The Activity Wizard window displays.
4 Select an activity type: Command, Internal, or Composite.

5 Provide a name and description for this activity. Click Next.
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Activity Wizard E
Activity Wizard
Select Activity Type,Enter Mame and Description.

Twpe Usage
Incidert Commmand Activity

Incident Cormmanc & W
Incident Composite Activity
Inciclent Internal Activity

Marme

ISampIeName
Description

Sample description|

Back et Cancel

6 (Conditional) If you selected an incident command activity, configure the settings:
6a In the Command Arguments Wizard, specify the command.

6b Provide the arguments for this command. You can select None, Incident Output (Values
from the Drop-down list), or specify Custom values.

! fi fizard

Command Arguments Wizard

Provide command name and select required cormmand arourmernt type.

Command:
Argumerts:
@ Mone
O Incident Output
O Custom b

v
Description

Back ” et ] [ Cancel

6¢c Click Next.
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6d (Optional) Configure an incident command activity to e-mail the output to a specific
address or attach the output to the incident associated with the workflow process in this
window.

6e Select Mail and specify the To and From e-mail address and subject.

Activity Wizard X

Command Activity Mail and Attachment Wizard

Select required attachment options and provide the necessary mail details.

[ i

To: | |

Fram : | esec_activity |

Subject : [ |

[ sttact to Incident

Description

[ Back ” et ] [ Cancel

6f Select Attach to Incident, if required.

6g Click Next.

6h View and confirm the details you chose in the Summary page and click Finish.
7 Conditional) If you selected an incident internal activity, configure the settings:

7a In the Command Arguments Wizard, specify the command.

7b Provide the arguments for this command. You can select None, Incident Output (Values
from the Drop-down list), or specify Custom values.

hctivity Wizard 53
Internal Activity Mail and Attachment Wizard

Select required mails and attachments.

hdail and Atach
hdail  Atach
|:| |:| “ulnerakbility
|:| |:| Acvizor Data
Description

Back ” et ] [ Cancel
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7c Click Next.
7d Select your options (Mail and attach).

7e If you select Mail, you are prompted to provide To and From e-mail address and subject.
Provide this information and click Next.

View and confirm the details you chose in the Summary page and click Finish.
8 Conditional) If you selected an incident composite activity, configure the settings:

8a Select the activities from the list of available activities and click Next.

Activity Wizard X

Composite Activity Wizard
Select required user defined Activities.

Activities

|:| Cortainment Sctivity
[] Eradicati ity
Ci fity

[ Back ” et ][ Cancel ]

8b View and confirm the details you chose in the Summary page and click Finish.

6.7.6 Managing Activities

After creating an activity, you can modify, import or export it.
+ “Modifying Activities” on page 154
¢ “Exporting Activities” on page 154
+ “Importing Activities” on page 155
Modifying Activities
1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Activity Manager.
3 Select activity that needs modification and click View/Edit. Edit Activity window displays.

4 Edit information in the General, Attachment, and Mail tabs.
5 Click OK.

Exporting Activities
1 Click the iTRAC tab.
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2 In the Navigator, click iTRAC Administration > Activity Manager.
3 Click the Import/Export Activity icon. The Import/Export Wizard window displays.

Import/Export Wizard §|

Activity Import/Export

Select Import or Exaort action and the file for activities to be imported from or exported into.

Action Description
Expart Sctivity Export &ctivity]
Irnpart Activity

File Mame

File Path

4 Sclect Export Activity and click Explore.

5 Navigate to where you want save your exported file.
6 Click Next.

7 Select one or more activities to be exported.

8 Click Next, then click Finish.

Importing Activities

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Activity Manager.

Click the Import/Export Activitn icon. The Import/Export Wizard window displays.
Select Import Activity and click Explore.

Navigate to your import file. Click Import.

Click Next.You see a list of activities that are imported.

Click Next, then click Finish.

N O a b~ ON -

6.8 Process Management

Process management allows you to view the incident’s progress in the workflow or terminate a
workflow process. Process management allows you to:

¢ Display the status of your process
¢ Start your process

¢ Terminate your process
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Process execution is the time period during which the process is operational, with process instances
being created and managed.

When an iTRAC process is executed or instantiated in the iTRAC server, a process instance is
created, managed, and eventually terminated by the iTRAC server in accordance with the process
definition. As the process progresses towards completion or termination, it executes various
activities defined in the workflow template based on the criteria for the transitions between them.
The iTRAC workflow server processes manual and Automatic steps differently.

An iTRAC process must be created with a single associated incident; there is therefore a one-to-one
match between iTRAC processes and incidents. Not all incidents are necessarily attached to
processes.

NOTE: Only one incident can be associated to an iTRAC process instance.

¢ Section 6.8.1, “Instantiating a Process,” on page 156

+ Section 6.8.2, “Automatic Step Execution,” on page 156

¢ Section 6.8.3, “Manual Step Execution,” on page 157

¢ Section 6.8.4, “Displaying Status,” on page 157

¢ Section 6.8.5, “Displaying the Status of a Process,” on page 157

¢ Section 6.8.6, “Changing Views in the Process Manager,” on page 158

¢ Section 6.8.7, “Starting or Terminating a Process,” on page 159

6.8.1 Instantiating a Process

An iTRAC process can be instantiated in the iTRAC server by associating an incident to an iTRAC
process by the following three methods

¢ Associating an iTRAC process to the incident at the time of incident creation
¢ Associating an iTRAC process to incident after an incident has been created
¢ Associating an iTRAC process to an incident through correlation
For more information on associating a process to an incident, see Chapter 5, “Incidents Tab,” on

page 109.

6.8.2 Automatic Step Execution

When the process instance executes an automatic activity step, command step, or mail step, it
executes the associated activity or command defined in the template, and stores the result in process
variables. It then transitions to the next step in the iTRAC template.

For example, an activity might be defined to ping a server; when this activity is executed in a
workflow process the activity runs and attaches the results to the associated incident.
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6.8.3 Manual Step Execution

On encountering a manual step, the iTRAC server sends out notifications in the form of work items
to the assigned resource. If the step was assigned to a role, a work item is sent to all users within the
role. The iTRAC server then waits for the user to complete the work item before proceeding to the
next activity.

For more information, see Section 7.1, “Work Item Summary,” on page 161.

NOTE: All manual steps must be assigned to a role or to a group of users.

6.8.4 Displaying Status

The Display Status function is used to monitor the progress of a process. As the process instance
progresses, you can track the progress visually by clicking the Refresh button. The process monitor
also provides an audit trail of all the actions performed by the iTRAC server when executing the
process.

[ ALL PROCESSES BE=]
State Process Defintion ... Incidert Cwyner Incicert |d Last Update Time
=k @ WFERUrimeProcess
terminated Cormmand Step 242 1201172006 12:09:24
terminated Cormmand Step 243 1201172006 12:09:23
LnninGg Expression_Eoolean 501 12M5/2006 12:22:02
LnninGg Expression_Eoolean 401 1215/2006 11:19:40
completed Expression_Eoolean 360 12M5/2006 10:51 44
completed Expression_Eoolean 333 12142006 12:42:28
completed Expression_Eoolean 332 1201 4/2006 12:40:32
i uZ EC 11 completed Expression_Eoolean 33 12142006 12:38:55
- Expression_Check
< >

Activities that are running, completed, and terminated are represented by the following icons:

Table 6-6 Status of an Activity

Icon Description
G Running

& Completed
s Terminated

6.8.5 Displaying the Status of a Process

1 Click the iTRAC tab.
2 Click the Display Process Manager| * licon.
3 Click the down-arrow next to the Switch Views button to select a view or create a new view.

4 In the Process Manager window, right-click a process and select Actions > Display Status.
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M Processes Yiew o =]

| State IF‘rocess Crefinition Na...l Inciclert Cumter |
= & Wi FERurtime ..
=l AeA TimeoutE ..

Display Status

Start Process

Termirate Process

Kl | 2

| Ready ”::? Refresh| Izl Manage Views - EI Switch View -

The current step is highlighted in red.

N SampleIncident - Alert Timeout Example
Q Zoorn St -d. Zoom Selected Reset xj' Process Details - History
State: running Ouwner Mame:
Process Definition Mame: Instance Id: E;l:_ct:ls_s
Alert Timeout Example 1_AlertTimeout Example_2Alert Timeout Example "‘! fon
Wersion: 1
ikl
\ =
@ _"‘®
_ s -
(= - = ’ - /rRecnrd Enl
o [ escalate (4 w2
start S ENEINERNG WorkEscalated
alert
-y
a—D
Workdarning End
| Ready ”Rﬁfresh” Crested || State: running

5 Close the window.

6.8.6 Changing Views in the Process Manager

1 Click the iTRAC tab.
2 Click the Display Process Manager icon.
3 Click the drop-down list in Manage View and select Edit Current View option.
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4 In the View Option window, set the following options as necessary:
+ Fields
+ Group by
+ Sort
+ Filter
¢ Tree Display
5 Click Apply and Save.

The following is view with Tree Display set to Status (running and not started).

N Process View Manager |Z||E|[X|

Description 1 Incident ld Incident Cwner Instance Id

= ¢ WFERurtime... ~
Fhm 11714454 100 1_Test!_Testl o=

L i 11720466, 350 231_Template_to_cte... 0

. armnple-workflaw.... m

g 11720482, 405 307_Activity_chic_aeti... O

L i 11720466, 408 309_Cmd_check_Cn... O

B 11720482... 410 311_Timeout! _Temgl... O
- 4 11720801, 412 3 _Activity_chk_teti... I
z R F— = e

Ready r%‘ Refresh @ Manage Yiew - @ Switch View -

6.8.7 Starting or Terminating a Process

Click the iTRAC tab.
2 Click the Display Process Manager | . licon.
Alternatively, you can select iTRAC > Display Process Manager.

3 Click the drop-down arrow next to the Switch Views button to select a view or create a new
view.

4 In the Process View Manager window, right-click a process and select Actions > Start Process,
or click Terminate Process.
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Work Items

A work item is a workflow task assigned to a particular user or role in the iTRAC™ application. The
individual activities to be performed to complete an iTRAC process are listed as work items in the
Work Item Summary in the Sentinel™ Control Center. For more information on iTRAC processes,
see Chapter 6, “ITRAC Workflows,” on page 123. You can access the work items from any tab in
the Sentinel Control Center.

NOTE: To have access to a work item, you must assign it to you or acquire the work item
management permissions. If you have Work Item management permission, you can manage work
items of other users.

¢ Section 7.1, “Work Item Summary,” on page 161
¢ Section 7.2, “Processing a Work Item,” on page 164

¢ Section 7.3, “Managing Work Items of Other Users,” on page 165

7.1 Work Item Summary

The Work Item Summary lists the work items allocated to a user as an individual and as a member of
a group; it can be thought of as an incident workflow to-do list for a user who is a part of the incident
response process. In the Work Item Summary, you can access the work items, view them, and
process them to complete the task.

In the Work Item Summary, work items are grouped by current user and by other users with similar
roles. The following example is for a user who is a member of the Admin, Analyst, Jr Analyst, and
Admin Asst groups.

Figure 7-1 Work Item Summary

Work Rem Summary

There are 2 tems
owwhed by me and 1 DGroup
assigned to my groups. El Me

Wiewy weark items

—————— Click here to wiew Work [tems

Admin L

Analyst |
JrAnateit '| J4————— These are User created roles, wsing Role
Admin fsst | | Tlamager in Sdrean Tab.

The following is an example of a user who is a member of the Analyst group who has a process
assigned to his role (group).
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Figure 7-2 Work Item Summary Example

Work Bem Summary

There are O tems
[e]
ovvred by e and 1 D roug
asgignec to my groups. . e
“iena wark items )

Anakyst |

To view a work item:

1 In the Work Item Summary, click the yellow or green bar.

A work item list for the group or the current user displays and shows the name and ID of the
incident, the workflow process name, and the step name and description

x
User: ]ssscacm ﬂ Group: I.ﬂmlysi _ﬂ Owner: | Group *l Process: Icﬁb "’I

*% SR_104_2008-07-31 (203) Process: General Incident Process
Evaluste the associated incident within 12 hours 1o determine & pal Step: TimeSenstivelifork

Complete  Acquire  “iew Details

2 Double-click any work item and click View Details.

The Work Item Details window displays and shows the process details, including any detailed
instructions included by the iTRAC workflow developer and any variables that need to be set in

the step.

x
Process Mame : General Incidert Process Status : Funning
Owner : Performer : 2nalyst

Process Detaisl Process O\remiew| Incident|

Process Description

Everts assigned to this process must be evalusted by the SOC within 12 hours. The SOC analyst must decﬂ
ide in this time whether to keep the incident and resolve it or escalate it to the Tier 2 analysts.
SO anahests shauld fallaw the miidesines in CamnamiName Sarritvinnident Manual nof tn determing whe 1

’rStep Description

escalation |True ;' =

|False |

.1

© Please review varisbles before completing Complete | Acouire l Cancel |

3 Click Process Overview to view an overview of the entire iTRAC process.
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N Work Item Details x|

Process MName : Gzneral Incident Process Status : FLIRRnG
Owner ; Performer : Analyst

Process Details  Process Ouerview| Incident|

@. Zoam Sut -Cl Zoom Selected @ Reszet L’f’ Frocess Detals -

State: running Onner Name:
Process Process
Definition Mame: Instance Id: Definition
General Incident 4 _MertTimeowt Example _&ert Timeout Example \ersion: 3
Process

Escalat Incident -y wah?

-
-
i ’ - 2] WikrhEscalated 1 Tier 2 fnalysts & - e
u Mahe Dacizion u

ot DR i Fembater m  TL L o
@

whi

&

Wbk bz Compleed by S0C

Complete | Acuire | Cancel |

4 Click Incident to view the details of the associated incident.

N ¥ork Item Details x|

Process Name : General Incidert Process Status * LRI
Owner : Performer : Analyst

Process Details | Process Overview  Incident |

ILEIEIE] r
Incident ID: Events | Azsets | wulner ability | Anvizor | History | Atachments | Notes | kil
203 Associated Events:
Title: : Severty EventTire Ewert Mame
ISF{_'I 04_2008-07-31 3 7E0G 64428 PM  |Test Evert  |Test data generated at 2008~07~01
) ' PG00 Gedd:2C Ph |Test Cvent | Test data generated st 2000-07-00
State: -é; FIGNG 64427 Ph [Test Evert  |Test data genersted st 2005~07~01
IOF'EN v I ® [F50864427 PM [Test Evert  |Test data generated at 2008~07~01
Sewerity: li FIGNG 6:44:27 PM  [Test Evert  |Test dats genersted st 2008~07~01
li FIGNG 64427 PM  [Test Everd  |Test data genersted st 2008~07~01
ILDW 2 :,' @)  |7i6M08 6:44:27 PM |Test Evert  |Test data generated st 2003~07~01
Priority: @ FIBI0E 64427 P |Test Event | Test data generated at 2008~07~01
lm [ 7IGI0G 6:44:27 P |Test Evert  |Test data generated at 2008~07~01
lb 7505 6:44:27 P |Test Evert  |Test data generated &t 2005~07~01
Catenory: . 2 FIGI0E 6:44.27 PM | Test Evert  |Test data generated st 2008~07~01
| — e P T T o Y ey
5 T

Complete | Acouire | Cancel |

5 To take responsibility for this work item, click Acquire.Otherwise, click Cancel.

NOTE: Any changes to the incident from this screen must be saved. There is a Save button on the

toolbar and another Save button at bottom of the screen.
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The information on the Process Details and Process Overview tabs is defined by the iTRAC
workflow designer. For more information on creating workflow templates, see Chapter 6, “iTRAC
Workflows,” on page 123.

7.2 Processing a Work Iltem

A work item can be accessed from any part of the main tabbed Sentinel Control Center interface.

* You can process a work item in a group even if you have logged in as a different user. However,
you cannot acquire a step if you have logged in as a different user.

¢ The work item remains with the user of a group who has acquired it.

+ Consecutive steps are dependent. If two steps in a row are assigned to the same role, the user
who acquires the first step is also assigned the second step.

+ Non-consecutive steps are independent. For example, if a workflow proceeds from steps that
are assigned to the Tier 1 Analyst group, then to the Tier 2 Analyst group, then back to the Tier
1 Analyst group, the third step is available to the entire Tier 1 Analyst group; it is not assigned
to the individual user who handled the first step.

The two stages of processing a work item are:

¢ Section 7.2.1, “Accepting and Completing a Work Item,” on page 164

7.2.1 Accepting and Completing a Work Item

1 In the Work Item Summary, click the yellow or green bar. A work item list for the group or the
current user displays.

N Work Items rzl

User:  esecadm A4 Group: | Admin A Cwmer: | Groug ~ Process: | <Al A

5 TN STERI ST e

52 work_tem TrwaStepSinpleExample o

2 To assign an iTRAC process to you, select the process and click Acquire.

N Work Items El

User: |esecadm ™ Group: | Admin v, Quemer: | Group hd Process: <Al “

oAy THSTERSITPEC TR

&l == (100) Two Step SimpleExample

' work_item (132) Frocess: TwoStepSimpleExample
Step: Sepl
Compiste  Acouire  View Details

S work_tem TiwaStep Simple Example

50 work_fem (115) TwaStepSimpleExample o

The Work Item Summary changes from yellow to green.
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Work item assigned to a group (role) Work tem Summary

There ate 0 terms
&
owvned by me and 1 D s

aszighed to my groups. D e
Yig wWork BEms —

Work item assigned to the user under the Work em Summary

Analyst role. There are O iterns D Group

awvned by me and 1
assignec 1o my groups. D he
Wiene weork tems

When you acquire (accept) a work item, it is removed from the queue of all other users in the
same role. The work item can be returned to the group by clicking Release.

3 Click View Details.

The current step within a work item is highlighted in red.

4 To take action on the step, click the Process Details tab.

For a manual step and depending on the type of variable (Integer, String, Boolean and Float)
assigned to that step, click the down-arrow and select a decision. If necessary, you can add
comments or add an attachment.

In all other cases, the steps are automatic.
5 Click Complete to complete the process.
Completing the work item signals the completion of the task to the iTRAC server. The updateable
variables from the work item are processed by the server to move to the next step, which depends on

how the workflow is defined. The work item is removed from the user’s worklist and appears in the
worklist of the individual or role associated with the next step in the process.

7.3 Managing Work Items of Other Users

The Administration function allows an administrative user to release a work item from a specific
user back to everyone in a role. This is beneficial if a work item is in already in process but the
assigned user cannot complete the work.

1 Log in to a Sentinel machine as a user with iTRAC — Manage Work Items Of Other Users user
rights.

2 In the Summary pane, click View Work Items.
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Work fem Summary

There are 0 tems
e
owvred by me and 1 D PR

azsigned to my groups. I Me
Wiewy Wwiork TEmS —

3 In the Work Items window, set the following:

N work Items

User Ijr1 LI GroLp: IAnaIys{ j et I<AII> 'l Process: I<AII> VI
Process : blame chart

Step : HackedCRnot

Compete Release  View Details

¢ User: Name of the user that has acquired the process

+ Group: Name of the group that the user belongs to. In the above example, the user
belongs to the Analyst group.

+ Owner Select either <4/[> (all processes acquired or not), me (acquired processes) or
Group (un-acquired processes).

+ Process: Name of the process.

In the above example, all processes acquired by jr1, who belongs to the Analyst group, with all
processes listed.

4 To release the work item, select the work item and click Release. Release changes to Acquire
(not available).

In this example, only a member of the Analyst group can acquire this work item.
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Analysis Tab

The Analysis tab allows you run offline queries. An offline query helps you in ad hoc reporting. In
an offline query, you can save and generate the queries offline. This helps in optimizing network
usage because it relieves the network from heavy processing when similar queries are triggered. You
must have proper permissions to use Analysis tab. If this permission is not assigned, the Analysis tab
is not displayed.

¢ Section 8.1, “Introduction to the User Interface,” on page 167

¢ Section 8.2, “Offline Query,” on page 169

8.1 Introduction to the User Interface

In the Analysis tab, you can see Offline Queries options.

You can navigate to these functions from:

Table 8-1 Analysis Tab User Interface

User Interface Description
Anelysis The Analysis menu in the menu bar
A Cifling Queries
The Navigation Tree in the Navigation pane
Mavigator o o 9 9 P
=k__| Offline Queries
H Ll Offine Query

—_| Hstorical Everts
Lo _'-]lHiS'tDriCﬂ| Ewent QLEHES'

The toolbar buttons

8.1.1 Top Ten Dashboard

The following Top 10 dashboards are available in Sentinel 6.1 and can be downloaded from the
Sentinel Content page (http://support.novell.com/products/sentinel/secure/sentinel61.html):

¢ Top 10 Target IP Addresses
¢ Top 10 Initiating IP Addresses

*

Top 10 Target Host Names

*

Top 10 Initiating Host Names

*

Top 10 Target User Names

Analysis Tab
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¢ Top 10 Initiating User Names

¢ Top 10 Target Port Names

¢ Top 10 Event Names
The Top 10 dashboards are enabled by default, and the following summaries are turned on to enable
the Top 10 dashboards:

¢ EventDestSummary

¢ EventSevSummary

¢ EventSrcSummary

If Top 10 dashboards are not needed, you can disable these summaries, or you can enable additional
summaries in order to use them for reporting. If the summary service is not in use, you can disable it.

To enable or disable summaries:

1 In the Sentinel Control Center, go to Admin > Report Data Configuration.
2 Select the Summary to enable or disable and click the status (4Active/Inactive) of that summary.

3 Select Yes to confirm that you want to change the status of the summary.
To enable or disable EventFileRedirectSerice:

1 At your Sentinel machine, using text editor, open:
<Install directory>/config/das binary.xml

2 For EventFileRedirectService, change the status to on or off, as appropriate. For example:
<property name="status">off</property>

3 Log in to the Sentinel Control Center as the Sentinel Administrator.

4 Go to Admin > Servers View.
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W Servers View

Starts | Auto Restarts | Start Time State Up Ti... | “ersion
=1 ProcessHeatth
= 24 sleg0vmE4 esecurity

Q Collector_Manager 1 1] 6409 8:03:16 PM Running  26d8:24 6.1.00
Q Correlation_Engine 1 1] 6409 8:02:57 PM Running  26d8:26 6.1.0.0
o DAS_Binary 1 0 Gi4i09 §:02:56 PM Running  26d §:26 6.1.0.0
o DAS_Core 2 1 611009 4:47.34 PM Rurning 19d11:... 6.1.0.0
o UNIX Comrunicati... 1 0 G409 §:02:26 PM Running  26d §:26 6.1.0.0
Q fek Server 1 1] 6409 8:02:27 PM Running  26d8:26 6.1.0.0

Feady i Refresh [7) Manage Views = | [7) Swich Vien ~

5 Right-click DAS Binary and select Restart.

8.2 Offline Query

An offline query is most often used to run queries against large amounts of data. An offline query
continues to run even after the user logs out of the Sentinel Control Center, if necessary.

NOTE: You can view the result of your query only after it is completely processed.

After the query has completely finished processing, the results are available to the user who initiated
the offline query and other Sentinel users with the same security filter. When you attempt to browse
or save the result as HTML or CSV, the data is transferred from the server to the local machine
running the Sentinel Control Center.

For performance reasons, the result set for offline query is limited to 100,000 records. For better
results, you must specify a better filter or a smaller time range when creating an offline query.

¢ Section 8.2.1, “Creating an Offline Query,” on page 169
¢ Section 8.2.2, “Viewing, Exporting, or Deleting an Offline Query,” on page 170

8.2.1 Creating an Offline Query

1 Click Analysis on the menu bar. The Offline Query window displays. Alternatively, you can
click the Offline Query button on the toolbar.

2 In the Offline Query window, click Add button located on the top left corner of the page. The
Add Offline Query window displays.
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M Add Offline Quary

o7 aluery:| Description
Query
Fltter -
At
Slarl Tiune
SI20F 30642 P w
Cincl Tirne :
207 30642 P -
Ok Cancel

3 Provide a query name, then select an existing filter to be used for generation of offline query.

For more information on the selection and creation of filters see Chapter 3, “Active Views
Tab,” on page 53.

4 Select the start date and end date for which you want to generate an offline query.
5 Specify the description in the Description tab.
6 Click OK. The offline query is listed in the Offline Query window.

8.2.2 Viewing, Exporting, or Deleting an Offline Query
1 Click Analysis on the menu bar. The Offline Query window displays. Alternatively, you can
click the Offline Query button on the toolbar.
2 In the Offline Query window, select an offline query. The following options are available:

+ Browse: Click Browse to view the output of the offline query in the Active Browser
window.

¢ CSV: Click CSV to generate a comma separated value file with the queried information.
¢ HTML: Click HTML to generate an HTML file with the queried information.

¢ Delete: Click Delete to delete the offline query. A confirmation message alert displays.
Click Yes to delete.

¢ Details: Click Details to view the details of the offline query as specified when the query
was added.
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Event Source Management

The Event Source Management (ESM) panel provides a set of tools to manage and monitor
connections between Sentinel™ and the event sources that are providing data to Sentinel. The
graphical interface shows at a glance the current event sources and the software components that are
processing data from that event source. Each component can be easily deployed to quickly integrate
the devices in the enterprise, and then can be monitored in real time within the ESM interface.

*

*

*

*

Section 9.1, “Understanding Event Source Management,” on page 171
Section 9.2, “Introduction to the User Interface,” on page 172

Section 9.3, “Live View,” on page 180

Section 9.4, “Components of Event Source Hierarchy,” on page 184
Section 9.5, “Debugging,” on page 202

Section 9.6, “Exporting a Configuration,” on page 210

Section 9.7, “Importing a Configuration,” on page 212

Section 9.8, “Event Source Management Scratchpad,” on page 216

Section 9.9, “Comparing Sentinel 5.x and Sentinel 6.0,” on page 216

9.1 Understanding Event Source Management

You need to have appropriate permissions to access this tab. Only a Sentinel Administrator has
controls to enable/disable access to the ESM panel for other users.

*

*

*

Section 9.1.1, “Using Event Source Management,” on page 171
Section 9.1.2, “Plug-In Repository,” on page 172
Section 9.1.3, “Auxiliary Files,” on page 172

9.1.1 Using Event Source Management

Through ESM, you can:

*

Add/edit connections to event sources by using Configuration Wizards.

View the real-time status of the connections to event sources.

Import/export configuration of event sources to or from Live View/Scratchpad.
View and configure Connectors and Collectors that are installed with Sentinel
Import/export Connectors and Collectors from or to a centralized repository
Monitor data flowing through the Collectors and Connectors

Debug Collectors

Design, configure, and create the components of the Event Source Hierarchy, and execute
required actions using these components. For more information, see Section 9.3, “Live View,”
on page 180.
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9.1.2 Plug-In Repository

A plug-in is a package of code that provides additional functionality to Sentinel; ESM leverages two
types of plug-ins called Collectors (scripts) and Connectors. Implementing these features as plug-ins
allows Novell® to deliver enhancements to our event collection system without the need to deliver a
new version of the Sentinel platform.

*

Collector: The Collector plug-in adds the ability to parse raw data from an event source. This
is similar to the Collector in Sentinel 5; however, from Sentinel 6.x onward, the plug-in also
provides additional metadata to enable the ESM panel to prompt the user for parameter values
as well as enable ESM to automatically select supported connection methods that work well
with the Collector. This metadata is added to the Collector plug-in by the plug-in developer.
Collectors are written by using JavaScript or our legacy scripting language and as such are
sometimes called scripts.

Connector: In Sentinel 6.1 Rapid Deployment, all Connectors are pluggable. A Connector
plug-in contains both the implementation of the connection mechanism used to gather data
from an event source as well as the GUI screens needed to configure the Connector. This
allows for a user to easily add additional Connectors to Sentinel.

Hot Fixes and New Functionality: In the future, some Sentinel enhancements and defect
fixes might be available as plug-ins.

After you import a plug-in into Sentinel, it is centrally stored in the Plug-In Repository. The
appropriate Sentinel component on other machines automatically starts by using the plug-in.

9.1.3 Auxiliary Files

Some plug-ins, such as database Connectors, require one or more auxiliary files in order to function.
Auxiliary files are typically files that can not be shipped by Novell within the standard plug-in, such
as user-specific configuration files or third-party libraries that require specific licenses. In all cases

the documentation for the plug-in includes detailed instructions about which auxiliary files are
necessary and where they can be obtained.

9.2 Introduction to the User Interface

The ESM Live View and Scratchpad are independent windows. This allows you to work on other
tabs in Sentinel as you work on ESM.

The Event Source Management windows include:

*

*

*

*

A menu bar with the ESM menus
A toolbar that helps you execute the functions of ESM
Several different types of frames to display ESM data

A Display Health Monitor frame with graph and table views where you can perform your
activities
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Figure 9-1 Event Source Management Live View
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9.2.1 Menu Bar

The menu bar has File, View, Tools, and Help options.

Figure 9-2 Event Source Management Menu Bar

N Event Source Management |z E”E|

File  Wiew Toolz Help

The following are the options available in the each of the menu bar options that are described in the

document:

+ File
* Export Configuration
* Import Configuration
¢ Save Preferences
* Close

* JView
¢ Reset Layout
¢ Redo Layout
¢ Undo Layout

* Tools
+ Connect to Event Source
¢ Import Plugin

+ Attachment Viewer Configuration
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+ Help
+ About
+ Help

9.2.2 Toolbar

Table 9-1 Event Source Management User Interface

User Interface

Description

=‘;" Connect To Event Source l

Export Sonfiguration

Tmport Configration
Reload ESI Data

# | Hierarcaic Left to Right v |

Reget to defanlt layoa

UndoLaryout
Redo Lagyout

Launch the wizard for connecting to a new
event source

Import/Export, Reload Event Source
Management configurations, and plug-ins.

The toolbar contains several tools for
displaying objects in ESM. You can zoom
the entire graphical view in and out, or
zoom directly to a selected region.

The magnifying glass allows you to enlarge
the text and icons for a small portion of the
graphical view without affecting the overall
zoom level.

The Fit to Screen option adjusts the ESM
view to fit the screen.

You can select from several different
layouts to display the objects in ESM.

You can also enable/disable animations
during transition from one layout to the
other in the graphical view of the Health
Monitor display.

You can also reset to the default settings.

9.2.3 Zoom

In ESM, you can use magnifying glass to zoom into a region.

TIP: To enable or/ disable the magnifying glass in ESM, use the magnifying glass button on the

toolbar.
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You can increase or decrease the magnification factor with the following key combinations:

¢ To increase the size of the size of the magnification glass cursor: Ctrl key + backward
scrolling of the mouse wheel

+ To decrease the size of the size of the magnification glass cursor: Ctrl key + forward
scrolling of the mouse wheel

+ To Zoom in: Forward movement of the mouse wheel

+ To Zoom out: Backward movement of the mouse wheel

NOTE: The magnifying glass is available only in the graphical view of the ESM window.

9.2.4 Frames

You can see the following frames in the Live View or Scratchpad window:

* “Attribute Filter” on page 175

¢ “Hierarchy Filter” on page 176

¢ “Connectors” on page 176

* “Scripts” on page 177

+ “Event Source Palette” on page 178
¢ “Children” on page 178

¢ “Status Details” on page 179

¢ “Overview” on page 179

Attribute Filter

The Attribute filter allows you to display the components of ESM. You can specify the components
to be displayed based on the component name and status.

Figure 9-3 Attribute Filter Frame
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¢ Text Filter: Allows you to filter the nodes that are displayed in the graphical and tabular view
based on the text they type in.

+ State Filter: Allows you to filter the nodes that are displayed in the graphical and tabular view
based on the current state of the node.
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Hierarchy Filter

The Hierarchy filter sets the display based on the hierarchy you select in this frame. It allows the
user to filter the nodes that are displayed in the graphical and tabular view based on the node
hierarchy. All children and parents of selected nodes are shown.

Figure 9-4 Hierarchy Filter Frame
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To set Hierarchy filter for displaying components:
1 In Sentinel Control Center, click Event Source Management in the menu bar and select Live
View or Scratch Pad.
2 Click the Hierarchy Filter frame.
3 Select the hierarchy level to display the components.

Connectors

Connectors are plug-ins in Sentinel. Importing a Connector implements the Connector mechanism
in the system. The Connectors frame allows you to add, remove, and refresh Connectors and add
auxiliary files in the system.

Figure 9-5 Connector Frame
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Table 9-2 Connector Frame Icons

Icon Name

Description

EI Add
Delete

Refresh
3 Add Auxiliary Files

Adds Connectors to the system.

Deletes Connectors.

Refreshes the list.

Adds auxiliary files. For more information, see Add

Auxiliary Files.

To add Connector plug-ins:

1 In Sentinel Control Center, click Event Source Management in the menu bar and select Live

View or Scratch Pad.

2 Click the Script or Connectors frame. You can plug-in Connectors from here. For more

information, see “Adding Connectors/Collector Plug-Ins” on page 186.

Scripts

Collectors are plug-ins in Sentinel. Collector plug-ins add the ability to parse raw data from a
particular event source. The Scripts frame is used to manage the importing and updating of
Collectors (also called scripts) into Sentinel.

Figure 9-6 Scripts Frame
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Table 9-3 Scripts name Icons

Icon Name

Description

@ Add
Delete

Refresh

Adds scripts (Collectors) to the system.

Deletes Collectors.

Refreshes the list.
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Icon Name Description

&l Add Aukxiliary Files Adds auxiliary files. For more information, see
Section 9.1.3, “Auxiliary Files,” on page 172.

To add Collector plug-ins:

1 In Sentinel Control Center, click Event Source Management in the menu bar and select Live
View or Scratch Pad.

2 Click the Script or Connectors frame. You can import Collectors from here. For more
information, see “Adding Connectors/Collector Plug-Ins” on page 186.

Event Source Palette

This frame displays the list of devices or event sources supported by the existing Collectors in the
Central Repository. Each Collector ships with meta-information that describes the list of event
source types supported by that Collector: This information is compiled to provide the data in this
palette. The supported devices for a particular Collector might not necessarily be the same as the
name of the Collector.

Figure 9-7 Event Source Palette
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Children

This frame displays names of immediate children nodes of a parent (main) node when you click the
parent node. This frame is useful for managing children of nodes that have been collapsed in the
graphical view. To perform any action in ESM, right-click a component and select from options
listed. For more information, see Section 9.3.3, “Right-Click Menu,” on page 182.

Figure 9-8 Children Frame
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Status Details
This frame displays the status details of a selected component in the Health Monitor Display frame.

Available status information includes the current state, the number bytes processed, the number of
records sent, the number of Sentinel events sent, and various other status and statistical information.

NOTE: The status information varies based on the type of component that is selected.

Figure 9-9 Status Details Frame
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Overview

The Overview frame allows you to quickly move across the graphical view. This is particularly
useful when there are many objects in the screen.
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Figure 9-10 Overview Frame
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9.3 Live View

The ESM panel provides the main user interface to Event Source Management. You can view
configuration data in a graphical or tabular view.

9.3.1 Graphical ESM View

The graphical view of ESM is the default view in Event Source Management. In the graphical view,
you can view the status of a Collector and access the configuration settings of Collectors and
Collector related objects as a graph of connected nodes.

Figure 9-11 Graphical View
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By default, the Health Monitor Display frame displays in the graphical view. The data can be
displayed in seven different layouts. The default layout in graph is the “Hierarchic Left to Right”
layout. You can change between these layouts by selecting the layout format from the drop-down list

in the toolbar.

Figure 9-12  Layout Selection
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TIP: Click in the graphical ESM view and use “+” or “-” to zoom in or zoom out. Alternatively, use
the mouse wheel to zoom in and zoom out.

In the graphical view, the lines connecting the components are color-coded to indicate data flow.

¢ Green Line: Indicates that data is flowing between the components.

¢ Grey Line: Indicates that the connection is not live and there is no data flow.

¢ Blue dashed Line: Indicates the logical relation of event source servers to their associated
Collector Managers and event sources.

The following terminology is used for nodes:

¢ Parent Node: A node from which child nodes originate

¢ Immediate Children: The sub-nodes that are logically and functionally linked to a parent
node.

¢ Collapsed/Expanded nodes: To improve the manageability and performance of the graphical
display, Sentinel automatically contracts any node with 20 or more immediate children. This is
especially useful for Connectors such as Syslog or Novell Audit that have the ability to
automatically configure a large number of event sources.

TIP: Collapsed nodes are identified by a “-” sign on the node and expanded nodes are
identified by a “+” sign.

Double-click a node to expand or collapse it.

In a collapsed state, a node displays the number of immediate children next to the node; for example,
WMI Connector (3) [Collector name (Number of immediate children)]. The Children panel of a
contracted node shows the immediate children of that node, each of which can be managed in the
same way as nodes in the tabular ESM view.

[T3RL)

NOTE: An event source server node does not have a “+” or after its name even if it contains

children.

Double-clicking a parent node changes the state from collapsed to expanded and vice versa. Double-
clicking a node with no children displays the status details for that node. If an additional node is
added to an expanded parent with over 20 children, the node is automatically collapsed. If an
additional node is added to a manually expanded parent with over 20 children the node not
automatically collapsed.

The parent node can take several minutes to expand if the parent node has a large enough number of
child nodes to potentially cause the UI to become unresponsive; an alert message displays on the
user interface to warn you about the delay in response. Click Yes to continue.

Figure 9-13 Expand Selected Node Prompt
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If you choose not to show this message again, the preferences are saved on that machine and any
user logging into Sentinel from that machine does not get an alert again.

9.3.2 Tabular ESM View

The components visible in the graphical view of ESM can also be viewed in tabular format. In the
tabular view, you can view the status of a Collector in a table and access the configuration settings of
Collectors and Collector-related objects.

Figure 9-14 Tabular View
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The columns in the ESM tabular view are:

¢ Configured Status: The On state the object is configured to be in. This is the state that is
stored in the database and it does not necessarily match the actual On state of the object. For
example, the two states do not match if a parent object is turned off or if there is an error.

*

Actual Status: The On state of the object as being reported by the actual running Collector
Manager.

*

Connection Info (populated for event Sources only): A textual description of the event
source connection.

¢ Error: A textual description of an error that occurred in the running object.

TIP: Use the Table/Graph tabs to change to tabular or graphical views respectively.

9.3.3 Right-Click Menu

The Health Monitor Display view provides a set of right-click menus that help you execute a set of
actions, as described below:

NOTE: The right-click actions available depend on the kind of object you clicked.

¢ Status Details: Displays all information known about the status of the selected object.

¢ Start: Sets the object to be running.

NOTE: The selected object starts only after the parent nodes start and are running.

¢ Stop: Stops the running object.

+ Edit: Modifies the editable information (Filter information, Object name and so on) with this
option.

¢ Debug: Debugs the Collector. You must stop the running Collector before you debug it.

182 Sentinel 6.1 Rapid Deployment User Guide



+ Move: Moves the selected object from its current parent object to another parent object. You
can move objects between the views; that is, move from the Live View to the Scratchpad and
vice versa.

¢ Clone: Creates a new object that has its configuration information prepopulated with the
settings of the currently selected object. This allows you to quickly create a large number of
similar event sources without retyping the same information over and over again. You can
clone objects between the views; that is, move from the Live View to the Scratchpad and vice
versa. Cloning an object copies all the settings except the Run status. New objects created by
using the Clone command are always in the Stopped state after creation.

¢+ Remove: Deletes a selected object from the system.

¢ Contract: Collapses the child nodes into this node. This option is only available on parent
nodes that are currently in an expanded state.

¢ Expand: Expands the child nodes of this node. This option is only available on parent nodes
that are currently in a collapsed state.

¢ Add Collector: Opens an Add Collector Wizard that guides you through the process of adding
a Collector to the selected Collector Manager.

¢ Add Connector: Opens an Add Connector Wizard that guides you through the process of
adding a Connector to the selected Collector.

¢ Add Event Source: Opens an Add Event Source Wizard that guides you through the process
of adding an event source to the selected Connector.

¢ Open Raw Data Tap: Displays the live stream of raw data from an event source or flowing
through the selected object.

¢ Open Active View: Opens an Active View™ window that only displays events that have been
generated by data from or flowing through the selected object.

¢ Zoom: Zooms in the graphical view display on the selected object.

¢ Show in Tabular/Graphical View: Switches over to the other view (to tabular view if you
are in the graphical view, or to graphical view if you are in the tabular view) and automatically
selects the object that is selected in the current view. When switching to graphical view, it also
zooms in on the selected object.

+ Raw Data Filter: Allows you to filter the raw data flowing through the selected node. The raw
data filter is available on Collectors, Connectors, and event sources. If a filter is specified to
drop data, the data to be dropped is not passed to the parent node and, therefore, is not
converted into events.

¢ Import Configuration: Imports the configuration of ESM objects.
+ Export Configuration: Exports the configuration of ESM objects

¢ Add Event Source Server: Allows you to add event source server to the selected Collector
Manager

¢ Add Collector Manager: In Scratchpad mode, you can add a Collector Manager to the
Scratchpad by using this option. In the Live view, Collector Manager objects are created
automatically as each Collector Manager connects to the Sentinel system.

When you select multiple objects in the ESM panel and right-cliches following options are
available:

¢ Start: Starts all the objects
¢ Stop: Stops all the objects
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+ Remove selected objects: Removes the selected object along with it