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About This Guide

This guide describes the installation procedure and prerequisites to install the Novell® Access
Manager Linux Access Gateway on Red Hat Enterprise Linux Server (RHEL). This guide has the
following sections:

¢ Chapter 1, “Installing and Configuring Linux Access Gateway on RHEL,” on page 9

¢ Chapter 2, “Upgrading the Linux Access Gateway on RHEL,” on page 13

¢ Chapter 3, “Additional Information on Installing And Configuring,” on page 15

¢ Chapter 4, “Troubleshooting,” on page 39

*

Appendix A, “Additional Information,” on page 41

Audience

This guide is intended for administrators who want to install the Novell Access Manager Linux
Access Gateway on an existing RHEL Server.

Additional Documentation

This guide should be considered as an addendum to the existing Novell Access Manager
documentation, which is available at the Access Manager documentation Web site (http://
www.novell.com/documentation/novellaccessmanager3 1/index.html).

¢ Novell Access Manager 3.1 Installation Guide (http://www.novell.com/documentation/
novellaccessmanager31/installation/?page=/documentation/novellaccessmanager3 1/
installation/data/bookinfo.html)

¢ Novell Access Manager 3.1 Basic Setup Guide (http://www.novell.com/documentation/
novellaccessmanager3 1/basicconfig/?page=/documentation/novellaccessmanager31/
basicconfig/data/bookinfo.html)

¢ Novell Access Manager 3.1 Access Gateway Guide (http://www.novell.com/documentation/
novellaccessmanager31/accessgateway/?page=/documentation/novellaccessmanager31/
accessgateway/data/bookinfo.html)

¢ Novell Access Manager 3.1 Identity Server Guide (http://www.novell.com/documentation/
novellaccessmanager31/identityserver/?page=/documentation/novellaccessmanager31/
identityserver/data/bookinfo.html)

¢ Novell Access Manager 3.1 Administration Console Guide (http://www.novell.com/
documentation/novellaccessmanager3 1/adminconsole/?page=/documentation/
novellaccessmanager31/adminconsole/data/bookinfo.html)

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

About This Guide
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When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.
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Installing and Configuring Linux
Access Gateway on RHEL

The Novell® Access Manager Linux Access Gateway is a software appliance designed on the
SUSE®™ Linux Enterprise Server (SLES) 9 SP3 kernel. In the standard installation procedure, Linux
Access Gateway re-images the hard drive, embeds the Linux operating system, then configures the
embedded operating system for optimal performance. However, when you have an existing RHEL
server on which you want to install the Novell Access Manager Linux Access Gateway, the
installation is performed against a free hard disk partition on the existing RHEL server.

The following sections describe the procedure to install Linux Access Gateway in the advanced
installation mode on RHEL 5.1. For detailed instructions, see Chapter 3, “Additional Information
on Installing And Configuring,” on page 15.

¢ Section 1.1, “System Requirements,” on page 9

¢ Section 1.2, “Installing and Configuring the Linux Access Gateway on RHEL,” on page 10

1.1 System Requirements

This section explains the requirements for installing the Novell Access Manager Linux Access
Gateway:
¢ Section 1.1.1, “Hardware Requirements,” on page 9

¢ Section 1.1.2, “Linux Access Gateway Network Requirements,” on page 9

1.1.1 Hardware Requirements

a 3 GB memory

O Hard disk with a free partition of 100 GB--other than the / (root) partition--either as
unformatted and unallocated free space or as an additional partition in the existing server.

O 3.0 GHz processor or better recommended, with 2.0 GHz as the minimum.

1.1.2 Linux Access Gateway Network Requirements

The Linux Appliance runs on SLES 9 SP3. The Linux Appliance has no software requirements.

Before proceeding with the installation, make sure you have a static IP address for your Linux
Access Gateway server and an assigned DNS name (host name and domain name). You need to
know the following about your network:

O The subnet mask that corresponds to the IP address of the Access Gateway.

O The IP address of the default gateway.

O The IP addresses of the DNS servers on your network. These DNS servers need to be
configured to resolve the DNS name of the Access Gateway to the IP address that you assign to
it.

O The IP address or DNS name of a MCP server, if you have one in your local environment.

Installing and Configuring Linux Access Gateway on RHEL



You are prompted to enter this information during the install.

1.2 Installing and Configuring the Linux Access
Gateway on RHEL

1 Install Linux Access Gateway in the Advanced Installation mode.

2 (Conditional) If you are installing Linux Access Gateway on an existing partition, other than
the / (root) partition in RHEL, remove the existing partition.

3 Create a new extended partition with the End Cylinder value as 100 GB. Create the following
partitions:

¢ /(root) partition with Ext3 File system and End cylinder value of 30 GB.
¢ var partition with Ext3 file system and End Cylinder value of 20 GB.

¢ COS partition that uses the remaining space (50GB) on the hard disk. Select 0x68 Novell
COS as the File System ID.

For more information on removing or creating partition, see Section 3.3, “Installing the Linux
Access Gateway,” on page 16.

4 Complete the installation of Linux Access Gateway. For more information, see Section 3.3,
“Installing the Linux Access Gateway,” on page 16.

When the installation is completed, the hard disk is formatted, removing all data, and the
partitions are created. After all the packages are installed, the system reboots in SUSE® Linux
Enterprise Server (SLES) 9, and finishes the installation.

5 The system reboots with SLES 9.

6 Login to the Novell Access Manager Administration Console and verify that the Linux Access
Gateway is imported. For more information, seeSection 3.5, “Verifying the Linux Access
Gateway Installation on RHEL,” on page 34.

7 Complete the following hardware and system services configuration:

+ Network Interface Configuration: If you do not configure the network interface, the
Linux Appliance setup fails. Make sure that Network configuration matches the RHEL
configuration.

¢ Administration Console Configuration: In the Administration Console Configuration
screen, specify the IP address of the RHEL server as the Access Gateway IP address.

For more information on configuring, see Section 3.4, “Configuring Hardware and System
Services,” on page 27.

8 After the installation of Linux Access Gateway, the machine starts in SUSE Linux Enterprise
Server (SLES) 9 SP3. To boot the machine from Red Hat, copy boot entries for Red Hat to the
Linux Access Gateway machine. For more information, see Section 3.6, “Configuring the
Linux Access Gateway to Boot from RHEL,” on page 35.

9 To start the Linux Access Gateway in RHEL, login to RHEL machine as root, then do the
following:

9a Set SELinux to Permissive mode.
9b Disable firewall.
9c¢ Copy the rhel-lag.tar.gz file to the RHEL machine.

9d Untar the files and run the /opt /novell/access-gateway/scripts/configure-
lag.sh script. This script mounts the partition and modifies fstab entry and syslog.
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For more information, see Section 3.7, “Starting the Linux Access Gateway from RHEL,”
on page 36. The Linux Access Gateway service is automatically started when the machine
is rebooted.

9e Specify the following command to start Linux Access Gateway:
/etc/init.d/novell-am-gateway start

10 Configure the Linux Access Gateway after it is installed on RHEL. For information on
configuring the gateway, see the Novell Access Manager 3.1 SP1 Access Gateway Guide (http:/
/www.novell.com/documentation/novellaccessmanager3 1/accessgateway/?page=/
documentation/novellaccessmanager31/accessgateway/data/bookinfo.html).

NOTE: If you want to add or modify the network configuration for Linux Access Gateway
installed on RHEL, the procedure is different from the Linux Access Gateway installed on
SUSE® Linux Enterprise Server (SLES). For more information, see Section 3.8.1,
“Configuring the New Network Interface,” on page 37.

Installing and Configuring Linux Access Gateway on RHEL 11


http://www.novell.com/documentation/novellaccessmanager31/accessgateway/?page=/documentation/novellaccessmanager31/accessgateway/data/bookinfo.html
http://www.novell.com/documentation/novellaccessmanager31/accessgateway/?page=/documentation/novellaccessmanager31/accessgateway/data/bookinfo.html
http://www.novell.com/documentation/novellaccessmanager31/accessgateway/?page=/documentation/novellaccessmanager31/accessgateway/data/bookinfo.html
http://www.novell.com/documentation/novellaccessmanager31/accessgateway/?page=/documentation/novellaccessmanager31/accessgateway/data/bookinfo.html
http://www.novell.com/documentation/novellaccessmanager31/accessgateway/?page=/documentation/novellaccessmanager31/accessgateway/data/bookinfo.html

12 Linux Access Gateway on Red Hat* Installation Guide



Upgrading the Linux Access
Gateway on RHEL

To upgrade the Linux Access Gateway installed on RHEL:

1 Log in to the RHEL machine as root.

2 Specify the following command to chroot to the mount point of the Linux Access Gateway in
the current operating system:

chroot <mount point>
For example, if /lag is the mount point of Linux Access Gateway, then specify chroot /lag
3 Use the following following:

/chroot/lag/opt/novell/bin/lagupgrade.sh --url <protocol>://<hostname>/
<path>/<packageName>

<protocol> refers to the protocol to use when downloading the RPM packages. It can be HTTP
or FTP.

<hostname> refers to the address of the server from where the RPM packages can be
downloaded. Enter either the IP address or the DNS hostname of the server at the prompt.

<path> refers to the path to the RPM packages.
<packageName> refers to the RPM package name.
For example, enter the following command:

/chroot/lag/opt/novell /bin/lagupgrade.sh --url http://10.10.10.1/publish/
upgrades/accessgateway/31lspl/lagrpms.tar.gz

For more information on upgrading Linux Access Gateway, see “Upgrading Novell Access
Manager Components” in the Novell Access Manager 3.1 SP1 Installation Guide (http://
www.novell.com/documentation/novellaccessmanager3 1/installation/?page=/documentation/
novellaccessmanager3 1/installation/data/bookinfo.html).

You might see the following error after the upgrade is completed:

Novell Linux Access Gateway Virtualization Controller Status..running
vmcontroller is not running

Failed to start novell-vmc.

Postupgrade script failed

Ignore this message.
4 Specify the following command to exit chroot:
exit
5 To run the post upgrade script, change to the directory and run the script as follows:
To change directory:
cd /opt/novell/access-gateway/scripts/
To run the script:

sh post-lagupgrade.

Upgrading the Linux Access Gateway on RHEL
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Additional Information on
Installing And Configuring

This section describes in detail the procedure to install and configure the Linux Access Gateway on
RHEL. Use these section as a reference to install and configure Linux Access Gateway on RHEL.:

¢ Section 3.1, “Before You Begin,” on page 15

¢ Section 3.2, “Installation and Disk Layout,” on page 15

¢ Section 3.3, “Installing the Linux Access Gateway,” on page 16

¢ Section 3.4, “Configuring Hardware and System Services,” on page 27

¢ Section 3.5, “Verifying the Linux Access Gateway Installation on RHEL,” on page 34

¢ Section 3.6, “Configuring the Linux Access Gateway to Boot from RHEL,” on page 35

¢ Section 3.7, “Starting the Linux Access Gateway from RHEL,” on page 36

¢ Section 3.8, “Configuring the Linux Access Gateway after It Is Installed on RHEL,” on
page 37

3.1 Before You Begin

1 Before you begin the installation, make sure that the minimum system requirements are met.
For more information, see Section 1.1, “System Requirements,” on page 9.

2 Execute the following commands to note the hard disk partition entries on the RHEL server:
mount
fdisk -1
df -h

3 (Conditional) If you are installing the Linux Access Gateway on an existing partition, comment
out the entries in /etc/fstab for the /lag partition selected for the installation.

For example, the df -h command displays the following output, which shows /lag as the
existing partition where you would install the Linux Access Gateway:

Filesystem Size Used Avail Use% Mounted on
/dev/sdal 10G 1.96 8.1G 20% /

/dev/sda3 100G 173M  99.8G $ /lag

tmpfs 506M 0 506M % /dev/shmf -h

3.2 Installation and Disk Layout

The hard disk layout before and after the Linux Access Gateway is installed on RHEL 5.1 is shown
in Figure 3-1 on page 16:

Additional Information on Installing And Configuring
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Figure 3-1 Linux Access Gateway installation on RHEL

RHEL 5.1 RHEL 5.1

Existing RHEL Existing RHEL
OS Partition OS Partition

Linux Access

100 GB .
Additional RHEL Gateway Installation Linux Access
Partiton or Free Gateway

Hard Disk Space

Before After

3.3 Installing the Linux Access Gateway

1 Restart the system. Insert the Linux Access Gateway installation CD.
The boot screen appears.

2 Use the down-arrow key and select Advanced Installation.

Linux Access Gateway

Boot from Hard Di:

Help 800 = 600 CD-ROM English Silent Driver Update

3 Ifan error message on continuing the text mode of installation is displayed, press O to continue
with the installation.

Linux Access Gateway on Red Hat* Installation Guide



Linux Access Gateway

Initializing ...

Your computer does not fulfill all requirements for
a graphical installation. There iz less than 96 MB
memory or the X server could not be started.

As a fallback, the text front-end of YaST will guide you
through the installation. This front-end offers the

same functionality as the graphical one, but the screens
differ from those in the manual.
07

[Abort]

The Linux kernel loads, and the advanced installation starts and displays the Linux Access
Gateway splash screen followed by the License Agreement screen.

4 Read the agreement, then select 7 Agree to proceed.
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ovell(r) Access Manager 3.1
ovell Software License Agreement

FLEASE READ THIS AGREEMENT CAREFULLY. BY INSTALLING, DOUNLOADING OR
OTHERWISE USING THE 30FTWARE, YOU AGREE TO THE TERM3 OF THIS

AGREEMENT .
INSTALL OR USE THE SOFTWARE.

IF YOU DO NOT AGREE WITH THESE TERMS, DD NOT DOWNLOAD,
THE S0FTWARE MAY NOT BE SOLD,

TRANSFERRED, OR FURTHER DISTRIBUTED EXCEPT AS AUTHORIZED BY NOVELL.

This Novell Software License Agreement (“Agreement”™) is a legal
agreement between You (an entity or a person) and Novell, Inc.

("Novell™).

The software product identified in the title of this

greement, media (if any) and accompanying documentation
(collectively the “Software’) is protected by the copyright laws and
reaties of the United 3tates ("U.3.”) and other countries and is

sub ject to the terms of this Agreement.

If You do not agree with the

erns of this Agreement, do not download, install or otherwise use
he Software and, if applicable, return the entire unused package to

he reseller with Your receipt for a refund.

The 3oftware is

[I Do Not Agreel

5 Select English (US) on the Language selection screen, then select Accept.

Linux Access Gateway

Uelcome to Ya3TZ —— The

Choose the language|
0 use during
installation and for
he installed systenm.
Click Accept to
proceed to the next

0 your computer until
ou confirm all your
lsettings in the last
installation dialog.
You can select
fibort Installation at
any time to abort the
installation process.
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Installation and System Administration Program

Select your language:

Bulgarian
Cestina
Dansk
Deutsch
English (UK)
English (U3)
Espanol
Francais
Greek
Italiano
Japanese
Korean
Lithuanian
Magyar

Neder lands
Norsk

Polski

[Abort]

[Accept ]




6 Select New installation, then select OK.

Installation Settings
Click any headline to make changes or use the "Change...

It appears that your Please select
achine has a Linux system (x) New installation
installed. ( ) Update an existing systen

To verify this, existing ( ) Repair Installed 3ystem
partitions must be mounted. ) Boot installed system
This can be a time—consuming
process for large ) Abort Installation
partitions.

Please choose what to do:

Select New Installation
if there is no existing
Linux system on your machineg
or if you want to replace an|

[Abort] [Accept]

7 Select Change, then select Partitioning.

Additional Information on Installing And Configuring
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Use Accept to
perform a new
installation with the
values displayed.

Change the values
by clicking on the
respective headline or
by using the Change...

Ent.

To update an
existing SUSE Linux
systen instead of
doing a new install,

lick the Mode
eadline or select
ode in the Change...
L.

Your hard disk has

ot been modified in
any way, so you can
still safely abort.

YaST has checked
our hard disks and
proposes the displayed
partition setup for
our hard drive.

You can continue
ith this proposal
based on Ya3T's ideas.

radio button in this

partition setup
lstarting with the
partitions as

urrently present on
he disks. Activate

he third radio button|
in this case. This is
also the option to

20 Linux Access Gateway on Red Hat* Insta

Linux Access Gatewa'

Installation Settings
Click any headline to make changes or use the "Change...

System: UMware, Inc. — UMware Virtual Platform
(None)
Processor: Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
Main Memory: 1024 MB
ode
= HMNew installation
eyboard layout
* English (U3)
ouse
* IntelliMouse Expl
Partitioning o
Delete partition native)
Delete partition [ layouw
Delete partition |
Create extended p|lGieahsTa)ihiil s
Create swap parti| : :
Create root partif)i
reiser) T

[Accept]

8 Select Custom Partitioning Setup, then tab to Next.

Linux Access Gateway

Delete partition -devrsdal 4.8 GB (Linux
native)

Delete partition sdevrsdaZ 1.0 GB (Linux swap)
Delete partition sdevssdad 2Z2.1 GB (Linux
native)

Create extended partition 27.9 GB (sdevrsdal)
Create swap partition 4.0 GB on ~dev-sdab
Create root partition 7.9 GB (rdevssdab with
reiser)

Create Partition -deuvrsda? 7.9 GB (for -rvar
with reiser)

Create Partition -devrsda8 (id=0x68) 7.9 GB

hoose

( ) Accept proposal as-is

( ) Base partition setup on this proposal
C

[Abort]

llation Guide



9 Select Custom Partitioning -- for Experts, then tab to Next.

Linux Access Gateway

Preparing Hard Disk -— 3tep 1
All hard disks
automatically detected
on your system are
shoun here. Select the|
hard disk on which to
install SUSE Linux.
You may select
later which part of
he disk is used for

[SUSE Linux. Choose a hard disk

The custon () 1 1. 3C3I, 28.00 GB, rdevrsda, VUMware-Virtual
partitioning option
for experts allouws x) u

full control over
partitioning the hard
disks and assigning
partitions to mount
points when installing
[SUSE Linux.

[Abort]

10 To get free space to install Linux Access Gateway, select an existing partition in RHEL for
removal. If you already have free space, go to Step 12.

Additional Information on Installing And Configuring 21



Linux Access Gateway

Expert Partitioner
Partition your hard

This is intended Device Size F |Type Mount |Start
for experts. If you sdevrssda 27.9 GB Virtual disk 0]
are not familiar with sdevrsdal 4.8 GB Linux native 0]
sdevssdaZ 1.0 GB Linux swap |suwap 637
rdevrsdad 2Z2.1 GB Linux native 768

Do you really want to delete parti sdevssda3?
3] [No 1

disk until you confirm

installation in the
last installation
dialog. Until that
point, you can safely
abort the —
installation. [Createl[Edit]1[Deletel[Resizel
For LUM setup, [LUM...1L[RAID...11[Crypt File...}1[Expert..l]
[Back] [Abort] [Next]

11 Select OK when prompted to reconfirm deletion.
12 Select Create to create a new partition.

13 Select Extended Partition, then tab to Next.
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Linux Access Gateway

Expert Partitioner
Partition your hard

This is intended Device i F |Type Mount |Start
ffor experts. If you rsdevssda : Virtual disk 0]
are not familiar with sdevssdal .8 G Linux native (0]

sdevssdaz .0 G Linux swap |swap 637
disk partitions and
how to use then,

[0K1[Cancel]l

[Createl[Edit1[Delete]l[Resizel
For LUM setup, [LUN...I[RAID. ..} [Crypt File...l1[Expert..1]
[Back] [Abort] [Next]

14 Specify 100 GB as the End Cylinder value, then tab to OK.

Linux Access Gateway

Size F |Tupe Mount |Start
Z7.9 GB Virtual disk

Create an extended partition on -deursda

Size
Enter the starting cylinder Cylinder size: 7.84 M
unber of the partition. After
hat, either specify an ending Start cylinder:
ylinder nunmber or an offset fromg|?68
he first cylinder (e.g., +66).
It is also possible to specify i (9 or +9M or +3.2GB)
he size of the partition

[OK1[Cancell

=

[Createl[Edit]1[Deletel[Resizel
For LUM setup, [LUM...I1IRAID.. . 1[Crypt File...l1[Expert..l]
[Back] [Abort] [Next]

Additional Information on Installing And Configuring

23



15 Create a root partition as follows:

15a Select Create, select Logical partition, then select OK.

Linux Access Gateway

Expert Partitioner
| Partition your hard

Create a logical partition on ~sdevrssda
On already-existing
partitions, you can Format Size
hange everything Cylinder size: 7.84 M
except the start and C ) Do not format
lsize of the partitionm.

(x) Format
File system

[ Fstab Options
[ 1 Encrypt file system
Mount int

[OK1[Cancell

| For LUM setup, | [LUNM...1[RAID. .. 1[Crypt File...d1[Expert..l]

[Back] [Abort] [Next ]

15b Fill in the following fields:
Format: Make sure Format is selected.
File system: Select Ext3 for the type.
Size: Specify +30GB for the End cylinder value.
Mount Point: Select / as the mount point.
15¢ Select OK.
16 Create a var partition as follows:

16a Sclect the hard drive, select Create > Logical partition, then select OK.
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Create a logical partition on -dev-sda
On already-existing
partitions, you can Format Size
hange everything Cylinder size: 7.84 N
except the start and ( ) Do not format
lsize of the partition. I

(x) Format
File systen

[OK1[Cancell

| For LUM setup, I [LUM...1[RAID. .. 1[Crypt File...l1[Expert..1]

[Back] [Abort] [Next1

16b Fill in the following fields:
Format: Make sure Format is selected.
File system: Select Ext3 for the type.
Size: Specify +20GB for the End cylinder value.
Mount Point: Select /var as the mount point.
16¢ Select OK.
17 Create a COS partition that uses the remaining space on the hard disk:

17a Select the hard drive, select Create, select Logical partition, then select OK.
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1 Expert Partitioner
| Partition your hard

Create a logical partition on sdevssda
On already-existing
partitions, you can Format Size
hange everything Cylinder size: 7.84 N
except the start and (x) Do not format
size of the partition. File systen ID Start cylinder:
Ox68 Novell CO

( ) Format : (9 or +9M or +3.?GB)

L Fstab Options
[ 1 Encrypt file system
Mount Point

[OK1[Cancel]

I For LUM setup, I [LUM...1[RAID. .. 1[Crypt File...l1[Expert..l]

[Back] [Abort] [Next]

17b Fill in the following fields:
Format: Select Do not format.
File system ID: Select 0x68 Novell COS for the ID.

Size: Accept the default value for the End cylinder value. This selection allocates the
remaining space (50 GB) to the Extended Partition.

Mount Point: Make sure the Mount Point has no value.
17¢ Select OK.
17d Select Next.

18 Select Accept to continue with the installation of Linux Access Gateway.
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Installation 3ettings
Use fAccept to Click any headline to make changes or use the Change...
perform a neu
installation with the
values displayed. * 3ystem: VMware, Inc. — VUMware Virtuwal Platform

Change the values (None)

@ 1.86GH=
Warning:

YaSTZ2 has obtained all the information

required to install Mowell Linux Access Gateway.

The installation will be carried out according

to settings made in the previous dialogs.

To commit the installation and all choices made

so far, choose "Yes”. Choose "Ho" to return

to the previous dialog.

Jtart installation?
¥
~var with
ot been modifi
any way, S0 youw can = Create Partition ~devrsda? (id=0x68) 12.1 GB
still safely abort. [Sof tuare

[Change. .. 1]
[Abort] [Accept]

19 Select Yes, Install when prompted to proceed with the installation. This selection completes the
RPM installation.

The hard disk is formatted, removing all data, and the partitions are created. After all the
packages are installed, the system reboots in SUSE® Linux Enterprise Server (SLES) 9, and
finishes the installation.

20 Continue with Section 3.4, “Configuring Hardware and System Services,” on page 27.

3.4 Configuring Hardware and System Services

1 In the root user password screen, specify the password for root, then re-type it.
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Unlike normal users of
he system, who, for
instance, write texts,
reate graphics, or brouse|
he Internet, the user
"root” exists on every
system and is called into
action whenever
dministrative tasks need
o be performed. Log in as|
root when you need to be
he system administrator
and only then.

Because the root user
is equipped with extensive|
permissions, the password
for “root” should be
hosen carefully. A
ombination of letters and
unmbers iz recommended. Tof
ensure that the password
as entered correctly,
reenter it in a second
ifield.

fill the rules for user
passwords apply to the
“root” passuord:
Distinguish between
ppercase and lowercase. A
passuord should have at
least 5 characters and, as
a rule, not contain any

Password for "root”, the system administrator

Do wot forget what you enter here.

nter a password for the root user:

[Expert Options...

[Abort]

2 Tab to Next, then press Enter. The Network Configuration screen appears.

Network Configuration

Put the network
lsettings into effect by
pressing Hext.

Change the values by

licking on the respective]
fheadline or by using the
hange. .. menu.

€ ) Bkip Configuration
(x) Use Following Configuration

etuork Interfaces
= AMD PCnet - Fast 79C971
Conf igured with DHCP

DL Connections

» HNot detected.

I3DN ndapters

* Not detected.

odens

= HNot detected.

NC Remote Administration

» Remote administration is disabled.
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You must complete the network interface configuration. If you do not configure the network
interface, the Linux Appliance setup fails. Make sure that Network configuration matches the
RHEL configuration.

2a To change the network configuration, select Change from the Network Configuration
screen, then select Network Interfaces.

Network cards configuration
Network card setup etwork cards to conf igure
onf igure your network vailable are:
ard here. Other (not detected)
Adding a network card:
hoose a network card from
he list of detected
etwork cards. If your
etwork card was not
autodetected, select Other|
(not detected) then press
onf igure.
Editing or Deleting:
If you press Change, an
additional dialog in which
o change the
onf iguration opens. [Conf igure...]

= AMD PCnet - Fast 79C971
Conf igured with DHCP

[Change. . .
[ inis

[ Back 1 [Abort 1

2b Tab to Change, then press Enter.
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Hetwork card overvieuw
Ohtain an overview of
installed network cards.
fAdditionally, edit their

onf iguration.

Adding a network card:
Press Add to configure a

Network cards configuration overvieu

ew network card manually.

Editing or deleting:
hooze a network card to
hange or remove. Then

press Edit or Delete as

[AdA1[Edit1[Delete]

[Abort]

2c¢ Select Edit. The Network Address Setup screen appears.

Conf igure your IP
address.

You can select dynanic
address assignment, if yo
fhave a DHCT server running|
on your local network,

filso select this if you
do not have a static IP
address assigned by the
lsystem administrator or

our cable or DSL

Network addresses will
hen be obtained
automatically from the
lserver.

Clicking Hext completes
he configuration.

DOtherwise, network
addresses must be assigned
anually.

Enter the IP address
(e.g., 192.168.100.99) for
our computer, the netuwor]
ask (usually
255.255.255.@), and,
optionally, the default
yateway IP address.

Contact your network
adninistrator for more
information about the
etwork configuration.

Network address setup

Network device eth-id-00:0c:29:£3:18:1a
hoose the setup method
( ) Automatic address setup (wia DHCP)

(x) 3tatic address setup
IP Address Subnet mask

Detailed settings
[Host name and name serwver]

[ Routing 1
[ Advanced. . . 11

[Back] [Abort]

|IP Address
. DHCP

[Next1

The Access Gateway must not use DHCP; it must be assigned with a static IP address.
2d Configure a static IP address:

Static address setup: Select this option to enter a static IP address.
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IP address: Specify the IP address of the RHEL server.
Subnet mask: Specify the subnet mask for your network.
2e Tab to Select Hostname and server, then press Enter.
2f Fill in the following fields:

Host name and name server conf iguration

Insert the host name and
domain name for your

omputer. Name server list]
and domain search list are|
optional .

Note that the hostname
is global—it applies to
all interfaces, not just

his one. ostname and Domain Hame (Global)

A name server is a Host Name Domain Name
omputer that translates labs.customer .com
host names into IP ] )
addresses. This value must|
be entered as an IP
address (e.g., 10.10.0.1), ame servers and domain search list
ot as a host name. Domain Search

Search domain is the abs.cust
domain name where host Hame Server 2 main 3earch £
ame searching starts. The
prinary search domain is

sually the same as the
domain name of your
omputer (e.g., suse.del.
There may be additional
leearch domains (e.g..,
lsuse.com) .
If you are using DHCP to
et an IP address, check
hether to get a host name|
via DHCP or to set name
lzervers and searched
domains via DHCP.
[Back]l [Abort]

Host Name: Specify the same hostname given for the RHEL machine.
Domain Name: Change the domain name to the domain name for your network.

Name Server 1: Specify the [P address of your DNS server. If you have more than one
DNS server, specify their IP addresses in the Name Server 2 and Name Server 3 fields.
You do not need to configure a domain search.

2g Tab to OK, then press Enter.
2h Tab to Routing, then press Enter.
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Routing configuration
The routing can be set
p in this dialog. The
Default Gateway matches
cvery possible
destination, but poorly.
If any other entry exists
hat matches the required Default Gateway
address, it will be used 10.1.1.2
instead of the default
route. The idea of the Routing Table
default route is simply to [ 1 Expert Configuration
enable you to say “and
everything else should go
Ere’ .
Enable IP Forwarding if
he system is a router.

[ 1 Enable IP Forwarding

[Abort]

2i Specify the gateway for your network, tab to OK, then press Enter.
2j Tab to Next, then press Enter.
2k Tab to Finish, then press Enter.

3 Tab to Next, then press Enter. The Administration Console Configuration screen appears.
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© 0 N O O

10

Novell Linux Access Gateway Administration Console, NTP 3erver
Novell Linux Access and 33L VPN Conf iguration
ateway
Access fdministrator,
Identity Server, NTP
[Berver and 33L UPN Service|
onf iguration.

NTP 3erver Configuration

Enter the NIP Server NTP 3erver

ane . pool .ntp.org

Check the Enable On Box
Identity 3erver to install fidministration Console Configuration
and Conf igure the 1 E In Box Id
Identity Server on the 1 E e On Box Administ: [
Linux Access Gateway. [ 1 Enable On Box 33LVPN Server
BelectsEnter the Access ficcess i
Adninistrator I[P Address 10.1.1.

o import the Linux Access| Access

ateway

o localsremote Access
Administrator.
Enter the Access
Administrator User Name.
Enter the Passuord.
[Re—enter Password for

heck the Enable S3SL UPN
Service to configure and
i=tart 33L UPN service
on the Linux Access
ateway.
Click Hext to complete
[Back] [Abort]

Fill in the following fields:

Enable On Box Identity Server: This option is not available in this release.

Enable On Box Administration Server: This option is not available in this release.
Enable On Box SSL VPN Server: Do not select this option.

Access Administrator IP Address: Specify the address of the Administration Console.

Access Gateway IP Address: Specify the IP address of the RHEL server from the drop-down
list.

Username: Specify the name of the Administration Console user.
Password: Specify the password for the user.

Reenter Password: Re-type the password for the user.

Tab to Next, then press Enter.

Tab to Next, then press Enter.

The Add a new local user screen appears. Select Next.

When the Empty user login prompt is shown, select Yes.

On the Hardware configuration option, select Next.

The final configuration and auto-import into the Administration Console starts. This might take
10 to 15 minutes, depending on the configuration and hardware.

Ignore the warning about failed services in runlevel3 for novell-jcc.

Proceed with Section 3.5, “Verifying the Linux Access Gateway Installation on RHEL,” on
page 34.
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3.5 Verifying the Linux Access Gateway
Installation on RHEL

1 From a client machine external to your Administration Console server, launch your preferred
browser and enter the URL for the Administration Console.

Use the IP address established when you installed the Administration Console. It should
include the port 8080 and the application nps. If the IP address of your Administration Console
is 10.10.10.50, you would enter the following:

http://10.10.10.50:8080/nps

2 Click OK to accept the certificate. You can select either the permanent session or the temporary
session certificate option.

3 On the Login screen, specify the administrator name and password that you defined during the
Administration Console installation.

4 Click Devices > Access Gateways.

If the installation was successful, the IP address of your Access Gateway appears in the Server

list.

[T (TS TS [T S T
Access Gateways
Access Gateway Servers
Mews Cluster.,. | Shutdown | Reboot | Refresh | Actions + 1 ftem(s)
|:| Hame Status Heatth Alerts Conmumands Statistics Type Configuration

|:| 10.10,15%. 18 Current '\<>,‘ o Succeeded Wigm Linux Appliance Edit

The Health status indicates the health state after the Access Gateway was imported and
registered with the Administration Console. The health status should appear as green if you
successfully completed the steps in Section 3.4, “Configuring Hardware and System Services,”
on page 27.

If an Access Gateway started to import into the Administration Console, but failed to complete
the process, the following message appears:

Server gateway-<name> is currently importing. If it has been several
minutes after installation, click repair import to fix it.

5 (Conditional) If you have waited at least ten minutes, but the message doesn’t disappear and the
Access Gateway doesn’t appear in the list, click the repair import link.

For additional help, see “Appendix, A.3 Troubleshooting the Access Gateway Import” in the
Novell Access Manager 3.1 SP1 Installation Guide (http://www.novell.com/documentation/
beta/novellaccessmanager3 1/installation/?page=/documentation/beta/novellaccessmanager3 1/
installation/data/bookinfo.html).

This completes the installation of the Linux Appliance.
6 Continue with one of the following:
¢ Section 3.6, “Configuring the Linux Access Gateway to Boot from RHEL,” on page 35.

+ “Quotes instead of CiteTitle on the section name.Setting Up a Basic Access Manager
Configuration” in the Novell Access Manager 3.1 SP1 Basic Setup Guide (http://
www.novell.com/documentation/novellaccessmanager31/basicconfig/?page=/
documentation/novellaccessmanager3 1/basicconfig/data/bookinfo.html)
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3.6 Configuring the Linux Access Gateway to
Boot from RHEL

After the installation of Linux Access Gateway, the machine starts in SUSE Linux Enterprise Server
(SLES) 9 SP3. To boot the machine from Red Hat, do the following:
1 From the Linux Access Gateway console, log in as root.
2 Enter the following command:
fdisk -1

3 To copy boot entries for Red Hat to the Linux Access Gateway machine, create a directory as
follows:

mkdir <Directory Name>
For example, mkdir rhel

4 Specify the following command to mount the / partition or the boot partition of RHEL:
mount /dev/<partition> <directory>

Replace <partition> with the / or boot partition of RHEL that you want to mount and
<directory> with the newly created directory.

For example,
mount /dev/sdal rhel

5 To get multiple boot options in Linux Access Gateway, use a file editor such as vi to copy the
lines similar to the lines shown below from the RH boot loader rhel/boot/grub/menu. lst to
the Linux Access Gateway boot loader /boot/grub/menu. 1lst, just below timeout.

title Red Hat Enterprise Linux Server (2.6.18-53.el5)

root (hd0,0)

kernel /boot/vmlinuz-2.6.18-53.el5 ro root=LABEL=/ rhgb quiet
initrd /boot/initrd-2.6.18-53.el5.img

This ensures that the system restarts in RHEL by default.
6 Restart the machine. The system boots in RHEL.
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GHNU GRUB wversion B.94 (638K lower - 522176K upper memory)

Red Hat Enterprise Linux Server (2.6.18-53.el5)

Linux

Floppy
Failsafe

Use the * and 4 keys to select which entry is highlighted.
Press enter to boot the selected 05, 'e’ to edit the
comMands before booting, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 7 seconds.

If you want to restart the machine in the Linux Access Gateway, use the arrow key to select the
Linux option

7 Start the RHEL server.

3.7 Starting the Linux Access Gateway from
RHEL

To start the Linux Access Gateway in RHEL:

1 Log in as root to the RHEL machine.
2 Set SELinux to Permissive mode:

2a Seclect System > Administration > SELinux Management.

2b Select System Default Enforcing Mode and set Current Enforcing Mode to Permissive.
3 Do one of the following:

3a To disable the firewall, select System > Administration > Security Level and Firewall >
Firewall Option to Disabled. Click Apply to save changes.

NOTE: This is the preferred option.

3b Open the required ports in the firewall, then select System > Administration > Security
Level and Firewall > Firewall Option. Select Other Ports > Add, then add 1443 as the
port and set the protocol as TCP. Add other ports required for the reverse proxy services to
run. For example, if you have a reverse proxy service listening on port 80 and 443, then
add these two TCP ports to the Firewall exceptions list.

4 Copy the rhel-lag.tar.gz file to the RHEL machine.
5 Specify the following command to untar the file:
tar -zxvf rhel-lag.tar.gz -P

6 Specify the following command to change the directory:
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cd /opt/novell/access-gateway/scripts/
7 Specify the following command to run the script:
sh configure-lag.sh
8 Specify the following information for the script:

8a Specify the mount point for the Linux Access Gateway in the current Operating System.
For example, /lag.

8b Specify yes when prompted to confirm.

8c Seclect the device containing the / partition of the Linux Access Gateway Installation from
the list displayed. Specify the relevant number.

8d Sclect the device containing the /var partition of the Linux Access Gateway Installation
from the list displayed. Specify the relevant number.

8e Specify yes, when prompted to confirm mounting.
8f Verify and specify yes, when prompted to confirm fstab modifications.
89g Specify yes to continue.
8h Specify yes to edit the syslog configuration, so the Linux Access Gateway logs to syslog.
8i Specify yes to restart the syslog daemon.
9 Start the Linux Access Gateway service by using the following command:

/etc/init.d/novell-am-gateway start

NOTE: You must close the terminal used to execute the above command.

The Linux Access Gateway service is automatically started when the machine is rebooted.
10 (Optional) If you want to stop the Linux Access Gateway service, use the following command:

/etc/init.d/novell-am-gateway stop

3.8 Configuring the Linux Access Gateway after
It Is Installed on RHEL

The Linux Access Gateway must be configured after it is installed on RHEL. For information on
configuring the gateway, see the Novell Access Manager 3.1 SP1 Access Gateway Guide (http://
www.novell.com/documentation/novellaccessmanager3 1/accessgateway/?page=/documentation/
novellaccessmanager3 1/accessgateway/data/bookinfo.html).

If you want to add or modify the network configuration for Linux Access Gateway installed on
RHEL, the procedure is different from the Linux Access Gateway installed on SUSE® Linux
Enterprise Server (SLES).

¢ Section 3.8.1, “Configuring the New Network Interface,” on page 37
¢ Section 3.8.2, “Configuring a Secondary IP Address,” on page 38

3.8.1 Configuring the New Network Interface

1 Configure the network interface in RHEL by selecting System > Administration > Network.
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2 Use the Administration Console for the Linux Access Gateway to configure the network
interface.

For more information, see Section 3.8.1 “Viewing and Modifying Adapter Settings” and
Section 3.8.5, Adding New Network Interfaces to the Gateway Appliance, in the Novell Access
Manager 3.1 SP1 Access Gateway Guide (http://www.novell.com/documentation/
novellaccessmanager3 1/installation/?page=/documentation/novellaccessmanager3 1/
installation/data/bookinfo.html)

3.8.2 Configuring a Secondary IP Address

1 Configure the secondary IP address in RHEL by selecting System > Administration > Network.

2 Use the Administration Console for Linux Access Gateway to configure the secondary IP
address. For more information, see “Section 3.8.1 Viewing and Modifying Adapter Settings”,
in the Novell Access Manager 3.1 SP1 Access Gateway Guide (http://www.novell.com/
documentation/novellaccessmanager3 1/installation/?page=/documentation/
novellaccessmanager3 1/installation/data/bookinfo.html).
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Troubleshooting

This section has the following troubleshooting information:

¢ Section 4.1, “Health Status Displays NTP Check Failed Error,” on page 39

4.1 Health Status Displays NTP Check Failed
Error

If the Linux Access Gateway health displays the following error, you can safely ignore it:

NTP is enabled, but a status check failed.
(Required Action) Verify that the NTP server is installed.

You can also use the following command, then refresh the health:

umount /var/run
cp /var/run/ntpd.pid /lag/var/lib/ntp/var/run/ntp/ntpd.pi
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Additional Information

This section includes the following additional and optional configuration information about the
Linux Access Gateway installed on Red Hat Enterprise Linux:

¢ Section A.1, “Differences between the Linux Access Gateway on RHEL and the Linux Access
Gateway Appliance,” on page 41

¢ Section A.2, “Configuring the Linux Access Gateway to Load the Red Hat Boot Loader,” on
page 41

A.1 Differences between the Linux Access
Gateway on RHEL and the Linux Access
Gateway Appliance
Following is the difference between the Linux Access Gateway appliance and the Linux Access
Gateway on RHEL

¢ P Address must be added on RHEL server.

¢ NTP must be managed on RHEL server

+ gsyslog must be managed on RHEL server

+ syslog cron-tab entries must be managed on RHEL

¢ Secondary IP addresses must be managed on RHEL

¢ Patches are upgraded from the Linux Access Gateway partition

¢ Linux Access Gateway logs are viewed from the Linux Access Gateway partition

¢ Linux Access Gateway coredumps are collected from the Linux Access Gateway partition

¢ Touch files are added or removed from the Linux Access Gateway partition

A.2 Configuring the Linux Access Gateway to
Load the Red Hat Boot Loader

1 Start the machine in RHEL.

2 Enter the following command:
/sbin/grub-install /dev/<hardisk>
For example, /sbin/grub-install /dev/sda

3 Edit /boot/grub/menu.1st and comment out the following line to display the boot options
for Red Hat as well as the Linux Access Gateway in the Red Hat boot loader:

#hiddenmenu

4 To copy boot entries for Linux Access Gateway to the Red Hat machine, create a directory as
follows:

mkdir <Directory Name>

For example, mkdir lagboot

Additional Information

4



5 Enter the following command to mount the / partition or the boot partition of RHEL:
mount /dev/<partition> <directory>

Replace <partition> with the / or boot partition of Linux Access Gateway that you want to
mount and <directory> with the newly created directory. For example, mount /dev/sda5
lagboot

6 To get multiple boot options in the Linux Access Gateway, use a file editor such as vi to copy
the lines similar to the line shown below from the Linux Access Gateway boot loader
lagboot/boot/grub/menu. 1st to the end of the Red Hat boot loader /boot/grub/
grub.conf file.

title Linux

kernel (hd0,4)/boot/vmlinuz root=/dev/sdab vga=0x32b selinux=0
splash=silent resume=/dev/sda2 elevator=cfqg showopts

initrd (hd0,4) /boot/initrd

This ensures that the system provides options to boot in the Linux Access Gateway as well as
RHEL. If none of the options are selected, the system boots in RHEL by default.

7 Restart the machine. The Red Hat boot loader image displays options to boot in Red Hat as
well as Linux Access Gateway.

GNU' GRUB version B.97 (638R lower ~ 2H95848K upper memory)

Red Hat Enterprize Linux Server (2.56.18-53.el5)
Linuzx

Use the T and 4 keys to select which entry is highlighted.
Press enter to boot the selected DS, ‘e’ to edit the
commands before booting, "a’ to modify the kernel arguments
before booting, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 3 seconds.

RED HAT
ENTERPRISE LINUX 5
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