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About This Guide

This administration guide is written to provide network administrators the conceptual and procedural
information for managing user and collaborative storage by using Micro Focus Storage Manager for
eDirectory.

+ Chapter 1, “What’s New,” on page 9

+ Chapter 2, “Overview,” on page 11

+ Chapter 3, “Using the Admin Client,” on page 13

+ Chapter 4, “Managing Existing User Storage,” on page 17

+ Chapter 5, “Managing User Home Folders,” on page 31

+ Chapter 6, “Managing Existing Collaborative Storage,” on page 53

+ Chapter 7, “Managing Collaborative Storage,” on page 63

¢ Chapter 8, “Using Quota Manager,” on page 81

+ Chapter 9, “Reference,” on page 85

+ Appendix A, “eDirectory Schema Extensions,” on page 121

+ Appendix B, “Glossary,” on page 133

+ Appendix C, “Documentation Updates,” on page 135

Audience

This guide is intended for network administrators who manage user and collaborative network
storage resources.

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Micro Focus Storage Manager 5.3 for eDirectory Administration
Guide, visit the Micro Focus Storage Manager Web site (http://www.novell.com/documentation/
storagemanager5/index.html).

Additional Documentation

For additional Micro Focus Storage Manager documentation, see the following guide at the Micro
Focus Storage Manager Documentation Web site (http://www.novell.com/documentation/
storagemanager5/index.html):

+ Micro Focus Storage Manager 5.3 for eDirectory Installation Guide

About This Guide
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1.1

1.2

What’s New

Micro Focus Storage Manager 5.3 for eDirectory provides new features and product enhancements.
A summary of some of the more notable new features and enhancements follows.

+ Section 1.1, “New in Version 5.3,” on page 9

¢ Section 1.2, “New in Version 5.0,” on page 9

New in Version 5.3

Support for Open Enterprise Server 2018 SP2

Storage Manager 5.3 for eDirectory has been updated and thoroughly tested to support the storage
capabilities and features of Open Enterprise Server 2018 SP2.

Updates to Engine, Agent, and Event Monitor

Updates include consolidation of native code, product updates for the current build system, and TLS
updates for security.

Updates to the Admin Client Interface

Some minor interface changes were made to the Admin Client with the objectives of making the
interface more user friendly and more consistent with current product sets. Updates were also made
to third-party libraries. In cleaning up the code base, some legacy code was removed.

New in Version 5.0

Re-branded Administrative Interface

The Storage Manager administrative interface has been re-branded. Based on this re-branding, some
filenames and paths have been updated.

What's New
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Overview

Micro Focus Storage Manager introduces management and structure to an unmanaged and
unstructured network storage system. In the process, it automates the full life cycle management of
user and group storage. Leveraging directory services (commonly referred to as “the directory”),
Storage Manager automates a comprehensive set of storage management tasks based on events,
identity, and policies.

The Directory

NetlQ eDirectory stores the identity information about the users and groups that Micro Focus Storage
Manager manages. When Storage Manager is installed, it adds or modifies user and group attributes
so that they can be managed through Storage Manager.

Events

When a user or group is created, moved, renamed, or deleted, it is known as a directory “event.”

Policies

Policies within Storage Manager indicate what storage-specific actions to enact when an event in
eDirectory takes place. These actions include creating user storage when a new user is added to
eDirectory, moving storage when a user is moved from one organizational unit or group to another,
and archiving or deleting storage when a user is removed.

Micro Focus Storage Manager for eDirectory lets you create the following types of policies:

User Home Folder: Manages home folders for users who access their storage from an assigned
user workstation.

Container: Manages the users located in an organizational unit.
Group: Manages the users that are members of a group.

Auxiliary: Manages additional storage that you can create automatically in association with a User
Home Folder policy.

Engine

The Engine performs actions based on events in eDirectory and the defined Storage Manager
policies. These include provisioning, moving, grooming, deleting, renaming, and vaulting in the file
system. There is only a single Engine per directory tree.

Event Monitor

The Event Monitor monitors changes to eDirectory based on create, move, rename, and delete
events. Event monitors should be configured to monitor at least one server per eDirectory partition
ring that you care about. That is, servers that hold a replica for each eDirectory partition that contains
objects that you wish to receive event data about and for which Storage Manager will consequently
manage storage.

NOTE: As a best practice, install two Event Monitors per replica ring.

Overview 1



Agent

Agents perform copying, moving, grooming, deleting, and vaulting through directives from the Engine.
For optimum performance, Agents should be installed on all servers with storage managed by Micro
Focus Storage Manager.

- Create User - Create Group

- Move User - Add and Remove

.Rename User  Member from Group
' Delete User

- Collaborative Storage Policies - Provision Home Folder

+ User Storage Policies - Assign Rights

+ Auxiliary Storage Policies *Rename Home Folder

* Block Policies *Clean Up Home Folder
' Provision Collaborative Storage
' Delegate Work to Agent

-Server to Server File Copies
*Vaulting of Home Folders
- File Template Copies

12 Overview



Using the Admin Client

The Admin Client is the administrative interface for Micro Focus Storage Manager for eDirectory. All
management tasks run from this easy-to use Windows application. The Admin Client is built from the
Microsoft .NET Framework and is run from a Windows workstation or server.

Procedures for installing the Admin Client are included in “Installing and Configuring the Admin Client
” of the Micro Focus Storage Manager 5.3 for eDirectory Installation Guide. If you have not yet
installed the Admin Client, go to that guide to install it before proceeding with this section.

+ Section 3.1, “Launching the Admin Client,” on page 13
¢ Section 3.2, “Using the Admin Client Interface,” on page 15

3.1 Launching the Admin Client

1 Double-click the Storage Manager 5.3 Admin icon from the Windows desktop.
An authentication dialog box appears.

m Micro Focus Storage Manager Admin - 5.3.0.9 X

m Storage Manager
A e |

User Mame | |

Engine

Password

B Proxy andLogging Options

Copyright 2020 Condrey Corporation.

2 In the Engine field, specify the DNS name or IP address where the Engine service is installed.
3 In the Port field, specify the secure port number.
The default setting is 3009.
4 Specify the username.
You must specify the username in fully distinguished username format.
5 Specify the password.
The user must be a member of the SMAdmins group to be able to log in.
6 Click Login.

Using the Admin Client 13
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3.1.1 Overriding Proxy Settings at Login

As a .NET application, the Admin Client is managed by the proxy configurations and exceptions of
Microsoft Internet Explorer. If you do not have an exception in your proxy settings to allow for the
Admin Client, the Admin Client application might not launch.

Try to launch the Admin Client using the default setting first. If you are unable to log in, use the
following procedures:

1 Repeat Step 1 on page 13 through Step 5, then click the Proxy and Logging Options button to
expand the authentication dialog box.

m Micro Focus Storage Manager Admin - 5.3.0.9 X

m Storage Manager
Engine |172.17.2.152 v] F‘u:urt

User Mame |au:|min.u:urg |

Password | |

¥ Proxy andLogaging Options
i#1Use System Proxy (use Internet Explorer settings)
i Do not use a Proxy

] Enable Temparary Logging Override

Copyright 2020 Condrey Corporation.

2 Select Do not use a Proxy.
3 Click Login.

3.1.2 Enabling Temporary Logging Override

Selecting Enable Temporary Logging Override indicates that you want Storage Manager to override
any logging configuration settings you have set for the Engine and the Agent in the Admin Client, and
to create log files during this session. The data contained in the log files might be useful for
troubleshooting.

The Enable Temporary Logging Override option overrides the currently set logging option for the
Admin Client, and temporarily enables debug logging. The log can be found in the
%AppDat a% Roami ng\ M cro Focus\ St or age Manager\ Adni n folder.

14 Using the Admin Client



3.2 Using the Admin Client Interface

The Admin Client interface has three tabs: Main, Reports, and Configure. Clicking each tab displays
an associated toolbar directly below the tabs. The toolbar is divided into sections based on the
actions that are available. Clicking a tool displays data or an interface for performing a management
task.

The default display is the Engine Status page, which is discussed in detail in the Reference chapter of

this guide.

m fa B O+ Micro Fecus Sterage Manager Admin 5.3.0.-1 - Expiresin 352 days. - X
Main Reports Configure
' 5 | B @ 2 & O
E= loed]
o 1 Z 3 o o g s >
Engine Identity Policy Pending Management Path Object Storage GSR Scheduled Data
Status Objects Management  Events Actions Analysis Properties Resources Collector Tasks Management
Home Management Admin Tools ~

En Engine Status

Engine: 172.17.2.152

Current Engine Server Time
Engine Start Time

5/18/2020 3:54144 PM
5/18/2020 2:33:56 PM

{Engingi| Database
Event Processor Status Reason Component Warnings

v Accepting Events « Agents
v Processing Events v Event Monitors
General User Event Counts Primary Audliary Storage
License Type Production Add Q [v]
Operating System Linux Delete ] a
Operating System Build Version Kernel Name: Linux, Architecture: x85_64... Deferred Delete 1] [v]
Engine Server 53 Rename a v}
Engine Version 5.3.0.4 May 142020 10:36:05 Set Policy a /A
Managed Tree Name EDIR1-TREE Move a v}

High Transaction Mumber a

Work Queue Collaborative Event Counts

Event Servers 1 Add 1}
Queued Pending Events 1} Delete a
Unparsed Pending Events 1} Add Member a
Last Event Processed Time Not available Delete Member o
Agent Servers 1 Deferred Delete o]
Agent Copy Directory Jobs o Rename o
Agent Delete Directory Jobs a Set Policy o
Agent Vault Directory Jobs 1]

" Updates Available

All other Storage Manager tools are covered in the other sections of this guide.

Using the Admin Client
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Managing Existing User Storage

Because Micro Focus Storage Manager for eDirectory is deployed into an existing Micro Focus Open
Enterprise Server network with users, groups, and containers already established in eDirectory, your
principle focus should be to start managing the storage that is assigned to these users. This process
involves several tasks:

*

*

*

*

Running reports to determine the status of your user storage

Creating policies that standardize the storage allocation, quota, rights, and more
Managing the users through Manage Operations

Testing these policies to verify that they are working as desired

By completing this section, you not only put your existing users’ storage into a managed state and set

it up for ongoing management through Storage Manager for eDirectory, but you also learn the basic

procedures for reporting and for setting user policies.

*

*

*

*

After completing the procedures in this section, refer to the remainder of the Micro Focus Storage

Section 4.1, “Running the GSR Collector,” on page 18

Section 4.2, “Viewing Anomaly Reports,” on page 18

Section 4.3, “Running Consistency Check Reports on Existing Storage,” on page 19
Section 4.4, “Assigning Missing Home Folder Attributes,” on page 19

Section 4.5, “Standardizing User Home Folder Attributes,” on page 21

Section 4.6, “Creating a Blocking Policy,” on page 21

Section 4.7, “Creating a User Home Folder Policy,” on page 22

Section 4.8, “Removing a Preexisting Process for Creating User Home Folders,” on page 28
Section 4.9, “Testing the User Home Folder Policy,” on page 28

Section 4.10, “Performing a Consistency Check,” on page 28

Section 4.11, “Testing a Rename Event,” on page 29

Section 4.12, “Testing a Cleanup Rule,” on page 29

Section 4.13, “What’s Next,” on page 30

Manager 5.3 for eDirectory Administration Guide for more detailed content on these tasks as well as
many others.

Managing Existing User Storage
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4.1

4.2

Running the GSR Collector

The Global Statistics Reporting (GSR) Collector collects data for general statistics, presents historical
data, reports on anomalies such as potential orphaned home folders, and catalogs managed storage
movement.

As the first step in managing your existing user storage through Storage Manager, you should run the
GSR Collector. Depending on the size of your network, running the GSR Collector might be resource
intensive and can take some time to complete. After you run the GSR Collector the first time, you
should schedule it to run at a regularly scheduled time, preferably after regular business hours.

1 Launch the Admin Client.

2 In the Main tab options, click GSR Collector.

3 Click Run Collector.

Viewing Anomaly Reports

The GSR Collector can generate anomaly reports to identify issues that might need to be addressed
before you create storage policies. The anomaly report, which is generated through data collected by
the GSR Collector, lists potential problems according to seven different categories:

Tab Name Explanation

Orphan Candidates Lists home directories that are not currently assigned to a User object in
eDirectory.

Name Mismatch Lists cases where a username and the associated home directory name do not

match. This is frequently the case when a User object is renamed, but the
corresponding home directory is not.

Path Overlap List home directories that are parent paths of other user home directories. For
example, a user’s home directory attribute in eDirectory is set to
VOL1:\HOME\USERS instead of VOL1:\HOME\USERS\JBANKS. This is a
potential conflict because if you move an object that resides in the first path, it
moves all users below the user.

Duplicate Storage Pointer Lists users that have identical home directory paths.

Missing Primary Folders Lists users who do not have assigned home directories.

Other Missing Folders Lists users that have auxiliary storage assigned, but the storage is not yet
created.

Objects Not Managed Lists objects in eDirectory whose managed path is populated with a value but

are not managed through Storage Manager.

1 In the Admin Client, click the Reports tab.
2 Click Anomaly Reports.
3 Click the tab for the category you want to view.

At this point, because none of your existing users are being managed through Storage Manager,
each user in eDirectory should be listed when you click the Objects Not Managed tab.
Additionally, you might notice other potential problems by viewing data categorized through the
other tabs.

Managing Existing User Storage



4.3 Running Consistency Check Reports on Existing
Storage

When Storage Manager for eDirectory is installed, you need to analyze and correct any issues that
might exist in the current user storage environment. Issues might include missing storage quotas,
inconsistent home folder attributes, inconsistent home folder rights, missing home folders, and
inconsistent file paths. Storage analysis begins by running consistency check reports on existing user
storage prior to creating and implementing storage policies.

In addition to reporting on storage issues, consistency check reports let you review current quota
assignments and can help you in designing and planning storage policies.

1 In the Admin Client, click the Main tab.

2 Click Identity Objects.

3 In the left pane, browse through the directory tree so that an organizational unit with the users for
whom you want to generate the consistency check report is displayed in the right pane.

4 In the right pane, right-click the container and select User Actions > Consistency Check.
5 Click Run and view the results in the bottom panel.
6 Click Expand to expand the view.

Because none of the users are currently managed through Storage Manager for eDirectory, each
user has a Management status of Not Managed. Additionally, there are no established storage
quotas and there might be inconsistent directory attributes, rights, flags, and file paths, along
with various warnings or errors that you can mouse over to view the specifics.

To export a consistency check report for printing, see Section 9.2.1, “Consistency Check
Reports,” on page 103.

44 Assigning Missing Home Folder Attributes

The consistency check report’s DS Path column indicates the path (also referred to as “attributes”) of
the user’s assigned home folder. If no path is indicated, it is because the home folder attribute is not
set in eDirectory.

Storage Manager for eDirectory allows you to populate any missing home folder attributes or correct
attributes that are not configured correctly. You do this by selecting a path and looking for a match on
each user’s ID. You also have the option to overwrite an existing attribute based on a match found.

If no home folder exists for the user, Storage Manager for eDirectory can create one automatically
when the target path for the home folder is indicated in the policy. For more information, see
Section 4.5, “Standardizing User Home Folder Attributes,” on page 21.

1 In the Admin Client, click the Main tab.

2 Click Identity Objects.

3 In the left pane, browse through the tree so that an organizational unit with users that need home
folder attributes appears in the right pane.

4 In the right pane, select the desired container.

5 Click User Actions > Assign Managed Path.

Managing Existing User Storage 19
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@ Take Action - User Mode - O x

P Run & User Mode - Consistency Check ’hg Management Action = G Refresh Results

= Add 3 Remove Select All | [[] Select None
Matched Path Assignment

FDN
(®) Assignif associated path attribute not set T Ou=Employees.OU=Atianta.0=T1

() Assignif associated path attribute not setor specified location not found on disk
() Always overwrite associated path attribute
Explicit Path Assignment

[] Explicit Assignment {only works with single object)

Target Path

Parent Path | Browse

Process Subcontainers Run in Check Mode Mask l:l

Select All | [] Select None | == Add to Targets mj Expand |+ Check mode

MName Path Type Action Last Error

6 In the Matched Path Assignment portion of the window, make sure the Assign if Home Directory
attribute not set option is selected.
7 Click Browse, use the Path Browser dialog box to browse to the path where your user home
folders in the selected organizational unit reside, then click OK.
The selected path appears in the Parent Path field.
8 Verify that the Run in Check Mode check box is selected.
Check mode allows you to view the results of the action, without actually making changes.
9 Click Run.
10 Click Expand to expand the view.
Storage Manager for eDirectory summarizes any problems it can resolve in the Action column.
11 Click Collapse.
12 If you approve of the actions Storage Manager for eDirectory took in Check mode, deselect Run
in Check Mode and click Run.
13 Run a new consistency check report by selecting the organizational unit you selected in Step 3
on page 19, clicking Consistency Check, then clicking Run.
14 Observe that all users now have home directory attributes listed in the DS Path column.
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4.5

4.6

Standardizing User Home Folder Attributes

As a best practice, you should have all of your user home folder attributes set to a path that ends with
the user’'s home folder name, rather than the parent path. For example, instead of user EBROWN
having a home folder attribute of VOL2:\USERS, it should be set to VOL2:\USERS\EBROWN.

Storage Manager for eDirectory lets you easily standardize home folder attributes by overwriting
attributes linked to the parent path.

1 In the Admin Client, click the Main tab.

2 Click Identity Objects.

3 In the left pane, browse through the tree so that a container with users that need standard home
folder attributes appears in the right pane.

4 In the right pane, right-click the desired organizational unit and select User Actions > Assign
Managed Path.

5 Select the Always overwrite Managed Path attribute option.

6 Click Browse, use the Path Browser dialog box to browse to the path where you want all home
folders in the selected container to reside, then click OK.

7 Verify that the Run in Check Mode check box is selected.
8 Click Run.
9 Click Expand Results to expand the view.

Storage Manager for eDirectory summarizes any problems it can resolve in the Action column.
Resulting home folder attributes that will be created are displayed as “Match found. Managed
path would be set.”

10 Click Collapse.

11 If you approve of the actions Storage Manager for eDirectory took in check mode, deselect Run
in Check Mode and click Run.

12 Run a new consistency check report by selecting the organizational unit you selected in Step 4,
clicking Consistency Check, then clicking Run.

13 Observe that all users who did not previously have proper home folder attributes, now do.

Creating a Blocking Policy

Storage Manager for eDirectory provides the ability to create “blocking policies” that block other
Storage Manager for eDirectory policies from affecting members of organizational units, members of
groups, or even individual users. For example, you might have proxy users such as a BACKUP
PROXY or VIRUS SCAN PROXY who do not need a home folder. Or, you might have an
organizational unit within an organizational unit whose members you do not want to be assigned
home folders.

Creating a blocking policy is as easy as creating a group, adding the users you want to block from a
policy to the group, and then using the Admin Client to create the blocking policy and associate it to
the group.

NOTE: Blocking policies can be assigned to users, groups or containers.

Managing Existing User Storage 21



IMPORTANT: Before proceeding, you should create a group in eDirectory whose members you want
to block from the effects of any Storage Manager for eDirectory policies that you create.

In the Admin Client, click the Main tab.
Click Policy Management.
From the Manage drop-down menu, select New > User Home Folder.

A WON -

Specify a descriptive name in the Name field, such as “Block Policy,” leave the User option
selected, then click OK.

The Policy Options page appears.

Palicy Editor - Atlanta Employees Home - 0O x

General Policy Options

‘ v Policy Options ‘ Process Eventsfor AssodatedManaged Storage

<§> Associations [] Automatically Attempt to Bypass Events ina Bypassable State

= Auliary Policies

Policy Inheritance
Seh
up Policy applies tosubcontainers

Provisioning Options

- Policy Weight o5

7 Target Paths

m Quota Options
G Move Schedule
Description

Cleanup Policy created at 5/7/2020 9:06 AM by admin.org

E‘j Cleanup Options

@ Vault Rules

. Grooming Rules Characters Allowed: 1023 Characters Remaining: 976
Other

Mates

F:j Policy Summary

E Copy Policy Data 0K Cancel Apply
1. Changes to this policy have not been saved.

5 Deselect the Process Events for Associated Managed Storage check box.

A description at the right of the check box indicates that the policy is now a blocking policy.
6 In the left pane, click Associations.
7 Click the + sign.

8 Browse down and locate the user, group, or container that you want to block from the effects of
Storage Manager for eDirectory policies, then drag it to the Selected Items pane.

9 Click OK to save the setting.
10 Click OK to save the block policy.

4.7 Creating a User Home Folder Policy

A policy is the means by which Storage Manager for eDirectory provisions, manages, deletes, and
archives storage. The parameters within the policy dictate where user storage is created, what rights
are granted, what quota to assign, what to do when a user is deleted, and much more.
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IMPORTANT: Only one policy of the same type can be associated with a volume, container, group, or
user.

1 In the Admin Client, click the Main tab.
2 Click Policy Management.
3 From the In Manage drop-down menu, select New > User Home Folder.
4 Specify a descriptive name for the policy, then click OK.
The Policy Options page appears.

Palicy Editor - Atlanta Employees Home - 0O x

General: Policy Options

General Policy Options
‘ ? Policy Options ‘ Process Eventsfor AssodatedManaged Storage

<§> Associations [] Automatically Attempt to Bypass Events ina Bypassable State
= Auliary Policies

Policy Inheritance
Seh
up Policy applies tosubcontainers

Provisioning Options

- Paolicy Weight e

7 Target Paths

m Quota Options

G Move Schedule

Description

Cleanup Policy created at 5/7/2020 9:06 AM by admin.org

E‘j Cleanup Options

@ Vault Rules

. Grooming Rules Characters Allowed: 1023 Characters Remaining: 976
Other

Mates

F:j Policy Summary

E Copy Policy Data oK Apply

5 Set the Policy Options specifications for the policy:

5a If you want the container’s subcontainers to inherit the policy settings, leave the Policy
applies to subcontainers check box selected. Otherwise, deselect it.

5b If you will have users that are members of multiple groups, which means they could be
affected by multiple policies, use the Policy Weight field to indicate a weight for this policy.

When multiple policies pertain to a user, Storage Manager for eDirectory uses the highest
weight number to determine which policy to apply.

6 Set the associations:
6a In the left pane, click Associations.
6b Click Add.

6c Browse to and locate the organizational unit, Group object, or User object you want the
policy applied to, then drag it to the Selected ltems pane.

6d Click OK.

Managing Existing User Storage 23



7 Set the provisioning specifications:

7a In the Folder Properties region, specify the settings you want for the rights to be applied to
network home folders that are created through this policy. Select the Policy-Defined Default
Attributes check box, to activate additional check boxes.

7b In the Template Folder region, click the Browse button to locate and place a path to a
template directory that can be copied into each home folder.

For more information on templates, see Step 3 on page 34.

7c In the Home Folder region, leave the Set target path server as Default Server check box
selected.

8 Set the target paths:
8a In the left pane, click Target Paths.

8b Click Add, browse to the volume or folder where you want your home folders to reside,
right-click and choose Select to add the target path to the Selected Paths pane.

8c Click OK.

8d If you want to set the location of home directories among different paths, repeat Step 8b to
include all the paths you want.

8e If you have multiple paths listed, select a distribution method from the Distribution drop-
down list.

For an explanation of storage distribution, see Section 5.4.4, “Setting Target Paths,” on
page 35.

8f Leave the other fields as they are currently set.
8g Click Apply to save your settings.

9 Set the directory quota options:
9a In the left pane, click Quota Options.

Policy Editor - Atlanta Employees Home - 8 =

General TInitial Quota
¥ Policyoptions Enabled
<§’ Associations () No Quota Restriction
55 Auxiliary Policies @) Set Quota 1,0241%| MB
Setup Quota Management
Provisioning Options Enable Quota Manager / Quota Preservation forthis policy
. Toract Faths Quota Maximum Quota Increment
m Quota Options (O No Maximum Quota (0 Set quota increment manually

© Move schedule @® Madmum quota | 10,2901%] Mg @ Increment quota by 0] me

Cleanup
Quota Managers

MM Cleanup Options & Add Remove

B vault Rules

Manager Object

X Grooming Rules 2% Ch=Atfants Helpdesk,OU=Groups.OU=Atianta,0=T1
Other

Notes

th) Policy Summary

E‘ Copy Policy Data oK Cancel Apply
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9b In the Initial Quota region, specify the amount of initial directory storage space to be
allocated to all users associated with this policy.

9c (Optional) In the Quota Management region, click the Enable Quota Manager / Quota
Preservation for this Policy check box, to display additional options.

9d Select one of the following Quota Maximum options:

+ Use the No Maximum Quota option to specify that the users managed by this policy will
be granted additional directory storage quota when they need more.

+ Use the Maximum Quota field to specify the maximum amount of storage that is
allocated to a user. This allocation comes through the quota increment settings below.

9e (Optional) Select one of the following Quota Increment options:

+ Select the Set quota increment manually option to allow users who are designated as
quota managers to set directory quotas manually.

+ Select the Increment quota by option to indicate the size in MB for each new allocation
of additional storage quota.

9f Click Apply to save your settings.
10 Set the move schedule:
10a In the left pane, click Move Schedule.
10b Specify the hours when Storage Manager for eDirectory can perform data migrations.

For more information on data migrations, see Section 5.4.6, “Setting the Move Schedule,”
on page 38.

10c Click Apply to save the settings.
11 Set the cleanup options:
11a In the left pane, click Cleanup Options.

Policy Editor - Atlanta Employees Home - 8 =

Cleanup: Cleanup Options

General Storage Cleanup
? Policy Options [JEnable /I No cleanup rules are currently set forthis policy.
<§’ Associations Cleanup storage 7 % | days after a cleanup event.
=5 Auxiliary Policies @ 2 value of zero (0 ) days will cleanup immediately.
Setup

Provisioning Options
_: Target Paths Vault on Cleanup
m Quota Options
[] Enable

G Move Schedule

Vault Path Browise

Cleanup

ﬁ.ﬁ Cleanup Options

B vault Rules

o Grooming rules and vault-on-cleanup rules share the same vault path.

¥ GroomingRules

Other

Notes

th) Policy Summary

E‘ Copy Policy Data oK Cancel Apply

1. Changes to this policy have not been saved.
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11b In the Storage Cleanup region, select the Enable check box to indicate if you want user
storage associated with this policy deleted when a user is removed from eDirectory.

If you select the check box, you can specify the number of days a user home folder and its
contents will remain before it is deleted.

11c If you want user storage associated with this policy vaulted, in the Vault on Cleanup region,
select the Enable check box and use the Browse button to indicate a path to the vault
location.

11d Click Apply to save your settings.

If you have both Storage Cleanup and Vault on Cleanup enabled, Storage Manager for
eDirectory vaults the data and then deletes it after the specified period of time. If you have
Vault on Cleanup but not Storage Cleanup enabled, Storage Manager for eDirectory vaults
the data immediately and never cleans it up.

12 Set the vault rules:
12a In the left pane, click Vault Rules.
12b Click the Add to create vault rules.

Vault Rule Editor x
Description |Delete temp files
Action  Delete ~ | (@) Files () Folders
Masks | *.tmp|
* 0Only one Mask per Line
Comparative Criteria Mumeric Criteria Unit
: . : i ) - K™
File Size Filter |[Disabled] - Any Size 05 A
. . - " |
Create Time Filter | [Disabled] - Any Time = A
) ) - = [Tt
Madify Time Filter | [Disabled] - Any Tme = A
Access Time Filter |[Disabled] - Any Time =
0K Cancel

For example, in the rule above, all .t np files are deleted prior to their home folder being
vaulted. When the specified number of days in the Cleanup storage after field has passed,
the home folder is deleted from the specified vault location.

12¢ Click Apply to save your settings.
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13 Set the grooming rules:
13a In the left pane, click Grooming Rules.
13b Click Add.

13c Select either Vault or Delete from the Action drop-down menu to specify whether to vault or

delete a particular type of file.

13d In the File Name Mask field, indicate the type of file for which this grooming rule will take

action. For example, *. np3 and *. np4.

Grooming Rule Editor

Description |Grooming Rule

Action

Vault e

(@ Files () Folders

Masks | =.mp3

File Size Filter | [Disabled] - Any Size

Create Time Filter

[Disabled] - Any Time

Muaodify Time Filter | [Disabled] - Any Time

Access Time Filter | [Disabled] - Any Time

Comparative Criteria

* Only one Mask per Line

Mumeric Criteria Unit
v 3 =
v e G
v E S

0K Cancel

To narrow the scope of the grooming rule, you can use the filter settings in the lower portion

of the dialog box.

For example, if you select Greater than from the File Size Filter drop-down menu, enter 2 as
the Numeric Criteria, and select MBs as the Unit setting, the grooming rule in this example

vaults all MP3 files greater than 2 MB. Setting additional filters narrows the scope of the

grooming action even more.

13e Click OK to save the grooming rule.

13f Repeat Step 13a through Step 13e to create additional grooming rules.

13g Click Apply to apply the grooming rules.

14 Click OK to save the policy settings.
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4.8

4.9

Removing a Preexisting Process for Creating User
Home Folders

When you create and configure a policy, it is important to understand that Storage Manager for
eDirectory is now set up to provision and manage all new users that are created in the associated
container.

If you have a network tool such as ConsoleOne or iManager creating home folders when a new user
is added to the container or group associated with a policy, you need to remove the setting that
creates the home folder.

You might also need to notify anyone who previously managed storage for those users that are now
being managed by Storage Manager for eDirectory, to cease any manual storage management tasks
such as home folder creation, renames, moves, etc., and let Storage Manager for eDirectory now
manage the user storage.

Testing the User Home Folder Policy

You should now create a test user to confirm that Storage Manager for eDirectory will provision and
deprovision the test user's home folder according to the policy rules that you created.

1 Using ConsoleOne or iManager, create a new user such as TESTUSER in the organizational
unit associated with the policy you configured in Section 4.7, “Creating a User Home Folder
Policy,” on page 22.

2 In the Admin Client, click the Main tab.
3 Click Path Analysis.

4 In the left pane, browse down to the location where the new home folder for the new TESTUSER
is located.

5 Select the TESTUSER home folder, then select Folder Trustees.
This displays the View Trustees page.
6 Verify that the rights that you set in Step 7a on page 24 are those that you set in the policy.
7 Click OK to close the View Trustees page.
8 Click Quota.
This displays the View Quota dialog box.

9 Verify that the quota specifications that you set in Step 9 on page 24 are those that you set in the
policy.
10 Click OK to close the View Quota dialog box.

410 Performing a Consistency Check
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Performing a follow-up consistency check allows you to verify that other policy specifications that you
established in the user home folder policy are being enacted.

1 In the Admin Client, click the Main tab.

2 Click Identity Objects.

3 In the left pane, browse to select the organizational unit associated with the policy that you
created earlier.

4 Select the Filters check box that is associated with Users.
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4.11

4.12

5 In the right pane, locate and right-click TESTUSER, then select User Actions > Consistency
Check.

The Take Action — User Mode page appears.
6 Click Process Selected Targets.

7 Verify that the settings for the home directory attribute (DS Path), Flags, Rights, and Quota are
what you established when you configured the policy. Additionally, verify that the Management
status is set to “Managed” and that the Mgmt Path and DS Path match (a check mark in the
Paths Match column indicates a match).

Testing a Rename Event

This procedure lets you verify that a user’'s home folder attribute is updated following a rename event.
1 Use iManager or ConsoleOne to rename the user from the suggested TESTUSER name to a
name such as TESTUSER2.

2 In the Admin Client, while you are still displaying the users through the Identity Objects page,
click Refresh to refresh the screen and see the renamed user.

3 Right-click the renamed user and select User Actions > Consistency Check.

4 Verify that the home folder and the directory attribute have been updated in the DS Path and
Mgmt Path columns.

Testing a Cleanup Rule

This procedure lets you verify that Storage Manager for eDirectory cleans up a user’s storage
according to the user home folder policy that you created earlier.
1 Use iManager or ConsoleOne to delete TESTUSER2.

2 If you chose to delay the cleanup of user storage for a set amount of days in Step 11b on
page 26, open the Admin Client, click the Main tab > Pending Events > Deferred to view any
information indicating the deferred number of days for the storage cleanup.

3 Click Path Analysis.

4 In the left pane, browse to the location where the TESTUSER?2 resided and verify that the folder
has been deleted.

5 (Conditional) If you set your policy to vault deleted storage, browse to the location in the left pane
where you chose to vault deleted storage in Step 11¢ on page 26 and verify that TESTUSER2
was vaulted:

5a If you set your policy to delay the cleanup of user storage for a set amount of days in
Step 11b on page 26, click Pending Events to view details on deferred action.

5b Right-click the listed deferred action, then select Properties. In the Properties dialog box,
then verify that the Next Eligible Time displays a date that corresponds to the number of
days you set in your policy for the deleted storage to be cleaned up.

5¢ Click OK to close the dialog box.

6 Because this is a test user, perform the storage cleanup immediately by once again right-clicking
the listed deferred action and selecting Make Eligible.

7 Click Path Analysis and browse to the location in the left pane where you viewed the vaulted
storage, then verify that the storage has been cleaned up.
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413 What’s Next

Now that you have created and tested a User Home Folder policy, you can create User Home Folder
policies for the users in other containers or groups. You can do so based on the overview and
procedures you were given in this chapter, or you can review Chapter 5, “Managing User Home
Folders,” on page 31, which provides a more comprehensive discussion of performing user-based
storage tasks in the Admin Client.

When you have a better understanding of the user-based storage capabilities in Storage Manager for
eDirectory, you can proceed to have Storage Manager for eDirectory manage your collaborative-
based storage. Refer to Chapter 7, “Managing Collaborative Storage,” on page 63 for a
comprehensive discussion and procedures for performing collaborative storage tasks.
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5 Managing User Home Folders

5.1

5.2

¢ Section 5.1, “Overview,” on page 31

+ Section 5.2, “User Policies,” on page 31

¢ Section 5.3, “Setting Up a Vaulting Location,” on page 32

+ Section 5.4, “Creating a User Home Folder Policy,” on page 32

¢ Section 5.5, “Using a Policy to Manage Inactive Users,” on page 41

+ Section 5.6, “Copying Policy Data,” on page 42

+ Section 5.7, “Using a Policy to Manage Auxiliary Storage,” on page 44
+ Section 5.8, “Exporting Policies,” on page 49

¢ Section 5.9, “Importing Policies,” on page 50

Overview

In Chapter 4, “Managing Existing User Storage,” on page 17, you created and configured a blocking
policy and a User Home Folder policy to put your existing storage in a managed state. In this section
you will learn in greater detail about how to create and configure User Home Folder policies, along
with other policies associated with user storage. These include:

+ User policies

+ Auxiliary storage policies

User Policies

User policies automate the provisioning, ongoing management, and disposition of network user home
folders. A user policy can be associated with the following eDirectory objects:

+ Organization

+ Organizational Unit

+ Group

+ User
If you associate a user policy to an Organization object or Organizational Unit object, the policy

affects all users that reside in those areas of the directory, unless it is specifically blocked through a
blocking policy. If you associate the policy to a group, it affects all members of the group.

Standard directory inheritance applies to policy associations. This means that if you assign a policy to
an Organization object but there is a policy at an Organizational Unit object the policy associated with
the Organizational Unit object will be the active policy for the user. The policy that is most directly
associated to the user takes precedence.

NOTE: Although creating a user policy for an individual User object is possible, it is somewhat
impractical and should only be done in rare circumstances.
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5.3

5.4

5.4.1

User policies are stored in a database that is created during the Engine installation.

Setting Up a Vaulting Location

Vaulting is the process of saving the contents of a user's home folder after the user's User object has
been removed from eDirectory. If your user storage policies are to include vaulting rules, you must
first set up a storage location where the policy will vault the storage.

Creating a User Home Folder Policy

Prior to creating the user policy, you must determine if the policy should pertain to the members of the
organization, organizational unit, or a group.

1 Launch the Admin Client.
2 In the Main menu, click Policy Management.
3 From the Manage drop-down menu, select New > User Home Folder.
4 Specify a descriptive name in the Name field and click OK.
The Policy Options page appears.
5 Continue with Section 5.4.1, “Setting Policy Options,” on page 32.

Setting Policy Options

Settings within Policy Options let you indicate how to apply the policy, set policy inheritance and
policy weight, and write an expanded policy description.

1 In the Policy options region, fill in the following fields:

Process Events for Associated Managed Storage: Select this check box to apply the settings
in this policy to all users within the container where this policy is assigned. Deselect this check
box to create a blocking policy that can be applied to a specific user, group, or container. For
more information on blocking policies, see Section 4.6, “Creating a Blocking Policy,” on page 21.

Automatically Attempt to Bypass Events in Bypassable State: Select this check box to
allow Storage Manager for eDirectory to automatically attempt to address any pending events
that can bypass administrative action.

Be careful when considering applying this setting to a policy. Doing so has the potential to make
incorrect associations and, thus, grant a user access to a folder that he or she shouldn’t have.
For example, suppose Tom Smith and Tammy Smith are in the same container and managed by
the same policy, and that there is a home folder already created named TSMITH. Storage
Manager for eDirectory might consider this a bypassable event and, if this check box is selected,
might associate the home folder to Tammy Smith, when it should belong to Tom Smith.

2 In the Policy Inheritance region, fill in the following fields:

Policy applies to subcontainers: Select this check box to have this policy inherited for all
containers that reside within the organization or organizational unit where this policy is assigned.

Policy Weight: When a user is a member of multiple groups and each group has a separate
effective policy, Storage Manager for eDirectory uses this setting to determine which policy to
apply. Storage Manager for eDirectory applies the policy with the largest numerical weight.

In the case where multiple policies have the same weight, the event will go into a pending state
indicating that multiple polices have the same weight and one must be changed in order for the
event to process.
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3 In the text field in the Description region, specify a description of the policy you are creating.
4 Proceed with Section 5.4.2, “Setting Associations,” on page 33.

5.4.2 Setting Associations

The Associations page is where you assign the policy you are creating to a container, Group object,
or—if you are creating a blocking policy—a User, Group, or Container object.

1 In the left pane, click Associations.
2 Click Add to bring up the Object Browser.

3 If you plan to assign the policy to a User object, select the Users check box in the Filter region of
the Object Browser.

4 Browse through the directory structure and select the container, Group object, or User object you
want to associate the policy to.

A policy can be assigned to multiple organizational units, groups, and users.

= Directory Services Browser X
Filter Groups Users Refresh ,O Search == Add Remuove
Tree Name: EDIR1-TREE

= [Root] Selected Items
T2 org
Tz Service Accounts
=T T
=-T=  Atlanta
Tz Employees
E-T= Groups
2L atlanta Building Access
2L Atlanta Employees
2k atlanta Engineers
n AtlantaHelpdesk
2k atlanta Marketing
2E Atlanta Sales
2R video Team
iz HQ
T= Londan
T= Munich
= NYC
Ts sFoO

Cance

5 Drag the object to the Selected Items pane, then click OK.

The Object Browser is closed and the object is displayed in fully distinguished name format in
the right pane of the window. For example, Atlanta Employees.Groups.Atlanta.T1.

6 Click OK to close the Object Browser.
7 Proceed with Section 5.4.3, “Provisioning Options,” on page 34.
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5.4.3

34 Managing User Home Folders

Provisioning Options

1 In the left pane, click Provisioning Options.

The following page appears:

The Provisioning Options page is where you indicate home folder rights, home folder attributes, the
location of a template for provisioning folder structure and content in a home folder when it is created,
and more.

General

" Policy Options
<§> Associations

== Auxliary Policies

Setup

‘ Provisioning Options

_-:_ Target Paths
m Quota Options
G—) Move Schedule

Cleanup

Eﬂ Cleanup Options
@ Vault Rules

2 Grooming Rules

Other

Notes

FBQ Policy Summary

E Copy Policy Data

Policy Editor - Atlanta Employees Home

Folder Properties
Default Rights [] Policy-Defined Default Attributes
Read Create [] Access Control Read Only Archive Rename Inhibit
Write Modify Don't Compress Hidden Delete Inhibit
Erase File Scan Immediate Compression Purge Immediate

Path Owmer

[] averride Path Owner

Browse

Template Folder

|\ Browse

Home Folder Options

Set target path server as Default Server

o | [ ]

I Changes to this policy have not been saved.

4

Apply

2 In the Folder Properties region, specify the following settings:

Default Rights: By default, Storage Manager for eDirectory grants the user all file rights to the
home folder except for Access Control. Granting Access Control is not recommended because it
provides administrator rights to the home folder, and enables the user to rename and delete the

folder.

Policy Defined Default Attributes: Select this check box to enable the Archive, System, and
Hidden check boxes, which provide the user the ability to set these attributes for the home folder.
For example, if you wanted home folders to be hidden from view, you could enable the Hidden
attribute by selecting the Hidden check box.

(Optional) To have subfolders and documents provisioned in the home folder when it is created,
use an existing file path as a template.

For example, if you wanted each home folder to have an HR subfolder with some HR documents
inside, click Browse to locate and select the HR folder in the file system.

Everything beneath the selected folder is copied into the user’s home folder.



4 Inthe Home Folder Options region, leave the Set target path server as Default Server check box
selected so that during login, Storage Manager for eDirectory will connect to the target server
and reduce unwanted authentications to other servers.

5 Proceed with Section 5.4.4, “Setting Target Paths,” on page 35.

5.4.4 Setting Target Paths

The Target Paths page is where you set the paths to the server volumes where user home folders will
be hosted.

1 In the left pane, click Target Paths.
2 In the Target Placement region, fill in the following fields:

Distribution: If you create more than one target path for a policy, you can indicate any of the
following options:

+ Random: Distributes storage randomly among the number of target paths.

¢ Actual Free Space: Distributes the creation of user home folders according to volumes with
the largest amount of absolute free space. For example, if you have two target paths listed,
target path 1 has 15 GB of free space, and target path 2 has 10 GB, the home folders are
created using target path 1.

+ Percentage Free Space: Distributes the creation of user home directories to volumes with
the largest percentage of free space. For example, if you have two target paths listed, target
path 1 is to a 10 TB volume that has 30 percent free space and target path 2 is to a 500 GB
volume with 40 percent free space, the home directories are created using target path 2,
even though target path 1 has more absolute available disk space. You should be cautious
when using this option with target paths to volumes of different sizes.

Leveling Algorithm: Use this option to structure the home folders so that they are categorized
by the first or last letter of a username through a subordinate folder. For example, if you choose
First Letter, and the Leveling Length field is set to 1, a user named BSMITH has a home folder
located in a path such as \ \ S2\ HOVE\ B\ BSM TH.

If you choose Last Letter, and the Leveling Length field is set to 1, the same user has a home
folder located in a path such as \ \ S2\ HOVE\ H\ BSM TH.

The Last Letter means the last character of the attribute Storage Manager for eDirectory uses to
create storage.

The Leveling Length field allows you to enter up to 4 characters. This makes it so that you can
organize home folders by year. For example, if your Leveling Algorithm setting is Last Letter,
and the Leveling Length setting is 4, a user named BMITH2020 has a home folder located in a
path such as \ \ S3\ HOVE\ 2020\ BSM TH2020.

Maximum Unreachable Paths: If you have a substantial number of target paths listed on this
page, this field lets you indicate the number of target paths Storage Manager for eDirectory
accesses to attempt to create a home folder before it suspends the attempt.

3 For each target path that you want to establish, click Add to access the Path Browser.

4 Browse to the location of the target path you want and click Add to add the target path to the
Selected Paths pane.
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Tree Name: EDIR1-TREE

= [Root] Selected Paths
B s
=-F s
T PROXYHOME
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Filter Cancel
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5 Click Apply to save your settings.
6 Proceed to Section 5.4.5, “Setting Quota Options,” on page 36.

54.5 Setting Quota Options

This page lets you establish user storage quotas. Until quota management is established, users have
unlimited storage disk space for their home folders.

Storage Manager 5.3 for eDirectory policies manage directory quota, rather than volume quota.

This page is also where you establish quota management settings for quota managers. A quota
manager is a specified user or group—for example, a help desk administrator or technical support
rep—who is granted the ability to increase a user’s quota, without having rights to the file system.
Quota management actions are performed through Quota Manager, which is a separate Web
browser-based management interface. For more information on Quota Manager, see Chapter 8,
“Using Quota Manager,” on page 81.

1 In the left pane, click Quota Options.
The following page appears:
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I Changes to this policy have not been saved.

2 Select the Enabled check box to enable quota management.
3 In the MB field, specify the initial storage quota for the user home folders.
4 Set up quota managers for this policy by filling in the following fields:

Enable Quota Manager / Quota Preservation for this Policy: Select this check box to enable
the Quota Management region of the page and to enable quota preservation.

Quota preservation preserves the home folder quota settings for users that are moved. For
example, if a user is moved from the Sales organizational unit to the Marketing organizational
unit, if the user’s quota allocation for the policy that applies to Sales were higher than the quota
allocation for the policy that applies to Marketing, the quota allocations from the policy
associated with the Sales policy are preserved for the user.

Quota Maximum: Indicate whether the users associated with this policy will have a maximum
quota setting. If so, indicate the maximum quota.

Quota Increment: Indicate whether quota managers will set the quota manually or in set
increments. If you use manual increments, the quota manager can increase the quota in any
increment until it meets the maximum quota setting. If you establish set increments, the quota
manager can only increase the quota by the increment setting.

Quota Managers: Click Add and use the Object Browser to browse to and select a user you
want to serve as a quota manager by dragging the User object over to the right pane. Repeat
this for each user you want to establish as a quota manager.

5 Click Apply to save your settings.
6 Proceed with Section 5.4.6, “Setting the Move Schedule,” on page 38.
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5.4.6

5.4.7

5.4.8

Setting the Move Schedule

This page lets you use a grid to specify when data can be moved during data movement operations.

By default, all days and times are available for data movement. If data movement during regular
business hours creates unacceptable network performance, you can choose to move data after
regular business hours.

1 In the left pane, click Move Schedule.

2 In the Data Move Schedule grid, click the squares for the day and hour you want to disable for
data movement.

3 Click Apply to save your settings.
4 Proceed with Section 5.4.7, “Setting Cleanup Options,” on page 38.

Setting Cleanup Options

This page lets you enable and specify cleanup rules for the policy. Options for cleanup include
deleting a home folder after a set number of days following the removal of a User object from
eDirectory, or vaulting (rather than deleting) the home folder.
1 In the left pane, click Cleanup Options.
2 Enable storage cleanup by filling in the following fields:
Enable: Select this check box to enable storage cleanup rules.

Cleanup storage: Specify the number of days a user home folder remains after the associated
User object is removed from eDirectory.

3 Enable vault on cleanup by filling in the following fields:
Enable: Select this check box to enable vault on cleanup rules.

Vault Path: Click Browse to browse and select the volume where you want the cleaned-up user
home folders to be vaulted.

When you indicate this path, it also appears in the Vault Path field of the Grooming Rules page,
because grooming rules and vault on cleanup rules share the same vault path.

4 Click Apply to save the settings.
5 Proceed with Section 5.4.8, “Setting Vault Rules,” on page 38.

Setting Vault Rules

When a User object is removed from eDirectory, you can have Storage Manager for eDirectory vault
the contents of the user's home folder from a primary storage device to a less expensive secondary
storage device. Storage Manager for eDirectory lets you specify what to vault or delete through vault
rules. For example, before vaulting a user’'s home folder, you might want to remove all .t np files. Or,
you might want to vault only the user's My Docunent s folder and nothing else in the home folder. You
accomplish all of this through settings in the Vault Rules Editor.

1 In the left pane, click Vault Rules.
The Vault Path field displays the vault path that you established when you set up cleanup rules.
2 Click Add to bring up the Vault Rules Editor.
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3 In the Description field, specify a description of the vault rule.
For example, “Files to delete before vaulting,” or “Files to vault.”
4 Fill in the following fields:
Action: Select whether this vault rule will delete or vault files.

If you select Vault, only the files or folders that you list in the Masks text box are vaulted and the
remainder of the home folder contents is deleted. Conversely, if you select Delete, only the files
or folder that you list in the Masks text box is deleted and the remainder is vaulted.

Files: If the vault rule you are creating will vault or delete content at the file level, leave the File
option selected.

Folders: If the vault rule you are creating will vault or delete content at the folder level, select the
Folders option.

Selecting Folders disables the filter settings in the lower portion of the Vault Rules Editor.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.

File or folder names can contain an asterisk.

5 (Conditional) If the vault rule you are creating is specific to files, complete the applicable filter
settings.
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Leaving the setting as [Disabled]-Any Size, vaults or deletes all file types listed in the Mask text
box according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size, when
created, when last modified, and when last accessed.

6 Click OK to save the vault rule.
7 If necessary, create any needed additional vault rules by repeating the procedures above.
8 Proceed with Section 5.4.9, “Setting Grooming Rules,” on page 40.

54.9 Setting Grooming Rules

Grooming rules in Storage Manager for eDirectory specify the file types that you do not want network
users storing in their home folders. Examples of these might be MP3 and MP4 files, MOV files, and
many others. You specify in the grooming rule whether to delete or vault a groomed file.

Grooming takes place as a Management Action that is run by the administrator. A Management
Action is a manual action that is enacted through the Admin Client. For more information, see
Section 9.1.4, “Management Actions,” on page 88.
1 In the left pane, click Grooming Rules.
The Vault Path field displays the vault path that you established when you set up cleanup rules.
2 Click Add to bring up the Grooming Rules Editor.
3 In the Description field, enter a description of the grooming rule.
For example, “Files to groom in Henderson OU.”
4 Fill in the following fields:
Action: Select whether this grooming rule will delete or vault groomed files.

Files: If the grooming rule you are creating will vault or delete content at the file level, leave the
File option selected.

Folders: If the grooming rule you are creating will vault or delete content at the folder level,
select the Folders option.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.

File or folder names can contain an asterisk.

5 (Conditional) If the grooming rule you are creating is specific to files, complete the applicable
filter settings.

Leaving the setting as [Disabled]-Any Size, vaults or deletes all file types listed in the Mask text
box according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size, when
created, when last modified, and when last accessed.

6 Click OK to save the grooming rule.
7 Click Apply to save your settings.
8 Proceed with Section 5.4.10, “Notes,” on page 40.

5410 Notes

The Notes page lets you enter up to 64,000 characters of notes for the policy you are creating. A
practical use of this page is to provide a better description of the policy.
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5.4.11

9.5

5.5.1

5.5.2

5.5.3

Policy Summary

The Policy Summary page displays a summary of the policy settings in HTML format. The Policy
Summary page provides an easy way to view all of the policy settings in a single page.

Using a Policy to Manage Inactive Users

When a user leaves an organization, many organizations choose to make the User object inactive,
rather than immediately delete the User object. This provides the organization an indefinite amount of
time to review and determine what to do with the contents of the user’'s home folder before finally
deleting the User object.

In Storage Manager for eDirectory, you can easily create an Inactive Users policy that has all home
folder property rights removed and apply it to an organizational unit set up specifically for inactive
users. When the User object is moved to the organizational unit, the access rights for that user are
immediately removed.

+ Section 5.5.1, “Creating an Inactive Users Organizational Unit,” on page 41

+ Section 5.5.2, “Creating an Inactive Users Folder,” on page 41

+ Section 5.5.3, “Creating an Inactive Users Policy,” on page 41

+ Section 5.5.4, “Setting an Inactive Users Policy Associations,” on page 42

+ Section 5.5.5, “Setting Inactive Users Policy Provisioning Options,” on page 42

+ Section 5.5.6, “Setting Inactive Users Policy Target Paths,” on page 42

+ Section 5.5.7, “Setting Inactive Users Policy Cleanup Options,” on page 42

Creating an Inactive Users Organizational Unit

1 In the Admin Client, click the Main tab.

2 Click Identity Objects.

3 In the left pane, browse to where you want to create an inactive users organizational unit.
4 Right-click and select Create OU.

5 Give the object a descriptive name, such as “Inactive Users” and click OK.

6 Click Refresh to view the new organizational unit.

Creating an Inactive Users Folder

1 On a network volume, create a folder to store inactive user home folders.
2 Give the folder a descriptive name, such as “Inactive Users.”

Creating an Inactive Users Policy

1 In the Admin Client, click Policy Management.
2 From the Manage drop-down menu, select Create Policy > Create User Home Folder Policy.
3 Specify a descriptive name in the Name field and click OK.
The Policy Options page appears.
4 Continue with Section 5.5.4, “Setting an Inactive Users Policy Associations,” on page 42.

Managing User Home Folders 41



5.5.4

5.5.5

5.5.6

5.5.7

5.6

Setting an Inactive Users Policy Associations

1 In the left pane, click Associations.

2 Click Add, then browse to and select the inactive users organizational unit you created in Step 5
on page 41.

3 Click Add to add the inactive users organizational unit to the Selected ltems panel.
4 Click OK to save the setting.
5 Proceed with Section 5.5.5, “Setting Inactive Users Policy Provisioning Options,” on page 42.

Setting Inactive Users Policy Provisioning Options

1 In the left pane, click Provisioning Options.
2 In the Folder Properties region of the page, deselect each of the rights check boxes.

This assures that User objects placed in the inactive users organizational unit do not have
access rights to home folders.

3 Click OK to save the setting.
4 Proceed with Section 5.5.6, “Setting Inactive Users Policy Target Paths,” on page 42.

Setting Inactive Users Policy Target Paths

1 In the left pane, click Target Paths.

2 Click Add, then browse to and select the inactive users folder that your created in Section 5.5.2,
“Creating an Inactive Users Folder,” on page 41.

3 Click Add to add the inactive users folder to the Selected Items panel.
4 Click OK to save the setting.
5 Proceed with Section 5.5.7, “Setting Inactive Users Policy Cleanup Options,” on page 42.

Setting Inactive Users Policy Cleanup Options

1 In the left pane, click Cleanup Options.
2 In the Storage Cleanup region, select the Enable check box.

3 In the Cleanup storage field, specify the number of days you want an inactive user’'s home folder
to remain before it is removed from the target path for this policy.

4 Click Apply to save the settings.

Copying Policy Data
Copy Policy Data allows you to copy all or a portion of the policy settings of one policy into another
policy.

1 In the Admin Client, click the Main tab.

2 Click Policy Management.

3 While creating a new policy or editing an existing policy, click Copy Policy Data in the left pane of
the Policy Editor dialog box.
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4 Click the Browse button. In the Policy Selector dialog box, select the policy from which you want
to copy policy settings, then click OK.

The dialog box is updated to list the name of the policy from which you are copying settings.
5 In the Policy Properties region, click the settings from the policy you want to copy.
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6 When you are finished selecting the setting to copy, click OK.

Man